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Abstract: In the context of global digital transformation, universities are required to improve digital
capabilities and use digital platforms for foreign language training. In this article, we will talk about the
digital competency framework, as well as the difficulties and opportunities that lecturers and students
may encounter when improving their digital competencies. At the same time, the author offers suggestions
to improve digital capabilities as well as ensure information security in the modern period.
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1. Pit vin dé

Chuyén d6i sb trong gido duc di m¢ ra nhiéu co
hoi méi cho viée cai thién chat lugng giang day va
hoc tap, dac bi¢t trong linh vyc dao tao ngoai ngir.
Khi giang vién (GV) c6 kha nang sir dung céng ngh¢
thong tin va truyen thong mot cach hiéu qua, ho s& co
thé khai thac t6i da cac nén tang hoc tap truc tuyen
(online platforms), tor d6 tao ra moi truong hoc tap
phong phu va da dang cho sinh vién (SV). Ngoai ra,
viéc khai thac nén tang sb trong dio tao ngoai ngir
khong chi gitip SV néng cao thai d6 chu dong hoc tép,
kham pha tri thirc ma con phat trién ning lyc sb (NLS)
(digital competence) trong giai doan chuyén doi so
quan trong nay. Tuy nhién, bén canh nhiing 191 ich,
viée ap dung cong nghé sb (digital technology) ciing
dit ra nhiéu thach thirc vé an toan thong tin, cu thé 1a
vi€éc bao vé€ dit liéu va thong tin c4 nhan cta GV, SV,
ciing nhu cta to chirc giao duc. Trude bdi canh do,
viéc nang cao NLS cho GV va SV, bén canh vi¢c khai
thac hiéu qua cac nén tang sd, 1 nhu cau cip thiét va
can dugc tién hanh déng bd véi cac giai phap dam bao
an toan thong tin cia nha truong.
2. N§i dung nghién ctru
2.1. Tong quan vé NLS trong gido duc thé ky 21

Theo UNESCO, “NLS dugc dinh nghia la mét loat
cac kha nang sur dung cac thiét bi k¥ thuat sd, cac ing
dung truyén thong va mang dé truy cap va quan ly
thong tin. Ching cho phép moi nguoi tao va chia s¢
noi dung ky thuat s0, giao tiép va cong tac, giai quyét
vén dé dé tu hoan thanh mot cach hiéu qua va sang tao
trong cudc séng, hoc tap, cong viéc va cac hoat dong
xa hoi n6i chung” [1]. Nhu vy, NLS cling chinh la
k¥ ning s6 (KNS) cua nhitng ngudi tham gia vao moi
trudng sb hién nay.
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KNS la k¥ ning (KN) then chdt dé thic day hoc
tap sudt doi [2] vi mot s 1y do sau. Thir nhat, cd KNS,
ngudi hoc ¢6 thé tiép can kho tri thirc khong 15 trén
Internet dé dang hon. Vi KNS, mdi nguoi déu co thé
truy cap Internet mot cach an toan, tim kiém thong tin
nhanh chong va chinh xdc. Thtr hai, KNS giap viéc
hoc gio ddy tré nén dé dang hon. Chi can c6 két ndi
mang, nguoi hoc cd thé sir dung Internet va cac thiét bi
sd dé truy cap, dang ky va hoc cac khoa hoc truc tuyén
mo dai tra (Massive Open Online Courses - MOOCs)
cung cap boi cac nén tang, t6 chirc khac nhau, & bét clr
déu, vao bt ctr thoi gian nao. Thir ba, véi KNS, mdi
nguoi dan déu co thé chu dong két ndi véi cong dong
hoc tap. Nguoi hoc co thé truy cap vao mang xa hoi,
cac dién dan truc tuyén dé két ndi v6i nhitng nguoi
¢6 cung muc ti€u hoc tap dé chia sé kién thirc va kinh
nghiém voi nhau. Diéu nay vira gitp cung cb kién
thirc, hoc hoi nhitng didu moi va quan trong hon, gitp
ho ty nang cao dong luc trong sudt qua trinh ty hoc.
Nhin chung, KNS doéng vai tro vo cung quan trong
trong viéc thiic day hoc tap sudt doi, bang cach cung
cap cho moi nguoi cong cu va co hoi dé tlep can tri
thirc trén moi trudng so.

Trong linh vue gido duc, NLS dugc xem la mot
kha nang can ¢, cung vdi viée co nén tang ly thuyet
vig chéc, kha nang nghién ctru va thir nghiém dé ap
dung kién thue, thai do va KN can thiét vao viéc 1ap
ké hoach, thuc hién, danh gia va xem xét lién tuc cac
quy trinh day va hoc dugc hd trg boi cong nghé s6
[3]. Cong dbng su pham di nhan ra tim quan trong
ciia NLS dbi véi viee giang day va hoc tap, va coi
n6 1a can thiét dé giai quyét nhidu van dé trong qua
trinh nay. Do d6, Trung tdm Nghién clru chung (Joint
Research Center - JRC) da phat trién mot khung NLS
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danh cho cac t6 chirc gido duc (DigeompOrg), giup
cac to chirc nay tich hop hoc tap s6 mot cach co hé
thong tir goc do giang day, cong nghé va to chie [4].
Déi véi GV, NLS c6 nghia 1a str dung cong ngh¢
s6 voi phuong phap giang day t6t, hiéu biét vé cong
nghé s6 va nhan thirc dugce tim quan trong cia viée
nay dbi véi chién luoc hoc tap va hinh thanh kién thire
cta SV [5]. Cho nén, nam 2017, khung NLS danh cho
GV (DigcompEdu) da dugc xuit ban, chi ra 22 ning
luc co ban thudc 06 linh vuc ma nha giao duc can
phat trién dé dap Gmg yéu cau [6]. Muc dich cua khung
DigCompEdu la dé trang bi mot tap hop cac NLS dic
thu cho nghé nghlep ctia cac nha gido duc dé gitip ho
¢6 kha nang ndm bat dugc tiém ning cac cong nghe s6
dé cai thién va ddi méi sang tao gido duc. Cu thé gom:
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Khung DigCompEdu con dugc phan loai theo:
1) cac ning lyc nghé nghiép ctia nha gido duc
(professional competences); 2) cac nang luc su pham
cua nha gido duc (pedagogic competences); va 3)
cac nang luc cua nguoi hoc (learners’ competences).
Trong do6 cac nang luc ctia nguoi hoc dugc tuy chinh
tir khung NLS cho céc cong déan (DigComp). Vi vay
¢6 thé ndi, cac NLS ciia cac nha gido duc 1a bao gdbm
ludn cé cac NLS cia cong dan.
2.2. Thuec trang va thdach thirc ndng cao NLS trong
dao tao ngoai ngir
Nang lyc ung dung cong nghé thong tin cua GV la
yéu t6 quyét dinh dén sy thanh cong cua chuyén doi
s trong dio tao ngoai ngir. Tuy nhién, thyc trang hién
nay cho thdy nhiéu GV van con thiéu KN st dung
cong ngh¢ trong
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Hinh 2.1: Khung NLS cho cdc nha gido duc
(DigCompEdu)

(1) Tham gia chuyén nghiép (Professional
engagement): Su dung cac cong nghé s6 dé giao tiép,
cong tac va phat trién nghé nghiép;

(2) Cac tai nguyén sd (Digital resources): Tim
nguon, tao 1ap va chia sé cac tai nguyén so;

(3) Day va hoc (Teaching and learning): Quan ly
va dan phoi sir dung cac cong nghé so trong viée day
va hoc;

(4) Banh gia (4ssessment): St dung cac cong ngh¢
va céc chién lugc sO dé cai thién danh gia;

(5) Trao quyén cho ngudi hoc (Empowering
learners): St dung cac cong nghé sb dé cai thién su
hoa nhép, ca nhan hoa va sy tham gia tich cyc cia
nhiing ngudi hoc;

(6) Tao thuan loi cho NLS cua nguodi hoc
(Facilitating learners’ digital competence): Xuc tac
cho nhiing nguoi hoc str dung sdng tao va cé trach
nhiém cac cong nghé s6 dé tao 1ap ndi dung, thong
tin, truyén thong, vi su thinh vuong va dé giai quyét
van dé.

nghé thong tin dé tir
d6é hinh thanh nén
NLS cua SV déng vai tro vo cung quan trong. NLS
ctia SV 14 yéu t quan trong trong mé hinh hoc tap méi
va cling la sy chuén bi cho cudc séng hoc tép va su
nghiép sau nay. SV ¢6 NLS cao hon c6 kha nang tham
gia hoc tap tot hon va say mé hoc tap hon [9]. S& hiru
NLS tdt gitp SV ¢6 kha nang dién giai va hiéu biét vé
hoc tap truc tuyen cao hon, gitip ho tién bo trong hoc
tap, trong cudc song ca nhén va nghé nghiép, xtr Iy t6t
cac tinh huong phdi hop 1am viéc trong moi trudng ao
va thue hanh tét hon trong gido duc tryc tuyén. _Khong
chi vay, NLS dugc xem la diéu kién tién quyét dé co
thé hoc tap va lam viéc trong mdi truong giao duc mo
va toan cau hién nay.

Mot trong nhimng thach thic 16n nhét trong viéc
nang cao NLS la su thiéu hut vé dao tao va hd trg
cho GV. C6 nghién ctru da chi ra rang viéc cai tién
cach thirc day hoc thong qua cong nghé sb can phai
duoc thuc hién déng bd voi viée nang cao nang luc
cho d¢i ngii GV. Hon nira, SV ciing can dugc trang
bi cac KNS can thiét dé co thé hoc tap hiéu qua trong
mai truong so.
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2.3. Viin d@é an toin thong tin trong dao tao ngoai
ngir

An toan thong tin 1a mot yeu t6 quan trong trong
viéc khai thac nén tang s. Chéng han, viéc ap dung
cac phuong phap giang day hién dai nhu Blended
Learning, Flipped Classroom.. . dbi véi cac mén
ngoai nglt can duoc thyc hlen VoL sy hd trg cua
khong gian mang nham tao két ndi gitra GV va SV.
Hoac, viéc két hop giira hoc true tuyén va hoc truc
tlep ¢6 thé tao ra nhimng rui ro v& an toan thong tin
néu khong duge quan ly chat ché. Ngoai ra, qua trinh
nang cao NLS va khai thac nén tang s déu phai duoc
thuc hién, trai nghiém va thao tac trén moi truong
sb v6i cac thong tin dinh danh cy thé. Cho nén cac
truong dai hoc déu can luu y dén cac chinh sach bao
mat thong tin nghiém ngit, nham bao vé quyén loi
ctia SV va GV, dong thoi can xdy duyng mot van hoa
an toan thong tin trong toan truong. -

C6 nghién ciru d nhidn manh rang chuyén dbi sd
trong giao duc khong chi 1a vin dé cong nghé ma
con lién quan dén viée xay dung mot moi truong hoc
tap an toan va thong minh. Viéc gido duc SV vé an
toan thong tin va bao mat dir liéu ciing 1a mot phan
quan trong trong qua trinh nay. Tom lai, viéc néng
cao NLS va khai thac nén tang s6 trong dao tao ngoai
ngit tai cac truong dai hoc can phai dugc thuc hién
ddng thoi véi viéc dam bao an toan thong tin. Chi
khi nao cac truong dai hoc chi trong dén ca hai khia
canh nay, ho méi co thé tao ra mot moi truong hoc
tap hi€u qua va an toan cho SV.

Viée thiét 1ap mot hé sinh thai gido duc s6 an toan
1a can thiét dé dam bao rang thong tin duoc bao vé
va khong bi lam dung, vi viéc doi méi phuong phap
day hoc trong thoi ky chuyén ddi s6 khong chi nham
nang cao chat lugng giao duc ma con can phai chi
trong dén viéc bao vé thong tin trong qua trinh day va
hoc. Dleu nay cho thay rang trong qua trinh chuyén
dbi s, cac trudng hoc can phai xay dung cdc chinh
sach va quy trinh bao mat thong tin dé bao vé dit liéu
ca nhan va thong tin nhay cam.

Viée xéy dung cac hé théng bao mat thong tin hiéu
qua s€ gitp giam thiéu rui ro va bao vé quyén loi cua
tat ca cac bén lién quan trong qué trinh chuyen d01 s0.
Tom lai, an toan thong tin trong chuyén doi s gido
duc 1a mot van dé quan trong can duoc cht trong. Viéc
nang cao ning lyc cong nghé cho GV, thiét 1ap hé sinh
thai giao duc s6 an toan, va xay dung cac chinh sach
bao mat thong tin 1a nhimg yéu té can thiét dé dam bao
thanh cong clia qua trinh chuyén dbi s trong gido duc.
2.4. Gidi phap ndng cao NLS cho GV va SV

Pé nang cao NLS trong dio tao ngoai ngit, nha
truong can thyc hién mot sb giai phap sau:
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- Pao tao va bdi dudng GV: Can té chire cac khoa
dao tao chuyén siu vé cong nghé thong tin cho GV,
gitip ho ndm bit va ung dung hiéu qua cac cong cu
s trong giang day.

- Tao méi trudng hoc tap twong tac: Cac nén tang
hoc tap tryc tuyén can duogc thiét ké dé tao ra moi
truong hoc tap tuong tac, khuyén khich SV tham gia
va trao doi § ¥ kién.

- Khuyen khich SV tu hoc: Can tao diéu kién cho
SV tu hoc va kham pha céac nguén tai liéu truc tuyén,
tur d6 nang cao kha nang ty hoc va tu nghién ctru.

- Theo khung NLS DigCompEdu va DigComp,
qua trinh xay dung va phat trién NLS cho ca GV va
SV can duoc tién hanh dong bo, lién tuc, thich ng
véi tinh hinh thyc tién cua xd hoi va sy phat trién
nhanh chéng cua cong nghé sd. Tir d6, ca thy va trd
déu nhan thirc duogc tam quan trong ctia NLS, s& dan
dan chuyén d6i tu duy trong qua trinh dao tao, va két
qua la sy nang cao NLS mdi ngay di kém voi kha
nang bao v¢ an toan thong tin.

3. Két luan

Viéc nang cao NLS va khai thac nén tang sb trong
dao tao ngoai nglr 1a mot nhiém vu quan trong trong
bdi canh chuyén dbi sb hién nay. Tuy nhién, dé dat
dugc didu nay, nha truong can chua trong dén viée
dao tao GV, tao méi truong hoc tip tuong tac, va
néu cao tinh thin bao mat an toan thong tin. Chi khi
nao cac yéu tb nay dugce két hop mot cach hiéu qua,
chung ta méi c6 thé tao ra mot mdi trudng hoc tip an
toan va hiéu qua cho SV, nham dén muc tiéu chuyén
d6i sb thanh cong trén moi linh vyc cua dét nudc.
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