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Abstract: Society is increasingly developing in terms of application of diverse information systems in
all fields of science, industry, agriculture, economic and trade, finance, healthcare, ... which all promote
security and safety. Key management has become a key security issue in the operation of wireless
sensor networks today. This article studies key management solutions for wireless sensor networks from
a clustering perspective. Through a brief analysis based on the relevant issues present in today's key
management solutions, the application of hierarchical routing protocols is explained and then a sensor
network key management solution is proposed. new wireless transformer. It is found that by using the
clustering information as clustering in the base station to complete the key distribution, it can be included
in the secure communication clustering between network nodes and can be applied on a large scale. Large
scale for network security system of unlimited sensors.
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1. Giéi thi¢u

Hién nay cam bién mang khong diy duoc sir
dung rong rai trong quan sy hoa, ciru ho khan cap va
ctru tro thién tai cling nhu cong tac an ninh khu vuc.
Trong qué trinh st dung két néi mang dé truyén dir
lidu thuong phat sinh nhimng vin dé nguy hiém nhu
trom cép ¢6 ac y hoac bi ké thu gia mao [1]. Cac nut
cam bién co kha ning bi bé khoa boi nhitng ngudi
¢6 dong co thim kin, do d6 khong thé dam bao an
ninh van hanh chung cia mang. Liéu mang c6 thé an
toan hon hay khong co thé dwoc 4p dung cho mang
cam bién khong day [2]. Dé dam bao thyc hién an
ninh mang tot hon, thuong cin phai xdy dung mot
hé thng an ninh mang twong ung. Viéc xdy dung
quan ly khoa 1a co sé dam bao an ninh cho mang
cam bién khong day, bao trim toan bd vong doi cua
khoa. Ban than cac cam bién khong day c6 nhiéu dic
diém, ching han nhu ning lugng han ché, kha ning
tinh toan va khong gian luu trit han ché ciing nhu
khong c6 kha ndng dam bao an ninh vt 1y trong cac
nut mang; Nang luong va bing thong truyén thong
tuong d6i han ché [3].
2. N¢i dung nghién ctru
2.1. Gidi phdp qudn Iy khéa mang cim bién vé han
dya trén phéi cdanh phdn cum
2.1.1. thd’ng xdy dung ké hoach quan Iy

Khi nén cong nghé thong tin mang cia nudc ta
tiép tuc d6i mai va phat trién, sy phat trlen ctia nhiéu
nganh cong nghé thong tin nhu truyén thong, may

tinh, cam bién ciing dang dan ting toc. Viéc tmg
dung va phat trién rong rai cua cong nghé mang cam
bién khong day cing dan din mé rong quy mo phat
trién mang tong thé. Giao thirc dinh tuyén phan cap
chiém vi tri thong tri trong cac mang cam bién khong
day va thuc hién viéc hop nhét cac nat dit liéu cam
bién khac nhau & cac dau cum khéac nhau trong viéc
lua chon cum, do dé nd c6 thé dat duoc muc dich
tiét kiém nang luong mot cach hiéu qua. Trong Gmg
dung thuc té ctua cam bién khong day, do quy md
tong thé tuong dbi 16n [4], viéc phan cum va két hop
nhidu budc nhay thuong xay ra dé dir liéu thu thap
cudi cung c6 thé duoc truyén dén tram gdc. Trong
mang cam bién khong day, ba giai doan duoc thuc
hién bang cach xay dung khoa phién: Gan khoa, chia
sé khoa va tao khoa. So dd quan 1y khoa mang cam
bién khong day duoc xdy dung trong nghién ciru nay
trude tién dam bao rang vi tri ciia tram gdc 1a tuyét
d6i an toan va nguy co vi pham tong thé 1a twong ddi
nho [5]. Pay thuong 1a tién dé cho so dd phan phdi
khéa dugc thuc hién boi hau hét cac khoéa. Can phai
hoan thanh viéc Iuu trlt trudc cac khoa phién Cki
va chtic nang Hash dya trén cic nat cam bién mang
khac nhau. Khoéa phién Cki dong vai tro 1a khoa ma
hoéa trong nut mang va khoéa phién gitta cac ntit khac
nhau s€ twong g v6i ma dinh danh nut NID. Céc
khéa phién niit mang khac nhau thuong ton tai ciing
nhau, do d6, cac khoa phién nut lién quan s& duoc lay
cho céc nut khac nhau. Ham Hash chu yéu dugc sir
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dung giita hai nat chung co thé ¢6 cung khoa, khoa
giao tiép phién dugc trién khai dam bao tinh nhat
quéan cua ham Hash giira cac khoa giao tiép cia nit
[6]. )
2.1.2. Giai doan phan phoi khoa

Trong qua trinh thyc hién phan phdi khoa mang,
thuong dugc chia thanh hai budc: Tram co s& tu
phan phdi khoa dudi dang cum va nit trudng phan
phdi khéa duéi dang nit trong cum.

a. Tram goc phdn bo khéa cho cum

Trong giai doan phan phdi khoa, tram gdc thuc
hién viéc truyén tin hiéu xung dong bd dén cac nat
mang khac nhau, tir d6 dat dugc sy dong bd hoa dong
hd gitra tram gbc va cac niit. Vi su tro gitp cia nhin
thoi gian, nhan thoi gian c6 thé dugce sir dung dé dong
bo hoa cac dong hd giira cac nat va tram gdc, khoang
cach duoc xac dinh [7]. Viéc lya chon cum truong co6
thé dugc hoan thanh trong mang cam bién véi su trg
gitp cua glao thitc phan cum, sau do nut truong cum
moi co the gm thong tin dén tram gdc, thong béo
cho tram gbc vé thong tin cum trudng twong tng va
khoang cach giira nut va tram co so. Tram gdc ciing
c6 thé sir dung khoang cach gitra cac nit chi khac
nhau dé phan b danh tinh cum giira cac nat chi cum
khac nhau [8]. Viéc xac dinh nat gitta cac nat chu
khac nhau c¢6 lién quan chat ché dén ma dinh danh
ctia nut chi. Nhitng nguoi dimg dau cum khac nhau
cling c6 thé kham phé céc thanh vién cum cua riéng
ho va cac nut lién quan trong géi dia bén trong nit tai
tram nhan dang ctia cum cua chinh ho kip thoi dudi
tac dong cia quang ba. Cac nliit mang khac nhau chu
yéu sir dung hai hodc nhiéu nat truéng cum dé xuat
ban céc nut quang ba thong tin lién quan. Cac nut
mang khac nhau ciing c6 thé sir dung cac nat cong dé
c6 duge mdi quan h¢ 1an can vi tri gitra chiing va cac
cum, dong thoi xuat ban nhan dang cum CLID cua
riéng chiing mot cach kip thoi. 9]. Tram gbc phan bo
ma dinh danh khéa KID lam khoa trong khong gian
khoéa S. Sau khi chi dinh kich thugc nhom khoa trong
cac cum khac nhau, tram gdc s€ hoan thanh viéc lién
lac gitita cac cum khac nhau theo khoang céach khac
nhau giita cic cum va tram gbc khac nhau. phan bd.
Trong qua trinh phan bo cac ky hiéu khoa khac nhau,
tram co s& nén kiém tra thong tin thong béo lién quan
ma né da nhan duoc dé co duge sb cum 1an can co
lién quan. S6 cum lién ké twong g co anh huong
truc tiép quyét dinh dén ty 1 phan bo khoa dat duoc
giita cac cum. S& cum da hoan thanh viéc phan phdi
cac ky hiéu khoa ciing anh huong dén ty 1é cac khoa
lién ké trong nhom khoa cua cum Quyét dinh. Sau
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khi cac nhom khoda gitta cac cum khac nhau dugc
phéan b, tram co s& ¢6 thé ma hoa cac ky hiéu khoa
dugc phan bd boi cac cum khac nhau va giri ching
dén nat chu cum sau khi ma hoa cac khéa tuong tng.

b. Cum truong phdn bé khéa cho cdc niit trong
cum

Cum truong khong phan bd cac nut tir toan b
nhom khoa ma nd luu trit ma phan bd ngau nhién
cac nut tir cac nit cum khac nhau trong nhém khoa.
Diéu nay 1am giam hiéu qua viéc luu trir khoa trong
cum cho cac nut khac nhau. Khong gian lién quan
duoc tiéu thu giup cai thién tinh bao mat mét cach
hi€u qua va tinh bao mat cua toan by nhém khoa.
Néu cac khoa duoc phan phdi gitra cac nit khac nhau
hoic khong gian chiém giit boi mot nit twong ddi 16n
thi co thé xay ra tinh huéng mot hodc nhiéu nat bi
chiém, do d6 nén tranh khong gian bi chiém giir boi
bd luu trit khoa ctia cac nut trong cac cum khac nhau

.. Néu qua nho, néu khong s& dan dén xac suét thiét
1€1p lién lac an toan gitta cac nut khac nhau trong cum
thap, dé xay ra tinh trang “ddo an ninh”.

Nut cong 1 co so cho giao tiép an toan, chil yéu
dugc str dung cho cac nut trong cum, dong thoi ap
dit truc tiép cac nguyén tic phan phdi khoa dic biét,
khac voi phan phdi nat thong thuong. Trong qua
trinh xay dung cum, can dam bao cum nao s& duoc
két ndi véi cac nat cong khac nhau va dam béao rang
giao tiép giira cac cum c6 thé giai ma va xac minh
cac chtic nang. Cac nit cong khac nhau ciing phai
duogc két ndi chit ch& véi cac nat trudng ciia cac cum
khac nhau do d6 viéc phan ph01 khoa niit ciia cong
¢6 ngudn gdc tir cac cum két ndi khoa khac nhau.
Béng cach gia sir ring kich thudc khong gian cia cac
nut khac nhau trong cum 1a k, khi do s6 cum cu thé
dugc két ndi boi cac nit cong khac nhau 1a L, do do,
cac khoa gilta cac cum L tro thanh khong gian khoa
dugc phan bo boi nit cong.

2.2. Xdy dung khéa dwong dén

Dé xay dung cac khoa bang nhau giita hai nut
chung, bang cach hoan thanh duong dan luu trix
trede cua ham Hash trén céc nat khac nhau, sau do6
su dung phuong thirc ndi bo cua so dd phan ph01
trude khoa ngau nhién, c6 thé dat duoc su sip xép
KID giira nhiéu khoa. Giao tlep nhiéu mat dat duoc
gifra hai nat khoa chung trong cac cum khéac nhau va
chung c6 thé giao tiép vai cac nut co cung khoa giira
hai nat khac nhau nay. Dé giam ning luong tiéu thy
gilia cac nut chu, trong qua trinh giao tiép nut trong
cum, can tranh chon nut gitra lam nat chu cum cang
nhiéu cang tt. O ché d6 truy van tram gbc, tram gdc
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ciing phai giri yéu cau truy van dén cac nit khac nhau
mot cach kip thoi va thong tin lién quan dugc thu
thap giita cac nut khac nhau c¢6 thé dwoc giri dén tram
gbc thong qua nit trudng.
2.3. Vi du vé qudn 1y khéa mang cim bién khéng
day

Bing cach gia sir rang cac niit mang cam bién
khong day duoc chia thanh 9 cum (hinh 2.1), gia
dinh ring gia tri N 12 9 va kich thuéc nhan dang
CLID giita cac cum khac nhau dugc xac dinh bdi
khoang céach gitta cum truéng va cum tram co sd.
Sau khi hoan thanh viéc phan bd sé cum nhan dang
CLID, c6 ba cum lién ké 14 4, 5 va 8, nhung khong
¢6 cum nao trong s6 ba cum nay duoc phan b nhom
khéa niit. Bang cach phan bo nhom khoa S9 cho cum
9 trong khong gian khoa S, nhom khoa sau d6 duoc
ma hoa va gui dén nut chu ctia cum 9. Cum 8 ¢o ba
cum lién ké: 5, 7 va 9. Khi cum 9 hoan thanh viée
phan bd nhém khoa, khoa S9 c6 thé duoc trich xuat
ngau nhién tir nhom khoa dé kham pha phan bé cu
thé cia nhoém khéa (duoc hién thi trong bang 2.1).

So do 2.1. Mang vi du
Luuy: * Pai dién cho nut chu cum
o Pai dién cho ntit cong
e Dai dién cho nlt trong cum
Bang 2.1. Phdn bo nhom khoa

Nhém khoa |S1 [S2 [S3 [S4 |S5 [S6 |S7 [S8 |S9 E;ﬁﬁ
S9 e e e e - e - T

S8 e e e e e e 13 2
S7 - - - - Jalo |34
S6 - - - - - f1i2lo o 12
S5 - - - - o s s s (s
S4 - - - Jialo o o |14 |12
S3 - f- - f2fo Jo Jo jo Jo |12
S2 - - Jo Jo Jo [13]13]0 o |13
S1 - J1alvalua fyalo o o o o
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3. Két luan

Bing cach tan dung t6i da so d6 quan ly khoa
dugc dé xuét trong nghién ctru nay, giao thirc dinh
tuyén phéan cép ¢c6 thé duoc st dung dé dat duoc su
phéan phdi khéa trong cum mot cach hop Iy hon. Va
dua trén su phan chia hop 1y sé luong khoa trong
mdi cum, kha ning két ndi an toan cua phan phdi
khoa tong thé ¢ thé dat dén muc phan phdi khoa
ngau nhién co ban. Dya trén cip d6 mang cam bién
tong thé, do cac diém ndi khac nhau nén cac diém
ndi tong thé ctia mang s& duoc tdi uu hoa hon dé
tranh anh huong dén cac nat ctia cum khac trong thoi
gian ngin, dam béo tinh bao mat cho mang cam bién
khong day.
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