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Tim hi¢u vé mot s6 phwong phap phat hién ra
Deepfake trong Deep learning
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Abstract: Deep Learning can be considered a subfield of Machine Learning— where computers learn
and improve themselves through algorithms. It has been successfully applied to solve complex problems
ranging from big data analytics to computer vision and human-level control. However, Deep Learning
advances have also been used to create software that can pose threats to privacy, democracy, and national
security. One of the new applications that has appeared recently is “Deepfakes”. Deepfake algorithms
can create fake images and videos that humans cannot distinguish from real images or videos. Therefore,
being able to detect and evaluate the correctness of images or videos is a current problem.
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1. Pit vin dé

Trong thoi dai k¥ thuat s6 phat trién nhanh chong,
cong nghe tri tué nhan tao (Al) ngay cang trd nén
phd bién. Trong d6 Deepfake - mot ki thuat tong hop
hinh anh, am thanh hodc video dé tao ra nhitng ndi
dung gia mao, nhim gay hiéu nham cho nguoi xem.
Cong nghé deepfake dang phat trién nhanh chong va
tr& nén ngay cang tinh vi. Hién tai, ké x4u chi yéu
loi dung cong nghé nay tao ra nhiing ndi dung gia
mao, tuy nhién chinh phu cac nudc dang lo ngai s€ co
nhidu video gia mao duoc tung ra véi muc dich dan
dat du luan, gay bat 6n chinh tri hodc anh hudng xau
dén tinh hinh kinh doanh cia mét cong ty nao do.

Vi vay, viéc nghién ctru vé deepfake 1a mdt van
dé quan trong va da dang, bao gdm nhiéu khia canh
tir cong nghé, xa hoi hoc, an ninh mang dén luat phap
va dao duc. Trong dé, viéc nghién ciru va phat trién
cac cong cy va k¥ thuat dé phat hién va ngin chin
deepfake trd thanh mot phin quan trong cua nd luc
dé dbi pho véi sy phd bién cua cong nghé nay.
2. N¢i dung nghién ctru
2.1. Gidi thi¢u vé Deepfake

Deepfake (bt ngudn tir “Deep Learning” va
“Fake”) 1a mot ky thuat c6 thé chong hinh anh khuon
mat cia nguoi la muc tiéu vao video cia nguoi
ngudn dé tao video ngudi muc tiéu dang lam hoic
no6i nhitng diéu ma ngudi ngudn lam. Co ché co
ban dé tao Deepfake 1a cac mo hinh hoc sau (“Deep
Learning”) nhu bo ma ty dong va mang ddi phuong
chung, da dugc ap dung rong rai trong linh vyuc thi
giac may tinh. Cong nghé Deepfake su dung mang
no-ron sau (deep neural networks) dé hoc cach sao

chép, thay d6i hodc tao ra ndi dung s6 hoa c6 hinh
dang, giong diéu va hanh vi ciia mt nguoi nao do.
Céc md hinh nay duoc sir dung dé kiém tra cac biéu
hién va chuyén dong trén khudén mat cua mot nguoi
va tong hop cac hinh anh trén khuén mit ciia mot
ngudi khac tao ra cac biéu hién va chuyén dong
tuong tu.

Céc phuong phap Deepfake thuong yéu cau mot
luong 16n dit liéu hinh anh va video dé huin luyén
cac md hinh tao ra hinh anh va video chan thuc. Vi
nhitng nhén vét cia cong chiing nhu nhimg ngudi ndi
tiéng hay nhimg chinh tri gia c6 thé c6 mét sb lugng
l6n video va hinh anh trén mang, nén ho la muc tiéu
ban dau cta nhiing ké phd hoai. Deepfakes duoc su
dung dé hoan d6i khuon mit cta nhimg nguoi ndi
tiéng hodc chinh tri gia sang co thé trong cac hinh
anh va video gia mao.

Dudi day la mot s6 diém quan trong vé deepfakes:

- Sw phat trién cia deepfake Deepfake da phat
trién rat nhanh trong vai nim gan day nhd vao su tién
bd trong linh vuc hoc may va xu 1y hinh d4nh. Nguoi
ta da thé hién kha nang tao ra deepfake an tuong véi
cd video va hinh anh.

- Ung dung cia deepfake: Ban dau, deepfake
duoc tao ra dé vui dua hodc giai tri, nhu dat khuon
mit cia nguoi ndi tiéng 1én trén nhan vat trong
video. Tuy nhién, né ciing c6 thé duoc st dung dé
tao ra thong tin sai 1éch, gian lan trong video, hodc
tham chi gay hai cho muc tiéu nhu xAm pham quyén
riéng tu va danh tiéng.

- Sir dung trong nghé thudt va giai tri: Deepfake
da tro thanh mot phan quan trong cia nganh cong
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nghiép giai tri. N6 dugc st dung dé tao ra cac phim
anh gia mao v&i su tham gia cta nhing ngudi ndi
tiéng, hodc dé tai tao cac canh trong phim ma khong
can dién vién that.

Quan lyva quy dinh: Nhiéu qudc gia va to chirc
quoc té da bat dau xem xét quy dinh va hudng dan
ve viée st dung Deepfake, déc biét la trong nglt canh
phap ly va dao dtec.

- Théch thirc vé dao dirc va bao mat: Deepfake
dat ra nhitng thach thirc dao diic va bao mat 16n. N6
c6 thé duoc st dung dé lira di va danh lira nguoi
khac mot cach dé dang, va viéc xac dinh sy that tur
deepfake co thé khé khan.

- Phwong phdp phat hién: Cing véi sy phat trién
cua deepfake, di c6 sy phat trién cua cic phuong
phép va cong cu phat hién deepfake. Tuy nhién, cude
dua giita viéc tao ra deepfake va phat hién chiing van
dang dién ra.

- Quyén riéng tw va ludt phap: Nhidu qubc gia
d3 bat dau xem xét va ap dat luat phap lién quan dén
deepfake dé bao vé quyén riéng tu va dam bao tinh
chan thyc cta thong tin truyén tai.

Deepfake 1a mét vi du vé cach cong nghé co thé
mang lai loi ich 16n nhung ciing dit ra nhiéu thach
thirc dao dic va bao mat. Viéc st dung né nén dugc
tiép can véi su can than va trach nhiém
2.2. Cach tao ra Deepfake

Deepfake da tré nén phd bién do chét luong cua
cic video bi gid mao va ciing nhu kha ning dé sir
dung cua cac Gmg dung ciia ho ddi voi nhiéu nguoi
dung c6 k¥ nang may tinh khac nhau tir chuyén
nghiép dén ngudi moi. Cac tng dung nay hau hét
dugc phat trién dya trén cac k¥ thuat Deep Learning.
N6 duoc biét dén voi kha ning biéu dién dir lidu
phirc tap & nhiéu chiéu.

Mot bién thé ciia Deep Learning v6i kha ning do
la b ma tu dong sau, da duogc &p dung rong rai dé
giam kich thudc va nén hinh anh. N§ lyc dau tién cta
viéc tao Deepfake 14 FakeApp, duoc phat trién boi
mot nguoi dung Reddit bang cach st dung cau tric
ghép ndi bo mé hoa-giai ma ty dong.

Trong phuong phap d6, bo ma tu dong trich xut
cac dic diém tiém an cta hinh anh khu6n mit va bo
giai ma duoc su dung dé tai tao lai hinh anh khuén
mat. Dé hoan d6i khuén mit gitta hinh anh nguén va
hinh anh dich, can c6 hai cip bé ma hoa - giai ma
trong do mdi cap duoc su dung dé dao tao trén mot
tap hop hinh anh va cac thong sé ctia bd ma hoa duge
chia sé giira hai cdp mang. No6i cach khac, hai cdp co
cung bd md héa mang ludi. Chién luge nay cho phép
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bo ma hoa chung tim va hoc sy gidng nhau giira hai
tap hop hinh anh khudén mit, twong d6i khong thay
d6i vi cac khuoén mit thuong c6 cac dic diém giéng
nhau nhu vi tri mat, mii, miéng.

Sau ddy 1a mot phan cua quy trinh tao deepfake
dé ban hiéu cach n6 hoat dong:

- Chon dit liéu dau vao: Dé tao mot deepfake,
ban can c6 dit liéu dau vao, bao gém video hoac hinh
anh clia ngudi ma ban mudn dua vao deepfake. Piéu
nay co thé 1a nguoi ndi tiéng hodc bat ky ngudi nao
ban mubn.

- Thu thép dit liéu cho mé hinh deep learning: Dé
tao deepfake, ban cAn mot mo hinh deep learning,
thuong 1a mang neural hoc sau. Ban s¢€ can thu thap
dit ligu di1 16n dé dao tao mo hinh. Didu nay bao gom
video va hinh anh cua nguoi ban muén tao deepfake,
cling nhu dit li¢u ctia nguoi ban mudn dit khuon mat
1én.

- Xuk Iy va tién xuir 1y dir liéu: Dit liéu can duoc xtr
1y dé loai bo nhidu, chuyén dbi sang dinh dang phu
hop va chuén bi cho dao tao mé hinh.

- Dao tao mé hinh deep learning: Ban sé& can sir
dung m6 hinh deep learning dé hoc cach ghép khuén
mat va biéu hién cia ngudi ban muén deepfake vao
video hodc hinh anh gdc. Qua trinh nay c6 thé mét
thoi gian va doi hoi nhiéu tai nguyén tinh toan.

- Tao deepfake: Sau khi mé hinh da dugc dao tao,
ban ¢6 thé sir dung n6 dé tao deepfake. Ban cung
cap video hodc hinh anh gdc, va mo hinh s& thay
thé khuén mat va biéu hién ctua ngudi ban mudn
deepfake.

- Tinh chinh va cdi thién: Deepfake ban dau co
thé khong hoan hao, vi vy ban c6 thé can tinh chinh
va cai thién chung bang cach diéu chinh cac tham s
cua mo hinh hoac su dung cac cong cu hau ky dé lam
cho chung tréng thuc té hon.

Chung ta nén nh¢ rang viée tao deepfake c6 thé
phirc tap va doi hoi kién thirc vé& machine learning va
xt Iy hinh anh. Ngoai ra, viéc tao deepfake co thé vi
pham quy dinh va luat phap, vi viy hay st dung cong
nghé nay mot cach ding din va trach nhiém.

2.3. Phat hién deepfake

Deepfakes ngay cang gy phuong hai dén quyén
riéng tu, an ninh xa hdi va dan chu. Cac phuong phap
phét hién Deepfakes da dugc dé xuat ngay sau khi
mbi de doa nay dugc dua ra. Nhimng nd luc ban dau
dua trén cac tinh ning thu cong thu dugc tir cac do
tao tac va sy mau thuin cua quy trinh téng hop video
gia mao. Mat khéc, cac phuong phap gan day da 4 ap
dung hoc sau dé ty dong trich xuét cac dic diém noi
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bat va phan biét dé phat hién céac 15 sau.

Phat hién Deepfakes thuong duoc coi 1a mot van
dé phan loai nhi phan trong d6 bo phan loai dugc su
dung dé phan loai gitta video xac thyuc va video bi gia
mao yéu cAu mot co so dit liéu 16n vé video that va
gia dé dao tao cac mo hinh phan tich. Sé luong video
gia mao ngay cang nhiéu, nhung nd van con han ché
vé mit thiét 1ap diém chuan dé xac thuc cac phuong
phap phat hi¢n khac nhau.

- Phan tich ky thudt do hoa: Mot s6 deepfakes co
thé bi phat hién bang cach phan tich cac tinh chat k§
thuat cua hinh anh hodc video. Piéu nay co thé bao
gdm viéc xem xét sy khong khép vé sic thai mau
sic, 16i nhan dang khudn mit, hodc kiéu biéu dd hoc
co ban cua video.

- Kiém tra phan 16m khuén mdt: Deepfake thuong
sir dung k¥ thuat dé ghép mot khuon mit vao hinh
anh hodc video gdc. Néu ban thay rang khudén mit
chiém phan 16n trong khung hinh ma khong ¢ nhiéu
biéu d6 thay d6i xung quanh, c6 thé day la ddu hiéu
cua deepfake.

- Kiém tra bat thwong trong déi mat: Mot sd
deepfake co thé khong hoan hao trong viéc tai tao
do6i mat va anh mét cua nguoi that. Kiém tra su
khong binh thuong trong anh mat, nhu viéc khong
nhin thiang vao camera hodc khong c6 bong dén phan
chiéu trong mit, c6 thé 1a dau hiéu ctia deepfake.

- Kiém tra dm thanh: Néu deepfake cing bao gdm
am thanh, ban c6 thé kiém tra cac biéu do song 4m
thanh dé xem xét sy khong phu hop hoic bat thuong
trong giong diéu, ngir di€u hodc chét luwgng am thanh.

- Sit dung cong cu phdt hién deepfake: C6 nhiéu
cong cu va phan mém phat hién deepfake dugc phat
trién boi cac to chirc va nhom nghién ctru. Cac cong
cu nay st dung cac ky thuat may hoc dé phat hién
deepfake dua trén cac dac diém dic thu cua chung.
Vi du, cac du 4n nhu Deepware Scanner, Microsoft
Video Authenticator va FaceForensics++ 1a mot sb
vi du.

- Phan tich dac trung co ban: Cac phuong phap
su dung phan tich dac trung co ban cua deepfake,
chéng han nhu viéc xem xét dau vét cia cac thuat
toan deep learning, c6 thé gitip phat hién sy can thiép
cua deepfake.

- So sanh véi nguon goc: So sanh ky ludng gitta
deepfake va hinh anh/video gbc c6 thé g1up ban phat
hién sy khong phit hop. Tuy nhién, didu nay c6 thé
doi héi su k¥ nang va thoi gian.

Chung ta thdy ring cac deepfake ngay cang phat
trién va tré nén kho khan dé phat hién. Do do, viéc
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két hop nhiéu phuong phap phat hién va cing danh
gi4 can than 1a quan trong dé ting kha ning phat hién
ra deepfakes.

3. Két luan

Deepfakes da bat dau lam mat long tin ctia moi
ngudi dbi véi cac ndi dung truyén thong do viée nhin
thdy chiing khéng con twong ximg véi viéc tin vao
chung. Chung c6 thé gay ra dau kho va tac dong tiéu
cuc cho nhiing nguoi dugc nhdm muc tiéu, nang cao
thong tin sai 1éch, va tham chi c6 thé kich thich cing
théng chinh tri, kich dong cong chung, bao luc hoac
chién tranh. Diéu nay dac biét quan trong hién nay
khi cac cong nghé de tao ra Deepfakes ngay cang
dé tiép can va cdc nén tang truyén thong xa hoi co
thé lan truyén nhitng ndi dung gia mao d6 mot cach
nhanh chong.

Doi khi, Deepfakes khong can phai dugc phd bién
rong rai dén khan gia dé gay ra nhimng tac dong bat
loi. Nhitng nguoi tao ra Deepfakes vi muc dich xdu
chi can bo chung dé nham muyc tiéu dén khan gia nhu
mot phan cua chién luoc phé hoai ciia ho ma khong
can st dung phuong tién truyén thong xa hoi. Vi véy,
chiing ta can hét stc tinh téa trude nhitng thong tin
duogc cung cp va lya chon nhitng phuong phap phu
hop dé phéat hién ra nhling thong tin gia mao.
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