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Abstract: In this paper, we propose a procedure for applying CrypTool 2 in teaching and practicing
cryptographic algorithms, from determining the operating scenarios of the algorithm, selecting modules
and customizing them to fit usage requirements. The results show the potential application of the CrypTool
2 in educational and training activities cryptography, especially for novices who starts learning and

researching cryptographic algorithms.
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1. Pit vin dé

Thuat toan mat ma la mdt trinh ty, quy trinh cac
quy tic, bude thuc hién, hodc phuong trinh toan hoc
dugc xac dinh ro rang dé mo ta qua trinh bién d6i mat
ma nhu ma hoa, giai ma, tao khod, xac thuc, ky $6...
Vige giang day va thuc hanh céc thuét toan mat ma
yéu cau kién thirc co ban trong nhiéu nganh khoa hoc
khac nhau nhu toan hoc, x@t 1y tin hiéu, cong nghé
thong tin, va vién thong. Day 1a mot thach thire 16n
khong chi cho nguoi gido vién trong qua trinh giang
day ma con cho nguoi hoc trong viée thuc hanh thuat
toan mat ma. Tuy nhién, nhimg nghién ctru vé viée
{mg dung phin mém trong giang day va thuc hanh noi
dung vé céc thuat toan mat ma & céc treong dai hoc
cho dén nay con it dugc cong bb. Tai liéu (W. Stalling
2020) cung cép nhiéu bai thuc hanh mat ma nhung
yeu cau nguoi doc ¢6 trinh d6 vé ngoai ngfr, kién thirc
vé mat mi va an toan thong tin, tiéu ton nhidu cong
suc chinh stta cho phu hop véi muyc ti€u, dbi tuong,
va ndi dung dao tao cu thé. Cac phﬁn mém ngoai
tuyén nhu Crypt4Free, HashCalc, MD5... mang tinh
ung dung hon la minh hoa nguyén Iy hoat dong, mang
lai hiéu qua khong cao trong hoat dong giang day va
thuc hanh. Trong khi do, mot ) phﬁn mém truc tuyén
yéu cau két ndi mang, chi cung cip mét sb lwong cb
dinh céac thut toan mat ma, han ché kha nang hiéu
chinh cho phu hop v6i ndi dung giang day. Vi vy,
ngudi day va ngudi hoe phai sir dung cac ngudn khac
nhau trong cung mdt mon hoc v& mat ma.

B0 cong cu CrypTool 1a mot phé‘m mém giao dién
dd hoa nguoi dung ma ngudn mé duge thiét ké cho
viée giang day vé mat ma hoc (The CrypTool Portal
1998-2023). Phan mém CrypTool da dugc st dung
lam cong cu day hoc cho nhiéu d6i tuong nguodi hoc

khac nhau va dugc chiimg minh 13 hi¢u qua trong viéc
giam su phuc tap cta viéc giang day cac thuat toan mat
ma (Yang, Wallace and Burchett 2011, Hick, Eslinger
and Wacker 2012). Nghién ctru cua (Adamovic, et al.
2018) tiép tuc khing dinh tim quan trong cua viéc sir
dung cac cong cu phan mém nhu CrypTool trong hoc
tap cac thuat toan mat ma hi¢n dai. Tuy nhién, nhiing
nghién ctru nay chi dung lai ¢ viéc thyc thi hoac minh
hoa m()t s6 thudt toan mat ma cu thé, chua c6 sy khai
quat vé& cach tmg dung trong giang day va thuc thanh
cac thudt toan méat ma. Doi v6i ngudi méi tim hidu vé
khoa hoc mat ma, viéc st dung bd cong cu CrypTool
dé thuc hanh cac thut toAn mat mi s& gap nhiing kho
khin do thiéu phwong phap tng dung va quy trinh
thyc hién. Didu nay thiic day ching toi nghién ciru tmg
dung cong cu CrypTool 2 trong giang day va thuc hanh
cac thuat toan mat ma.
2. N§i dung nghién ciru
2.1. Tong quan vé cong cu CrypTool 2

CrypTool 2 (CT2), cing véi 3 phin mém khac
la CrypTool-Online (CTO), CrypTool 1 (CT1),
CrypTool 2 (CT2), va JerypTool (JCT), thudc bo
cong cu ma ngudn mé CrypTool. Mdi cong cu déu
cung cap da dang cic mo dun thut toan mat ma va
¢6 nhimng vu diém khac nhau. Trong khi CT1 va JCT
cung cip kha ning thuc thi cac thudt toan mét ma
trong cac ing dung thuc té va pht hop véi nguoi da
c6 nhiing hiéu biét co ban vé khoa hoc mat ma, CTO
va CT2 la nhitng tng dung phu hgp cho viéc giang
day va thuc hanh cac ndi dung vé khoa hoc mat ma
v6i ngudi méi bat dau nghién ciru linh vuc nay. Dic
biét, CT2 cung cp phong phii sé lugng cac mé dun
nguyén thiy mét ma giup ich cho viéc lya chon va
thiét ké chuwong trinh thyc thi thuat toan mat ma. Day
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1a mot cong cu tot va phit hop cho viée giang day va
thuc hanh trong cac co so gido duc dai hoc.

CT2 su dung mot giao dién lap trinh dd hoa, cung
cép kha nang thiét ké va thuc thi thuat toan mat ma
chi v&i thao téc kéo tha cac mo dun da duogce thiét ké
san, thé hién nhu Hinh 1. Nguoi st dung s€ chon mo
dun mat mé can dung, lya chon cac mo dun nhap dir
lidu dau vao va mo dun xuét dir liéu diu ra cho phu
hop véi thuat toan mat ma Iya chon. Tuy thude vao
cac thudt toan mat ma khac nhau, nguoi dung co thé
phai thiét 1ap cac tham s6 ban dau trong mo dun mat
ma trude khi chay chuong trinh. Trong qua trinh thuc
thi thuat toan mat ma, nguoi st dung co thé thay doi
cac gia tri ddu vao va quan sat duoc sy thay dbi cua
gia tri dau ra.
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Mot vi du x@y dung kich ban voi hé mat AES co
thé dugc mé ta nhu sau. Vi hé mat AES c¢6 hoat dong
phirc tap gom nhiéu budc va vong ldp, viéc giang
day hiéu qua can ¢6 minh hoa tung budc hoat dong
ctia hé mat nay. Thém vao d6, do ma khdi co thé hoat
dong véi nhidu ché d6 ma hod/giai ma khac nhau,
can co chuong trinh thyc thi trinh hé mat AES véi
cung gia tri dau vao va céac ché do hoat dong khac
nhau.Nhu vay, hai kich ban cho hé mat AES can xay
dung gom:

- Kich ban th&r nhat, minh hoa tung budc hoat
dong cu thé cua AES.

- Kich ban tht hai, thyc hién hé mat AES véi cung
gia tri dau vao va cac ché do hoat dong khac nhau.
2.2.2. M6 hinh thiét ké chwong trinh thuc thi

Sau khi xac dinh duoc kich ban thyc hanh, nguoi
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Hinh 2.1 Mot chwong trinh thuc thi thudt toan mdt
md trong cong cu CrypTool 2
2.2. Quy trinh wng dung CrypTool 2 thuc thi cdc
thudt todn mdt ma
2.2.1. Xdy dung cdc kich ban giang day va thuc hanh
Céc thuat toan mat ma c6 nguyén ly hoat dong
rat da dang, tir don gian dén phirc tap. Trong qua
trinh giang day va thyuc hanh, phu thudc vao do phirc
tap cua thuat toan mat ma ma nguoi day/nguoi hoc
khong chi tinh toan dit liéu ddu ra ma con can sy
minh hoa tung budc thuc hién ctua thuat toan. Bén
canh d6, mot s6 thuét toan c6 thé duge thuc hién theo
nhiéu phuong thirc khac nhau tao ra nhiing két qua
dau ra khic nhau voi cling cac gia tri dau vao. Vi vay,
trude khi sir dung CT2 dé thiét ké cac chuong trinh
thyc thi, nguoi dung can xac dinh kich ban thuc hanh
thuat toan mat ma.
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Audio Input (dir liéu
am thanh), Camera
(dir ligu anh) File Input (du liéu tép), Number Input
(dix lidu s6), Text Input (d@r liéu ky tu), Boolean Input
(dit liéu nhi phan), Varlable Load (du heu dang bién),
Prime Generator (sinh sb nguyén to ngau nhién), va
Random Number Generator (sinh sé ngau nhién).

Xudt
dir lidu

X Iy
dit liéu

Nhip > Thuét toan
dit liéu at ma

mat ma

p—> —

Hinh 2.2 M6 hinh thiét ké chwong trinh thiee thi

Do mb dun thuat toan mat mi co thiét 1ap dang
dir liéu dau vao xac dinh, khéi xu 1y dir liéu bién
d6i dang dir lidu nhap vao thanh dang pht hop ma
mé dun thuat toan mat ma xu 1y. Béi véi khdi xur Iy
dit lidu, CT2 cung cép day du cac loai mo dun xu 1y
nhu Byte Array Operations (dit liéu byte), Number
Operation (dit liéu sé), String Operations (dit liéu
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chudi ky tu), Boolean Binary Operator (dit liéu bit
nhi phan), ImageProcessor (dit liéu anh), CVSReader
(dir li¢u bang tinh), Converter (chuyén ddi cac dang
dix li¢u), String encoder/decoder (bd ma hoa/giai ma
ma ky tu), va Visual encoder/decoder (b6 ma hod/
giai md ma vach 2 chiéu).

Ddi v6i mo dun thuat toan mat ma, CT2 cung cép
hon 150 mé dun thuc thi cac thut toan mat ma co
dién, mat ma hién dai (gdm ca mat ma khoa ddi xtmg
va khod bat d6i xtmg), an ma, ham bam, tham ma, va
giao thuc mat ma. Ngoai viéc st dung cac mo dun
c6 san, ngudi ding hoan toan c6 thé sir dung cac mo
dun xt ly dir liéu dé thyuc hién cac thuat toan mat ma.
Vi dy, CT2 khong cung cép md dun san thuc hién hé
mat ElGamal, viéc thuc hién hé mat nay co thé duoc
thuc hién st dung m6é dun Number Operation voi
phép tinh luy thira theo modular va phép tim phén tir
nghich dao modular inverse.

Dbi voi khdi xudt dir lidu, CT2 cung cap s6 lugng
mé dun day du phuc vu yéu cau biéu dién dir lidu
& diu ra nhu Audio Output, Picture Output, File
Output, Text Output, Boolean Output, Variable Store.
2.2.3. Kha nang tuy chinh mé dun mat ma

Trong giao dién lap trinh cua CT2, ngu’orl su dung
c6 thé didu chinh leh thude va mdt so cai dat cia
cac md dun thiét ké sin. Tuy nhién, nhimg tuy chinh
nay dugc gi6i han ¢ nhitng thay déi dugc cho phép
nhu ¢& chit hién thi, dang dir li¢u xur 1y, phuong thire
hién thi, va mot s6 cai dat khac. Di v6i nhimng thay
d6i 16n, mang tinh thay ddi vé ban chit nhu thém s
luong dAu vao, dau ra, diéu chinh hoat dong cua thuat
toan mat ma, can co sy can thiép cua phén mém lap
trinh ngon ngir C# nhu Visual Studio. Ma ngudn ciia
chuong trinh duoc cong khai dé nguoi sir dung co
thé tuy chinh cac mo dun mat ma va lap trinh nhiing
mé dun méi. Mot sb video hudng dan vé viéc phat
trién mo dun CT2 ca nhan dugc ding tai trén kénh
Youtube chinh thurc cia dy an CT2 (N. Kopal n.d.).
2.3. Cic két qud dat dwoc

Can clr trén mot s6 mon hoc vé khoa hoc mat ma
(Ly thuyét mat ma (ET3310) 2017), (M4t mé hoc co
so (INT1344) 2019), chung t6i da xay dung 26 kich
ban thyc hanh cho 12 thuat todn mat ma, bao gém
ma dich vong, ma chuyén vi, ma Vigenere, tiéu chuén
ma hoa dit ligu DES, tiéu chudn m héa tién tién AES,
ma dong sir dung thanh ghi dich tuyén tinh, ma dong
RC4, hé mat RSA, hé mat ElGamal, ham bam MD5
va ma xac thuc thong bao dua trén ham bam HMAC,
giao thirc trao d6i khoa Diffie — Hellman. T nhiing
kich ban xay duyng dugc va can cir vao nhitng mo
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dun dwoc CT2 cung cap, ching toi da thiét ké duoc
42 chuong trinh thyc thi theo 26 kich ban thuét toan
mat ma. Thu muc cong khai chia sé cac kich ban thuc
hanh va chuong trinh thyc thi thuat toan mat ma nay
su dung cong cu CT2 cé dia chi tai https://github.
com/DNT-T07/CrypTool-2.

3. Két luan

Bai béo d& dwa ra dugc mot quy trinh trong tng
dung cong cu CrypTool 2 trong giang day va thuc
hanh thuat toan mat ma trong cac chuong trinh dao
tao khoa hoc mat ma. Nguoi st dung can xay dung
kich ban cho viéc giang day hodc thuc hanh thuét
toan mat ma trude khi lya chon cidc mo dun thiét ké
san duoc CT2 cung cdp va tuy chinh cac md dun
cho phu hop véi yéu cau. Cac két qua cho thay tinh
kha thi va sy linh hoat khi ung dung cong cu nay
trong hoat dong giang day va thuc hanh véi cac doi
tuwong va ndi dung dao tao khac nhau. Huéng nghién
ctru tiép theo c6 thé 1a viéc ung dung bd cong cu
CrypTool nay trong hinh thirc hoc tap truc tuyén
hoic két hop truc tuyén — truc tiép.
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