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bdo v¢€ an toan, an ninh mang cho can b, giang vién va
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Abstract: To ensure information security and safety, the Center has thoroughly grasped and issued many
documents regulating security, ensuring information safety for all officials, lecturers, employees, and
students when exploiting information. , using the Internet and social networks. To promptly orient staff,
lecturers, and students in raising awareness and responsibility for ensuring safety and network security
while studying or working at the Center, the author offers a number of solutions. Raising awareness and

responsibility of lecturers and staff
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1. Pit van dé

Tai Viét Nam, tinh hinh an toan an ninh mang tiép
tuc dién bién phurc tap, ton tai nhiéu co s& gay nguy
co bi tin cong, pha hoai ha ting mang thong tin, anh
huéng toi an ninh qubc gia. Bio cdo ciia hing bao
mat Kaspersky va Symantec cho théy, Viét Nam
dung thtr 3 (3,96%) sau Nga (4%) Va An Do (8%) vé
SO ngum dung di dong bi ma ddc tan cong nhiéu nhat
trén thé gidi; thir 6 trén thé gidi vé s6 luong dia chi
IP trong nudc duoc dung trong cac mang may tinh
ma tan cong nude khac; thir 7 trén thé gidi vé phat
tan tin nhan rac va ding thi 12 trén thé gisi vé cac
hoat dong tan cong mang. Pang chu y 1a hoat dong
tAn cong mang nham vao Viét Nam gia tang vé 56
lugng, gdy nguy co bi kiém soat, khong ché hé thong
thong tin. Tin tdc nudc ngoai thuong xuyén lgi dung
cac diém yéu vé an ninh mang ctia hé thong thong tin
dién tu, trang thong tin dién tir cua Viét Nam dé thn
cong, xam nhap, chiém quyén diéu khién, chinh stra
ndi dung.

Trong Chi thi 01 vé dinh hudng phat trién nganh
TT&TT nam 2020, By truong Bo TT&TT da nhin
manh, an toan, an ninh mang la diéu kién tién quyét
dé phat trién Chinh phu dién tir va chuyén di sd, do
do phai di trude mot budc.

Chi thi 01 cling néu rd cac chi tiéu can dat dugc
trong nam 2020 cua linh vyc an toan, an ninh mang
nhu: 100% co quan, t6 chuc tai Viét Nam trién khai
bao v¢ an toan, an ninh mang theo moé hinh 4 16p;
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100% bg, nganh, dia phuong trién khai cac giai phap
didu hanh, giam sat an toan, an ninh mang, phong
chéng ma doc tap trung, két ndi chia sé thong tin voi
Trung tdm giam st an toan khong gian mang qubc
gia cua B TT&TT...

Khéng gian mang c6 anh huéng rat 16n trong viéc
truyén tai thong tin, dinh huéng du luan va tac dong
manh toi tu tuong, nhan thuc quan diém cua nguoi
dung mang Internet trong moi vin d& cua doi séng
xa hoi. Hién nay mang xa hoi ndéi riéng va Internet
n6i chung 1a co hoi dé moi nguoi tiép can thong tin
nhanh chéng va thuén tién nhét. Dé bao dam an ninh,
an toan thong tin, Trung tdm da quan triét va ban
hanh nhiéu vin ban quy dinh vé bao mat, dam bao
an toan thong tin cho moi can b9, giang vién, nhan
vién, sinh vién khi khai thac, su dung mang Internet
va cac mang xa hoi.

2. Noi dung nghién ciru

2.1.1 Nang cao nhdn thirc, trach nhiém ciia cdn
bo, giang vién, sinh vién tai Trung tdm vé nhiém vu
bdo vé an toan, an ninh mang; qudn triét sau sic
va vian dung dung din, sdng tao quan diém, duong
16i ciia Péng vé Chién lwgc an ninh mang quéc gia
trong tinh hinh mdi.

Viée tuyén truyén nang cao nhan thic, trach nhiém
cia SV noi chung can bg, giang vién noi riéng vé
nhiém vu bdo vé€ an toan, an ninh mang trong Trung
tam hi¢n nay la nhiém vu phai dugc thuc hién thuong
xuyén, lién tuc cta cp uy, dang cac cdp nham nang
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cao kha nang phong ngtra, phat hién, ngan chan, xur
1y hanh vi xdm pham an ninh mang, gilt vitng an ninh
quéc gia, trdt tu, an toan xa hdi phuc vu nhiém vu xay
dung va bao vé T6 qudc, bao vé nén tang tu tudng
cua DBang va nhiing thanh qua cach mang. Bén canh
4 khong gian tac chién truyén théng “trén bd”, “trén
bién”, “trén khong”, “trén vii try” thi “Khong gian
mang” dang 1a khong gian tac chién thir 5. Tac chién
trén khong gian mang la cong viéc bao vé khong gian
mang qudc gia vé ki thuat tan cong, phong thit mang
duoc cac chién binh mang thuc hién, nhung bao vé
vé nén tang tu tudng cua Pang thi phai do toan dan
thuc hién, trong d6 nong cotl1a luc luong vii trang. Do
do6, viéc nang cao nhan thac, trach nhiém cua can
bo, giang vién SV s& glop phin thang loi trong Chién
lugc an ninh mang qudc gia. Pé thuc hién tét nhiém
vu nady phéi thuong xuyén quén triét va thuc hién
nghiém quy ché quan 1y, cung cép va str dung dich vu
Internet trong Trung tam, gilt viing an ninh quéc gia,
trat tu, an toan xa hoi gop phan phyc vu nhiém vy xay
dung va bao vé T qudc Viét Nam xa hoi chu nghia
trong tinh hinh méi.

2.1.2 Nang cao nhdn thirc, trach nhié¢m ciia cdan bg,
gidng vién, sinh vién vé nhiém vu bdo vé an toan,
an ninh mang phii théng nhit dong by véi nhiém
vu bdo vé To quoc trén khong gian mang.

Céan bo, gidng vién, sinh vién phai thuong xuyén

dugc gido duc, tuyén truyen de nang cao hiéu lyc,
hiéu qua bao vé chu quyén qudc gia trén khong gian
mang ddng thoi tuan thu nghiém cac Nghi quyét, chi
thi va van ban hudng dan chi dao cua cép trén, khi
tham gia hoat dong trén Internet, mang xa hoi theo
quy dinh ctia Trung tim. Tich cyc tham gia dau tranh
phan bac quan diém sai trai, phan dong cia cac thé
lyc thu dich gan v6i nhiém vu bao vé T qudc trén
khong gian mang. Cac phong, khoa cua don vi pha1
mé rong phdi hop co ‘quan chirc nang, by phan dau
tranh chuyén siu dé t6 chirc dau tranh, phan bac cac
quan diém sai trai, phan dong trén khong gian mang;
ddng thoi ¢ trach nhiém trong thyuc hién cac quy
dinh vé khong gian mang.
2.1.3 Nédng cao nhdn thirc, trach nhi¢m ciia cdn
b, giang vién, sinh vién tai Trung tim vé nhiém
vu bdo vé an toan, an ninh mang phdi dwoc tién
hanh thuwong xuyén, lién tuc, két hop chit ché giita
“xdy” va “chong”, ldy “xdy” la chinh.

Két hop chat ché giita “xdy” va “chong” trong
tuyén truyén, gido duc cho can bo giang vién va sinh
vién lay “xdy” 1a chinh, ddy vira 13 yéu cau co tinh
nguyén tic, vira 1a quan diém, phuong cham chi dao
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phong ngura, phat hién, ngan chan, xt ly hanh vi xam
pham an ninh mang. Dé “xay” t6t phai tuyén truyén,
giao duc nang cao nhén thic cho can b9, gidng vién
va SV vé vi tri, vai tro, tam quan trong cua bao dam an
toan, an ninh thong tin, cia nhiém vu bao v€ an ninh
mang qudc gia ndi chung va & Trung tim noi riéng.
2.2 Gidi phap néng cao nhdn thire, trach nhi¢m ciia
cdn b, gidng vién, SV vé nhi¢m vu béo vé an toan,
an ninh mang ¢ Trung tim.

2.2.1 Tang cuong cong tac lanh dao, chi dao cua cdac
cap iy dang va co quan chinh tri doi voi viéc ning
cao nhdn thire, trach nhiém cia can bg, giang vién,
SV vé nhiém vu bdo vé an toan, an ninh mang trong
Trung tam.

Céc cap uy dang va co quan chinh tri can phai
thuong xuyén quan triét sdu sic cac chi thi, nghi
quyét, vin ban chi dao, huéng dan cua Trung uong,
cua B giao duc, Vu gido duc quéc phong vé nhiém
vu bao v¢ an ninh mang; trién khai dc‘“)ng bo nhiéu
giai phap phong ngua, phat hién, ngan chan, xt ly
hanh vi xdm pham an ninh mang Trung tdm, xay
dung chuong trinh, ké hoach hanh dong; phat huy
vai tro, trach nhiém cua céc td chire, luc luong, bam
sat co so, kip thoi tham muu, chi dao, hudng din to
chirc thyc hién chit chg, dong bo va hidu qua. Dong
thoi, két hop chat ché giira hinh thiic tuyén truyén,
gido duc tryc tiép va gian tiép, giao duc chung va
gido duc riéng, gan cong tac tuyén truyén, gido duc
v6i cong tac quan 1y can b, gidng vién nhat 1a SV.

Tap trung tuyén truyén, dinh hudng cho can b,
giang vién, SV nhan thirc sdu sic vé ban chat, am
muu, tha doan, phuong thirc hoat dong chong pha
méi cta cac thé luc thu dich dé nang cao tinh than
canh giac, chu dong phong ngura, phat hién, ngan
chan, xtr Iy hanh vi xdm pham an ninh mang ¢ Trung
tam cling nu cac moi truong khac; thuong xuyén to
chirc cac 16p tap huan, bdi dudng k§ ning nghiép
vy, trang bi phuong tién, dich vy mang phuc vu dau
tranh, ngan chan, xr ly hanh vi xdm pham an ninh
mang cho can bg, giang vién cua Trung tam cling
nhu cac em SV khi tham gia hoc tép tai Trung tam;
duy tri nén nép, ché do phdi hop hoat dong, trao d6i
thong tin gilta cdc co quan chtic ndng, co quan bao
chi dé kip thoi cung cip thong tin, dinh huéng cac ndi
dung, hinh thirc, bién phap déu tranh, nhét 1 trude
cac van dé phirc tap, nhay cam nay sinh. Phat huy
vai tro cta lyc lugng dAu tranh véi cac quan diém
sai trai, thu dich, phan dong, chu dong viét tin, bai,
comment, chia s¢ nhiing thong tin tich cuc thé hién
quan diém, thai do dau tranh kién quyét, kién tri phan
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bac cac quan diém sai trai, thong tin x4u, doc cua cac
thé Iyc thu dich.

2.2.2 P6i méi ngi dung, hinh thirc, phwong phdp
tuyén truyén, gido duc ndng cao nhdn thire va trach
nhiém cua can bg, gidng vién va sinh vién tai Trung
tdm vé nhiém vu bdo vé an toan, an ninh mang .

NOi dung, hinh thic va phuong phap tuyén

truyén, gidao duc giir vai trd hét strc quan trong. Do6i
moéi ndi dung tuyén truyén, gido duc ning cao nhan
thirc, trach nhiém cua can bo, giang vién va SV vé
nhiém vu bao v€ an toan, an ninh mang trong Trung
tam, can tang cuong tinh toan dién, cu thé, thuc tién;
phai bado dam cac yéu cau: khach quan, toan di¢n, két
hop hai hoa gilta nang cao nhan thic, tu tuong voi
xay dung thai d9, hanh vi bdo v¢ an toan, an ninh
mang; xuét phat tir thuc tién qua trinh hoc tap, cong
tac ctia can bo, giang vién va sinh vién dé xac dinh
nhiém vu bdo v¢€ an toan, an ninh mang trong Trung
tdm cling nu moéi truong bén ngoai, tranh dan trai,
chung chung; kich thich tinh tich cuc, sang tao, tu
chu, tu nang cao nhan thue, trach nhiém cua can bg,
giang vién vé nhiém vu bao vé an ninh mang; dong
thm phal luén bd sung, cap nhat nhiing ndi dung
can thiét dap ung yéu cau nang cao nhan thtc, trach
nhiém cua can b, giang vien va SV vé nhiém vu bao
v¢€ an toan, an ninh mang.
2.2.3 Phat huy sirc manh tong hop cia cdc té chike,
luc lwong trong don vi va tinh tich cuc, chu dong,
sang tao cua can by, giang vién va cac em SV tai
Trung tam trong tw gido duc ndng cao nhan thirc va
trach nhiém bdo vé an toan, an ninh mang

Nang cao nhén thirc, trdch nhiém cua can b,
giang vién va cac em SV vé nhiém vu bao vé an toan,
an ninh mang hién nay 12 mdt qua trinh kho khan,
phuec tap. Néu chi dua vao luc lugng chuyén trach
hodc chuyén sau thi khong thé gianh thing loi trudc
su chong pha ngay cang tinh vi, xao quyét clia cac
thé lyc thu dich trén mang xa hoi. Do viy, can phai
phat huy vai tro cta cac cép uy dang, chi bo, doan
thanh nién nguoi chi huy va co quan chinh tri cac
cép trong lanh dao, chi dao, huéng dan t6 chirc thuc
hién thuong xuyén nhiém vu phong ngura, phat hién,
ngan chdn, Xu Iy hanh vi xd&m pham an ninh mang.
bic biét, can phat huy vai tro ciia cdp 1y, t6 chirc
dang cdc cdp, nhat la doi ngii can bé, giang vién
phdi déng vai tro tién phong, nong cét trong nang
cao nhén thuc, trach nhiém vé nhiém vu bao vé an
toan, an ninh mang. Kip thoi ngan chan khong dé cac
quan diém sai trai, thu dich phat tan c6 diéu kién tac
dong vao cdn b, gidng vién va cac em SV, Pau tranh
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truc dién d6i voi nhitng cdn b, gingr vién va cdc em
SV ¢6 nhén thuc 1éch lac vé chinh tri, tuw tuong trén
mang xi hoi. Phat huy vai tro cta cip iy dang va cac
t6 chirc quan chiing nhu doan thanh nién, cong doan,
phu nir tham gia phong ngtra, phat hi¢n, ngan chan,
xtr Iy hanh vi xam pham an ninh mang trong Trung
tam dé nang cao nhan thue, trach nhiém cua can b,
gidng vién va cac em S ¥ vé nhiém vu bao vé an toan,
an ninh mang.

3. Két luan

Hién nay cac thé lyc thu dich ra stc chéng pha
cach mang nudc ta bang chién luge Dién bién hoa
binh, bao loan 1at dd dic biét 1a viée st dung khong
gian mang dé tuyén truyén xuyén tac chong pha trén
linh vyc tu tuong, van hoa nhét 1a dbi véi thé hé tré
cung véi cac hanh vi pham tdi khac vi vay viéc giao
duc nang cao ¥ thirc chip hanh ludt an toan thong
tin, an ninh mang 1 hét sirc can thiét dong thoi hinh
thanh cho cén b, gidng vién va cac em SV k¥ nang
str dung mang an toan bao vé ban than va bao vé an
ninh T4 quéc trong tinh hinh hién nay.

Pé dam bao an toan thong tin, an ninh mang thi
phdi ning cao nhan thuc trdch nhiém cua cén b,
giang vién noi chung trong d6 chu trong dén luc
luong 1a SV dang hoc tap tai Trung tdm noéi riéng can
két hop nhiéu giai phap. Trong do6 giai phap cbt 15i
1a tang cuong cong tac lanh dao, chi dao ciia cac cap
iy dang, co quan chinh trj thudng xuyén nim bat tinh
hinh, dinh huéng tu tuong cho can bg, giang vién va
cac em SV trong viéc nang cao hiéu qua bao dam an
toan, an ninh mang. Bén canh do6 coi trong phat huy
sttc manh tong hop cua cac t6 chuc, luc lugng trong
don vi va phdi hop nhip nhang giita cc co quan chirc
nang trong toan by Bh Thai Nguyén.
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