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TOM TAT
Trong ky nguyén sé, thong tin va hé thong théng tin la mét trong nhitng yéu to
quyét dinh sw phat trién bén viing ciia quoc gia, ving lanh thé. Theo dé, viéc dam bdo
an ninh mang va an toan théng tin mang cho quoc gia, ving lanh thé phat trién bén
vitng la nhu cau can thiét, cap bach. Mang va khéng gian mang khéng chi mo ra co
héi dé con nguoi khai mé tri thire, ma ciing véi qud trinh dé da lam phdt sinh khéng it
van dé phirc tap nhw: Chién tranh mang, t6i pham mang, tan cong mang, khing bo
mang, gian diép mang... Pdy la nhitng nguy co de doa an ninh, an toan thong tin
mang, truc tiép anh hudng dén sw phdt trién bén viing cia moi quéc gia, ving lanh
tho, trong do co Viét Nam. Vay thuc tién an ninh, an toan thong tin mang ¢ Viét Nam
hién nay thé nao? Can gidi phdp gi dé ting cieong bao dam an ninh, an todn théng tin
mang? Bai viét sé gop phan lam ré nhitng néi dung nay.
Tir khéa: An ninh mang; An todn thong tin mang; Hé thong thong tin; Khong gian mang.
ABSTRACT

In the digital era, information and information systems are among the decisive
factors for the sustainable development of a nation or region. Accordingly, ensuring
cybersecurity and network information safety for the sustainable development of a nation
or region is a necessary and urgent need. Networks and cyberspace not only open
opportunities for human knowledge expansion but also give rise to numerous complex
issues such as cyber warfare, cybercrime, cyber attacks, cyber terrorvism, cyber
espionage, etc. These are risks that threaten the security and safety of network
information, directly affecting the sustainable development of all nations and regions,
including Vietnam. So, what is the current state of network information security and safety
in Vietnam? What solutions are needed to enhance the assurance of network information
security and safety? This article will contribute to clarifying these contents.

Keywords: Cybersecurity;, Network Information Safety; Information Systems;
Cyberspace.

1. GIOI THIEU kinh té tri thire, xa hoi s, kinh té s6 ma

Su két ndi va twong tac thong qua mang va khong gian mang dem lai, thi
khéng gian mang, nhat 1 mang internet chién tranh mang, t6i pham mang, tan
da tao ra kha nang mdi chua ting co cong mang, khung bd _mang, gian diép
trong lich st nhan loai, lam thay ddi vai mang va nhiéu van dé phtc tap khac
trd clia con ngudi d6i véi sy phat trién trén moi trudng mang va khong gian
ciia x3 hoi. Ngoai loi ich d6i v6i viec ~ mang la nhitng nguy co khong chi de
xdy dyng xa hoi thong tin va phat trién doa an ninh, an toan thong tin mang, ma

con truc tiép de doa qudc phong, an ninh
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qubc gia cua moi qudc gia, dan toc,
trong d6 c6 Viét Nam. Do nhén thuc rd
¥ nghia, tim quan trong cta an ninh, an
toan thong tin mang, tai Ho1 nghi Trung
wong 6 khoa XIII Dang ta khing dinh:
“bao dam an ninh, an toan thdéng tin
mang 13 then chét, wu tién dau tu phat
trién nhanh, di trudc mot bude”[1]. Cum
tr an ninh, an toan thong tin mang s
dung trong bai viét 1a cum tir viét tit
dugc hinh thanh trén co s& ghép hai
thuat nglt: An ninh mang va An toan
thong tin mang; va dugc viét tat 1a an
ninh, an toan thong tin mang.
Noi dung bai viét nham 1am rd thém mot
so van dé vé mang va khong gian mang,
vé an ninh, an toan thong tin mang, nhat
la thyc tién an ninh, an toan thong tin
mang & Viét Nam thoi gian gan day, tir
d6 rat ra mot sd van dé can sém giai
quyét dé bao dam tét hon an ninh, an
toan thong tin mang. Nhing van d& ly
luan va thuc tién vé an ninh, an toan
thong tin mang s& gop phan nang cao
nhén thic, trdch nhiém cia cac co quan,
td chuc, ca nhan quan ly, van hanh, st
dung mang va khong gian mang, nhat 1a
luc lvong chuyén trach bao dam an toan,
an ninh mang. Theo d6, bdao dam an
toan, an ninh mang la trdch nhi¢m cuia
cac co quan, t6 chtrc, ca nhan Viét Nam
va céc to chire, ca nhan nude ngoai tryc
tiép tham gia hodc c6 lién quan dén bao
ddm an toan, an ninh mang tai Viét
Nam. Bdo dam an toan, an ninh mang
phai tuan tha Hién phap, phap luat Viét
Nam va quy dinh cua ludt phap quéc té;
bat dudi sy 1anh dao ctia Bang, su quan
1y théng nhat cua Nha nuéc, huy dong
sirc manh tong hop ciia hé thong chinh
tri va toan dan toc, phat huy vai tro nong
cbt cua luc lugng chuyén trach bao dam
an toan, an ninh mang.
2. PHUONG PHAP NGHIEN CUU
Dé thuc hién bai viét ndy, tac gia sir
dung cac phuong phap thu thap va phan
tich dit liu. Céc dir liéu clia bai viét

36

dugc hé thdng hoa, phan tich, tong hop
nham danh gia trung thuc, khach quan
thyc tién an ninh, an toan thong tin mang
¢ Viét Nam giai doan 2018-2022; déng
thoi dé xuét giai phap ting cudng bao
dam an ninh, an toan thong tin mang thoi
gian t6i. S& liéu phuc vu nghién ctru
dugc thu thap lién quan dén danh gia
thuc tién an ninh, an toan thong tin mang
gdm: Mot s bao cdo va cong trinh
nghién ctu lién quan da cong bd; Vin
kién cua Pang va van ban quy pham
phap luat vé& an ninh, an toan thong tin
mang, vé ting cudng bao dam an ninh,
an toan thong tin mang, truc tiép 1a cac
van ban quy pham phap ludt cua Chinh
phu, cac by, nganh vé an ninh, an toan
thong tin mang ¢ Viét Nam.
3. KET QUA NGHIEN CUU
3.1. Mot sé vin dé vé mang, khong
gian mang va an ninh, an toan thong
tin mang ¢ Viét Nam

Sy phat trién cua khoa hoc va cong
nghé trong ky nguyén sb da tao ra mot
khong gian phat trién méi, c6 y nghia
chién lugc, d6 1a mang va khong gian
mang. Hién nay, tuy moi quoc gia, vung
lanh thd ¢6 quan niém riéng vé mang va
khong gian mang, nhung ndi ham cua
cac quan niém nay khong nhiéu khac
biét. Trong do, nhidu quéc gia, vung
lanh thd c6 quan niém tuong ddng véi
quan niém cua Viét Nam vé mang va
khong gian mang. Do 1a, theo Ludt An
toan thong tin mang nam 2015 va Ludt
An ninh mang nam 2018 cua Viét Nam
thi: Mang 1a moi trudong, trong d6 thong
tin dugc cung cép, truyén dua, thu thap,
xu 1y, luu trit va trao doi thong qua
mang vién thong va mang may tinh;
Khong gian mgng 1a mang ludi két ndi
clia co so ha tang cong nghé thong tin,
bao gdm mang vién théng, mang
internet, mang may tinh, hé thong thong
tin, hé théng xtr Iy va diéu khién thong
tin, co s¢ dir 1i€u; 1a noi con nguoi thuc
hién cac hanh vi xa hoi khong bi gidi



han boi khong gian va thoi gian. Véi cac
quan niém nay, ndi ham cua quan ni¢m
khong gian mang rong hon va bao quat
ndi ham cua quan niém mang. Véi
nhiing didc tinh nhu vay, khong gian
mang tré thanh mot by phan cAu thanh
cia xd hoi, c6 anh huong t6i moi mat
doi song xd hoi, dem lai nhiéu co hoi
moi dé cac quoc gia xay dung va phat
trién. Vi thé ngay nay, mang va khong
gian mang da tré thanh moi truong chu
yéu, khong thé thiéu trong trién khai
chién luge quan hé ddi ngoai, cung cd,
duy tri cac hoat dong cua moi quoc gia,
dan toc mang lai loi ich to 16n, dong gop
quan trong vao d6i méi tu duy va phat
trién trén moi linh vuc.

Thuec tién cho thdy, mang va khong gian
mang da md ra co hoi dé con nguoi khai
mé tri thire, déng thoi lam phat sinh
khéng it vin dé phirc tap. Nhitng van dé
phtic tap nay dat ra yéu cau phai dam
bdo an ninh, an toan thong tin mang.
Theo Ludt An ninh mang nam 2018: An
ninh mang la su bao dam hoat dong trén
khong gian mang khong géy phuong hai
dén an ninh quoc gia, trat ty, an toan xa
hoi, quyén va loi ich hop phap cua co
quan, t6 chuc, ca nhéan; theo Ludt An
toan thong tin mang nam 2015: An toan
thong tin mang la sy bao v¢ thong tin,
hé théng théng tin trén mang tranh bi
truy nhap, st dung, tiét 19, gian doan,
sira d6i hodc pha hoai trai phép nham
bdo dam tinh nguyén ven, tinh bdo mat
va tinh kha dung ctia thong tin.

Khi con nguoi phu thudc ngay cang
nhidu vao mang va khong gian mang,
nhat 13 sir dung mang internet, cac thiét
bi két ndi mang va cong nghé mang, thi
van dé kiém soat va lam chu khong gian
mang nhdm bédo dam an ninh, an toan
théng tin mang cho tang truéng va phat
tr1en bén ving la nhiém vy quan trong,
cap bach d6i voi moi qudc gia, ving
lanh tho khong phan biét ché d6 chinh
trj va trinh d6 phat trién. Nhu Chu tich
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Interpol tai Interpol World 2017 canh
bao: Cung v6i nhitng loi ich tir qué trinh
toan cau hoéa, cach mang cong nghé va
khéng gian mang xuyén bién gi6i, thé
gidi con phai dbi mit véi nhitng mdi de
doa tdi pham va khing bd do cac ddi
tuong xau loi dung su thuan tién, linh
hoat va kha ning an danh ma cong nghé
cao mang tdi cho ngudi st dung. Mang
va khong gian mang cé vai trd0 quan
trong nhu vdy nén an ninh, an toan
thong tin mang dugc xac dinh “la tru cot
quan trong, xuyén sudt dé tao lap niém
tin s6 va bao vé su phét trién thinh
vuong cua dat nude trong ky nguyén s6
nham thyc hién thanh cong chuyén doi
s6 qudc gia, mot trong nhitng nhiém vu
trong tdim va dot pha chién luoc” [2].
V61 y nghia nhu vdy ma “bdo ddm an
ninh, an toan thong tin mang mang la
then chdt, wu tién dau tu phat trién
nhanh, di trudc mot budc™[1].
3.2. Thuec tién an ninh, an toan thong
tin mang & Viét Nam giai doan 2018-
2022 va 6 thang diu nim 2023

Viét Nam 1a qudc gia c¢6 su phat
trién internet nhanh. Néu thang 6/2021,
s nguoi dung Internet ¢ Viét Nam 1a
gan 70 tridu ngudi, chiém gan 70% déan
s6 [3]; thi dén thang 01/2023 c6 77,93
triéu nguoi dung Internet, chiém 79,1%
tong dan sb, trong khi nim 2022, thé
gidi co 63% dan sé su dung Internet.
Véi sb luong nguoi Viét Nam dung
Internet 16n cing véi sy gia ting va phd
bién cua mang xa hoi, cac h¢ théng nhu
website, tng dung hodc email cua cac
CO quan, td chtc, c4 nhan va doanh
nghi¢p & Viét Nam tré thanh muc ti€u
hap dan cho cac cudc tin cong mang va
vi pham bao mat. Diéu nay dong nghia
v6i viée gia ting kha ning rui ro, khién
thach thirc v& an ninh, an toan thong tin
mang gia ting véi tinh chit, quy mé va
mic d§ ngay cang nghiém trong hon.
Theo d6, viéc dam béao an ninh, an toan
thong tin mang la thach thic khong nho



ddi véi cac co quan, td chirc, c4 nhan va
doanh nghiép trong ky nguyén sb. Vay,
thuc tién an ninh, an toan thong tin
mang va bao dam an ninh, an toan thong
tin mang ¢ Viét Nam thoi gian qua nhu
thé nao?

S liéu théng ké cho thiy, trung binh
moéi nim Viét Nam phat hién trén
850.000 tai liéu chlen tranh tam ly, phan
dong, an x4 qudc té, tai li¢u tuyén truyén
ta dao trai phép; gan 750.000 tai liéu
tuyén truyén chéng Dang, Nha nudc
duoc tan phat vao Viét Nam qua duong
buu chinh [3]. Riéng giai doan 2010-
2019 c6 53.744 luot cong thong tin,
trang tin dién tor co tén mién .vn bi tAn
cong, trong d6 c6 2.393 luot cong thong
tin, trang tin dién tr cia co quan Pang,
Nha nuédec “.gov.vn”, xuit hién nhiéu
cudc tn cong mang mau sic chinh tri,
giy hau qua nghiém trong [4]. Cu thé
thuc tién an ninh, an toan thong tin
mang trong giai doan 2018-2022 va 6
thang dau nam 2023 nhu sau:

Trong nim 2018 xay ra mot sb cudc
tan cong mang c6 chu dich, danh cép
thong tin bi mat nha nudc, gay hau qua
nghiém trong & mot s linh vyc. Trong
do6 thang 3/2018, Facebook lam 1§ dix
liéu ca nhan dé mot nha phat trién ban
lai cho Cong ty Cambridge Analityca,
dan téi 87 triéu dit liéu thong tin ngudi
dung bi 10, trong d6 co 427.466 tai
khoan cua nguodi dung Viét Nam [5]. Vi
vay, trong Bao cdo chi sd an toan, an
ninh théng tin toan ciu (GCI) cua Lién
minh Vién théng Quéc t& (ITU), xép
hang ctia Viét Nam ¢ murc thip. Trong
bang xép hang GCI nam 2017 va 2018
tién hanh thang 3/2019, Viét Nam xép
thir 50/194 qudc gia, ving lanh tho, thir
5/11 trong ASEAN [6]. Theo sb liéu
théng ké cua Kaspersky: Viét ‘Nam
thudong xuyén nam trong top 3 qudc gia
bi tin cong mang nhiéu nhat nim 2018.

Nam 2019, hoat dong gian di¢p mang,
tinh trang 16 bi mat nha nudc trén khong
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gian mang dién bién phic tap. Bing
ching la: “phat hién hang tram trang
web tén mién quéc gia bi tin cong; 127
trang va 349 cong thong tin dién tir cua
nhiéu co quan, don vi ton tai cac 16 hong
bdo mat nghi€ém trong; 40 vu 16 bi mat
nha nudc qua intonét véi 241 dau tai
liu”[7]; riéng B Cong an khai t6 10 vu
v6i 116 bi can; bit giit va ban giao canh
sat cac nude 555 ddi tuong; phdi hop xir
phat hanh chinh va tryc xuat 254 d6i
tuong pham t0i trén khong gian mang
[7]. Bao céo cua Microsoft (ngay
24/6/2020) vé cac mdi de doa bao mat
cho biét, nam 2019 Viét Nam la quéc
gia ¢ ty 1& gap phai ma doc tong tién
cao nhit Chau A Thai Binh Duong. Dic
biét, dé thu thap, chiém doat thong tin,
tai li¢u bi mat nha nudc, tin tac khong
ngimg gia tang hoat dong tan cong mang
vao hé thong thong tin quan trong quéc
gia, h¢ thong thong tin an ninh quéc gia,
nhit 1a cac CO quan trong yéu, cac tap
doan kinh té 16n. Bao céo danh gia an
ninh mang nam 2019 cua Tap doan cong
nghé Bkav cho thdy: Chi tinh riéng thiét
hai do virus mdy tinh giy ra dbi véi
nguoi dung Viét Nam da lén téi 20.892
ty dong (twong dwong 902 triéu USD),
hon 1,8 triéu may tinh bi mat dit liéu do
su lan tran cua cac loai ma doc ma hoa
dir liéu téng tién, trong d6 c6 nhiéu may
chu chura dir liéu cua cac co quan, gay
dinh tré hoat dong cua nhiéu co quan,
doanh nghiép. Theo dit ligu tu
Kaspersky: S6 vu tin cong truc tuyén &
Viét Nam nam 2019 gidm hon 30% so
v6i nam 2018 véi 75.004.388 vu, xép
thtt 17 toan cu; 371.979.051 vy tan
cong ngoai tuyén, giam hon 10% so véi
nam 2018, xép thtr 6 thé gioi; sy cd giy
ra do ngudén de doa mang nim 2019
giam 49,75% so voi nam 2018 (tu
5.335.619 con 2.681.360 su cd), xép thur
30 thé gioi.

Trong nam 2020, dai dich Covid-
19 dién bién phuc tap, kho luong phai



thuc hién gian cach xa hoi, nhiéu hoat
dong trong doi séng xa hoi duoc thuc
hién trén khong gian mang, nén céc
nhom tin tic hoat dong rat tich cuc trén
khong gian mang; do d6 phwong thirc,
thit doan, quy mé lira ddo truc tuyén
tang cao. Cu thé: Hoat dong lwra dao
tryc tuyén - mot hinh thic tin cong
mang phd bién gia ting, nhét 1a cac
nhém tin tic st dung mang vién
thong, mang xa hoi dé ltra dao. Pic
biét, khi nhiéu san phém, phﬁn mém,
tmg dung phd bién dugc cong bd diém
yéu va 16 hong bao mat nguy hiém, thi
cdc nhém tin tac da lgi dung nhiing
diém yéu va 16 hong bao mat nay dé
tién hanh nhiéu chién dich tin cong
mang vo61 nhiing quy mo khac nhau.
Trong do, Viét Nam khong la ngoai 1
khi phat hién va ngan chan hang loat
chién dich tdn cong mang qui mé 16n,
c6 chu dich v6i hau qua ngay cang
nghiém trong hon.

Nam 2020, riéng B Cong an da
diéu tra, dé nghi xr 1y hinh sy 81 ddi
tugng, xtr phat vi pham hanh chinh 353
truong hop c6 hanh vi tan phat thong tin
sai su that trén khong gian mang [7].
Theo Kaspersky: Pa phat hién
64,354,130 cac moi de doa mang khac
nhau; trong do, sb luong mbi de doa
tryc tuyén va ngoai tuyén giam 14,2%
va 27,8% so voi nam 2019; Ty 1€ nguoi
dung bi anh huong boi mbi de doa mang
la 39,1% tuong Gng vi tri tho 19 toan
cau, gidam 2 bac so voi nam 2019; ngoai
ra, 64,6% nguoi dfmg bi anh hudng badi
mdi de doa ngoai tuyén, tuong ung voi
vi tri thr 8 trén thé gidi vé cac moi nguy
hiém lién quan dén phin mém doc hai
phét tan qua USB, CD va DVD va céc
phuong thirc ngoai tuyén khac, giam 2
bac so véi nam 2019. Thang 6/2021,
ITU céng bé GCI nam 2020; trong
d6, Viét Nam vuon 1én thir 25/194 quéc
gia, ving lanh tho, dung thtr 7 trong khu
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vuc chau A - Thai Binh Duong va th 4
trong ASEAN [8].

Véi nd luc khong nging ciia Chinh
pht Viét Nam trong viéc bao dam an
ninh, an toan thong tin mang, ma trong
nam 2021 s lugng cac cudc tan cong
mang giam. Tuy nhién, lgi dung viéc
cac co quan, tO chirc, ca nhan chuyén
sang hinh thtc lam viéc tu xa, truc
tuyén 13 phd bién, nén nam 2021 1a nam
¢6 nhiéu cudc tin cong mang 16n, xay ra
nhiéu vu ro ri thong tin, dir liéu cad nhan
ngudi Viét Nam; dién hinh 1a: Chiéu
ngay 13/5/2021, 17GB dir li¢u thong tin
ca nhan cua 9.667 nguodi dung Viét Nam
trong 5 tap hop file bi tai khodn
Ox1337xO ding tai lén dién dan
RaidForum; Ngay 04/8/2021 mot tai

khoan co tén
@lovebkav@protonmail.com@  dang

ban cong khai thong tin vé mi
ngudn dugc cho 1a cia phin mém
BKAV; Ngay 08/8/2021, mot tai
khoan c6 tén chunxong tiép tuc dua tin
nhin trén nén tang chat ndi bd cua
Bkav d¢ khang dinh minh s¢ hitu dir
liéu moéi va rao ban goéi dir li€u cua
Bkav véi gia 290.000 USD, tuong
duong 6.6 ty dong; thang 8/2021, trén
dién dan Raidforums, tai khoan c6 tén
xiaolin1983 dang ban dit li¢u thong tin
ca nhan, g@)m tén cha me va cong vi¢c
cua hon 300.000 sinh vién cua 10
truong Pai hoc tai Viét Nam [8].

Cung nam 2021, Kaspersky phat hién
va chin 63.482.728 vu tin cong mang
khéc nhau lay lan qua Internet trén may
tinh nguoi dung thudc Kaspersky tai
Viét Nam. Day 1a con sb thip nhit giai
doan 2017-2021, giam 871.402 vu so
v6i nam 2020. SH ligu tir Kaspersky con
cho thay, sé luong cac mdi de doa ngoai
tuyén & Viét Nam nam 2021 giam so voi
cac nam trong giai doan 2017-2021 véi
162.913.157 mbéi de doa lién quan
dén phan mém doc hai phat tan qua
USB, CD, DVD va cac phuong thuc




ngoai tuyén khac. So voi nam 2020,
gidam 38,3% va 56,7% nguoi dung Viét
Nam bij tan cong boi phﬁn mém doc hai
lay lan, xép tha 31 trén toan cau va giam
23 bac. Két qua tir Chuong trinh danh
gia an ninh mang danh cho nguoi su
dung ca nhan, do Tap doan Bkav thuc
hién thang 12/2021 cho thay: Thiét hai
do virus may tinh gay ra d6i véi nguoi
dung Viét Nam tiép tuc & mirc rat cao,
khoang 24.400 ty dong. Nam 2021 cé
70,7 triéu lugt may tinh bi nhiém virus;
trong d6 s6 luot may tinh bi virus ma
hoa dir liéu tan cong 1én téi hon 2,5 triéu
luot, cao gép 4.5 1an so véi ndm 2020.
Dén thang 12/2021 Viét Nam 1a qudc
gia co ty 1é nhiém ma doc va hung chiu
cac cudc tan cong mang thugc nhom cao
trén thé gidi; xép thir 25/194 qubc gia,
vung lanh thd, thir 7 khu vuce chau A -
Thai Binh Duong, tht 4 trong ASEAN
vé an ninh, an toan thong tin mang.

Nam 2022, Kaspersky phat hién va chian
41,989,163 mdi de doa mang khac nhau
tir Internet, so vi nam 2021, con sd nay
g1am 34%; Ve cac nguy co lién quan
dén phin mém doc hai phat tan qua
USB, CD, DVD va cac phuong thuc
ngoai tuyén khac giam dang ké, v6i tong
s6 121,542,272 vu, giam 25,39% so voi
nam 2021. Sau thang dau nim 2022, Bo
Cong an phat hién, xt 1y 840 chuyén an,
vu viéc lién quan tdi pham lira dao,
chiém doat tai san qua mang, tang 42%
so véi 6 thang cudi nam 2021[9].
Kaspersky cho biét: Nam 2022 13 nim
thir 5 lién tlep Viét Nam chimg kién su
sut gidm vé sO lu:(mg cac vu tan cong
mang. Pang chu y, s6 luong cac moi de
doa tur Internet va cac moi de doa ngoai
tuyén ¢ mirc thip nhét trong vong nira
thap ky qua.

Theo Bo Thong tin va Truyén
thong: Sau thang dau nam 2023 ghi
nhén, canh bao va hudng dan xur ly
6.362 cudc tin cong mang giy ra sy co
vao cac hé thong thong tin tai Viét Nam
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giam 4,2% so v6i 6 thang dau nam 2022
Vv6i 6.641 cudc; da didu phdi ngan chin
1.530 trang web/blog vi pham phép luat
(559 trang lira dao truc tuyén chiém
36,5%); bao v¢ hon 2,7 triéu nguoi dan
khong truy cap vao cac website Itra ddo
truc tuyén, vi pham phap luat trén khong
gian mang; song lira dao tryc tuyén 6
thang dau nam 2023 ting gan 65% so
voi cung ky ndm 2022 [10]. Tuy nhién,
nhd cong tac to chirc kiém tra, danh gia,
giam sat, bao dam an toan, an ninh
mang cho cac hé thong thong tin phyc
vu chinh phu dién tu, chuyen d6i so tiép
tuc duoc day manh ma so lugng cac
cudc tin cong mang trong thang 7/2023
d3 giam nhiéu.
3.3. Mot s6 van dé dit ra tir thye tién
an ninh, an toan thong tin mang

Thyc tién an ninh, an toan thong
tin mang giai doan 2018-2022 va 6
thang ddu nim 2023 dang dit ra mot sb
van d& can sém giai quyét dé bao dam
t6t hon an ninh, an toan théng tin mang
trong thoi gian toi nhu:

Mot la, nguy co de doa an ninh, an
toan thong tin mang trong qud trinh
chuyén doi sé quoc gia ngay cang gia
tiang, khé kiém sodt. Cung voi sy phat
trién cta cac thiét bi thong minh, két ndi
mang va cac hoat dong trén khong gian
mang dat ra nhiéu kho khan, thach thic
méi d6i voi cong tac quan 1y an ninh, an
toan thong tin mang; trong d6 cac nguy
co de doa an ninh, an toan thong tin
mang s& gia ting dot bién, kho du
luong, kho kiém soat hon. Tin tic, nhat
1a cac thé luc thu dich loi dung mang va
khong gian mang dé tuyén truyén xuyén
tac, chong pha nham chia r& khdi dai
doan két toan dan toc, lam suy giam
niém tin cta can bo, dang vién va nhan
dan dbi véi Pang, Nha nudc va ché do
chinh tri & nudc ta. Hang loat chién dich
tuyén truyén pha hoai nén tang tu tuéng
cua DPang, chia r€ ndi bg, kich dong bao
loan, gay roi an ninh, trat tu, an toan xa



hoi di va dang dién ra ngay cang phirc
tap. b6 ciing 1a nhiing nguy co de doa
an ninh, an toan thong tin mang s&
xuat hién ngay cang gia ting, rat kho
k1em soat trong qua trinh chuyén d6i
s6 qubc gia.

Hai la, hé thong van ban quy pham
phdp ludt vé qudn Iy an ninh, an todn
théng tin mang con bat cdp, chuwa bt
kip thuee tién tinh hinh. Thuc tién nhiing
nam gan day cho thiy, cac vu tin cong
mang, t0i pham mang gia ting ca sb
luong va quy mo, trong khi hé théng
vin ban quy pham phap luat vé quan ly
an ninh, an toan thong tin mang con
nhiéu bat cap, chua bét kip véi su phat
trién cta cac loai thiét bi thong minh,
két néi mang va cong nghé duogc s
dung trén khong gian mang. Quéan
1y nha nudc vé an ninh, an toan thong
tin mang con so ho, chua theo kip tdc do
phat trién cua khoa hoc, cong ngh¢ va
hoi nhap qudc té. V& didu nay, Dai hoi
XIII cua Bang danh gia: “Cong tac quan
1y, bdo ddm an toan thong tin, an ninh
mang con han ché”.

Ba la, lhzeu o' sO phdp Iy va co ché
hop tac quoc té vé bao dam an ninh, an
toan théng tin mang. Cling nhu cac mdi
de doaan ninh phi truyén théng khac,
cac mbi de doa an ninh, an toan thong
tin mang mang tinh xuyén qudc gia,
khong c6 gi6i han vé khong gian va thoi
gian. Vi vy, dé giai quyet van dé nay,
doi hoi phai c6 co ché hop tac quoc té.
Maic du cac quoc gia, dan tdc déu nhan
thirc 10 rdi ro trén khong gian mang va
su can thiét phai bao dam an ninh, an
toan thong tin mang, nhung cho dén nay
méi chi co cac thoa thuan gitra mot sb
quéc gia lién quan dén bao dam an ninh,
an toan thong tin mang trong mot sé linh
vue, ma chua c¢6 cac quy chuin thong
nhit mang tinh quéc té, nhat 1a chua
thiét 1ap duoc cac nguyén tic phap 1y
mang tinh qudc té dé ung phé véi cac
mbi de doa an ninh, an toan thong tin
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mang - mot loai hinh méi vé cac mdi de
doa an ninh phi truyén thng.

Bon la, phoi hop, hop tic giita cdc co
quan, t6 chirc, cd nhan trong bdo dam
an ninh, an toan thong tin mang chua
chdt ché, thiéu chuyén nghiép. Bao dam
an ninh, an toan théng tin mang, nhat 1a
an ninh, an toan thong tin mang cho h¢
thong thong tin quan trong vé qudc
phong, an ninh va phong, chéng t6i
pham mang, tin céng mang, khung bd
mang, gian di€p mang va cac nguy co de
doa an ninh, an toan thong tin mang
khac, khong chi 1a nhiém vu cua céc lyc
luong chuyén trach, ma con la trach
nhiém cuia cac co quan, td chtrc, ca nhan
Viét Nam va céc td chirc, ca nhan nudce
ngoai tryc tiép tham gia hodc co lién
quan dén bao dam an toan, an ninh
mang tai Viét Nam. Tuy nhién, su phéi
hop, hop tac bao dam an ninh, an toan
thong tin mang gifra cac luc lugng nay
chua thuong xuyén chit ché, thiéu tinh
chuyén nghiép va tinh hién dai, tham chi
chua dép tng yéu cau bao dam an ninh,
an toan thong tin mang trudc su phat
trién manh mé, kho doan dinh cua cach
mang 4.0.

Nam la, cac nguon luc, nhat la nguon
nhan luc bdo dam an ninh, an toan
thong tin mang doi hoi ngay cang cao
theo hwong hién dai. Trong khi cac
ngudn lyc bao dam an ninh, an toan
thong tin mang doi hoi ngay cang cao
theo hudng hi¢n dai, nhung thyc luc ctia
cac ngudn lyc, nhat 1a ngudn nhan lyc
cing nhu coéng ngh¢, co so ha tang
khong gian mang quoc gia, cong két ndi
mang quoc té con han ché, bat cap. That
vdy, cing voi su phat trién véi nhidu dot
bién cua cach mang 4.0, thi t1 pham
mang st dung cong nghé cao cling c6 xu
huéng gia ting v6i nhiéu phuong thuc,
thu doan mdi, tinh vi, nguy hiém, lam
anh huong truc tiép dén nhiéu linh vuc
doi song xa hoi, gay kho khan cho viée
trién khai cong tic bao dam an ninh, an



toan thong tin mang. Thyuc té la, Viét
Nam dang c¢6 nhting gi6i han vé ngudn
luc, nhat 12 ngudn nhan lyc va co sO ha
tang khong gian mang quoc gia, bao
gom hé thong co s& vat chat, ky thuat dé
tao lap, truyen dua, thu thap, xu ly, luu
trir va trao d6i thong tin trén khong gian
mang qubc gia chua dap ung yéu ciu
bdo dam an ninh, an toan thong tin
mang trong diéu kién hién nay.
3.4. Mot sb giai phap ting cuwong bao
dam an ninh, an toan thong tin mang
Sy phat trién nhanh cua cach mang
4.0 va thyuc tién phat trién cta hé thong
thong tin tiép tuc dat ra nhiéu kho khan,
thach thirc méi trong cong tac bao dam
an ninh, an toan thong tin mang, dac biét
la hé thong thong tin quan trong quéc
gia vi hé thong thong tin nay néu bi xam
pham, pha hoai s€ lam ton hai dic biét
nghiém trong téi quéc phong, an ninh
qubc gia. Dé ting cudng bao dam an
ninh, an toan théng tin mang, nhét la
kha ning phong, chdng cac nguy co tan
cong, xam nhap hé thong cong nghé
thong tin, bao dam tinh nguyén ven, tinh
bdo mat va tinh kha dung cia thong tin,
ddng thoi ngin chin, khic phuc kip thoi
vé han ché hau qua tr cac su ¢d an ninh,
an toan thong tin mang can tién hanh
mot s6 giai phap sau:

Thiwy nhd't, quan triét va 16 chirc thuc
hién co hiéu qua chu truwong, chinh sach
ciia Pdang, phdp ludt cia Nha niede vé
bao dam an ninh, an toan thong tin
mang. Chu truong, chinh sich cua
bang, phap luat cia Nha nudc 1a dinh
huéng chinh tri va phap 1y dé cac chu
thé, trong d6 co luc lwong chuyén trach
thuc hién chirc nang, nhiém vy bdo dam
an ninh, an toan thong tin mang. Trong
do c6: Nghi quyet s0 29-NQ/TW ngay
25/7/2018 vé Chién luoc bdo vé To quoc
trén khong gian mang; Nghi quyet SO
30-NQ/TW ngay 25/7/2018 vé Chzen
lwoc an ninh mang quoc gia; Nghi quyet
s 52-NQ/TW ngay 27/9/2019 Vé mét
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s6 chi trwong, chinh sich chi dong
tham gia cugc cdach mang cong nghiép
lin  thir  tw;Luat Co  yéu s
05/2011/QH13; Luat An toan thong tin
mang sb 86/2015/QH13; Luat An ninh
mang s6 24/2018/QH14; Luat Bao Vé b1'
mat nha nude sb 29/2018/QH14...

cac van ban quy pham phap luat hu:O’ng
dan thi hanh vé cong tac bao dam an
ninh, an toan thong tin mang.

Chi c6 trén co s6 tiép tuc quan triét sau
sdc va thuc hién nghiém tuc, c6 hiéu qua
cac van ban trén day khong chi gop
phan nang cao nhén thirc ctia cac chu
thé trong hé théng chinh tri v& vi tri, vai
trd va tam quan trong cia cong tac bao
dam an ninh, an toan thong tin mang
cling nhu tinh chit nguy hiém tir nhirmg
am muu, hoat dong chéng pha cua cac
thé luc thu dich va céc loai toi pham trén
khéng gian mang, ma con tao nén tang
chinh trj tinh than d cac chi thé bao
dam an ninh, an toan thong tin mang
moi ¢o thé vugt qua dwgc nhitng kho
khan, thach thirc méi trong cong tac
quan ly an ninh, an toan thong tin mang.
Trong d6, van dé c6t 15i 1a 1am cho cac
chu thé bao dam an ninh, an toan thong
tin mang déu nhan thic sdu sic rﬁng:
B4do dam an ninh, an toan thong tin
mang la gop phan bao vé chu quyén
quoc gia trén khong gian mang; Mot bo
phan trong yeu cta cudc ddu tranh bao
v¢€ an ninh qudc gia va git gin trt tu, an
toan xa hoi; Mot nhiém vu chién lugc,
cap bach, thuong xuyén, lau dai cua ca
hé théng chinh tri va toan dan dudi su
lanh dao cua Péang, sy quan ly tap trung
cua Nha nudc.

Thir hai, ra sodt, b sung, hoan thién
va ban hanh modi van ban quy pham
phdp ludt vé bao dam an ninh, an todn
théng tin mang. Viéc ra soat, bd sung,
hoan thién va ban hanh méi hé thong
vin ban quy pham phap luat vé bao dam
an ninh, an toan thong tin mang can tién
hanh theo hudng xéac dinh rd trach



nhiém cua cac chu thé trong bao dam an
ninh, an toan thong tin mang. Thuc tién
cong tac bado ddm an ninh, an toan thong
tin mang thoi gian qua cho thdy, hé
théng vin ban quy pham phéap lut vé
bdo ddm an ninh, an toan thong tin
mang da boc 16 khong it han ché, bat
cap, thiéu déng bo va hiéu lyc thi hanh
chua cao, chwa dap ung yéu cau bao
dam an ninh, an toan thong tin mang
trong bdi canh nén kinh té thi truong
dinh hudéng xa hdi chu nghia va hoi
nhap qubc té ngiy cang siu rong. Theo
d6 1a cong tac quan 1y nha nudc vé bao
dam an ninh, an toan thong tin mang
con so ho, chua theo kip téc do phat
trién va ung dung cong nghé thong tin,
dac biét 1a cac thé lyc thu dich va toi
pham mang, nhét 13 t6i pham cong nghé
cao, khong ngimg gia tang hoat dong
chéng pha. Truge bdi canh tinh hinh
nhu vay, Xuét phat tr muc ti€u, quan
diém chi dao va dinh hudng ciia Pang,
Nha nuéc vé bao dam an ninh, an toan
thong tin mang; dé bd sung, hoan thién
co s& phap 1y vé bao dam an ninh, an
toan thong tin mang, nén viéc tiép tuc ra
soat, bd sung, hoan thién va ban hanh
moi hé théng vin ban quy pham phap
luat vé& bao dam an ninh, an toan thong
tin mang theo hudéng vira xac dinh rd
trach nhiém cta cac chii thé trong hé
thng chinh tri; ddng thoi quy dinh rd
cac tiéu chuan, quy chuan an ninh, an
toan thong tin mang va quy trinh tham
dinh phuong an, bién phép bao vé¢ an
ninh, an toan théng tin mang ddi véi cac
hé thdng thong tin qudc gia quan trong,
dac biét 1a he¢ thong thong tin quan trong
vé an ninh quoc gia la yéu cau khach
quan va can thiét.

Thiwr ba, tang cuong nang luc, ndng
cao hiéu qud quan Iy nha nuée vé bdo
dam an ninh, an toan thong tin mang
theo hudng mo rong hop tac quoc té.
Theo d6, can sém kién toan td chic bd
may chuyén trach quan 1y nha nuéc vé
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an ninh, an toan thong tin mang qudc
gia, dic biét 1a hé thong don vi chuyén
trach vé bao dam an ninh, an toan thong
tin, cong nghé thong tin gin véi hién
thuc hoa Nghi quyét sb 18-NQ/TW H6i
nghi Trung wong 6 khéa XII vé Mot so
van dé vé tiép tuc doi mdi, sdp xép to
chire bo may cua hé thong chinh tri tinh
gon, hoat dong hiéu lyc, hiéu qua. B tri
can bd quan ly, can bd ky thuat phu hop
chiu trach nhiém dam bao an ninh, an
toan théng tin mang cho cac hé thong
thong tin, nhat 12 hé théng thong tin
quan trong qubc gia. Mat khac, can nang
cao ning lyc hop tic qudc té trong
phong ngira, phat hién, ddu tranh c6 hi¢u
qua véi moi am muu, hoat dong pham
t01 trén khong gian mang cua cac chu
thé ma nong cot 1a cac chu thé chu quan
hé thong thong tin mang bao gdm co
quan, t6 chirc, c4 nhin c6 thdm quyén
quan 1y truc tiép dbi v6i hé théng thong
tin. Kién toan to chuc, bd may dam bao
cac diéu kién, nang cao ning lyc hop tac
quéc té cho co quan chuyén trach vé
cong nghé thong tin va an ninh, an toan
thong tin mang. Xt Iy nghi€ém moi hanh
vi gy mat an ninh, an toan théng tin
mang, lam 19, 1ot bi mat nha nudc.

Thur tw, xdy dung, hoan thién co ché
phéi hop giita Bé Cong an, Bé Quic
phong, B6 Théng tin va Truyén théng,
Ban Tuyén giao Trung wong va cdc bo,
ban, nganh, dia phuwong trong bao dam
an ninh, an todn théng tin mang. T
chtrc phd bién, tap hudn dé nang cao
nhan thirc va nang lyc bao dam an ninh,
an toan thong tin mang cho cac co quan,
td chuc, ca nhan, trude hét 1a can bod
lanh dao, can bd chuyén trach quan ly
va van hanh hé théng thong tin quan
trong vé an ninh qudc gia. Nghién ctru
xay dung mé hinh hop tic cong - tu
trong bao dam an ninh, an toan thong tin
mang, trong phong, chéng t6i pham trén
khong gian mang ¢ Viét Nam, tao co
ché phdi hop chit ché giira cic co quan



nha nuéc voi cac to chirc va doanh
nghiép nham khai thac t6i da ngudn luc
x4 hoi nhdm bao dam an ninh, an toan
thong tin mang. Tang cuong tuyén
truyén, phd bién, ning cao nhan thuc,
canh giac cua nguoi dan trong phong
ngira toi pham va vi pham phap luat vé
an ninh, an toan thong tin mang.

Thir nam, day manh phdt trién nguon
nhan luc bdo dam an ninh, an toan
thong tin mang, nhcft la lyc lwong
chuyén trach co s6 lwong dap vmg yéu
cau, chdt lwong ngay cang cao, co cdu
phu hop. Dang, Nha nudc Viét Nam
luén khing dinh con ngudi 1a trung tim
ciia su phat trién, cua cong cudc xay
dung va bao vé T quéc; Phat trién
nguén nhan lyc 1a mot trong ba khau dot
pha 1am nén tang phat trién bén virng va
tang loi the canh tranh quéc gia; Phat
trién ngudn nhan luc 14 then chdt dé bao
dam an ninh, an toan thong tin mang. Vi
vy, dé phat trién ngudn nhén luc an
ninh, an toan thong tin mang, can cin ci
vao Quyét dinh s 146/QD-TTg ngiy
28/01/2022 cua Thu tudéng Chinh phu
Phé duyét Dé an “Ndng cao nhan thirc,
phé cdp kp nang va phat trzen nguon
nhdn lec chuyén doi so quoc gia dén
nam 2025, dinh huéng dén nam 20307
gin véi hién thuc hoa Nghi quyét sé 36-
NQ/TW ngay 01/7/2014 cta Bo Chlnh
tri vé Pdy manh vmg dung, phat trlen
cong nghé thong tin dap ung yéu cau
phat trién bén viing va hji nhdp quoc te
trong d6 c6 muc tiéu phat trién ngudn
nhan lyc cong ngh¢ thong tin dat chuén
qudc te bao dam dap tmg nhu cau trong
nuée vé sb luong va chat luong, c6 kha
nang cung cap nguon nhan luc cong
nghé thong tin chat lugng cao. Viéc phat
trién nguén nhan lyc an ninh, an toan
thong tin mang phai c¢6 tdim nhin chién
lwge phat trién tong thé va dai han; dong
thoi, trong mdi thoi ky nhat dinh, cin
xay dung nhiing dinh huéng cu thé, dé
tr d6 danh gid thoi co, thach thuc,
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nhimg khé khin, han ché va nguyén
nhan... dé d¢ ra muc tiéu va giai phap
phat trién ngudn nhéan lyc nay cho thich
hop véi giai doan do6, phu hop voi b01
canh kinh te xa h01 trong nudc va qudc
té. Vé ngan han, cin lap ké hoach dao
tao bdi dudng nghiép vu cho ddi ngii
chuyén trach vé an ninh, an toan thong
tin mang; déng thoi dao tao, phé bién
kién thtc, k§ ning cho nguol s dung
mang va khong gian mang vé phong,
chdng cic nguy co mat an ninh, an toan
thong tin mang khi st dung mang
internet hay két ndi di dong.

Thir sau, ap dung cac giai phap dam
bao an ninh, an toan thong tin mang,
cho”hg virus va md doc hai cho cdc hé
théng théng tin va cdc may tinh cd nhin
c6 két néi mang internet. Pbi v6i cac hé
thong thong tin quan trong, nhat la hé
thong thong tin quan trong qubc gia, cac
cong thong tin dién tr, hay cac trang
thong tin dién t quan trong khac phai
ap dung chinh sach ghi luu tap trung
bién ban hoat dong can thiét dé phuc vu
cong tac diu tra va khic phuc sy cb
mang voi thoi han luu gitr theo hudng
dan cua B Théng tin va Truyén thong,
nhung t6i thiéu khong it hon 3 thang.
Céc co quan, don vi cd trang thong tin
dién tir, céng thong tin dién tr phai thuc
hién ché do truc thuong xuyén theo doi
hoat dong cua trang thong tin dién t,
cong thong tin dién tir, phat hién kip
thoi va co giai phap xir 1y khi bi thay doi
thong tin, bi ding tai thong tin la. TH
chttc quan 1y chat ch€ céc tai khoan cua
cac hé thong thong tin, thuong xuyén to
chitc kiém tra cac tai khoan cta hé
thong thong tin nham tranh tinh trang
truy cp trai phép vao hé thong.

4. KET LUAN

Thuyc tién an ninh, an toan thong
tin mang ¢ Viét Nam thoi gian qua dang
dit ra mot s6 vin dé can som giai quyét.
Dé bao dam an ninh, an toan thong tin
mang, nhit 1a hé thong thong tin trong



yéu vé qudc phong, an ninh can tién
hanh dbng bd, dong thoi, ¢6 trong tam,
trong diém 6 giai phap sau: i) Qudn triét
va t6 chirc thwe hién c6 hidu qua chu
truong, chinh sach cia Pang, phap luat
ctia Nha nudc vé bao dam an ninh, an
toan thong tin mang; i) Ra sodt, bo
sung, hoan thién va ban hanh maéi van
ban quy pham phap lut vé bao dam an
ninh, an toan thong tin mang; iii) Tang
cuong nang lyc, nang cao hiéu qua quan
1y nha nuée vé bao dam an ninh, an toan
thong tin mang theo hudng mé rong hop
tac quéc t&; iv) Xdy dung, hoan thién co
ché phéi hop giita B6 Cong an, B6 Qudc
phong, Bo Thong tin va Truyén thong,
Ban Tuyén gido Trung wong va céac bo,
ban, nganh, dia phuong trong bao dam

an ninh, an toan thong tin mang; v) Pdy
manh phdt trién ngudn nhan lyc bao
dam an ninh, an toan thong tin mang,
nhat 13 lwc luong chuyén trach c6 so
luong déap ung yéu céu, chét lu’ong ngay
cang cao, co cau phu hop; vi) Ap dung
cac giai phap dam bdo an ninh, an toan
thong tin mang, chong virus va ma doc
hai cho cac hé thdng thong tin va cac
may tinh c4 nhan c6 két ndi mang
internet. 6 khong chi 1a nhiém vu cia
luc luwgng chuyén trach, ma con la trach
nhiém cda céc co quan, td chirc, ca nhan
trong hé théng chinh tri Viét Nam va
cac t chirc, ca nhan nudce ngoai tryc tiép
tham gia hodc c6 lién quan dén bao dam
an toan, an ninh mang tai Viét Nam.
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