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PHAT HIEN TAN CONG CO PAM BAO TINH RIENG TU TU CAC NGUON
DU LIEU MANG PHAN TAN
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TOM TAT

Vin dé phat hién tan cong c6 dam bao tinh riéng tw ngdy cang tré nén quan trong. Nhiéu truong hop
dé phat hién tan cong can phai két hop cic mang lai v6i nhau, trong khi gitt dugc tinh riéng tu cua
timg tap dir liéu. Bai bao dé xuat mot giai phap phat hién tin cong c6 dam béo tinh riéng tu dya trén
khai pha luat két hop. Dé xay dung giai phap, bai bao dé xuét giao thirc tinh tong bao mét cai tién
nhdm nang cao hiéu qua trong viéc khai pha luat két hop c6 dam bao tinh riéng tu trén tap dit liéu
phén tan ngang..

Tir khoa: Tdp pho bién, ludt két hop, tinh riéng tw, phdt hién tan cong, tong bdo mat.
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ABSTRACT
The problem of detection privacy attack privacy preserving is becoming increasingly important.
Many cases to detect attacks need to combine networks, while maintaining the privacy of each
data set. The paper studies and proposes a method detecting attacks with ensure the privacy-based
mining association rules. To build a solution, the paper proposes an improved security total
protocol to improve the efficiency of association rule mining to ensure privacy on horizontal
distributed data sets..
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GIOI THIEU

Ngay nay clng véi sy phat trién manh mé cia
mang Internet, thi tdi pham may tinh ciing gia
tang. Cac hinh thtc tn c6ng mang ngay cang
tinh vi va nguy hiém hon khién viéc bao dam
an toan, an ninh thong tin gip nhiéu thach
thirc. Nhiéu giai phap, cong nghé an ninh
mang da dugc phat trién va di c6 nhimg déng
gop nhat dinh trong viéc han ché cac tin cong
xdy ra. Mot trong nhitng cong nghé an ninh
mang moéi, dugc st dung hi¢u qua trong thoi
gian gan ddy 1a cong nghé gidm sat an toan
mang. Qua trinh hoat dong doi hoi cac hé
thong giam sat an toan mang phai thu thap
cic thong tin tir nhidu ngudn dir lidu khac
nhau dé thuc hién cc thudt toan phan tich
nham phat hién tin cong mang. Tuy nhién,
céc to chirc mong mudbn viéc giam sat phat
hién tin cong cho cac hé théng mang cua ho
nhung khéng mudn 1am 16 cac thong tin riéng
tu trén hé théng mang cua ho, do dé van dé
dit ra 1a 1am thé nao dé cho phép qué trinh
phan tich phat hién tan cong trong khi van
dam béo thong tin riéng tu cho hé thong cua
cac to chirc.

Bai bdo nay xem xét bai toan phan tich dir
lidu dwa trén luat két hop nham phat hién cac
tan cong mang mdy tinh trong khi dam bao
tinh riéng tu cho cac dir li€u thu thép duogc tir
cac hé thong mang. V& linh vyuc nay di co cac
nghién ctru nhu: khai pha lut két hop c6 dam
bao tinh riéng tu voi dit liéu mo st dung giao
thirc tinh tong bao mat [1], khai phé luat két
hop c6 dam bdo tinh riéng tu trong viéc phat
hién va phong ngira tdn cong [2]. Dé giai
quyét vin dé dat ra. trong bai bao nay chung
t6i dé xudt mot giao thirc tinh téng bao mat
mdi hi¢u qua hon cac phuong phap cii va ung
dung trong bai toan khai pha dit liéu tin cong
c6 dam bao tinh riéng tu.

TONG QUAN

Luit két hop

Cho F ={F, F,, ..., Fn} 1a tap cac thudc tinh,
D 1a mdt tap céac giao dich co s¢ dir li€u, trong
d6 mdi giao tac T 1a tap cac thudc tinh sao

cho T < F. Mbi giao dich duoc két hop voi
mot dinh danh, dugc goi 1a TID, cho A 1a mét
bd cac thude tinh, mot giao dich T dugc cho
1a chira A khi va chi khi A < T. Mot luat két
hop 1a mot lién két ciia mdu A—B, trong d6
AcF,BcF vaAnB=¢.Luit A>B luu
giit trong tap giao dich D v&i do hd trg s,
trong d6 s 1a phan trim ciia cac giao dich
trong D c6 chora A U B, ddy la xac suat
P(A/B). Luat A—B c6 d9 tin cdy c trong tap
giao dich D, trong d6 ¢ 14 ty 1& phan trdim cia
cac giao dich trong D chira A ciing c6 B. Piéu
nay dugc coi 1a x4c suét co diéu kién P(B/A),
trong do:
Support (A—B) =P (AU B)

. P{AE)
Confidence (A—B) =P (B/A) = @
Céc luat dap tng ca ngudng hd tro t6i thiéu
(min_sup) va ngudng tin cdy toi thiéu
(min_conf) dugc goi 1a manh. Tan suét xay ra
cua tap thudc tinh la sb lugng cac giao dich
chua tép thugc tinh. Néu su hd tro tuong ddi
clia mot tap thudc tinh F dép ng ngudng toi
thiéu xac dinh, thi F 13 tap phd bién. Tap k-
thudc tinh phd bién ky hiéu boi Ly. Tir déng

thirc trén, chung ta co:
Confidence (A—B) =
support(ALE)  support_count[ALE)

1)

Ping thuc cho thiy do tin cdy cua ludt A — B
¢6 thé dé tinh duoc tir cac gia tri ho tro ciia A
va AU B. Tuec 1a, khi xac dinh dugc cac gia
tri ho trg ciia A, B va A U B thi s& dé dang
nhan ra cac luat két hop A > BvaB — A va
kiém tra xem chung c6 manh hay khong. Nhu
véy, van dé cia khai pha luat két hop co thé
duoc coi 1a khai pha céc tap phd bién.

support(A) support_count(A)

N6i chung, khai pha luat két hop c6 thé duoc
xem la mot qua trinh hai buédc [2]:

Budc 1. Tim tit ca cac tap phd bién tir co sé
dir liéu, trc 1a tim tat ca cac tap D thoa man
s(D) > min_sup

Budc 2. Sinh ra cac luat két hop tir cac tap
pho bién. Cac luat nay phai dap ung duoc
min_sup va min_conf.
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Thuit toan Apriori

Nhu dugc trinh bay trong [3, 4], thuat toan
Apriori duoc st dung dé tim ra tat ca cac tip
phd bién

1. Duyét toan bd co s¢ dit liéu giao dich
dé c6 duogc d6 hd tro S cua l-itemset, so sanh
S v6i min_sup, dé c6 duogc 1-itemset (L;)

2. St dung Ly ndi (join) Li; dé sinh ra
ung vién k-itemset. Loai bo cac itemsets
khong phai 12 tap pho bién thu duoc k-itemset

3. Duyét toan bd co so dir li€u giao dich
dé co duge d6 hd trg cua mdi ung vién k-
itemset, so sanh S v6i min_sup dé thu duoc
tap pho bién k-itemset (L)

4. Lap lai tr buée 2 cho dén khi tap tmg
vién (C) trong (khong tim thay tap pho bién)

5. V6i mdi tap phd bién 1, sinh tit ca cac
tap con s khong rong cua I

6. Vi mdi tap con s khong rong cua I,
sinh ra cac luat s => (I-s) néu do tin cay
(Confidence) ciia n6 > =min_conf
Ky thuit bao vé tinh riéng tw s dung
Secure Sum
Cho mot hé théng gém M site, va mot dbi
tuong ky hiéu bdi V. V; 1a mdt vi du cia Site

J"’f_l i
Si (0 <i @ M). Tinh toan Y=o Vi theo cach
ma cac V; khong thé biét duoc cac thong tin
clia bén khac hodc cic bén ciing khong thé
biét duogc thong tin cua S;, trir khi mét s site
thong dong vadi nhau.

Phuong phap niac danh dugc dua ra trong
quy trinh Secure Sum [3, 4, 5] va dugc mo ta
trong thudt toan phia dudi. Phuong phap nay
goi 1a “chia sé va che dau” dugce st dung de
bao vé su nic danh cua V;, va cb géng dé
giam chi phi truyén thong.

Procedure Secure Sum()

Given an object V. V; is V’s instance
atsite S; (0 <i <M)
z;}’f_l'[;_
Caculate securely the sum <i=o *:
Input: (1) {Si} o<i<m: A set of sites, M >3
(2) Vi: Aniinstance of Vat S; (0 <i <M)

Output: Sucure sum Zizo V:
Secure Sum begin
Pharel: share V;among M —i site
Foreach site S; (1 <i <M) do
Divide V; randomly
into such (M —i) parts as { Vi, Vii+1, .., Vima};
Forj=i+1,i+2, ...,
M-1 do
Send V;;to §;;
Phare2: send the masked
share of oneself to S

Foreach site S; (1 <i <M) do
V; — Vi + Eff;i Vzuj;

Send I”Tz'fto So;
For site S; do retun V, +
E’-w;_lv-'l
= L
end

PHUONG PHAP PHAT HIEN TAN CONG
DUA TREN LUAT KET HOP CO PAM
BAO TINH RIENG TU

Pinh nghia bai toan

Cho N thanh vién (P; .... P,), mdi thanh vién
¢6 tap dir liéu tAn cong gém cac thudc tinh
duogc trich rat tir goi tin TCP/IP [8]: Flag (roi
rac), serror rate (li€n tuc), srv_serror rate
(lién  tuc), same srv rate (lién tuc),
diff srv_rate (lién tuc), dst host srv_count
(lién tuc), dst host same srv rate (lién tuc),
dst host diff srv rate (lién tuc),
dst _host serror rate (lién tuc),
Dst_host srv_serror rate (lién tuc). Thanh
vién P; c6 n; ban ghi, cac thanh vién nay can
phai két hop lai voi nhau dé tim ra tan cong
trong khi dam bao tinh riéng tu cho tung tap
dir liéu.

Pé xuit cai tién giao thirc bao vé tinh riéng
tu sir dung Secure Sum

Tu tudng cua thuat toan dugc thuc hién trong
2 giai doan

Giai doan 1: C&c thanh vién (site) chia nho
ngau nhién téng cia minh thanh cac Vij, gitr
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lai mot phan va giri cac phan con lai cho cac
site khac trir nhitng site trudc nd

Giai doan 2: Céc site tinh toan tong nhiing
Vix cua cac site khac guri dén va V;; caa minh
sau d6 giri cho Sy dé tong hop lai

Dé xudt Secure Sum cdi tién (ASecureSum)
Y twong cua viéc cai tién tap trung vao giai
doan 1 cua thuat toan. Trong giai doan nay
céc site ngiu nhién tong cta minh thanh céc
Vij, gitt lai mot phﬁn va gui cac phén con lai
cho céc site khac trir nhiing site trudc no.
Trong giai doan nay khac véi thudt toan
trude, trudc khi giri mdi site s& chon ngiu
nhién mot sd thanh vién trong céc site con lai
dé guri thay vi giri cho tat ca cac site.. Vi du
co6 Site, So, S., Sy, 83, S4, S5

V1= Vi1t Vigt Vis

H
Vo=V o+ Vgt Vout V
V= Vast V4,:\ /z 221 Vo3t Vout Vs
V3: V3z+ Via

Vi du: Giai dogn 1, giao thitc ASecureSum cai tién
c6 6 thanh vién

Giai doan 1:

Trong giai nay cac Si khong guri cac Vi k cta

minh cho tit ca cac Site sau n6, ma Si s& giri

ngiu nhién co mot s site bat ki, ngiu nhién &

day dugc chia lam 2 loai:

- Ngiu nhién vé sd lugng: C6 nghia 1 sd

luong Site ma Si s& guri téi 1a ngdu nhién tir 1

dén M

- Ngiu nhién vé d6i twong: C6 nghia 1a s&

khong biét chic chan ddi twong nao s& dugc

gui toi

Giai doan 2:

Giai doan nay thyc hién gidng giai doan 2 cta

Secure Sum:

- Cac Si tinh V'i = Vi, i+ Vj . sau d6 giri cho SO

- SO tinh tong V = VO+ V'1+ V'2 +
V3+V4+V'5
Danh gida kha nang dim bdo tinh riéng tw ciia
giao thikc cdi tién va chi phi truyén thong
- Murc do dam bam bao tinh riéng tu
Trudng hop 1 (d6i véi Site Si): SO khong giri
bét ctr dit liéu nao lién quan dén VO dén bt
ky site nao khac. Trudc khi giri dén site khac,
Vi vay, VO khong thé dugc biét dén trir khi tat
ca cac site khac thong dong véi nhau.
Truong hop 2: Gida st mot site Sj nao do
muon viét Vi cua Si (j#i) thi chac chan Sj
khong thé biét Vil cua Si, vi thé Sj phai
thong dong dé biét cac gia tri con lai cua Vi,
nhung vi Si giri ngau nhién nén Sj khong thé
biét chinh xac nhitng ddi tuong nao va bao
nhiéu d6i tuong dé xac dinh can phai thong
dong, vi thé mudn biét chic chan thi Sj phai
thong dong vai tat ca cac site trur Si.
Bing viéc nidy chung ta dd chi ra rang Sj
khong thé biét Vi, hodc doan biét Vi trir khi
n6 thong dong voi tat ca site khac, vay muc
do6 dam bao tinh riéng tu & day van duoc giir
nguyén la M-2
- Chi phi truyén théng:
Hé thdng gdbm M site, T 1a thoi gian trung
binh dé giri mot thong diép tir site nay dén
site khac ta co.
Truong hop xdu nhat, cac site van gui day du
thong di¢p cho céc site con lai sau n6 (theo
Secure Sum) thi s6 théng diép 1a M( M-1)/2
Truong hop tot nhat : Mdi site chi giri dén cho
mot site khac thi s6 thong diép s& 1a M-2 (giai
doan 1) +M-1(Giai doan 2) =2M-3 thong diép
S6 thong diép s& nam trong khoang (2M-3
dén M( M-1)/2)
Tir chirng minh trén ta thdy rang d6i voi tién
trinh thuc hién Secure Sum cai tién c6 chi
phi truyén thong thap hon so véi Secure Sum
ban dau
Vay voi nhiing phan tich va ching minh trén
c¢6 thé thiy viéc cai tién Secure Sum cua bai
bao c6 mirc dam bao tinh riéng tu tt trong
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khi van giit dugc va co chi phi truyén thong
thap hop thuét toan Secure Sum ban dau.
Khai pha tip phé bién c6 dim bio tinh riéng
tw dua trén giao thirc Secure Sum cai tién
Budc quan trong dé tim ra cac luat két hop la
tim ra cac tdp pho bién vi vy tac gia trinh
bay giao thirc tinh tap phod bién co dam bao
tinh riéng tu.

Input: M&i thanh vién P1, P2, ....., Pn c6 cac
tap dir licu D1, D2, ....., Dn

Ouput: Cac tdp phd bién cua tap dit liéu D =
DiuD2u....uDn

1. Xac dinh tap phd bién 1- Itemset (L1)

- Mbi thanh vién duyét CSDL Di dé
tinh support supi cua tap 1- Itemset (L1)

- Cac thanh vién tham gia dé thuc
hién giao thirc S=ASecureSum(2:;=4 5up;)

- Mbi thanh vién so sanh: If S>=
min_sup dua vao tap 1-Itemset (L1) else loai bo
2. Mdi thanh vién sir dung Lk-1 ndi (join) Lk-
1 dé sinh ra tap candidate k-itemset (C), loai
b6 cac itemsets khong phai 1a tap phd bién thu
duoc k-itemset
3. Xac dinh tap phd bién k —itemset (LK)

- Mbi thanh vién duyét CSDL Di dé tinh
support supi cua tap k- ltemset (LK)

- Céc thanh vién tham gia dé thuc hién giao
thitc S=ASecureSum(Xi;= SUp;)

- Mbi thanh vién so sanh: If S>= min_sup dua
vao tap k- Itemset (Lk) else loai bo

4. Lap lai tir budc 2 cho dén khi C trong
(khong tim thiy tap phd bién nao khac).
DANH GIA HIEU QUA, THU NGHIEM
TAP DU LIEU KDD99

Pé so sanh hiéu qua (thoi gian thuc thi) giita
giao thirc khai phé luat két hop co dam bao
tinh riéng tu dua trén Asecuresum voi giao
thirc dua trén Secure Sum, bai bio st dung
tap dit liéu KDD Cup 99 [6, 7] duogc tao ra
bang cach xir Iy phan dit liéu TCPDUMP lay
dugc trong 7 tuan tir hé thong phat hién xam
nhdp DARPA 1998 bdi MIT Lincoln Labs.
Trong tap dir licu KDD Cup 1999 ta trich
chon 10% trong s6 dir liéu nay dé lam thyc
nghiém, bao gdm 91060 ban ghi. Chia tap
KDD Cup 99 riit gon thanh 20 phan, mdi phan
4553 ban ghi. Thyc hién qua trinh tinh toan mo
phong trén phan mém NS2, mdi nit mang la
mot thanh vién, trén moi truong hé diéu hanh
Windows 10 64bit, may tinh 20 Core (mdi core
twong ung voi mot nit mang) tde d0 2.3GHz,
d6 hd tro = 40%, do tin cay = 70%.

Két qua khi thuc nghiém trén hai giao thirc
ASecuresum va Secure Sum 13 gidng nhau,
da tim ra 67187 luat. Thoi gian thuc hién
khi s6 luong cac thanh vién thay d6i tir 1
dén 20 nhu trong bang 1.

Bdng 1. So sanh hiéu qua vé thoi gian cia giao thike Secure Sum va giao thire ASecuresum

S6 lwong thanh vién | 1 2 3 4 5 6 7 8 9 10
Thoi | Secure Sum | 5,05 | 5,37 | 5,103 | 4,848 | 4,606 | 4,376] 4,157 3,949 | 3,752| 3,564
gian (s) | ASecuresum | 5,05 | 5,35 | 5,059 | 4,781| 4518 | 4,27 4,035] 3,813 | 3,603| 3,405
S6 lwong thanh vien | 11 12 | 13 14 | 15 16 | 17 | 18 19 20
Thoi | Secure Sum | 3,386 | 3,217 | 3,056 | 2,903 | 2,758 | 2,62| 2,489| 2,365 | 2,247| 2,135
gian (s) | ASecuresum | 3,218 | 3,041 2,874 | 2,716 | 2,567 | 2,426| 2,293| 2,167 | 2,048| 1,935
KET LUAN

Bai b4o d3 nghién ctru va cai tién giao thirc tinh téng bao mat nhiéu thanh vién hiéu qua nhét hién
nay (Seucresum) va két qua cai tién dugc 4p dung trong bai toan khai phé luat phat hién tdn cong
c6 dam bao tinh riéng tu. Thuc nghiém chi ra cho thiy thuit toan cai tién (ASeucresum) c6 do
chinh x4c khong thay dbi, nhung cai tién duoc thoi gian dang ké so voi thuat toan cii

(Seucresum).
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