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XAC THUC CO SO DU LIEU MA HOA THUE NGOAI
DUA TREN XAC THUC LO

Ho6 Kim Giau'*, Nguyén Hiéu Minh?
"Hoc vién Ky thuat quan su
"Hoc vién Ky thuat mat ma

TOM TAT
Khi thué ngoai dit liéu, Chu sé hiu di liéu giao toan quyen quan tri ¢ s§ di liéu cia minh cho nha

cung clp dich vu. Tuy nhién, nha cung cap dich vu c6 thé khong dam bao an toan tuyet dbi cho dit liéu
ctia chii s& hitu. Ngoai ra, cic ké tin cong trén moi truong mang c6 thé xdm nhip va thay déi dit heu
DPé bdo vé c0 80 du liéu cta minh, chd s6 hitu thudng ma hod di liéu trude khi luu trit 1én mdy chu cia
nha cung clp dich vu. Tir do, yéu cAu dam béo tinh toan ven va tinh xdc thuc ctia dif liéu khi truy van di
liéu can phai quan tim giai quyét.

Trong bai bao nay, chung tdi trinh bay cdc vin dé dam bao tinh toan ven dit li€u va dé xuit mo hinh
xac thuc khi truy vAn co s di liéu ma hod thué ngoai. Chiing t6i dé xuit lugc dd xdc thuc 16 mdi, ap
dung no dé xéc thuc dif liéu va danh gia do phlIC tap tinh toan cda thuit toan.

T khoéa: Thué ngoai CSDL; CSDL md hod; xdc thuc; xdc thuc 16.
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ABSTRACT . . . . . .
When outsourcing data, the Data owner gives full authority of his database to the service provider.

However, the service provider may not guarantee the safety of the owner’s data. In addition, attackers on
the network environment can steal and change data. To protect own database, Data owner often encrypts
data before storing it on the service provider’s server. From there, it is requ1red to ensure the integrity and
authenticity of the data when querying the encrypted database.

In this paper, we present data integrity issues and %ropose authentication models when c%uer ing an
outsourced encrypted database. We propose a new batch verification scheme, apply it to veri d}z]ita and
evaluate the computation complexity of the algorithm.
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1. Gidi thiéu

Chu s hitu di liéu (Data Owner - DO)
st dung hinh thiic thué ngoai co sG di liéu
(Outsourced Database - ODB) dé gidm cac chi
phi va ting kha nang xu ly. Trong md hinh
ODB, DO can mdt nha cung cap dich vu co
56 dit liéu (Database Service Provider — DSP)

DO chia sé dit liéu cta minh cho nguoi dung
thong qua may chi DSP. Tuy nhién, méy chu

DSP ¢6 thé khong dam bao su an toan cho di
liéu ctia DO. C6 nhiéu nguyen nhan khién DO
khong thé tin tuéng méay chi DSP nhu:

1. Phan mém mdy chi DSP bi 16i.

2. Thao tic ctia nhin vién bi sai hoic cb
tinh can thlep bat hop phap vao du liéu.

3. Hé théng ctia DSP bi tan cong.

Dit lidu 13 tai san rét quan trong cua DO.

Moi 16 lot thong tin c6 thé gay thiét hai 16n.
Do d6, DO phai bdo vé tinh bi mat dit lidu cta

minh thudng bang cich ma hoa dit liéu trudc

khi luu trit [én DSP.
Bén canh bdo v¢ tinh bi mat, DO con phai

bdo vé tinh toan ven cta di heu Nghia la khi
dit liéu bi can thiép bét hdp phap (su’a X04...)
thi DO phai phat hién va xu ly dé dam bdao
rang khi DSP tra dit liéu vé cho ngudi dung
thi DO phii xéc thuc dif liéu d6 1a nguyén ban
nhu ban dau khi DO dua dit liéu 1én DSP. C6
nhiéu nghién cu xic thuc co s& dif liéu thué
ngoai, trong do co cac phuung phap nhu:

e Stt dung ciu tric dif liéu xac thuc (Authenti-
cated Data Structure — ADS) (1, [2], [3]. Tuy
nhién, ADS khong hiéu qua dbi véi dir lidu
dong do thoi glan thay doi cau tric ctia ADS
rat 16n. Cu thé, néu mot ban ghi dugc chen hoic
X0a, tit ca cac ban ghi ké tiép ban ghi bi siia
ddi cing thay doi theo.

e Mykletun [4] gioi thiéu chu ky s6 gop
(Condensed-RSA) dé giam thdi gian tinh todn,
tuy nhién khong dé xuit phuong phap xu ly
truy van. Sau do, Yuan [5] da dé xuat mot luge
dod truy van gop c6 thé xdc thuc cho co s& di
liéu thué ngoai. Mdi ban ghi dugc gan thé (tag)
xac thuc dung dé kiém tra tinh toan ven ctia két
qua truy van gop. Tuy nhién, phudng phap nay
chi kiém chung trén dit liéu r6 va phai klern
tra thé ctia cic ban ghi lién quan dén truy vén.
Nghia Ia hé théng phal tinh toan lai chit ky cla
ban ghi mic du truy van chi ldy mot vai thudce
tinh trong béan ghi.

Céc nghlen ctiu xédc thyc CSDL thué ng0a1
thudng xay dUng cdc chu tric ho trg d€ xéc
thuc, do d6 néu CSDL dong thi ton nhleu chi
phi d€ tinh toan lai. Ngoai ra, mot sb nghién

ctu chi hd trg vai dang truy van dic biét ma

chua ho trg truy van trén nhiéu  bang. Trong bai
bao nay, chung t0i tap trung vao viec xac thuc

du liéu trd vé ma khong dé xuat phuong phap
truy véan trén du li€u ma hod. Khi truy van,
DSP tra vé dif liéu ma. Phu’dng phap dé xuat
s€ kiém tra két qua trd vé, néu di lidu tra vé 1a
duing thi tién hanh gidi ma va trd két qua rd cho
nguoi dung Ngugc lai, sé thong bao dén cho
DO dé co phu’dng an xtr ly. Phuong phdp dé
xuét hiéu qua khi CSDL dong do khong phai
xdy dung lai cic ciu tric xac thuc.

Trong bai bdo nay, chiing tdi quy uéc mot sb
ky hiéu nhu bang [1] i

Bang 1: Cdc ky hiéu va phép todn

Ky hiéu Y nghia

[ Phép toan ndi chudi

HY() Ham bim mot chiéu

Ex(m) Ham ma hoa di liéu m véi khod k
(E() 1a cac thuat toan DES, AES...)

Dy(c)  Ham giai ma di liéu ¢ v6i khod k
(Ham ngugc cua ham F)

S(m) Ham tao chtt ky cho thong diép m.

V(o;)  Ham xac thyc 16 cho nhiéu chit ky o;.

Phan con lai ctia bai bdo dugc & chic nhu
sau: Trong phan 2, chung t0i gidi thigu xac thyc
16 va cdi tien cua n6 dé chong lai c4c tin cong.
Phan 3 dé xuit mo6 hinh xdc thuc va céc thuat
toan xu ly dé thuc hién qua trinh kiém tra, gidi
ma dif lidu trd vé két qua 0 cho ngudi dung;
phan 4 phan tich, danh gid vé do phiic _tap thoi
gian tinh todn clia cdc thuat todn; phan 5 két
luén néu két qua dat dugc va hudng nghién ciiu
tiép theo.

2. Xac thuc 16 (Batch verification)
2.1 Chit ky s0

_Chu ky s6 ducc dung dé xac thuc vé ngudn
goc va tinh toan ven cua thong tin. Hién nay,
céc thudt toan chit ky s6 thuong dua trén hai hé
mat pho bién 1a RSA va Elgamal. Hé mat RSA
dya trén do kho cua bai todn phén tich thua )
nguyén td ctia s6 nguyén 16n. Elgamal dua trén
do kho cua bai todn logarit rdi rac. C6 mot )
chi ky s6 dua trén hé mat Elgamal dudc xem
la chuén nhu: DSA, GOST va KCDSA. Chit ky
s6 DSA (Digital Signature Algorlthm) la dang

chit ky trong chuan cht ky so (Digital Signature
Standard — DSS) cda chinh pht My va dugc
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dua ra bsi FIPS-186 [6]. GOST la chuin chit
ky cua Lién bang Nga [7] va KCDSA la chuin
chit ky sb ctia Han Quoc (8.

Nam 1989, Schnorr dé xuét mot luge do chit
ky s6 [9] va dudc LIng dung trong nhiéu linh
vuc xac thuc. Cho cac tham so6 p, q, g, trén bai
toan logarlt 16i rac (DLP), p 1a mot s6 nguyén
td 16n c6 kich thudc trong khoang w512 dén
1024 bit, g la mot uGc sO nguyén td cia p—1
c6 kich thude 160 bit, g la phan ti sinh cap ¢.
Thuat toan tao khoa, ky va xac thuc dugc dinh
nghia:

. "?52_10 khoda: khod bi mat x, khoa cong khai

Chon s6 n§§1u nhién z € 1,...,
tinh y + g% mod p
o Ky: tao chit ky a “cho thong diép m €

{0,1}*
1. Chon sb ngiu nhién ¢t € Z, va cho
t
r < ¢g" mod p.
2. Tinh h < H(m||r).
3. Tinh s <t — hz mod q.
4. Xuit o + (h,s).

e Xdc thuc: Ki€m tra chit ky o ding/sai.

1. Tinh 7' « g°y" (modp).
2. Tinh W/ «+ H(mH’r)
3. Néu A/ = h, trd vé 1 (ding), ngudc
lai tra vé O (sai).
Tuy nhién, Hiraku Morita va cong su chi
ra sy khong an toan cua thudt toan Schnorr
(101, va da dé xuit thuat toan Schnorr cai tién

bdng cach sta déi gid tri h trong thudt toan ky.
Morita thém mot gid tri ¢p vao ham bam duya
trén khoa xac thuc. h dudc tinh nhu sau:

h < H(m||r||1) v6i ¢ < g*

Khi xdc thuc chi ky, ta tinh A’ <
H(m,r',y) va so sanh v6i h. Néu b’ = h, tra
vé 1, ngudc lai trd vé 0.
Luu y ¢ thuat toan ky, Morita cho rang biéu
thic cua ¢ - ¢g* dugc tinh lai moi lan thuc
hién ky ma khong nén su dung khoa xdc thuc
y. Piéu nay chéng lai viéc gida mao khoa ky.
Nam_1998, Harn [11]/ cai thién }huat toan
DSA bang cach chon s6 nguyén t6 p c6 dd
dai trong, khoang tit 512 dén 1024 bit, ¢ 1a so
nguyén t6 160 bit. Thuat todn tao khoa, ky va
xdc thuc dudc dinh nghia:
o Tao khoa: tao khoa bi mat x, khoa cong
khai v.
Chon z € Z, va cho y < ¢g* mod p.

o Ky: tao chu ky o cho thong di€p m €
{0,1}* dua trén khod bi mat =

1. Chon s6 nguyén ngiu nhién t € Zyg.

q—1 va

2. Tinh h ¢ H(m

3. Tinh r < (¢* mod p) mod ¢
4. Tinh s < rt — hx mod q.

5. Xuit o+ (r,s)

e Xdc thuc: Kiém tra chit ky o ding/sai

1. Tinhh<—H(m).

2. Tinh 7 —
(g™ y""") mod p) mod g

3. Néu ' = r, tra vé 1 (diing), ngugc
lai trd vé 0 (sai).

2.2 Xdc thuce 16

Xac thuc 16 (batch verlflcatlon) I1a hinh thic
xac thyc nhleu chtt ky s6 cung mét luc va hiéu
qua hon viéc xdc thuc tu’ng chii ky riéng 1é.
Tuy thudc vao céc chit ky so0 dudc ky bdi cac

lugc do6 khac nhau sé cé thuat toan xac thuc 16
khic nhau. C6 hai loai x4c thuc 10 xac thuc 16

tuong tac va xac thuc 16 xdc sudt. Xdc thuc 16
tuong tac la dang ma ngudi ky tao ra chu ky a
thong qua su tuong tac voi ngIIOl xac thuc, va
sau do ngu01 x4c thuc x4c nhan tit ca cac chu
ky o nay cung mot ldc. Xac thuc 16 xac suat
la d6i voi moi thong di€p m dugc ky, mot s6
nguyén ¢ ngau nhién dugc chon riéng va sau
doé dugc tinh lai gia tri r (vi du trong DSA,
r= (g mod p) mod q). Thay vi ky thong diép
m tryuc tlep, cac luge do chit ky sO phai ky dua
trén két qua bam mot chiéu cta m.

Dinh nghia 1: Cho k thong diép m; tudng
ung voi k chu ky s6 o; dudc ky bdi khoa bi mét
cua ngudi ky, 2 = 1,...k. V61 y la khod cong
khai cua ngu’dl ky, ham V dugc goi la ham xéc

thuc 16 néu Vy (o1, 09, ...,0%) € {0,1}

Néu két qua ctia ham V, = 1, thi tit ca cdc
thong diép m; la ding v thong diép ctuia nguoi
ky. Néu mot trong nhiing thong diép m; bi thay
doi thi ham V,, = 0.

Nam 1994, Naccache va cong su [12] dé xuit
xac thuc 16 tuong tdac gdm hai phan: phan tao

chtt ky va phan xac thye. Phan tao cht ky dugc
ngudi ky va nglrdl x4c thuc c6 su tuong tac véi

nhau. Phan x4c thuc dudc ngudi xac thuc kiém
tra nhiéu chit ky cling mot lic. Cho n thong
diép m;, phan tao chit ky dudc thuc hién:

e V6ii=1,...,n, ngudi ky chon ngiu nhién
k; € Zq, tinh \; = gki mod p va gui \;
cho ngu01 xdc thuc.

o Ngudi xac thuc gti lai thong diép ngiu
nhién b; c¢6 chiéu dai e bit.

o Ngusi ky tinh s; = k; '(H(m||b;) +
Aix) mod g va gui s; cho ngudi xac thuc.
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Phan x4c thuc: Ngudi x4c thuc kiém tra
n 71 n —1
?:1 A = 921 15 H(mle) i1 S A modp

va thay thé {\;,s;,b;,m;} izt n bOi {r; =
Aimod g, s;, m;|[b;}i=1,..n- Tuy nhién, Lim va
Lee [13] chi ra lugc do xac thuc 16 tuong tac
ctia Naccache c6 thé bi tin cong.

Nim 1995, Yen va Laih [14] dé xuit xdc
thuc 16 dua trén luge do Schnorr hoac Brickell-
McCurley, tuy nhién 1E)hlidng phap nay sau do
dudc Boyd va Pavlovski [15] da chi ra 1a khong

an_toan.
Nam 1998, Bellare, Garay va Rabin [16]

dua ra phuong phéap xéac thuc 16 theo luy thua
modulo. Xéc thuc 16 cho liy thita modulo dugc
Bellare va cong su trinh bay nhu sau:

Cho G 1a mdt nhém cé cip la ¢q,g la
phan td sinh cia G. Ham luy thiia modulo
la z « g% Vvoi z € Z,. D;nh nghia biéu
thiic EXPGg(x y) = 1 néu 9" = y,x €
Z4y € G. Néu mubdn xédc thyc nhiéu gid
tri (z1,%1), ., (Tn,yn) 12 kiém tra biéu thdc

PGg(a:Z,yl) =1v6i ¢ =1,..,n thi cich
ngdy tho nhit 1a tinh g¥ va so sanh véi ;.
Tuy nhién, cach nay sé tén n 1an tinh luy thira.
Bellare dé xuit ba phuong phép tinh to4n nhanh
xac thuc 16 cho biéu thic EX Pg 4 1a ki€ém tra
tap hdp con ngau nhién (random subset test)
ki€ém tra s6 mi nhd (small exponents test) va
kiém tra khoi (bucket test).

Nim 1998, Harn dé xuit thuat toan xac thuc
16 dua trén DSA [11] Cho & thong diép m; voi

k chit ky DSA (7, 8;),i = 1,2, ..., k, dau tién
ta tinh:

k
u = Zsiri_l
=1

Sau d6, ta ki€ém tra phuong trinh:

k

: v:ZH(mi)ri_l

=1

H r;mod ¢ = (¢"y'mod p) mod g (1)

i=1

Ta két luan rang (01,092,...,0%) 1a mot 16 k
chtt ky hgp 1€ néu thoa man phlIdng trinh ( .

Tuy nhién, Boyd va Pavlovski da chi ra rang
thudt todn xdc thuc 16 ciia Harn van ¢ thé bi
tin cong [15] Zhou va cong su [17] da dé xuit
su cai tién cta xdc thuc 16 cia Harn bang cach
tinh ham bam h = H(r||m) trong khi ky va
xdc thyc thay vi H(m) nhu cta Harn. Zhou
cling chi ra rang khi thém gia tri r; vao ham
bam thi k& tin cong sé khong biét dugc gia tri

bam h; va khong th€ tinh todn gia tri r;. Do
d6, khong thé tin cong gia mao chu ky. Ngoai
ra, Shao dua ra vi du chUng minh rang lugc db

xéac thuc 16 ctia Harn c6 két qua khong chinh
xdc khi thuc hién [18]

Nim 2001, Shao dé xuat thudt todn xac thuc
16 dua trén ludec dd chir ky s Schnorr [18]
Gia st c6 k thong diép dugc ky bdi thudt toan
Schnorr, nghla la ¢6 k chi ky a,(n,sz) i =
1,2,... k, © = 1,2...,k dudc ky cung mot

ngum ky véi khoa b1 mat Z. De xac thuc k:
chu ky cung lic, Shao chon ngiu nhién k s6
nguyén u; € (1, 232) i=1,2,...,k va kiém tra
néu thod man phuong tr1nh

k
[T = (>
=1

thi k chit ky d6 1a hop 1&.

f L Wi sinyzl uiH(miHn-))mOdp

2.3 Dé xuit luge do xac thuc 16 dua trén
hai bai toan khé

Trong phan nay, ching toi dé xuat luge do
xéc thuc chit ky so 16 dua trén do kho cia hai
bai toan 1a phan tich thita s6 va logarlt 10i rac.
Muon pha vo luge dd chit ky nay yéu cau giai
quyét dong thoi hai bai toan kho 1a logarlt roi
rac trén truong G F'(p) va phén tich so. Cic g1a
tri dugc dung trong ludgc do: st dung s6 nguyen
topcodangp—2n+1 vdln—qq gvaq la
SO nguyen t6 c6 do dai it nhat 1024 bit, trong
do q q' =3 (mod 4). g 1a phan t sinh cta Z,
c6 cép bang n, nghia la ¢" = 1 (mod p) Cac
dinh ngh1a bo dé [1L 2| v& 1y thuyét s6 ducc
tham Kkhao €@ tai liéu [19).

Dinh nghia 2: Cho a € Z}. a dudc ~goi la
mot thang du bac hai modulo n, hay 1a s6 chinh
phuong modulo n, néu ton tai x € Z, sao cho
22 =a (mod n). Néu khong ton ta1 z, thi a
duge goi la s0 khong chinh phuong modulo
n. Tap cic sb chinh phu’dng modulo n dudc
ky hiéu @Q,, va tap cac sO khong chinh phudng
modulo n ky hiéu la @y,.

B6 de 1: Cho s6 nguyén t6 p v6i p= 3 (mod
4), va sb chinh phuong a € Q. a 6 hai gia tri
cin bac 2 modulo p 1a {r, —r} v6ir = a1/
mod p.

B6 dé 2: Cho n = pq 1a v6i p,q 1a hai sb
ng}lyén t6 khic nhau, thi |Q,| = (p — 1)(¢ —
1)/4.

Thuat toan tao khoéa, ky, kiém tra chit ky va
xac thuc 16 dudc dinh nghia nhu sau:
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e Tao khoa:

Thuat toan 1 Tao khoa cong khai, khod bi mat

1: Chon ngiu nhién mot s6 nguyén = : 1 <
x < n.

2: Tinh y = g* mod p.

3: Khoa cong khai la (n,y). Khoa bi mit la

(x,q,q")

e Tao chit ky S(m):

Thuat toan 2 Tao chit ky o cho thong diép
m € {0,1}*

Input: Thong diép m.

Output: Chi ky o.

Method:

1: Chon sb ¢ ngiu nhién, 1 < ¢t <n — 1, tinh
r = ¢g' mod p.

2: Tinh 8’ = t — H(m||r)z (mod n), néu s’

khong 1a sb chinh phuong modulo n thi
quay lai buéc 1.

3: Tinh s véi s2 = s’ mod n.

4: Chit ky o « (r,s)

o Kiém tra chi ky:

Thuit toan 3 Kiém tra chit ky o(r,s) cua
thong diép m

Input: Thong diép m, chit ky o(r, s).
Output: 1 (Pung) hodc 0 (Sai).
Method:

1: Tinh s’ = 52 mod n

2: Tinh /' = ¢yl mod p

3: Néu v/ = r thi trd vé 1 (ding), ngudc lai
tra vé 0 (sai).

o Xac thuat 16 V (0;):

Thuét toan 4 Xac thuc & chit ky o;(r;, s;) cho
k thong diép m;,i = 1,2, ..., k, dudc ky bédi
cung mot ngudi ky.

Input: Thong diép m;, k chit ky o;(ri, $;),
1< <k.
Output: 1 (Pung) hodc 0 (Sai).

Method:
1: Tinh s; = s? mod n
2: Tinh:
k k
u=7y sp;v=7> H(milr)

i=1
3: Kiém tra xéc thuc 16 theo phuong trinh sau:

k
[I7i=g"y" modp 2)
i=1
4: Néu phuong trinh (2) thod man, ta két luan
(01,09, ...,04) 1a k chit ky hop 18, tra vé 1
(ding), ngudc lai tra vé 0 (sai).

Luu y:
Trong giai doan tao chu k}’/ S(m), ta phai
tlnh gia tri s sao cho s?2 = s’ mod n véi n =

qq’. Theo dinh 1y sb du Trung Hoa (Chinese
Remainder Theorem - CRT) ta c¢6 hé phuong
trinh:

s? = s’ mod ¢
s? = s’ mod ¢’

Méi phudng trinh ¢6 hai gia tri cdn bac hai
tuong ng lan lugt 1a {a, —a}, {b, —b} véi a =

§a+)/4 7y — /@ +1)/4 Do d6, ta c6 4 nghiém
tu’dng u’ng cho 4 hé phuong trinh dong du:

sy =>bmodq  (3)
s9=—bmodq  (4)
s3=bmodq  (5)
s4=—bmodq  (6)

s$1 = amod q,
s2 = amod q,
s$3 = —amod q,
s4 = —amod q,

Gidi mot trong 4 hé phuong trinh trén ta sé
tim dudc s. Gia su gidi hé phuong trinh ( @).
theo dinh ly CRT ta co:

= (aq'(¢'"! mod q) + bg(¢~* mod ¢’)) mod

"Nhu véy, trong giai doan tao chu ky, ta chi
can chon ngiu nhién sb ¢ sao cho s’ € Q.
2.3.1 Tinh chdt cia lwge do chi ky dé xudt:
Dua vao cic thuit todn da dugc dé xuit, ching
t6i dua ra cdc tinh chét sau:
o Tinh ding dan:
Dinh Iy 1: Chit ky o(r,s) dugc ky bdi
S(m) 1a chit ky s6 hop 1é tuong ting véi
thong diép m.
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Chitng minh.
Tinh; s’ = s> mod n
a co:
r = g' mod p
_ gs’JrH(er):p mod p
_ gs’-l—H(er):c mod p
_ gs’gH(er)x modp
— gS’yH(mIIT) mod p
/

=r

Do d6 chit ky o(r,s) la chit ky hogp 18.
Dinh Iy 2: Cac chit ky (o071, 02, .. ok) du00
ky bdi S(m) la k chtt ky so hOp 1¢ néu
phuong trinh (2) ding.
Chitng minh. Gia st c6 k chit ky (r;, s;)
cho k thong diép m;,i = 1,2,..., k, dugc
ky bdi cung mot ngudi ky st dung khoa
bi mat (z,q,¢). P& xdc dinh k chit ky
nay la ding thi ting ch#t ky phai thoa
man phudng trinh:
r=9'y
V6i s’ = 52 mod n.
Nhu vay:

H(m|[r)

mod p

— gslyH(mlﬂTl)

ry=g° yH(m2||T’2)

mod p
mod p

H(mkHTk) mod p

= 9
Do do: Hk: r; =
gy HOmlI) gl Bl o
- gs Vst o H(mal|r) - H (myg || ry)
= 921 15;y f:l H(mallr:)
o Tinh ngu nhién:
Dinh Iy 3: Chit ky o(r,s) dudc tao ngiu
nhién béi ngudi ky.
Chbmg minh. Trong lugc do chit ky dudgc
dé xuat, ngudi ky chon gia tri ¢ ngau nhién:
1<t<n—1vat1nhcac glatrlr s dya
trén t. Ké tin cong khong thé ky mot chu
ky hdp 1¢ (r,s) thay cho ngudi ky ban
dau. B&i vi, d€ nhan gid tri ngiu nhién ¢
t r va s la tinh toan khong kha thi. Néu
mudn nhan ¢ tif r, k& tn cong phai giai
bai toan logarit rdi rac trén GF(p). Néu
mudn nhén ¢ tir gid tri s ké tin cong pha1
giai bai todn phan tich sd n thanh ¢, ¢
2.3.2 Pdnh gid dj an toan ciia lugc do xdc
thige 16: Trong phan nay, chung t0i dua ra mot
s6 trudng hop ma ké tan cong c6 thé gay mat
an toan cho luge dd xic thuc 16.

mod p
mod p

o Trudng hgp 1: Céc hinh thic thn cong trén
lugc dd Rabin, Schnorr déu khong the thuc
hién trén lugc do xac thuc 16 dé xuét, béi
vi mudn pha v3 lugc do, ké tin cong phai
giai dong thoi hai bai toan kho.

. TruOng hop 2: Theo luge do xac thuc 16
clia Shao dé xuét, ké thn cong giai bai toan
logarit roi rac cé thé tim dugc khéa bi méat
x dua vao khoa cong khai y, va tim dugc
g1a tri ¢t dua vao gia tri r tu dé tinh dudc
gia tri s. Trong luge do xic thuc 16 dé
xuat, ké thn cong mudn tinh dugc s phai
can gia tri ¢, ¢’. Diéu nay doi hoi g1a1 quyét
bai toan kho la phan tich thtta so n. Nhu
viy, dé c6 tat ca céac thong tin bi mat t
chit ky thi ké tn cOng phai giai ca hai bai
todn logarlt roi rac va bai toan phan tich

thuia so.
. Trudng hop 3: Gia su ke tAn cong c6 thé

g1a1 quyét dugc bai toan phan tich thua
s0, nghia la ké tan cong phén tich n va
tim dugc s6 ¢, ¢’. Tuy nhién, ching khong
thé tinh dugc s do khong thé tim dudc z.
Muon tim dude x, ké tan cong phai giai
bai toan logarit r6i rac trén trudng GF(p).

3. Xac thuc du liéu ma hoa thué ngoai

Trong phan nay, chiing toi de xuit mo hinh
xdc thyc dir liéu ma hod tra Ve tu DSP la dung
dan Khi tra ve dii liéu truy van, DSP kém theo
cac chu ky cua DO tao ra truéc khi luu trdt, may
chii DO sé& tién hanh xéc thyc cht ky cua céc
du liéu tuong u’ng, néu dit liéu khong bi thay

ddi, DO gidi ma va tra két qua rd6 cho ngudi
dung

3.1 Mo hinh xdc thuc

Dé xdc thuc dif lidu tra vé khi truy van du
liéu thué ngoai, chung tdi dé xuét md hinh géom
bén thanh phan: chii s& hitu di liéu (DO), nha

cung cap dich vu (DSP), nguti dung (Querier)
va mdy chi trung gian (proxy server). Mo hinh
hoat dong xdc thuc dugc mo ta nhu hinh [I]

e Chi s hitu dit liéu: 1a ca nhan, t6 chic

thué dich vu co s6 dit lidu ti DSP. DO
la ngudi tao ra CSDL va ky trén du liéu

bang khoa bi mit ctia minh. DO chia sé
du liéu cho ngu01 dung.

 Nha cung cap dich vu: DSP cung Cap cho
DO kha nang tao, Iuu tri¥, cAp nhat va truy
van co s6 dii liéu trén may chi cta ho.

o Ngudi dung: la cd nhén, t6 chiic mudn truy
cap CSDL cua DO. Ngu01 dung gui cau

truy van t6i may chii DSP va nhan dit liéu
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Nha cung cap dich vu
@ thué ngoai CSDL

Luu trir CSDL ma hod; (OSP)
Truy vén de liu

Két qua truy van
(diF liéu ma, chi¥ ky)

\
an 3
® Ty ¥
x|y chii trung gian
((\\lc\_\;\“b (proxy server)
2 o
5) &

Hinh 1: Mé hinh xdc thuc co sé dit liéu ma
hod thué ngoai

Nguoi ding

theo yéu cau. Di liéu trd vé dén ngudi
dung la du liéu ro.

. May chi trung glan la rnay chu thudc
quyén quan ly cua DO, ndm ngoai pham
vi ctia DSP. Gia dinh mdy cht trung gian
la_tin cdy. May chii trung gian khong luu
trit CSDL ma chi thyc hién nhiém vu xt ly
xéc thuc, giai ma két qua tra vé cho ngudi
dung.

M6 hinh xac thuc hoat dong theo 5 budc:

e Budc 1: DO tao cac khoa: khoa ma dé ma
hod dit liéu, khoa bi mat d€ tao chit ky va
khod cong khai dé€ xdc thuc chit ky.

e Budc 2: DO ma hoa di liéu va tao chit ky
trén dit liéu, sau do luu trit du liéu da ma
hod va chu ky 1én DSP.

 Budc 3: Ngudi dung gui cau truy van dén
may chi DSP théng qua may chu trung
gian d€ lay dif liéu theo nhu cau. May chu
trung gian xu ly, chuyen dai cau truy van

nguci dung roi gli ciu truy van dén mdy

chu DSP.
o Budc 4: May chi DSP tra du liéu thoa

diéu kién truy vin kém theo cic chit ky

ctia dif liéu vé cho mdy chu trung gian.
 Budc 5: Mdy chu trung gian tien hanh xdc

thuc dit liéu, néu dit liéu do hdp 1é sé tién

hanh giai ma va tra vé dit liéu r6 cho ngudi
dung.

3.2 Quad trinh hoat dong

Qua trinh xac thuc CSDL ma hoa thué ngoai
thuc hién qua ba giai doan: giai doan tao khoa
(buéc 1) Chu sé hitu di lidu thuc hién chon
khod dé su dung trong toan bo qua trinh tao
va xac thyc du liéu. Viéc tao khoa dugc xu ly
ngoai pham vi ctia DSP va do DO quan ly; Giai
doan Iuu trit dit liéu thué ngoal (budc 2) va giai
doan xéc thuc di li€u truy van (budc 3, 4, 5).

Gia su v6i mot cd s¢ di lieu D chia nhiéu
bang. Bang T' ¢o mp cot chia nr ban ghi r =
(741, 732+, Timy ), VO1 735 12 dit liéu tai dong thu
7 va cOt thlj' j(1<i<np,1<j<mp).Chon

hai sb nguyen t6 16n g, q' c6 do dai 1024 bit.
T1nh n = qq’. Cho pla s6 nguyén td c6 dang
= 2n+ 1. g 1a phan t sinh thudc Z, ¢0 cap
121 n sao cho ¢" = 1 (mod p). Cac giai doan
hoat dong xac thuc CSDL thué ngoai dudc thuc
hién nhu sau:
e Giai doan tao khoa:

Thuat toan 5 Tao khoa cong khai, khod bi mat

1: Chon ngau nhién k c6 do dai 128 bit lam
khod riéng dung d€ ma hoa/giai ma di liéu.

2: Chon nglu nhién z véi z € Z}

3: Tinh y = g* mod p.

4: Khoa cong khai la (n,y). Khod bi mat la
(k,2,q.4)

e Giai doan luu trit dit liéu: V6i mdi bang
TeD:

Thuat toan 6 Luu CSDL ma hoa

Input: Bang T trong CSDL, khoa bi mit.
Output: Luu bang dir liéu ma hoa kem chit
ky 1én may chu DSP.
Method:

1: n=qq

2: for 1 = 1tonr do

3 for j = 1tomr do

4 pij < Ey(rij)

5 while True do

6: Chon ngiu nhién t € Z}
7 r < ¢g' mod p

8 h <= H (pij||r).

9: s’ + t — hx (mod n).

10: a = s'@t1)/4 mod ¢

11: b= @+ mod ¢

12: s = (aq'(¢~' mod q) + bg(q~ mod ¢')) mod n
13: if (s> mod n == s’) then
14: break

15: end if

16: end while

17: Oij < (T‘, 5).

18: d; < {uij,aij}

19:  end for

200 T« {di}

21: end for

22: Luu tri bang 7" 1én mdy chu DSP
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e Giai doan xdc thuc di liéu truy van:

Khi ngudi dung gti cdu truy van dén DSP
thong qua may chu proxy thi mdy chu DSP
tra du liéu T, = {,uZ],JU|z = 1,2, .. .hp;j =

1,2,...,kr} vé may chi trung gian.

Thuat toan 7 Xéc thyc chit ky va giai ma da
lidu

Input: Bang 7)., khod k, khéa cong khai.
Output: Bang dit liéu ro6 cho ngudi dung.
Method:

1: for i = 1to hr do

2 u=0,v=0r=1
3 forj—ltodeo
4: s —sfj mod n
5: ut+ = s’

6 v+ = H(pij||ri)
7 T* = T4

8 aij = Dy (pis)

9 d; {aij}

10:  end for

11:  if (r mod p ==
12: T, + {dz}
13:  end if

14: end for

15: Tra dit liéu T vé cho ngudi ding

g"y? mod p) then

3.3 Mot sé truong hop truy vin CSDL
3.3.1 Cdp nhdp dit liéu: Cac ban ghi cia
bang T chia dit iéu ma va chit ky. NhLIng ban

ghi nay khong phu thudc 14n nhau nén khi thuc
hién thao tac thém, sta, x0a thi du liéu dugc
xu Iy doc 1ap va cap nhap vao CSDL ma khong
can phal tinh todn, xay dung lai ban ghi khic
nhu cdc clu tric xic thuc ADS.

Khi lvu trit 1én may chd DSP, bang T' ¢6
dang T' = {Mwaazg’z = 1. nTv] = 1. mT}
Gia st mubn thém ban ghi ' = (v}, .. ,r;nT)
vao bang T dau tién ta tinh i = {Ex(ry)li =
l.mr}, o = {S; (n])\j = .mr} sau d6
thuc hién cau lenh truy van ”INSERT INTO T
VALUES(nl, 01,u2,02,. ,,umT, mT) "

Khi thyc hién x6a du liéu thi ngudi dung gui
céu truy vin "DELETE * FROM T WHERE
<diéu kién>". Mdy cht DSP sé& xo4 ban ghi thoa
man <dleu kién> ma khong thuc hién tinh toan

lai cdc cAu tric lién quan dén ban ghi bi xo4 nhu
khi st dung ADS. Nhu vay, viéc thao tac cap

nhap dit liéu thuc hién dé dang va khong anh

hudng dén cic ban ghi trong bang. Diéu nay
thich hop v6i CSDL dong ma mé hinh ADS
rit khé giai quyét.

3.3.2 Truy van  dit lieu 1t nhiéu
bang Gia si¢ CSDL c¢6 hai bang
T = {Zdl O-Zd17lu’1’Lj70-1’L]|Z = l.np,j =

1.. mT},Tg = {id2, azdg,u21],021j|z =
L.hp,j = 1l.kr}. Ngudi ding gli cau
truy van "SELECT * FROM 7; INNER

JOIN 75 ON Ty.idl = T5.id2;” dén DSP.
Mady chi DSP xt ly va tra két qua T, =
{Zdl Uldl,ulz],O'lm,ZdQ Uzd27N21j70'2z]|Z =

LAryj = 1,2, pr} vé may chd trung
glan Do O'zdl,O'de,O'lw,O'Q dudc dudc tao
ra trén cung khoa bi mat cua DO nén ta co
thé xdc thuc bang thuit toin I ma khong can

cac thon Sg tin phu trg kém theo nhu cdc ciu
tric AD

4. Phan tich, danh gla hi€u nang caa
phuong phap dé xuat

Trong phan ndy, ching toi tién hanh thi
nghlem thai gian thyc hién xac thuc chi ky
so cua lugc do dé& xuat va phén tich, danh gia
dd phiic tap thoi gian tinh todn cua ba giai
doan hoat dong xac thuc CSDL thué ngoai.
Trong qua trinh thd nghiém, cdc thut todn
dugc cai dit bang ngon ngtt Python va dugc
thIIc hién trén mdy tinh Core™ i3- 2375M
CPU@1.50GHz x 4, Ram 8GB, hé diéu hanh

Ubuntu 18.04.
Thoti glan thuc hién tao chit ky dugc mo ta

trong bang [2

Bang 2: Thoi gian thic hién tao chii ky

tshoélll‘;‘-’g%p Thoi gian ky (s)
5 0,190114

100 1,02749

300 3,158304

500 5,548600

Giai doan tao chit ky va luu trit dit liéu chi
thuc hién mot 1an duy nhét khi DO luu trit dit
liéu Ién DSP nén khong anh hudng dén hiéu
ning ctia hé théng khi truy vén di liéu.

D€ thit nghiém xac thuc chit ky sd, ching toi
tién hanh trén hai phuong phap: xdc thuc lan
lugt k chit ky theo thuat todn ki€m tra chi ky
o va phuong phap xdc thuc 16. S6 lugng cac
thong diép tuong ing v4i cac trudng di liéu can
xdac thyc. Theo hinh [2 I khi s lugng thong diép
l1a 100, thi thoi glan x4c thuc tuan ty ting chit
ky 1a 0.263187 gip 7 lan thdi gian x4c thuc 16
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0

[N}
|

El Xac thuc tuan ty
[ Xacthucls

vl e be bl

50 100 300 500
S$6 lwong thong diép

Hinh 2: Thoi gian thuc hién xdc thuc chit ky

1a 0.037306. Do do, khi bang dii li€u c6 nhiéu
béan ghi, thai gian xac thuc tuan tu sé ting dang
ké so v6i xdc thuc 10.

Thoi gian thuc hién cta céc g1a1 doan xac
thue CSDL thué ngoai phu thudc vao ) lugng
cac phép tinh toan. Chung toi quy udce do phuc
tap thoi glan tinh toan cua cac phép toan nhu
trong bang [3] Thoi gian tinh toan cong, tru,
nhan todn hoc c6 thé bd qua vi né nhé hon
nhiéu so v6i thoi gian tinh luy thita modulo,
nhan modulo.

Bang 3: Ky hiéu thoi gian thuc hién phép todn

Ky hiéu Y nghia

Tl Thoi gian tinh phép nhan modulo
Tewp Thoi gian tinh phép luy thira modulo
Ts Thoi gian tao chtt ky

Tg Thoi gian ma hoa

Tp Thai gian giai ma

Th Thoi gian thuc hién phép bam

Gia stt CSDL ¢6 t; bang, mdi bang c6 tbi
da ny dong va myp cot. Khi truy van du li€u,
mdy chii DSP tra vé ¢, bang, moi bang ¢ toi

da hp dong, kr cOt. Thoi gian tinh todn t6i da
clia céc giai doan dugc mo ta nhu bang
Trong do, thoi gian tao chtt ky TS dugc thuc

hién ngau nhién chon s0 ¢ sao cho s’ € Q Do
n = qq’, nén \Qn\ = (¢g—1(d - 1)/4 Nhu
Vay, kha ning s’ 1a s6 chinh phuong modulo n
la:

P(s € Qn) = (1=
= Ts = Ty + TP(s EQn)(6Tmul + 3Te:pp +
2Tinw) VOi Tp(y €Q.) la thoi gian chon s € Q,,.
Trong thuc té, s6 luong béng trong CSDL
khong nhiéu (thuong khong qua 100 bang), va
s6 cot khong 16n (s6 cot biéu thi cho thudc tinh

ctia d6i tugng nén thuong khong qua 100 thudc
tinh). Do d6, cic giai doan xit 1y phu thudc chi

Bang 4: Thoi gian thic hién cdc giai doan
xdc thuc CSDL thué ngoai

Giai doan

Tao khoa

Luu trit dit liéu
Xac thuc di liéu

Thoi gian thuc hién
Tezp
tintmr (T + Ts)
tohr (kr(Tmuw + To + Th)
+2Terp + Trnut)

]Zeu vao sb donig dit liéu cta tiing bang. Mac
hac, cac giai doan nay thyc hién tao chi ky
va xéc thuc dong thdi vdi thao tic ma hoa/gidi
ma dit liéu nén viéc tao chii ky/xac thuc xem
nhu khong dang ké so VvGi khong tao chu ky.
Ngoal ra, md hinh d& xuét c6 thé két hdp v6i
Xt 1y song song sé gidm dang k€ thoi gian truy
vin CSDL.

5. Két luan

Trong bai bdo nay, ching t6i da gldl thiéu
vé van dé xac thyc CSDL thué ngoal cac lugc
dd chit ky sd, dua ra dinh nghia vé xéc thyc

16. Pong gop cua bai béo la dé xuét thuit toan
xédc thyc 10 dya trén hai bai toan kho la logant

1di rac va phan tich sb. Dong thoi d& xuit mo
hinh kiém tra tinh ding din ctia CSDL dugc
ma hoa. M6 hinh nay c6 thé kiém tra tinh
dung dén clia co s¢ dif liéu ma hoa thué ngoal
trad vé két qua r0 cho ngudi dung. Diéu nay
glup cho viéc khi ban ghi bi 15i hodc chinh
sta, thi DO biét dudc dit liéu khong toan ven
tr d6 ¢6 chinh sdch xi ly phu hdp Bén canh
do, mo hinh cta chung t0i ho trg cdc loai truy
vén tif nhiéu bang va phu hgp véi CSDL dong
Hon ntra, khi kiém tra két hop véi gidi ma di
liéu nén tdc do xi 1y hau nhu khong khac biét
so v6i khong ki€ém tra chi ky (do Van phai
gidi ma du heu) Huodng nghién ciu tlep theo
la d&& xuit mo hinh klem tra tinh day dt va
tinh méi cla dit liéu trd vé.
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