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THIET KE MANG HQC SAU LONG SHORT-TERM MEMORY (LSTM)
PE DU BAO LUU LUQNG VA PHAT HIEN BAT THUONG
TRONG MANG CAP NUGC SACH
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TOM TAT

Trong bai bao nay, chung toi thiét ké mot mang hoc sdu LSTM dé du béo dir liéu chudi thoi gian
1a gid tri luu lwong cta cac mang ludi Cap nudc sach. Dya trén két qua dy béo, ching toi xay dung
mot md hinh cho phép phat hién sy bat thuong cua mang. Mo hinh dugc thu nghiém trén 3 diém
do Iuu lugng cua mang cap nudc sach tai thanh phd Hué vai sai s6 du béo thap va chi sé NSE cao
dat 0.98. Két qua du b&o cia mo hinh duoc sir dung dé xay dung mo hinh phat hién bat thuong
trong mang dua trén sai so du béo va di ligu thuc. Két qua thir nghiém cho thay phuong phap dé
xuat cho két qua phat hién chinh xac cao, cé thé tng dung dugc vao thuc té.
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ABSTRACT

In this paper, we designed an LSTM deep learning network to predict time series data which is the
water flow of clean water supply networks. Based on the prediction results, a model was built to
detect anomalies. The model was tested on 3 points measuring water flow of water supply network
in Hue city with low predictive error and high NSE index of 0.98. Predictive results of the model
were used to build anomaly detection model in the network based on predictive errors and real
data. Experimental results show that the proposed method gives detection results with high
precision, which can be applied in practice.
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1. Mé& dau

Theo béo céo cua Hiép hoi cip nudc Viét
Nam hang niam thi ty I& that thoat nudc tinh
trung binh caa cac cong ty cap nudc trén toan
qudc tir 20% dén 30%. Lugng nudc that thoat
I6n s& gay lang phi, thiét hai vé kinh té cta x&
hoi, 1am that thu cho ngan sach cua céc cong
ty cip nuéc. Do vay, van dé giam luong nuéc
that thoat, that thu 1a mot bai toan nan giai
cia hau hét cac cong ty cap nudc khong
nhitng ¢ Viét Nam ma con trén toan thé gigi
khi ma hé théng duong éng dugce dau tu lau
niam, chon sau trong long dat va ngay cang
xuéng cap. Mot phuong phip don gian dé
phat hién that thoat Ia kiém toan dua trén do
chénh léch gitra s6 do déng ho tong va tong
s6 do cua cac ddng hd cua cac ho st dung.
Viéc kiém toan nuéc c¢6 han ché la khong
duogc thuc hién theo thoi gian thuc, né duoc
thuc hién mdi thang mot 1an, do d6 viéc phan
tng Voi sy bt thuong cua mang rat cham.
Hién nay, mang lu6i cdp nudc cua mot sb
cdng ty cdp nudc sach & nudc ta di dugc gan
cac thiét bi giam sat luu luong va ap luc tai
céc diem dau vao cua céc khu vuc, cc thiét
bi ndy cung cap cho ching ta dir liéu dang
chudi thoi gian vé luu luong va ap luc tai
diém lap dat theo thoi gian thuc. V& nguyén
tic, cac dir liéu ndy hoan toan cé thé cho
ching ta biét duoc mang c6 su ¢b hay khdng
theo thoi gian thuc, do tinh chét st dung nuéc
cua cac khu vuc thuong theo quy luat thoi
gian nhu gio, thir trong tuan, ngay I, mua.
Tuy nhién, ngudn dir liéu nay chua sir dung
dé dua ra cac canh béo som vé su bét thuong
trong mang nhu v& dudng ong, ro ri theo thoi
gian thuc. Trong bai bao nay, ching to6i dé
Xuit giai phap phat hién sy bat thuong
(anomal) ciia mang cp nude dya trén di lidu
luu lwong thuc té tai cac diém do va dir lidu
du b&o. Trén co s& do, hé théng dua ra canh
bao giup ngudi quan ly sém khic phuc su ¢b
nham giam thiéu lugng nuwéc bi that thoat,
Iang phi.

Bai toan phan tich va du bao cua chudi thoi
gian da dugc nghién ctu sau trong hon 40
nim qua 0. Cho chudi dit liéu theo thoi gian

{t1, t2, ..., tn, ...}, ching ta can wéc lwong gia tri
tai thoi diém i dya trén cac dit liéu trude do x; =
{tix, tik, ...y tia}, i = 4K, ..., N, ...}, & day k duoc
goi 1a cira s dit liéu lich str. Muyc dich cua dy
bao 1a tim ra mot ham f(x) sao cho £; = f(x)) gan
gié tri ding tinhat. Chiing ta ciing c6 thé du béo
nhiéu gié tri trong tuong lai £;,1, .., £;4m= f(X).
Hién tai c6 nhiéu huéng tiép can giai bai toan
nay. Cac phuong phap dya trén thong ké nhur:
trung binh truot tich hop héi quy (ARIMA -
Autoregressive Integrated Moving Average)
0, mot trong nhiing gidi han cta phuong phap
nay la ndé ¢6 xu hudng tap trung vao gia tri
trung binh cua dir liéu qua khur; phuong phap
vée to hd tro hdi quy (SVR- Support Vector
Regression) ¢d nhiéu thanh céng trong dy béo
chudi thoi gian, tuy nhién nd lai thiéu mot
cdng cu ¢ cau tric dé xac dinh cac tham s
chinh cuia md hinh 0. Gan day, cac mé hinh
hoc sdu dugc ap dung nhiéu cho bai toan du
bao chudi thoi gian. Cac mé hinh dwa trén ciu
tric mang LSTM dugc ap dung trong O, [6].
Két qua cho thay md hinh hoc sau véi mang
LSTM cho két qua tét hon cac phuong phap
tiép theo thong ké.

Dé giai quyét van dé phét hién bat thuong
trong mang cap nuéc, ching toi thiét ké mot
mang hoc sau véi cac no ron LSTM dé du
bao luu lwong nuéc tai méi diém do. Dé xuat
phuong phép xéac dinh bat thuong dya trén do
sai léch gitra dit liéu do duoc thuc té va dit
liu du bao dé gan nhan cho diém dir liéu 1a
bat thuong hay binh thuong (normal). Phuong
phap dé xuat duoc thir nghiém tai 3 diém do
luu lwong Vi gid tri luu lugng khac nhau. Két
qua cho thiy phuong phap dé xuit cho két
qua phét hién bét thuong kha tdt, co thé ap
dung vao thuyc té.

Phan con lai cua bai bdo duoc té chie nhu
sau: cu trdc cia mang LSTM va thiét ké
mang LSTM du bao luu luwgng nudc dugc
trinh bay trong muc 2. Muc 3 tht nghiém mé
hinh mang LSTM du bao luu lugng nudc.
Muc 4 trinh bay phuong phap phat hién bat
thucmg va danh gia phuomg phap trén dir liéu
thuc té. Muc 5 rdt ra mot s6 két luan.
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2. Mang hoc sau LSTM
2.1 Cdu tric ciia mang LSTM

LSTM la mot loai RNN (Recurrent Neural
Network) dac biét, co6 kha nang hoc cac phu
thuoc gan, xa. Mang LSTM dugc Hochreiter
va Schmidhuber dé xuit nam 1997 trong O.
N6 duogc &p dung rat hiéu qua trong nhiéu bai
toan va hién dang dugc sir dung rong réi.
LSTM duoc thiét ké dé tranh van dé phu
thuoc lau dai. Ghi nhé théng tin trong thoi
gian dai la hanh vi mac dinh cua mang. Céac
mang no ron hoi quy déu cé dang mét chudi
1ap lai c&c mo-dun cta mang no ron. Trong
RNN, cac md-dun nay c6 ciu trdc rit don
gian, chi 1a mot 16p tanh. LSTMs ciing ¢6 cu
trdc dang chudi, nhung cac mo-dun cé ciu
trdc khac. Thay vi c6 I6p mang no ron don,
LSTM co6 4 16p, chung twong tac vai nhau.
Hinh 1 dudi day mo ta cdu tric mang LSTM.

(@) (D) 6
1 ) I t
A laledfll A E
[ | ’ |
@) ) &

Hinh 1. M6 ta cdu tric mang LSTM va cdu tric
cua mot mo-dun cua no [4]

Y tuong cbt 16i cua LSTM I trang thai cua
cac té bao dwoc mo ta bang duong thang nam
ngang ¢ trén cung. Trang thai t& bao giéng
nhu mot bang chuyén. N6 chay thang xuyén
qua toan bod chudi, chi véi mot sé twong tac
tuyén tinh nho, né rat dé dang dé thong tin
troi theo dong khong thay doi.

LSTM c0 kha nang loai bo hoac thém thong
tin vao trang thai té bao, dwoc diéu chinh can
than boi cac cau trac dugc goi 1a cong. Cong
la mot cach tly chon dé thong tin di qua.
Chung dugc ciu tao tir mot 16p mang no ron
sigmoid va mot phép toan nhan. Bau ra cua 16p
sigmoid la cac gia tri trong doan [0, 1], mo ta
muc d6 théng qua cua ting thanh phan. Gia tri
bang 0 c6 nghia la "khong c6 gi théng qua",
trong khi gia tri bang 1 c6 nghia 1a "dé moi thir
théng qua". Mot LSTM c6 ba cong sigmoid dé
bao vé va kiém soét trang thai té bao.

2.2. Hoat dpng ciia mgng LSTM
Budc dau tién trong LSTM la quyét dinh théng
tin ndo s& bi loai bo khoi trang thai té bao,
dugc thuc hién béi mot 16p sigmoid duoc goi
1a “lép cong quén”. Pau vao caa nd 1a h-1 va
X, Va cho ra mot gié tri thuoc doan [0, 1] cho
mdi trang thai Ci1. Néu gia tri 1a 1 thi cac
thong tin duoc giir lai hoan toan, néu gia tri 1a
0 c6 nghia la cac thong tin bi loai bé hoan toan.
fe = U(Wf- [he—1, %] + bf) 1)
Budc tiép theo la quyét dinh théng tin moi s&
duoc luu trir trong trang thai té bao. Dé thuc
hién viéc nay, chdng phai thuc hién bang 2
I6p, mot 16p sigmoid duoc goi 1a "16p cong
dau vao" quyét dinh nhitng gia tri nao s& dugc
cap nhat. Sau do, maot I6p tanh tao ra mot véc
to mai, Cp, c6 thé dugc thém vao trang thai.
Tiép theo, ching ta két hop hai thanh phan
nay dé tao ban cap nhat cho trang thai.
iy = o(Wi.[he-1, %] + by) (2)
Ce = tanh (W.[he_q, %] + be)  (3)
Bay gio, ching ta cap nhat trang thai té bao
cii, Cr1 VAo trang thai té bao mai C; nhu sau:
Co = fe*x Ceq + i x G 4)
Cubi cung, tinh gi4 tri dau ra dya trén trang
thai té bao nhung nd 1a mot phién ban da
duoc loc. Truéce tién, ching ta thuc hién l6p
sigmoid dé quyét dinh phan trang thai té bao
S& Xuét ra, sau do day trang thai té bao qua
tanh va nhan né voi dau ra caa cong sigmoid.
o = o(Wy. [he—y,x:] + by (6)
h; = o; * tanh (C;) @)
2.3. Thiét ké mang LSTM dee bdo leu uong nudc

7
= =
=7
=4
Dense Layer

LSTM Layer Output Layer

Hinh 2. Kién tric mang LSTM du bdo luu heong nudc
Mang duoc thiét ké véi 2 16p chinh, mot I6p
LSTM véi 64 no ron, 16p tha 2 14 16p (fully
connected) Dense véi 32 no ron nhu mé ta
trong Bang 1. Sau mdi I¢p la mot 16p Dropout
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véi Xac suat 14 0,1. Dit liéu dau vao dugc ciu
hinh thir nghiém la cac véc to 12, 24 va 48
chiéu, tic 1a sir dung ctra s6 ¢6 kich thudc 12,
24 hoac 48 diém dir lieu lich sir dé du bao.
Trong thir nghiém, sb epoch dugc dit la
20,000.

Bang 1. M6 ta chi tiét cau tric mang

Layer (type) Output Param
Shape #
Lstm (LSTM) (None, 64) 16896
Dropout (Dropout) (None, 64) 0
Dense (Dense) (None, 32) 200
Dropout_1 (Dropout) (None, 32) 0
Dense_1 (Dense) (None, 1) 33

Ham mit mét s dung trong mang la trung
binh phuong sai sé6 (Mean Squared Error),
phuong phap to6i vu Adam.
3. Thu thap dir liéu va thir nghiém
3.1. Thu thdp dé ligu

Bang 2. Cdc diém lay diF liéu thir nghiém

Sutcliffe Efficiency) dugc xac dinh theo cdng
thuc (8) va (9) dudi day:

RMSE = |15, (- £)? ©

T (ti—E)?
NSE =1— —2?’:1 oy (9)

Trong 40, t;, £;,  lan luot 12 dir liéu quan sat
thuc té, gi tri du bao va gia tri quan sat thyuc
té trung binh. M6 hinh c6 hiéu qua tot néu
RMSE nho va NSE Ién.

Két qua thir nghiém moé hinh dugc tong hop
trong Bang 3.

Bang 3. Két qua thir nghiém du béo véi kich thurée

di liéu dau vao 12, 24, 48

3 Input RMSE NSE
.2 size . .
diém do (WS) Train Test Train Test

12 12 468 2,77 0,996
F15385 24 24 6,68 499 0,993
48 48 685 4,75 0,992

Ma . Puong
diém do biém do kinh éng
F15385  Bén xe Nguyén Hoang D400
F15405  Cu Chanh Thuy Bang D150
F15351  Kiét Cong Tring D80

12 12 0,88 1,33 0,793
F15405 24 24 047 114 0,940
48 48 062 1,27 0,896

Ching t6i tién hanh thu thap dit liéu luu lugng
tai mot s6 diém do cta mang Ccip nudc cua
thanh phé Hué, céc diém do mo ta trong Bang
2.

Gia tri luu luong nuéc tai cac diém do phu
thudc vao duong kinh cua éng dan va nhu cu
sir dung tai khu dan cu. O day, dé chung minh
tinh hiéu qua caa mang, ching toi chon cac
duong bng co kich thudc khac nhau va tai cac
khu khac dé thir nghiém va danh gia. Di liéu
thu thap tir 0 gio ngay 01 thang 01 nam 2018
dén 9 gio ngay 18 thang 5 nam 2019, véi
budc thoi gian 15 phat.

3.2. Thar nghiégm xay dwng mo hinh

Tap dir liéu duoc chia thanh 2 tap hoc va
kiém tra vai ti 1¢ 9:1, chin phan dir li¢u dau dé
hoc va mot phan dix liéu cudi dé kiém tra.

Dé danh gia hiéu qua caa mé hinh dy bao,
ching t6i sir dung 2 théng sb, do6 1a RMSE
(Root Mean Squared Error) va NSE (Nash

12 12 1,10 1,73 0,952
F15351 24 24 084 127 0,972

48 48 082 1,42 0972

Bbiém do F15385

Diém do F15405

m3fh

Diém do F15351

m3/h

Hinh 3. Do th; gid tri quan sat va du b4o trén 96
diém diz liéu cuoi cua tdp kiém tra cia cac diém do
F15385, F15401 va F15351 véi cira s6 WS =24
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T Bang 3, ching ta nhan thay voéi kich thudc
dir liéu dau vao ws = 24 cho két qua 6n dinh
VA tot hon so véi kich thudc dit ligu dau vao
ws = 12 hoac 48. Do @6, ching tdi chon kich
thuéc dir liu dau vao 24 d& du bao va xac
dinh bét thuong cia mang trong muc 4. Tinh
hiéu qua ciia phuong phap cé thé thiy khi
quan sat do thi cua dir liéu thuc va dit liéu du
bao trén tap kiém tra. Trong Hinh 3, chling tdi
vé 96 gia tri cudi cung cua tap kiém tra véi
két qua dy bao tir mé hinh c6 ws = 24. Chlng
ta thay d6 thi duong du bao va thuc kha dong
dang va c6 sai s6 nho.
4. Phét hién bat thuong
4.1. Phwong phap
Véi mdi dau vao Xj = {ti.k, tik-1, vory ti.l}, i= {k,
..., N}, & dung md hinh dy bdo dugc xay
dung trong muc 3 dé du doan gia tri dau ra £;.
Sau d¢, tinh sai sb e; gitra £; va t;, cac sai s&
dur bao trén tap huin luyén duoc sir dung nhu
la phan b Gauss. Céac tham sé cia mé hinh
Gauss, gié tri trung binh & (mean), phuong sai
o (variance) duoc tinh todn duwa trén udc
luong toi da ham kha ning (maximum
likelihood estimation — MLE). Bé xac dinh
cac diém dir liéu bat thuong trén tap kiém tra,
ching ta tinh gia tri logarit cia ham méat do
xé4c suat (PDs) cua sai sb du bao voi gié tri
thuc; thiét 1ap mot gia tri tham s6 ngudng t
trén PDs dé phan chia dit liéu bat thuong hoic
khong. Dé danh gia mo hinh, ching toi sir
dung cac do do Precision va Recall, n6 duoc
xac dinh dya trén ma tran nham Ian. Precision
la ti 1& sb dit liéu phan loai duoc gén nhén 1a
I6p dung binh thuong (positive) trén tong sb
nhan dugc mé hinh phéan loai 1a l6p binh
thuong, trong d6, Recall la ti 1€ dit liéu dugc
phan loai 1a dung trén sé mau dit liéu dy doan
1a binh thuong va sé mau di liéu bat thuong
du doan sai. Vi mot mo hinh phén loai ly
tuong, ca Precision va Recall déu co gid tri la
1. Tuy nhién, trong thuc té, Precision va
Recall ty 1€ nghich vai nhau.

TruePositive

Precision = — , (10)
TruePositive+FalsePositve

TruePositive
(11)

Recall =

TruePositive+FalseNegative

4.2. Thi nghigm

Chung t6i tién hanh thar nghiém trén tap di
liéu tai cac diém do trong Bang 1. Tap dir liéu
dugc chia thanh 2 phan: phan thtr nhét chi bao
gom dit liéu khdng bat thuong ding dé xay
dung mé hinh du bao va xéac dinh céc tham sé
ciia md hinh Gauss, phan thir 2 dé kiém tra
bao gom ca dit liéu bat thuong va khong. Két
qua thir nghiém duogc théng ké trong bang 4.

Bang 4. Gia trj Precision va Recall ciia cdc diém

tha nghiém
Mi diém do Precision Recall
F15385 0,936 0,787
F15405 0,943 0,832
F15351 0,927 0,853

Tir Bang 4 cho thdy, md hinh phat hién bat
thuong cho két qua tét, véi do chinh xéc cao,
c6 thé ap dung vao thyc té dé tro gilp ngudi
dung phét hién sy bat thuong cua cac diém do
dua trén dit liéu luu lwong cua cac mang cip
nudc sach.

5. Két luan

Du béo va phat hién bat thuong cua dir liéu
chudi thoi gian 1a bai toan quan trong. Ngay
nay céac thiét bi IoT duoc ung dung trong tat
ca cac linh vuc, nhiéu thiét bi thuc loai data
logger, nhitng thiét bi nay cung cip cho ngudi
dung cac thong sé dit liéu theo thoi gian thuec.
Dua trén céc dir liéu nay, ngudi dung giam séat
hé théng. Viéc xay dung céc giai phap canh
b4o tu dong khi hé théng hoat dong khong
binh thuong 1 rat can thiét. Trong bai béao
nay, ching téi da xay dung dugc md hinh
canh bao bat thuong trong mang cip nudc
sach dua trén dir liéu luu lwong. MO hinh
dya trén mang no ron LSTM va phan bd
Gauss. M6 hinh duoc tién hanh thir nghiém
trén 3 diém do thuc té tai thanh phd Hué. Két
qua thar nghiém cho thdy mé hinh cho do
chinh xé&c cao va cé thé ap dung vao thuc té
hd trg giam sat mang ludi cp nudéc.
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Loi

cam on

Nghién ctru nay duoc tai trg boi Truong Dai

hoc

Giao théng van tai trong dé tai mi sb
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