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ABSTRACT

This paper focuses on proposing a network intrusion detection
model applying fundamental machine learning techniques to
enhance early detection of network intrusions (rapid detection of
attack behaviors) for improved efficiency in preventing network
attacks. The system must still ensure technical accuracy in
providing high-precision alerts. The research employs several
dimensionality reduction techniques to detect abnormal network
intrusions caused by Distributed Denial of Service (DDoS)
attacks. The proposed model aims to reduce computation time
for early attack detection. The results show that the proposed
system performs best across all three datasets through the
combination of the KNN algorithm and the Feature Importance
dimensionality reduction technique. After calculating and
returning the number of important features in attack detection
using the Importance technique, the performance of the KNN
algorithm is enhanced. By retaining only important features, as
the dimensionality of the data decreases, the computation speed
of KNN increases. Therefore, although the accuracy may
slightly decrease, the computation time is significantly reduced.
This is acceptable for practical purposes.

Keywords: Network attack; DdoS; machine learning; deep
learning; dimensionality reduction.

1. Introduction

The biggest challenge in combating DDoS is the need for
early detection of attacks and minimizing the impact as
quickly as possible. Research has shown that the
inefficiency of detecting and mitigating DDoS attacks is
directly related to incorrect system configurations and the
time-consuming nature due to the lack of dynamic traffic
monitoring tools on the network without human
supervision. Traditional intrusion detection methods are
mainly divided into anomaly detection and signature-based
detection. Anomaly detection primarily relies on expert
knowledge and inference methods, with statistical methods
and the Bayesian algorithm being representative algorithms
used. While these methods generally help detect and
counter network attacks reasonably well, given the
advancements in technology and the increasing
sophistication of attack techniques, they are increasingly
challenged to prevent and detect attacks effectively.
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Some recent publications related to this research include: the D-FACE method [1-
2]; a technique based on the HTTP protocol [3-4]; Multiple-Features-Based Constrained-
K-Means technique [5-7]; K-nearest neighbor classifier (KNNC) method [9-11]. These
methods have advantages such as being able to detect DDoS attacks but demand a high
level of IPS compatibility, limiting their use for general solutions. Additionally, these
methods seem impractical in systems that require automated mitigation, especially in
production environments that do not support high sampling rates or computationally
expensive detection in real-time as the number of concurrent processes increases.

In this study, the authors propose building a system that functions as a sensor
deployable anywhere on the network and classifies online traffic using a strategy based on
machine learning algorithms. This helps classify random traffic patterns collected on
network devices through the transmission protocol. The proposed method is compatible
with the Internet infrastructure and does not require software or hardware upgrades.
Additionally, user data privacy is ensured at all stages of system operation. The proposed
system uses basic machine learning techniques to detect abnormal network intrusions
(DDoS) and data dimensionality reduction techniques to eliminate less meaningful features
in anomaly detection. The main goal of the proposed system is to reduce computation time
for early detection of attacks while ensuring the accuracy of anomaly detection.

2. Research foundation and applications
2.1. Machine learning algorithms

Machine learning algorithms that can be applied for DDoS attack detection or in
some intrusion detection systems include [2-5]:

- K-nearest neighbor (KNN): This is one of the simplest supervised learning
algorithms that is effective in some cases. During training, the algorithm doesn't learn
anything from the training data, which is why it falls into the lazy learning category. All
computations will be performed when it is necessary to predict the outcome of new data.
K-nearest neighbor can be applied to both types of supervised learning problems:
Classification and Regression.

- Random Forests (RF): This is a supervised learning method that can handle both
classification and regression problems. Essentially, Random Forests build a collection of
decision trees and use a voting method to make decisions about the target variable to be
predicted. The number of decision trees in RF is controlled as desired by the user.

- AdaBoost: This algorithm involves using very short decision trees (one level),
called decision stumps, as weak learners continuously added to the ensemble. Each
subsequent model tries to correct the predictions made by the model before it in the
sequence. The resulting outcome is the best possible result.

- Support Vector Machine (SVM): This is a supervised learning method in pattern
recognition models. It works well not only with linearly separable data but also with
nonlinearly separable data.

2.2. Several dimensionality reduction techniques
Data dimensionality reduction includes the following common techniques [6-10].
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2.2.1. Principal component analysis (PCA)

PCA is a statistical algorithm that uses orthogonal transformation to convert a
dataset from a high-dimensional space to a new space with fewer dimensions, optimizing
the representation of data variability. The transformation yields the following advantages
for the data:

- Reduces the number of dimensions in the data space when it has a large number
of dimensions.

- Constructs new coordinate axes capable of representing data equivalently and
ensuring the variability of data on each new axis.

- Creates conditions for hidden data relationships to be discovered in the new space,
which may be challenging to detect in the original space as these relationships may not be
clearly evident.

- Ensures that the coordinate axes in the new space are always mutually orthogonal,
even though the axes in the original space may not be orthogonal.

2.2.2. Feature Importance technique

Feature Importance refers to techniques that assign scores (importance indices) to
input features based on their utility in predicting a target value. The importance indices are
valuable and can be utilized in various situations within a predictive modeling problem,
such as:

- Gaining a deeper understanding of the data.

- Enhancing the understanding of a model.

- Reducing the number of input features: This can be achieved by using the
importance indices to select features for removal (low importance) or features to retain
(high importance). This represents a type of feature selection and can streamline the
modeling problem, speeding up the modeling process (removing features is known as
dimensionality reduction) and, in some cases, improving the model's performance.

2.2.3. Univariate selection technique

This technique examines each feature individually to determine the strength of the
relationship between the feature and the response variable. These methods are
straightforward to implement and quite effective for gaining a better understanding of the
data, identifying features with strong relationships to the response variable. Subsequently,
a desired number of features can be retained as input features for a predictive model.

2.3. Problem statement and applications

According to [11], the proposed model for detecting online DDoS attacks is a
hybrid system, described as Figure 1.

With the reference model in Figure 1, the authors focus on changing feature
selection techniques for a network flow and employing various machine learning
algorithms to create a different training system. They evaluate real-time execution time
and the accuracy of DDoS attack detection among the tested models.

The proposed Intrusion Detection System (IDS) network is a hybrid system
characterized by:
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- Signature dataset (SDS): intrusion detection based on signatures.
- Employing recursive feature elimination with Cross Validation technique for
selecting important features, followed by training with the Random Forest algorithm.
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Figure 1: The reference IDS system model

The detailed proposed model includes blocks and functions as follows:

- Feature Selection Block: After receiving the data, this functional block focuses
on using three different feature selection techniques: PCA, Feature Importance (using
Extra tree and SelectFromModel from the scikit-learn library), and Univariate Selection
(using SelectKBest with the chi-squared algorithm). Specifically:

+ PCA: recalculates the relationships between features and reduces the
dimensionality of the data to the desired number. To find the appropriate number of
dimensions, multiple experiments may be required.

+ Feature Importance and Univariate Selection: although they assess features
differently, both techniques assign a "score" to each feature and then retain features with a
score above a set threshold.

- Machine learning block: after reducing the data dimensionality with the
aforementioned techniques, we obtain a new dataset with fewer dimensions than the
original data. This dataset is then trained with each machine learning algorithm (KNN,
AdaBoost, Random Forest, SVM) to classify attack traffic and normal traffic.

The proposed system offers several advantages as follows:

- Combining dimensionality reduction techniques accelerates processing speed to
be suitable, ensuring accuracy when detecting abnormal traffic.

- When reducing the input data dimensionality for algorithms, the computation time
of the algorithms can decrease, enhancing the ability to detect abnormalities early and
improving the performance of DDoS attack prevention.
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- With feature selection techniques like Feature Importance and Univariate
Selection, after finding suitable features to retain, other redundant features can be
eliminated. This helps monitor network traffic more effectively, only requiring observation
and rule-setting for necessary features when new traffic enters the system. There's no need
to monitor all features of the traffic, thereby minimizing the size of the input data for the
intrusion detection system.

3. Implementation of evaluation on simulated network dataset
3.1. Dataset

The training dataset was generated according to the network model in Figure 2.
VLAN 5, 6, 7 and 8 are used as victim machines. VLAN 100 is reserved for users of an
academic unit. VLAN 10 is used as an attack server, monitored in VLAN 1. All networks
have regular access to the Internet. The attack plan creates an attack every 30 minutes,
totaling 48 attack events within 24 hours, starting from 00:00:00 and ending at 23:59:00.
All attacks are carried out by the attack server (belonging to VLAN 10), and during that
time, it does not transmit legitimate access traffic to the victims. The attack tools are
parameterized to create sneaky low-volume, medium-volume, or light mode, and massive
high-volume attacks. The initial dataset consists of 73 features for each record and is
labeled as 'normal’ and "attack’ explicitly.
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Figure 2: Network structure for building the training dataset

This dataset is constructed quite closely to a network environment operating in
practice. Therefore, using this dataset for testing with the proposed model will help
evaluate the system's effectiveness. However, this dataset is not large enough, consisting
of 45,500 records (including 22,412 attacks and 23,088 normal records). This serves as a
foundation for reference and building a larger dataset to further develop the system in the
future [12-16].
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3.2. Evaluation of the results
The results obtained are the average values over 15 training and testing iterations.
3.2.1. After performing dimensionality reduction using PCA

Table 1: Simulated dataset with dimensionality reduction using PCA

Initial | Accuracy after
Algorithm | Accuracy | Dimensionality
(%) Reduction (%)

Real-time Processing
after Dimensionality
Reduction (ms)

Initial Real-time
Processing (ms)

KNN 95.88 97.22 7113.66 1528.69
AdaBoost 95.70 97.21 658.15 871.15
Random 95.66 97.17 5091.79 7331.68
Forest

SVM 95.73 97.15 858.23 871.45

The computation time after dimensionality reduction includes the processing time
with the PCA technique. Due to the nature of this technique, which recalculates the
relationships between features to reduce the dimensionality from a higher-dimensional
space to a lower-dimensional one, the system needs to adjust the data dimensionality for
each network traffic flow, followed by an analysis of whether the flow is valid or an attack.
As observed in Table 1, except for the Random Forest and AdaBoost algorithms, which
experienced a significant increase in execution time, the execution time for the remaining
algorithms decreased considerably. This is because PCA transformed the dataset into a
new one, altering the structure of the newly constructed trees compared to the original
trees. In general, accuracy tends to decrease after dimensionality reduction. However, this
reduction is acceptable considering the execution time. It is noted that the KNN algorithm
is well-suited for this training dataset because, after being trained on the reduced dataset,
it exhibits significantly faster execution time while maintaining relatively high accuracy.

3.2.2. After performing dimensionality reduction using Feature Importance

Dimensionality reduction was performed with the Feature Importance technique
using Extra Tree to calculate the importance of each feature then employing the
SelectFromModel algorithm to select features that meet user-defined conditions. The
dimensionality reduction resulted in the elimination of 53 features, leaving only 20 features
in use. The remaining features after applying Feature Importance: ‘tcp_dataofs median’,
‘tcp_dataofs_mean’,  ‘tcp_flags mean’,  ‘ip_proto’,  ‘ip_ttl cv’,  ‘tcp flags rte’,
‘ip _len _std’, ‘ip ttl std’, ‘tcp flags median’, ‘ip _len entropy’,  ‘sport entropy’,
‘tcp_seq_mean’, ‘tcp _dataofs rte’, ‘ip len _cv’, ip_ttl cvq’, ‘tcp_ack entropy’,
‘tecp_flags cv’, ‘tcp _seq_entropy’, ‘tcp_ack cvq’, ‘ip_len mean’.

According to the observations in Table 2, the obtained results are very promising.
Although the accuracy of each model decreases slightly, the execution time of the model
decreases significantly. Furthermore, when using the Feature Importance technique, we
obtain results with only 20 features used. Therefore, when managing the IDS system,
administrators only need to set rules to select the correct 20 features for an incoming data
stream, reducing the time for data sampling and accelerating the processing speed for the
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entire system. The dimensionality reduction method helps the intrusion detection model,
applying basic machine learning algorithms, achieve the research objectives. The shorter
the execution time, the earlier the detection of attacks, ensuring the accuracy of attack
classification.

Table 2: Simulated dataset with dimensionality reduction using Feature Importance

Initial | Accuracy after Initial Real-time Real-time Processing

Algorithm | Accuracy | Dimensionality Processing (ms) after Dimensionality
(%) Reduction (%) g Reduction (ms)

KNN 81.51 81.54 6927.16 798.21
AdaBoost 81.15 81.29 498.16 117.68
Random | g 5y 81.17 3896.57 1678.73
Forest
SVM 81.32 81.63 998.79 401.21

3.2.3. After performing dimensionality reduction using Univariate Selection

Performing dimensionality reduction with the Univariate Selection technique using
the chi-squared algorithm to calculate the chi-squared value for each feature in the dataset
and sorting them in descending order. Then, set the parameter for the features to be retained
for SelectKBest, selecting features from high to low according to the calculated chi-
squared score until sufficient. Implementing dimensionality reduction using this method
removes 53 features, leaving only 20 features to be used. The remaining features after
using Univariate Selection are: ‘ip ttl c¢v’, ‘ip_len _cv’, ‘ip len _cvq’, ‘ip_ttl cvq’,
‘tecp_ack _rte’, ‘tcp_seq cvq’, ‘tcp seq rte’, ‘tcp dataofs median’, ‘tcp dataofs mean’,
‘tcp_window_median’, ‘dport _cv’, ‘tcp_window_mean’, ‘tecp_flags _mean’,
‘tecp_flags median’, ‘tcp_ack cvq’, ‘tcp_seq mean’, ‘tcp _seq median’, ‘tcp seq cv’,
‘ip_ttl_std’, ‘ip_len_std’.

Table 3: Simulated dataset with dimensionality reduction using Univariate Selection

Initial | Accuracy after Initial Real- | Real-time Processing

Algorithm | Accuracy | Dimensionality | time Processing | after Dimensionality
(%) Reduction (%) (ms) Reduction (ms)

KNN 85.75 85.12 5872.18 1388.56
AdaBoost 85.68 85.31 399.17 153.27
Random | g5 79 85.43 3999.79 2245.72
Forest
SVM 85.81 85.19 992.28 289.71

Based on the observations in Table 3, we can see that the results obtained are quite
promising. The accuracy of the model decreases slightly, but the model execution time
decreases significantly. Additionally, when using the Feature Importance technique, the
result retains only 20 features. Therefore, when managing the IDS system, administrators
only need to set rules to capture the exact 20 features for an incoming data stream, reducing
the data sampling time and speeding up processing for the entire system.

11
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4. Conclusion

With a dataset containing only two labeled categories, normal and attack, the
simulated dataset shows that the proposed models all provide good results. Timely network
intrusion detection is guaranteed (rapid classification of attacks and normal traffic) while
maintaining a relatively high system accuracy. The system provides relatively accurate
classification of normal traffic but exhibits low accuracy when specifically classifying
individual attack types, leading to false alerts. The proposed system is suitable for labeled
datasets to classify between attack traffic and normal traffic. Two models using KNN and
Random Forest combined with dimensionality reduction techniques both yield good results
in terms of both accuracy and execution time. The obtained results indicate that the
proposed system performs best on all three datasets when combining the KNN algorithm
with the Feature Importance dimensionality reduction technique. After calculating and
returning the number of important features in attack detection using the Importance
technique, the performance of the KNN algorithm is improved. By retaining only the
important features, as the dimensionality of the data decreases, the computation speed of
KNN increases. Therefore, although the accuracy may decrease slightly, the computation
time decreases significantly, which is acceptable.
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TOM TAT

NANG CAO HIEU QUA AN NINH MANG
DUA TREN MOT SO KY THUAT GIAM CHIEU DU LIEU

Hoang Thi Phwong
Truong Pai hoc Kinh té - Ky thudt Cong nghiép, Ha Ngi, Viét Nam
Ngay nhan bai 03/01/2024, ngay nhan dang 28/01/2024

Bai bao nay tap trung nghién ciru dé& xuat mé hinh phat hién xam nhap mang &p
dung céc ky thuat hoc may co ban véi muc dich tang cuong viéc phat hién xdm nhap mang
sém (md hinh phat hién hanh vi tn cong nhanh chéng) dé ting hiéu suat cho viéc ngin
chan céc cudc tan cong mang. Hé théng d6 van phai dam bao vé mat ki thuat 1a dua ra
duogc nhitng théng bao cd tinh chinh xac cao. Nghién ctu sir dung mot s6 ky thuat giam
chiéu dir liéu dé phat hién xam nhap bat thuong mang do bi tan cong kiéu Distributed
Denial of Service (DDo0S). M6 hinh dé& xuat nay voi muc dich nham 1am giam thoi gian
tinh toan gidp phat hién som tan céng. Két qua cho thay hé théng dé xuat dat két qua tét
nhét trén ca ba bo dir lidu 1a viéc két hop gitra giai thuat KNN va k§ thuat giam chiéu di
liéu Feature Importance. Sau khi tinh toan va tra vé sb lugng dic trung quan trong trong
viéc phét hién tan cong bai ki thuat Importance thi hiéu nang cta giai thuat KNN duoc cai
thién. Vi chi giir lai cac dic trung quan trong, sé chiéu dir liéu cang giam thi kha ning tinh
todn ctia KNN cang nhanh. Vi vay, tuy do chinh xac c6 giam nhe nhung thoi gian tinh toan
thi giam di rat nhiéu. Didu nay 1a c6 thé chap nhan duoc.

Tir khéa: Tan cong mang; DdoS; hoc may; hoc sau; giam chiéu dir liéu.
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