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Tom tat: Bai bao tap trung phan tich so sanh va danh gia hiéu suat cua tuong lia
thé hé tiép theo la Palo Alto Firewall va Fortinet Firewall trén thuc té thong qua viéc
trién khai cac tinh hudng, kich ban mé phong thuc nghiém d6 1a sir dung tin cong
mang kiéu TCP, UDP Flood; danh gia chtrc ning SSL/TLS Inspection, Application
Control; kiém tra luu luong, do tré, thoi gian phan hdi géi tin va gia tri thong lugng
trung binh trén dudng truyén trén mdi hé théng mang c6 tich hop riéng mot tuong lira
cua timg hing. Két qua qua trinh xtr 1y thong tin dau vao sau d6 thu dugc dinh luong
s6 liéu dau ra dua trén phan tich, so sanh va thyc nghiém mé phong cho thiy ca hai
loai tuwong Itra cé hiéu sudt vuot trdi so véi cac loai tuong Itra thé hé cii noi chung va
Fortinet Firewall c6 diém ndi tréi hon so v6i Palo Alto Firewall noi riéng. Két qua
nghién ciru s& 14 tai liéu can thiét cho nha thiét ké, dam bao an toan, an ninh hé thng
mang va cho céac hoc vién, sinh vién chuyén nganh cong nghé¢ thong tin, an toan thong
tin tham khao dé dwa ra cac quyét dinh phu hop khi sir dung hai loai tuong lira thé hé
tiép theo nay.

Tuw khéa: Khoa hoc may tinh; an ninh mang; tuong hra Palo Alto; tuong hra
Fortinet; tan cdng mang

1. Giéi thi¢u

Céc hé thong, ha tang mang may tinh hién nay dang dong vai tro cyc ky quan
trong trong viéc thic day phét trién mo rong va loi ich kinh té ddi v6i bt ky mot don vi
nao & ca trong va ngoai nudc. Trudc cac mdi de doa, tan cong mang ngiy cang tinh vi thi
viéc dam bao an toan dir liéu va an ninh hé théng mang cho cac ha ting mang cua co
quan, to chtrc, doanh nghiép 1a van dé duoc wu tién hang du hién nay [1]-[3]. C6 nhiéu
giai phap di duogc trién khai nham bao vé hé thong, ha ting mang doanh nghiép trudc cac
mdi de doa nhu sir dung céc hé théng cong cu phan mém (tudng lira mém) hodc cic hé
thong, thiét bi phan cing (twong lira cimg) hoic 1a két hop ca hai phuwong 4n nay trén hé
thdng mang doanh nghiép [4]-[7]. Trong d6, phuong an st dung tudng lra cing gan nhu
rat pho bién tai bat ky ha ting hé théng mang nao, bi né dem t6i nhitng uu diém va stc
manh, hi¢u qua vuot trdi trén thuc té. Cac thé hé tuong ltra moi (thé hé tiép theo cua
tuong lia truyén thong - Next Generation Firewall/ NGFW) da duoc nang cip, cai tién
rat nhiéu nham bat kip va dép ung du cac yéu cau bao vé hé théng ciing nhu ha tang
mang doanh nghiép tinh t6i thoi diém hién tai [8]-[11]. Cac nghién ctru dd cong bd vé
hiéu suét cua tuong ltra ddi véi cac hé théng mang cu thé trén thuc té thong qua viéc so
sanh chi tiét, cu thé cac chirc nang va hiéu qua nhu trong nghién ctru nay la chua co. Vi
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vdy, trong nghién ctru nay, hai phién ban tuong lira thé hé tiép theo kha phd bién cua
héng Palo Alto va Fortinet dugc s dung lam trong tdm nghién ctru. Bai bao nay tap
trung phan tich so sanh va danh gia hiéu suat cua tudng lira thé hé tiép theo Ploalto
Firewall va Fortinet Firewall trén thuc t& thong qua viéc trién khai cac tinh hudng, kich
ban mo phong thuc nghiém d6 1a: st dung tdn cong mang kiéu TCP, UDP Flood; danh
gi4 chirc ning SSL/TLS Inspection, Application Control; Kiém tra luu lwong, do tré, thoi
gian phan hoi géi tin va gia tri théng luong trung binh trén dudng truyén trén mdi hé
thong mang c6 tich hop riéng mot tuong lira cia timg hang. Cac két qua ciia nghién ciru
nay co thé dung 1am tai liéu nghién ctru, tham khao chuyén sdu cho sinh vién cic nganh
hoc vé cong nghé thong tin, an toan thong tin.

2. Nhén dién dic diém ciia twong lira truyén thong va twong lira thé hé
tiép theo

2.1. Uu diém so véi twong lira truyén thong

Céc dong tuong Itra thé hé tiép theo 1a phién ban tién tién hon cua tudng lira
truyén thong va ching mang lai nhiing loi ich cao hon. NGFW 14 thiét bi tuong lira dya
trén xac thuc nguoi dung, c6 kha nang xac thyc dua trén cac rng dung hodc ndi dung.
Vi co ché nay, nguoi quan tri d& dang nhan dang cac Gmg dung, ndi dung bén trong
ludng dir liéu v6i cac mire do nguy co de doa xuat phat tir nguoi sir dung nao. Su khéc
biét 16 rang nhat giira hai loai nay 1a NGFW c6 kha ning loc cac géi dua trén cac tng
dung. NGFW c6 thé chin phin mém doc hai xdm nhap vao mang, diéu ma tudng lta
truyén thong s& khong bao gio c6 thé dat duoc. Chung duoc trang bi tt hon dé giai quyét
cac mdi de doa lién tuc nang cao. NGFW co thé 13 mot lya chon chi phi thép cho cac
cong ty mudn cai thién bao mat co ban vi ho c6 thé két hop cong viéc ciia phan mém
chdng vi-riit, twong lira va cac ung dung bao mat khac vao mot giai phap. Céac tinh nang
khac biét ciia tudng ltra thé hé tiép theo tao ra nhiéu loi ich t6i wu hon cho cac khach
hang st dung ching. Bén canh d6, tudng lira truyén thong con c6 nhiing nhuge diém sau:

« Khong thé doc hiéu chi tiét timg loai thong tin va khong phén tich ndi dung tot
hay xau cta thong tin d6 ma chi c6 thé ngin chin sy xdm nhdp ciia nhiing thong tin
khong mong mudn nhung phai xac dinh 1 cac thong s dia chi.

» Khong thé ngan chan mot cude tan cong mang néu cudc tan cong nay di qua bén
ngoai nd, vi du nhu nhing cudc tin cong tir bén trong.

* Khong thé hodc kho chéng lai cac cudc tin cong bdi virus, ma doc.

« Chi ¢6 thé nhan dién va kiém soat dugc mirc thong lugng tir giao thirc va cong
dich vy, nhung khong nhan di¢n duoc cac ing dung, dac bi¢t 1a cac ing dung web c6 st
dung chung giao thirc HTTP va cbng dich vu 80.

Ttr nhitng han ché, nhugce diém ciia mé hinh bao mat mang st dung tudng lira
truyén théng, cing voi sy phat trién manh va ngay cang tinh vi ctia hacker nén yéu cau
phai c6 mot mo hinh bao mat co hiéu suat tdi uu va cao hon so v6i mo hinh cii dé co thé
gitip hé thong ciia khach hang han ché, ngin chin cic méi de doa an ninh mang. Pay la
Iy do dé ra doi cac hé thong tuong lira thé hé ké tiép theo.
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2.2. Twong lira Palo Alto

Cac thiét bi Palo Alto Next Generation Firewall véi kién trac tién tién va manh
mé& duoc cai tién, két hop cing hé thdng phin cting chuyén biét téc do cao, di gitp
cung cip cac chirc ning, tinh ning bao mat hé thdng vuot trdi, gitip khic phuc nhiing
nhuoc diém, han ché cia mo6 hinh bao mat Firewall truyén thong va c6 kha niang dap
mg tot hon yéu cu vé bao mat trong thdi diém hién tai, trd thanh mot trong nhiing giai
phap bao mat hiéu qua, phd bién hién nay trong ha ting mang doanh nghiép. Cac uu
diém cua tuong lia Palo Alto 1a:

 Cho phép hé théng tu dong hoéa nhan dang va thuc thi cac mbi de doa trén dam
mAy, khong gian mang va thiét bi dau cudi cua hé thong.

* Giap han ché, giam cac bé cudc tan cong va co thé ngan chan cac mbi de doa
br:ing cach bat/cho phép trng dung hoat dong mot cach an toan.

* Gitp cung cép mot sd chinh sach tu dong voi thoi gian thuc cho moi moi
truong, ha ting mang.

* C6 chirc nang m¢ rdng: bao v¢€ an toan cho céc cong nghé madi va mang do.

« C6 kha ning tu dong cdp nhat cac phat trién mdi tir nha san sudt mot cach
nhanh chéng.

2.3. Twong lira Fortinet

Tudng ltra Fortinet cung cap dén khach hang giai phap toan dién trong viéc dam
bao an toan, an ninh thong tin, dit liéu cho khach hang. Céc thiét bi tudng lira thé hé tiép
theo cua FortiGate st dung cac bd, chiic nang xu Iy dugc xay dung dya trén muc dich va
dich vu bao mat ngin chin cic méi de doa thong minh. Mot s chirc ning chinh cta
dong san pham FortiGate cua Fortinet d6 1a:

« Ngin chin tat ca cac truy cap trai phép, sau d6 phan ving truy cap va bd loc goi
tin mot cach rd rang, triét dé.

« Cac két ndi mang riéng ao: gitip cung cip cac két ndi bao mat dén nhitng tai
nguyén quan trong (Ipsec & SSL VPN).

« URL Filtering: tinh nang loc URL.

« Antivirus/AntiSpyware: chong lai cac thanh phan gian diép mang noi bg, ngin
cac ndi dung doc hai lan truyén trong mang cuc b LAN.

« Antispam: loc va loai bo tin rac di vao trong hé théng mang ndi bo.

« Cung cip cac cong nghé thong tin thé hé tiép theo, kiém soat ung dung
(Application Control).

3. Trién khai phin tich, so sinh va danh gia hi¢u suit twong lira
3.1. Dt vin dé

V6i cac san pham khi dua ra thi truong, cac hang thuong c6 cac tai lidu gidi
thiéu cac thong sd k¥ thuat cho san phdm cta minh. Tuy nhién, dé c6 thé danh gia toan
dién dugc hi¢u qua cua hai tuong Itra mot cach khach quan trén thuc té, nhom tac gia
tham khao cac chirc nang chinh do nha san xuét dua ra, sau d6 thuc nghiém mo phong
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mot sb tinh ning chinh thudng dugc sir dung trén thuc té trén mo hinh mang (trong
phong thi nghiém). Thong qua nhiéu lan 1ip lai, két qua phan tich danh gia duoc trinh
bay k§ & cac phan tiép theo ciia nghién ctru dé co két qua dinh luong c6 tinh chinh xac
cao nhat c6 thé. Tir d6 méi c6 két luan chuin xac vé hiéu suit san pham tuong lira véi
cac s6 liéu cu thé, tang do tin cay cho nguoi dung khi mudn lya chon loai tuong lura
cho hé théng cua minh [12]-[15].

3.2. Trién khai phén tich, so sdnh

Trong pham vi nghién cru nay, nhom tac gia st dung phién ban Fortigate FG-
30E va Palo Alto PA-200. Pay 13 hai san pham cung phan khic duoc thiét ké dé cung
cap cac giai phap bao mat phu hop cho cac doanh nghiép vira va nhé véi cac tinh ning
tuong tu nhau.

Pé két luan duoc dinh lugng dau ra (output) ctia nghién ciru ndy, nhom tac gia
thuc hién viéc phan tich, so sanh hiéu suét hai loai tuong lira dya trén:

« Kich ban tan céng hé thong mang kiéu UDP Flood va TCP Flood

* So sanh chirc nang SSL/TLS Inspection

* S0 sanh chirc nang Application Control

« Kiém tra luu lwong goi tin

« D6 tré cuia goi tin

« Thoi gian phdan héi goi tin

* Thong lvong trung binh

3.2.1. Kich ban tan céng hé thong mang kiéu UDP Flood va SYN Flood

Thyc hién tan cong ding tir bén ngoai Internet tin cong vao ving mang ndi bd
ctia cong ty dé xem Firewall c6 ngin chin dugc cic cudc tin cong hay khong, cu thé &
day 1a tin cong UDP Flood va SYN Flood trén hai loai tudng Itra. Mo hinh mang tich
hop mdi loai tudng lira dugc thé hién nhu Hinh 1 va Hinh 2:
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Hinh 1: M6 hinh tich hop Firewall Palo Alto
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Hinh 2: M6 hinh tich hop Firewall Fortinet

a. Trén Palo Alto Firewall

Thuec hién tin cong UDP Flood:

Trude khi tAn cong: Truy cdp vao mdt website bt ky, vi du trong nghién ctru nay
stt dung www.dantri.com.vn ta thdy may chi cua trang web nay van phan hodi va hoat
dong binh thuong. Tiép dén ching ta sir dung cong cu LOIC (Low Orbit Ion Cannon) dé
tan cong UDP Flood t6i dia chi ctia Palo Alto Firewall 1a 192.168.1.100.

Sau khi tan cong: Sir dung cong cu Glasswire dé xem lai thong sb luu luong Card
mang thi c6 thé thdy may nan nhan da nhan t6i 400 kb/s dir liéu va hiéu suat CPU 1én t6i
murc 98% tuy nhién dung luvgng RAM khong thay d6i 1a bao, cu thé & day 1a 28%. Bén
canh d6, @& xem may nan nhan c6 con truy cap duoc web nira khong chung ta thu kiém
tra truy cap lai website ban dau. Két qua cho thdy toc do truy cap cua mdy nan nhan bi
giam do dung lugng CPU da tang cao khi bi tan cong.

Thuc hién tin cong TCP Syn Flood:

Tuong tu nhu trén, trude khi tn cong truy cap vao mot website bat ky, vi du
trong nghién ctru nay st dyng www.dantri.com.vn ta thiy may chii clia trang web nay van
phan hoi va hoat dong binh thuong. Tiép dén chung ta sir dung cong cu TCP Syn-flood
dé tan cong tdi dia chi cua Palo Alto Firewall 1a 192.168.1.100. Sau khi tan cong, kiém
tra két qua ta thdy trén may nan nhan: van truy cip website ban dau binh thuong; luu
lwong Card mang ting 1én 60 kb/s; CPU sir dung hét 39% va RAM sir dung hét 26%.

b. Trén Fortinet Firewall

Thuc hién k¥ thuat twong ty nhu phan trén dén website www.dantri.com.vn, két
qua thu dugc nhu sau:

Thue hién tin cong UDP Flood: Kiém tra trén may nan nhan sau khi bi tin
cong: luu luong Card mang c6 tang nhu'ng khong dang ké cu thé 1a 60 kb/s; CPU tiéu thu
hét 88%, RAM tiéu thy hét 23%; ngoai ra khi kiém tra trén giao dién ciia Flrewall ta thiy
da phat hién ciing nhu chin dugc cude tin cong UDP Flood.

Thuwe hién tin cong TCP Syn Flood: Kiém tra trén may nan nhan sau khi bi
t?ip cong: luu luong Card mang tang 1én 20 kb/s; CPU tiéu thu hét 42%, RAM tiéu thu
hét 23%.
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c. Két luan danh gia

Thong qua cac sb lidu thu duoc tir két qua cia cic cudc tin cong vao may nan
nhan trong moi truong hop khac nhau st dung hai loai tuong Itra, ta c6 dugc:

Biéu do so sanh tan cong kicu UDP Flood nhu trong Hinh 3 va Hinh 4:

Publishe Month Week 24 Hou 3 Hours

Hinh 3. Kiém tra leu leong Card mang tan céng UDP trén Palo Alto Firewall

Publishe Month Week 24 Hours

Hinh 4: Kiém tra lwu lwvong Card mang tan céng UDP trén Fortinet Firewall
Biéu d0 so sanh kiéu tan cong TCP Flood nhu trong Hinh 5 va Hinh 6:

Apps Traffi Fublishers Month V' ke 24 Howrs I Howurs

Hinh 5: Kiém tra lwu lvong Card mang tdn céng TCP trén Firewall Palo Alto

Apps Trafiic Publizers Month W sk 24 Hours

Hinh 6: Kiém tra luu heong Card mang tan céng TCP trén Firewall Fortinet
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Biéu dd so sanh luu lugng Card mang, CPU/RAM nhu trong Hinh 7, Hinh 8 va
Hinh 9:
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Hinh 8: Biéu d6 luu heong CPU va RAM sir dung trén Firewall Palo Alto
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TCP ubp

BCPU mRAM
Hinh 9: Biéu d6 luu lwong CPU va RAM sir dung trén Firewall Fortinet

Tir cac s6 lidu thu thap dugc va thong qua biéu dd niy ta co thé dua ra nhan xét
nhu sau: ca hai Firewall trong hai truong hop bi tin cong TCP va UDP thi déu c6 kha
nang ngin chin cudc tan cong nhung & trén Fortinet Firewall c6 kha ning ngin chan tot
hon Palo Alto Firewall.

3.2.2. So sanh chirc nang SSL/TLS Inspection

Tinh ning SSL/TLS Inspection gitip hé thdng giam sat duogc tat ca luu lwong hoat
dong trong mang voi Web va App st dung céc giao thitc ma hod trén Internet (SSL,
TLS...) tr d6 co thé phat hién duogc cac mbi de doa, Virus, Ransomware dugc truyén qua
cac két nbi dugc ma hod va thyc thi cac két ndi an toan giita Client va Server trén
Internet. Dé tién hanh so sanh thi ta dua trén viéc dua ra cac trang Web co tiém an Virut
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va xem thir trén cac Firewall c6 thé ngan chin dugc khong. Cu thé ta dimg ¢ ving DMZ
(theo so dd mang) c6 Window Sever dé thyc nghiém. Nghién ctru nay sir dung mot trang
web tiém an virus nhu www.eicar.org dé thir xem kha ning ngin chin cua hai Firewall
trude va sau khi tién hanh cdu hinh SSL/TLS Inspection. Sau khi thuc hién céc thur
nghiém, két qua cho thiy: trén ca Palo Alto Firewall va Fortinet Firewall sau khi ciu
hinh SSL/TLS Inspection, cac Firewall da phat hién ra mdi nguy hai va tién hanh chin
ludn trang web.

3.2.3. So sanh churc nang Application Control

Trén tudng lira thé hé méi, chirc ning Application Control cung cip kha ning hién
thi rong rai cho viéc sir dung Uing dung trong thoi gian thue, cling nhu xu hudng quan ly
theo thoi gian thong qua ché d6 hién thi va bao cdo. C6 thé str dung Application Control dé
cho phép nhitng tng dung phan mém nao dugc chay trén hé thong, giam b6t kho khan
trong qua trinh trién khai va cap nhat thong tin danh sach g dung mdt cach lién tuc. Thuc
hién kiém tra chtc ning nay trén hai tuong lira nhu sau: Gia str muén chin mot host khong
duoc sir dung img dung ndy nhung van co thé str dung cac tmg dung khac (vi du chin tmg
dung youtube va cho phép sir dung facebook bang viéc thiét 1ap cac cau hinh trén giao dién
ctia hai tuong ltra) két qua cho thay s liéu nhu Bang 1:

Bang 1: Bang thong tin so sanh chirc nang Application Control trén hai loai twong lua

Thue hién chirc ning Fortinet Firewall Palo Alto Firewall
Kha nang chan cac ing dung Co Co
Kha nang kle’m’ soat ung cé Khong
dung va giam sat ung dung

Thong qua vige thiét lap, trién khai cdu hinh va thuc nghiém cho thay Fortinet
Firewall tién tlen hon cling nhu t01 vu hon khi cho phép nguoi quan tri co thé kiém soat
ung dung duoc tdt hon trén thuc té. Thuc hién gui 1000 goi tin tir may (host) ¢6 tén vlan-
taichinh thuéc ving mang LAN dén may Server thuoc ving DMZ cé dai dia chi
192.168.70.1/24 sau d6 st dung Wireshask dé bt goi tin trén dudng truyén.

3.2.4. Luu lwong goi tin trén diong truyén

250 |

Bytes/l sec
-]
o @ o

Hinh 11: Luu lwong goi tin trén Fortinet Firewall
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Nhu trong Hinh 10 va Hinh 11, ching ta c6 thé thdy rang luu luong goi tin trén
dudng truyén cua ting hé théng khi su dung mdi Firewall 12 khong khac nhau nhiéu
nhung & trén Palo Alto Firewall c6 su 6n dinh hon, cao nhét 1a 234 byte/s thip nhit 13 0
byte/s; con trén Fortinet Firewall cao nhat la 240 byte/s, thip nhit 13 0 byte/s. Biéu dd so

sanh nhu trong Hinh 12:

o _

Paloalto

Hinh 12: Biéu do so sanh leu lwong goi tin
3.2.5. P tré cua goi tin
Thong qua viéc phan tich cac thong sd tir viéc sir dung 1énh Ping véi sd goi tin
gui di 1a 1000 goi (packet), ta 1ap dugc bang thong tin chi tiét nhu trong Bang 2:

Bang 2: Thong tin vé do tré goi tin sau khi thu thip tir hé thong

Théng tin Palo Alto Fortinet
S6 gbi tin gui 1000 1000
S6 goi tin nhan 1000 1000
Ti 16 mat goi 0% 0%
Do tré thap nhat 5ms 3ms
Do tré cao nhat 150 ms 397 ms
Do tré trung binh 7ms 4 ms

Thong qua Bang 2, ta xdy dung duoc biéu dd nhu trong Hinh 13:

A

Paloalto

B tré (Ms)
I
= i

-
n

g }
LEBEa888° 9

Fortinet

mogtréthipnhdt mOStrécaonh& WD ré trung binh
Hinh 13: Biéu do so sanh do tre goi tin khi sur dung hai logi twong lika khdc nhau

Qua bang s6 liéu va biéu d6 so sanh ta thy rang rang do tré trén duong truyén
thap nhit ctia Fortinet Firewall 1a 3 ms thap hon so v&i Palo Alto Firewall 1a 5 ms ; do
tré cao nhat cta Fortinet Firewall (397 ms) cao hon cua Palo Alto Firewall (150 ms)
do tré trung, binh cua Fortinet Firewall (4 ms) thap hon ciia Palo Alto Firewall (7 ms).
Tir d6 c6 thé thiy rang do tré trén dudng truyén cia Fortinet Firewall 12 tdi wu hon cua

Palo Alto Firewall.
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3.2.6. Thoi gian phan hoi goi tin
Str dung Wireshark bat thong tin vé viéc giri va nhan goi tin, ta thu dugc Bang 3:

Bang 3: Thoi gian phan hoi g6i tin véi moi hé thong sir dung twong hira

Fortinet Firewall
1011.34(ms)

Palo Alto Firewall
1021.76 (ms)

Théng s6

Thoi gian phan hdi goi tin

C6 thé thay khi gui 1000 gbi tin tir may PC ngudn dén may PC dich trén hai mo
hinh s dung Fortinet Firewall va Palo Alto Firewall, ta thay hé thong c6 sir dung
Fortinet Firewall t0i vu trong viéc phan hoi géi tin hon Palo Alto Firewall (thoi gian
phan hoi nhanh hon trong thuc nghiém nay 1a 10,42 ms).

3.2.7. Théng lugng trung binh

~ Cung thong qua viéc gui s6 lugng goi tin 13 1000 va st dung Wireshark dé truy
vét, lay thong tin ta c6 dugc Bang 4:
Bang 4: Thong tin vé thong liong trung binh ciia hé thong khi sir dung hai tiong lira

Palo Alto
320.57 byte/s

Fortinet
328.56 byte/s

Théng sé
Thong lugng trung binh

Qua bang s6 liéu ta thdy dugc thong luong trung binh trén Fortinet Firewall (la
328.56 byte/s) cao hon Palo Alto Firewall la (320.57 byte/s). O phan so sanh nay thi Palo
Alto Firewall tot hon Fortinet Firewall.

3.3. Ddnh gid tong hop

Dudi day 1a cac bang so sanh hiéu suit mdi tudng lira khi tién hanh cac kich ban
mo phong thuc nghiém da thuc hién & cac phan trén, s6 liéu cu thé duogc thé hién nhu
trong Bang 5, Bang 6, Bang 7, va Bang &:

Bang 5: Két qud khi so sanh cugc tan cong TCP va UDP flood

) Tan cong TCP |Tan cong UDP| Tan cong TCP | Tan cong UDP
Thong so trén Palo Alto | trén Palo Alto | trén Fortinet | trén Fortinet
Firewall Firewall Firewall Firewall
Luu lugng 60Kb/s 400Kb/s 20Kb/s 60kb/s
Card mang
Luu lugng 39% 98% 42% 88%
Cpu su dung
Luu lugng 26% 28 % 23% 23%
Ram sur dung
Lam ngimg Khang Khang Khang Khang
truy cap mang
Chan dimg cdc Co Mt phén cé Cé
cuQc tan cong
Phat hjén cac cé cé cé c6
cuQc tan cong
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Bang 6: Két qud so sanh diea trén tinh nang ciia hai Firewall

Chirc ning Palo Alto Firewall | Fortinet Firewall
Tinh nang SSL/TLS Inspection Co Co
Tinh nang Application Control C6 nhung khéng chi tiét C6 chi tiét
Tinh ning gidm sat va kiém soat img dung Khéng Co
NAT Co Co
Mirc d6 nhén biét ing dung Mot phan Co
VPN Cé Cé
Bang 7: Hiéu xudt sir dung khi giri géi tin tir Client dén Server di qua Firewall
Théng s6 Firewall Palo Alto Firewall Fortinet
S6 gbi tin 1000 1000
S6 goi nhan 1000 1000
Ti 1é mat goi 0% 0%
Do tré thip nhét 5ms 3ms
Do tré cao nhat 150 ms 397 ms
Do tré trung binh 7ms 4 ms
Thoi gian phan hdi goi tin 1021.76 (s) 1011.34(s)
Thong lugng trung binh 320.57 byte/s byte/s
Bang 8: Gid thanh sian pham
Tham s6 Firewall Palo Alto Firewall Fortinet
Gié thanh san pham Bt hon Ré hon

Thong qua cic phan so sanh véi s6 lidu thu thap dugce nhu da trinh bay cé thé
dua ra nhan xét: ca hai loai/hdng déu 1a nhiing tudng lira ¢ tinh wu viét va dang st
dung nhung c6 mot phan nao d6 trén Fortinet Firewall c6 diém ndi troi hon so voi Palo
Alto Firewall.

4. Két luin

Bai bao da phan tich, so sanh du vao (input) va tim duoc két qua dau ra (output)
v6i cac thong sb dinh lugng rd rang. Trong pham vi nghién ctru nay sir dung hai tuong
lira cing phan khlc cua hai hiang pht hop vé6i cac hé thong mang vira va nho tai Viét
Nam. Dya trén céc phan tich va s6 liéu thu dugce ta théy mdi loai san phém déu co uu,
nhuoc diém riéng. Do doé trén thuc té, dua trén cac kich ban di trinh bay tuy vao tung
truong hop cu thé ma ngudi sit dung c6 thé lua chon san pham nao cho hé théng cua
minh dé dat duoc hiéu qua cao nhat. Két qua nghién ctru sé 1a tai li€u can thiét cho nha
thiét ké, dam bao an toan, an ninh hé théng mang va cho cac hoc vién, sinh vién chuyén
nganh céng nghé thong tin, an toan thong tin tham khao dé dwa ra cic quyét dinh phu
hop khi sir dung hai loai tudng lira thé hé tiép theo nay.
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Loi cim on: Nhom téc gia xin duoc bay to long biét on dén Truong Dai hoc
Cong nghé thong tin va Truyen thong - Dai hoc Thai Nguyén da ho trg mot phan kinh
phi cho nghién ctru nay theo dé tai cap co sé ma s6 T2022-07-08.
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SUMMARY

STUDY TO ANALYSE, COMPARE AND EVALUATE THE
PERFORMANCE OF NEXT GENERAL FIREWALLS:
CASE OF PALO ALTO AND FORTIGATE FIREWALL

Nguyen Ngoc Hoan, Le Hoang Hiep, Do Dinh Luc
University of Information and Communication Technology, Thai Nguyen University
Received on 08/4/2022, accepted for publication on 22/6/2022

The article focuses on analyzing, comparing, and evaluating the performance of
the next-generation firewalls, case of Palo Alto Firewall and Fortinet Firewall in practice
through the deployment of simulated situations and experimental scenarios that are:
using network attacks such as TCP, UDP Flood; evaluate the function of SSL/TLS
Inspection, Application Control; check traffic, latency, packet response time and average
throughput values on each network system with each separate firewall. The result shows
that both types of firewalls have outstanding performance compared with older
generation firewalls and Fortinet Firewall has more outstanding points than Palo Alto
Firewall in particular. The research results will be necessary documents for designers,
ensuring network safety and security of the network system, and for students and
students majoring in Information Technology and Information Security as a reference to
make appropriate decisions when using these two types of next-generation firewalls.

Keywords: Computer science; network security; Palo alto firewall; Fortigate
firewall; network attack.

36



