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ABSTRACT

This paper focuses on researching and developing a smart
security lock system using artificial intelligence, specifically
facial recognition technology combined with the Internet of
Things (IoT) to automatically recognize faces of accessing
people.. The system is constructed with both hardware and
software components, designed to verify the correct face stored
in the database. The results show a high practical application
potential, meeting the designed hardware and system
programming objectives. The product can be used as an access
control system based on facial recognition for government
offices or industrial areas. Its advantages include cardless
attendance tracking, fast and accurate verification, cost-
effective installation, energy efficiency, compactness, and high
efficiency.

Keywords: Atrtificial intelligence; face recognition; Raspberry
Pi; smart lock; Internet of Things.

1. Introduction

Currently, the application of high technology in access
control at organizations, companies, or industrial zones
has become increasingly common. Integrated systems
with artificial intelligence, computer vision, and advanced
loT technologies have proven to be very useful due to the
advantages they offer. Instead of manual identification,
which is time-consuming and labor-intensive, these new
access control systems perform automatically with many
new features and functions. The advantage of this system
is that facial recognition does not require touching any
hardware. Human faces are automatically detected using
computer algorithms (Figure 1). Facial recognition is the
first step of the facial recognition system.
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Figure 1: Facial Recognition Time Attendance Machine
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There are various methods for identifying individuals in the real world, such as
using machine learning and deep learning. However, these methods have a significant
drawback: they require the construction of large databases and the processing of vast
amounts of data quickly and accurately, making the identification process time-
consuming. The task at hand is to research and develop a program that uses an accurate
identification method while requiring less computational time and data. To address this
challenge, the authors propose a method that combines Viola-Jones face detection with
Principal Components Analysis (PCA) feature extraction and Support Vector Machine
(SVM) classification for face recognition [1-2]. PCA reduces unnecessary components,
enabling fast and accurate computations. After PCA selects relevant features, SVM is
used for classification and facial recognition. The research utilizes components of the
Internet of Things (loT), with the Raspberry Pi embedded computer serving as the
primary control system. The Python programming language, along with several libraries,
are employed to the fullest extent in building the facial recognition product [3-7].

Various facial recognition-based access control systems for tasks such as time
attendance and personal identification have already been commercialized or are covered
in contemporary research. These systems generally meet essential requirements,
including accurate face recognition, comprehensive reporting, quick verification times,
and user-friendly interfaces. However, they often come with downsides such as high
costs, complex technology, high power consumption, and intricate designs that are
challenging to maintain.

In this research, the authors aimed to construct and design a smart lock system
that inherits the advantages of previously published solutions. Moreover, their product
introduced a novel feature: remote door locking/unlocking through a web server.
Furthermore, the finalized product is cost-effective, features straightforward installation
technology, and satisfies the required functionalities. The performance of the system has
been optimized through programming and design, facilitating easy replacement or
maintenance when issues arise [8-11]. In this study, the authors successfully built a smart
lock system based on Raspberry Pi, integrating the latest facial recognition techniques
widely applied in artificial intelligence.

2. Hardware and software requirements

In this study, modern loT devices are used in combination with some relevant
programming libraries [2] that are widely used nowadays, including:

2.1. Raspberry Pi: is a very compact computer, which has integrated everything
needed to be used as a computer (Figure 2). Its Broadcom BCM2835 SoC processor
includes CPU, GPU, RAM, MicroSD Card slot, WiFi, Bluetooth, and 4 USB 2.0 ports.
Raspberry Pi is a versatile device that can be used for electronics systems, computing
setups, 10T projects, and more.

2.2. System components

a. Solenoid Lock LY-03: is an electrically operated door lock with the function
of using a solenoid to lock and unlock (Figure 3). It is commonly used in smart homes,
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electronic cabinets, electric doors, and more. The lock operates on a 12/24VDC voltage
and is typically a normally closed type known for its high quality and durability.

b. Module relay 5V with OPTO isolation for High/Low-Level trigger: This
compact device includes OPTO and transistor isolation, enhancing safety when used
with the main circuit board (Figure 4). The 1-Relay module with 5V High/Low-Level
OPTO Isolation is utilized for switching high-power AC or DC electrical sources. The
relay can be configured to activate on either a high or low-level trigger, depending on
the jumper setting.

3V3 power o

GPIO 2 (SDA)
GPIO 3 (SCL) =
GPIO 4 (GPCLKO) o
Ground o

GPID17 o

GPIO 27 o

GPIO 22

o SV power

o SV power

© Ground

© GPIO 14 (TXD)

o GPIO 15 (RXD)

> GPIO 18 (PCM_CLK)
~————o Ground

GPIO 23

o GPIO 24

> Ground

< GPIO 25

< GPIO 8 (CE0)

o GPIO 7 (CE1)

= GPIO 1 (ID_SC)

o Ground

> GPIO 12 (PWMO)

o Ground

o GPIO16

o GPIO 20 (PCM_DIN)
< GPIO 21 (PCM_DOUT)

3V3 power ©

GPIO 10 (MOSI)
GPIO 9 (MISO) o
GPIO 11 (SCLK) o
Ground «

GPIO 0 (ID_SD) =
GPIOS o

GPIO6 ©
GPIO 13 (PWM1) o
GPIO 19 (PCM_FS) o
GPIO 26 o

Ground o

00666666606
0HHOHOHNNM

- o

Figure 3: Solenoid Lock LY-03 Figure 4: Module Relay 5V

2.3. RPi.GPIO Library: This is a library package used to control the GPIO pins
of the Raspberry Pi. This package provides a container with GP1O control functions.
Additionally, RPi.GPIO supports the Python programming language and provides a
module for controlling and pulsing all pins on the Raspberry Pi.

2.4. OpenCV Library: developed by Intel, is an open-source computer vision
library with over 500 functions and more than 2500 optimized algorithms for image
processing and related computer vision tasks. OpenCV is designed for optimal
performance, utilizing the power of multi-core processors to perform real-time
calculations, meaning its response speed is sufficient for typical applications. OpenCV is
a cross-platform library, which means it can run on various operating systems, including
Windows, Linux, Mac, i0S, and more.
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2.5. Face_recognition Library: is a Python library. This is an extremely useful
tool for small applications with accuracy that can go up to 99.38%. Although the
recognition capabilities of face-recognition are limited by external conditions and depend
on the image resolution, it is still the most powerful and useful library for face
recognition projects.

2.6. Web Programming with Flask: Flask is a lightweight web application
framework used for web development using the Python language. It is based on the Web
Server Gateway Interface (WSGI), Toolkit, and Jinja2 Template Engine.

3. System analysis and design

3.1. The block diagram of the system

The block diagram of the system is as follows [3-8]:

Proceszing Block |::> Lock Control Block
Cutput signal

i

Advanced Installation
Software Block

Figure 5: Overall Block Diagram

Detailed function of each block are as follows:

- Processing Block: Processes commands from the Face Recognition algorithm
using Python programming language through the Raspberry Pi's CPU and generates a
voltage signal on the GPIO pins to send to the next block.

- Lock Control Block: Receives input signals from the Processing block, and the
Relay with opto-isolation circuit receives the signals and controls the lock through the
NO pin of the component.

- Advanced Installation Software Block: Helps manage and control, customize
according to the user's needs based on the application interface.

3.2. Methodology of Face recognition system

a. General layout: The face recognition system performs processing steps as
described in Figure 6.

|:> Face detection :D Feature extraction I:> Face recognition I:>
Input data )
/u\ Cutput signal

Face Data

Figure 6: Overall architecture of the face recognition system
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The project will have several directories as follows:

- dataset: contains images of individuals (each person in a separate folder). When
implemented in practice, it is necessary to add an ID for each person to control in case
two or more people have the same name.

- build_dataset.py: used to create the dataset.

- encode_faces.py: encodes faces into 128-dimensional vectors.

- recognizer_faces_image.py: recognizes faces from a webcam video based on
the dataset's encodings. Note that in this file, there is a part that checks for matches with
faces in the dataset using the line:

matches = face_recognition.compare_faces(data["encodings™], encoding, 0.4.

The last parameter can be altered to better adapt if there are recognition errors
(images not in the dataset being recognized as part of it).

- encodings.pickle: encodings generated from encode_faces.py will be saved to
disk through this file.

b. Procedure to build the face recognition system

- Step 1: Create a dataset

Use build_dataset.py to construct the dataset. The dataset directory contains
subdirectories for each person with names (and IDs if necessary), and each subdirectory
contains images of the person's faces. Each image should contain only one face of that
person (if there are multiple faces in an image, the implementation below will be more
complex because it is required to to identify who is in the picture). The dataset is created
using a webcam. Bring the person's face close to and away from the webcam, with
different poses and expressions.

Run build_dataset.py and press the 'k' key to save images of each person. Each
person should have at least 10-20 images for high accuracy. In addition to creating the
dataset via the webcam, one can manually create the dataset or use Search APIs like Bing
or Google. After creating the dataset with build_dataset.py, run encode_faces.py to
create embeddings.

- Step 2: Create encodings for faces in the dataset

After creating the dataset, create embeddings (or encodings) for the faces in the
dataset. The first thing to do is to extract face ROIs (avoid using the entire image as there
may be a lot of background noise that affects the model's quality). Various methods can
be used to detect and extract faces, such as Haar cascades, HOG + Linear SVM, deep
learning-based face detectors, etc. Once you have face ROIs, pass them through an NN to
obtain the encodings. In this case, we won't train the entire model to create encodings
from scratch but rather reuse a pre-trained model (in the dlib library and integrated into
face_recognition for ease of use) to generate face embeddings. Run encode_faces.py to
save the encodings and names. The encodings and names are saved in the
encodings.pickle file.

- Step 3: Face recognition in images
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After obtaining encodings from datasets (obtained through a pre-trained model,
via dlib and face_recognition). Use recognize faces_image.py to recognize faces in
images and recognize_faces_video.py for videos.

c. Connecting to Raspberry Pi: To use face recognition on CPU or embedded
devices like Raspberry Pi, select the detection method as ‘'hog' in the
recognize_faces_image.py file.

d. Building the Unlocking System on a Web interface: Building the unlocking
feature on the web allows users to unlock the door from anywhere without having to
recognize faces. The web interface is constructed using Flask and uses Authentication,
requiring users to have an account to log in to the website. The website is designed to
control the lock after user authentication. The structure includes login and registration
pages, and a main interface page for control (Figure 7). To achieve this, web
programming is required, specifically HTML and CSS, in addition to Python and Flask
for authentication and control.

Request
User Web Server

Lock Control

Figure 7: Operation mechanism of the Web Server
3.3. Hardware connection diagram

The hardware circuit connection diagram is shown in Figure 8.

Solenoid Lock

L 12V Power Supply

Figure 8: System Circuit Connection Diagram

Description of component connections: Power is supplied to the Relay and
Solenoid Lock as described in the diagram. The DC+ port of the Relay is connected to
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pin number 2 of the Raspberry Pi for power supply, while the DC- port is connected to
pin number 6 for ground. The IN port is connected to GPIO pin number 16, which is

programmed in the Python code to transmit the signal of the recognized face. The actual
connections are illustrated in Figure 9.

Figure 9: Real device connection model
3.4. Flowchart diagram algorithm

The hardware (Figure 10) and software (Figure 11) operation algorithm
flowcharts of the system can be described as follows [9] - [20]:
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Figure 10: Hardware algorithm flowchart ~ Figure 11: Software algorithm flowchart

4. Results and discussion

The designed applications have been run as shown in Figures 12, 13, 14, and 15:
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Figure 12: Raspberry OS interface Figure 13: Start the web server
€3 C p : 1
RPi Web Server )
Login Page
GPIO 23 is currently off

Figure 14: Main interface of the website Figure 15: Login page interface

The results after execution are shown in Figure 16 and Figure 17:

s 0 . . Srassherys ~Fa :.,..-x;..u-.nur

Figure 16: The result returns "Unknown" when the face is not in the dataset

¥ ® B W
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Figure 17: The result returns the “Name”
if the person was already stored in the the dataset
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In essence, the design of this research has met all the basic requirements set out.
It correctly performs the unlocking process when a valid face is recognized. The
successful development of a face recognition model on the Raspberry Pi has opened up
many more practical applications, such as access control systems (timekeeping,
attendance) based on face recognition for government agencies, companies, or industrial
zones. This system exhibits many advantages in practice, including a compact design,
high security, cost-effectiveness, easy installation and deployment, ease of maintenance,
energy and manual labor savings. However, the recognition results of the system under
specific conditions will vary due to various challenges such as processing speed,
Raspberry Pi's memory, lighting conditions, face obstruction, image quality in real-world
environments, etc. These are the issues that need to be addressed to effectively apply the
system in practice.

5. Conclusion

The research has developed a complete face recognition system, including real-
time face detection and identification with relatively high accuracy. The system performs
well with fast detection times for images with straight-on facial shots and good image
quality. This system can help managers monitor and look up information, update errors,
and generate reports. However, there are still some limitations. Specifically, for
individuals wearing glasses or backgrounds with many details, the detection is not
accurate. For faces turned at steep angles or in low-light conditions, the program may not
detect them. Future research could implement improved deep learning models to enhance
the system's accuracy.
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TOM TAT

NGHIEN CUU CAI TIEN HE THONG KHOA THONG MINH
UNG DUNG TRI TUE NHAN TAO

Tran Thi Hién, Pao Thi Hing, Pham Viin Phi
Truong Pai hoc su pham Ky thudt Nam Dinh, Viét Nam
Ngay nhan bai 25/9/2023, ngay nhan dang 30/10/2023

Bai bao trinh bay két qua nghién cau, xay dung mét hé thong khda bao vé thong
minh @ng dung tri tué nhan tao, cu thé 1 ky thuat nhan dang khudn mit nguoi két hop
cdng nghé mang két ndi van vat thuc hién tu dong viéc xéac thuc khudn mat. Hé thong
dugc xay dung gdm phan cing va phan mém véi chie niang thyc hién viéc xac minh
dung khudén mit da duoc luu lai trong co s dir liéu. Két qua nghién cau cho thay kha
nang tng dung vao thyc té rat cao, thuc hién dung cac yéu cau, myc tiéu nhu da thiét ké
phan cting va lap trinh hé théng. San pham c6 thé duoc sir dung nhu mét hé thong kiém
soat nguoi vao ra dua trén viéc nhan dang khuén mat dung cho cac co quan cong sd hoac
tai cac khu cdng nghiép. Uu diém cua hé théng 1a thuc hién chim céng khong can ding
the, thoi gian xac thuc nhanh chéng, chinh xac, gia thanh lap dat ré va dé dang, tiét kiem
dién nang, nho gon va hiéu qua cao.

Tw khoa: Tri tué nhan tao; nhan dién khuén mat; Raspberry Pi; khéa thong minh;
mang két ndi van vat.
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