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May tinh Iwgng tir dang c6 bwéc phat trién nhanh chéng trong thei gian gan day. Anh: ST.

BPién toan luong t’ir.
Nguy co mei deéi voi tai san sé

(c Dién toan lugny tif ¢ thé pha vo gid

. Hay twéng twong mot ngay khéng xa, khi nhirng cb
Dién toan lwong tir dang phat trién may lwong tr siéu manh th&rc day, chi trong vai giay
nhanh chéng va cé thé tao ra nhirng ching cé thé “mé khoa” hang ty do la tién sbé dang ngu
thach thirc chwa tirng c6 déi véi bao yén trong vi Bitcoin hay Ethereum. D6 khéng phai phim
mat cha tai san s6. Cac thuat toan lwong khoa hoc vién twéng, ma la mdi de doa thuc té ma cong
ttr nhw Shor va Grover ¢6 kha nang lam dong tién ma hoa dang phai déi mat. Dya trén nhirng
suy yéu nhing nén tang mat ma hién phan tich cot 16i vé mat mé hién tai, bai bao nay sé dwa
nay. Tuy day chwa phai 13 méi de doa ba?n v?o hr%mh trinh kham phé: dién toan lwgng tir dang
tire thoi, nhwng viéc chuin bj tir sé&m 12 ti{an gan dén muc dé nguy hiém ra sao, va tai sao céng
cin thiét. ddéng blockchain lai dang chay dua véi thoi gian dé bao vé

tai san sb cua hang triéu nguoi.
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Tai san sé dang déi mat v&i nhivng rii ro bao mat méi khi dién toan lwong tir phat trién nhanh. Anh: ST.

Tt ca bat ngudn tlr nén tdng bao mat cét 16i cla
tién s6: mat ma khda cong khai. Bitcoin, Ethereum
va hau hét cac blockchain khac déu dwa vao hai “la
chan” chinh - thuat toan chir ky ECDSA trén dwdng
cong elliptic secp256k1 va cac ham bam SHA-256 hay
Keccak-256. Chung hoat ddéng hoan hao v&i may tinh
¢ dién, giup xac thuc giao dich va bao vé quyén s&
hiru. Nhwng khi dién toan lwgng tr bwédc vao cudc
choi, moi thr thay ddi hoan toan.

Hai “vi khi” lwgng tl chinh la thuat toan Shor (phat
minh ndm 1994 b&i nha toan hoc Peter Shor) va thuat
toan Grover (1996 b&i Lov Grover). Chung khai thac
nhirng nguyén ly ky diéu cla thé gi¢i lwong ti - chdng
chap va vuéng viu - d& 1am nhirng viéc ma may tinh
cb dién phai mat hang ty nam mai lam ndi.

Thuéat toan Shor - ké pha hoai huyén thoai - hoat
dong dwa trén nguyén ly chéng chap lwong tir va bién
ddi Fourier lwong t&r nhanh chéng. Thay vi phai tht
mo mam tirng kha nang mét cach cham chap nhw may
tinh truyén théng, Shor tim ra “chu ky &n” trong cac sb
I&n chi trong thoi gian da thire (polynomial time). Két
qua la né giai quyét triét dé bai toan logarit rdi rac trén
dwong cong elliptic (ECDLP) - nén tang ctiia ECDSA.
V6i chi khodng 2.330 dén 2.619 qubit logic (d duoc
stra 16i hoan chinh), mét may tinh lwong t&r chay Shor
co6 thé bién khoa cong khai thanh khoa riéng tw, mé
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toang bét ky vi nao da ting 16 théng tin. Khi d6, ké tan
coéng co6 thé chiém quyén truy cap va chuyén tai san
chi trong thoi gian rat ngén.

Con thuat toan Grover thi “hién lanh” hon nhiéu:
né st dung ky thuat khuéch dai bién do dé tim kiém
khéng céu tric trong khéng gian khdng 16. Thay vi
kiém tra trng kha nang mot cach tuyén tinh, Grover
chi can khoang can bac hai s6 lwong thir nghiém - tirc
la mang lai tbc d6 tdng gap ddi (quadratic speedup).
Déi v&i ham bam SHA-256, diéu nay lam gidm mic
bao mat tor 22%¢ xuéng con khodng 2'28 - hién van dwoc
danh gia la ndm ngoai kha nang tan cong thwc té cla
bat ky may tinh lwong t& ndo trong nhidu thap ky téi
[1]. Do do, tinh toan ven cla blockchain (mining va lich
st khéi) van dwoc bao vé virng chéc.

RUi ro I&n nhat khéng ndm & viéc pha vé toan bo
chudi khdi, ma & chinh nhivng vi da tirng gt giao dich
- noi khoa cong khai da bj “phoi bay” céng khai. Hién
nay, khoang 25% ngudn cung Bitcoin (twong dwong
4,5-6,7 triéu BTC, tri gia nlra nghin ty USD) dang roi
vao tinh trang dé tén thwong nay.

Miic do de doa thuc té
Nhirng ngudi nam gitk tai san sb dirng hoang loan
qua s&m vi vao thoi diém hién tai, dién toan lwgng ter

dang & giai doan “buing nd nhwng chwa dd nguy hiém” [1].
Céac 6ng l&6n cong nghé dang chay dua khéc liét,



v&i nhitng bwéc tién dang kinh ngac vé phan cing,
stra 16i va kién trac siéu may tinh. IBM viva céng bd
ban thiét k& méi mang tinh dét pha cho “Quantum-
Centric Supercomputing” ngay 12/3/2026 [2], két hop
processor lwong t&r véi GPU/CPU cb dién dé giai
quyét van dé thuc t&. Bo xt ly Nighthawk ctia ho hién
dat 120 qubit méi module, cé thé ghép ba module
thanh 360 qubit va chay dén 7.500 cdng logic - du
dé hwong téi “quantum advantage” (loi thé lwong tir)
vao cubi ndm 2026. Heron thé hé trwdc van dang hoat
déng va&i 133-156 qubit ¢ dd chinh xac cao, trong khi
Kookaburra sép ra mat sé tich hop bd nhé lwong tir
va don vi xt ly logic dau tién.

Google ciling khong kém canh: chip Willow 105
qubit [3] d& chirng minh kha nang sira 16i lwong t& co
thé m& rong (error correction dudi nguéng bé mat),
hoan thanh sb lwgng phép tinh khdng 16 chi trong
chwa day 5 phat, trong khi siéu may tinh ¢6 dién can
t&i 10 septillion ndm (Mot con sb véi 25 chir s6 0). Do
trung thuwe céng don dat 99,97% va hé théng da chay
gan 10 ty chu ky stra 16i ma khong sai sét.

Khéng dirng lai & d6, Quantinuum vira cdng b mot
két qua dang chu y: Ho thwc hién tinh toan voi toi 94
qubit logic dwoc bao vé (48 qubit dwoc sira 16i hoan
chinh) chi tr 98 qubit vat ly - 1an dau tién qubit logic
vuot tréi hon han qubit vat ly thd [4]. lonQ va cac hé
thdng trapped-ion khac cling dang day nhanh 16 trinh
lén hang tram qubit logic. Tuy nhién, tat c& van con
rat xa so véi yéu cau thyc sy dé chay Shor 6n dinh:
can hang triéu dén hang chuc triéu qubit vat ly fault-
tolerant (cé kha nang stra 16i).

Hién tai, chwa cé hé théng nao dat dwoc quy mé dé
- 16i van con qua cao va viéc slra |6i doi hdi overhead
khéng 16. IBM dy kién dat fault-tolerant quy mé Ién
vao nam 2029, con cac chuyén gia tvr Global Risk
Institute (bao cao 2025-2026) [5] va Citi Institute [6]
danh gia xac suét xuét hién “cryptographically relevant
quantum computer” (CRQC) chi roi vao khoang 28-
49% trong thap ky t&i (dén nam 2036), va ting vot lén
51-70% trong 15 nam, tham chi 60-82% trwédc nam
2044. Hién tai, mdi lo I&n nhat khéng phai tAn cong
ngay lap tlrc, ma |a chién lwvoc “harvest now, decrypt
later” - cac co quan tinh bao dang lang I€ thu thap dr
liéu ma hoa dé ché ngay lwong ti “thire tinh”.
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Vendor  Cloud Device Qubits BSEQ EPLG 'fim," cLops? R QFT e
Circuits Kernel QAOA score
Example benchmark weights (scale-based) 02069 01494 01703 02069 00733 01494 0.0145 0.0293
1BM 1BMQ ibm_boston 156 13551 33840 62562 10431 19094 17361 11607 14598 25261
Quantinuum NEXUS quantinuum_h2_2 56 5808 18153 539.88 _1 36142 8912 12689 52315 18805
1BM 1BMQ ibm_pittsburgh 156 13203 25853 26771 10374 14932 16827 T8N 12669 17451
1BM 1BMQ ibm_kingston 156 12509 14927 37168 10483 17157 16168 1049 9317 17423
1BM IBMQ ibm_marrakesh 156 12943 20111 24928 10230 13057 15269 11320 8023 156.82
1BM 1BMQ ibm_fez 156 13464 3730 17307 10672 1937 13188 1190 5828 11677
1BM IBMQ ibm_torino 133 10000 10000 10000 10000 10000 10000 100.00 100.00 100.00
QM AWS Braket iqm_emerald 54 5653 1275 1594t _t 2ssrt 2265 8597 3143 237
QM AWS Braket iqm_garnet 20 3020 984 2000  _t s’ me2 9224 443 w3
Rigetti AWSBraket rigetti_ankaa_3 82 572 865 o280  _7 1284 048 5990 450 454
OriginQ OriginQ wukong_72 72 634 000 0.04 1 1.20 247 5691 153 338

Dir lieu danh gia hiéu nang dwgc thu thap bang metrig-gym
v0.4-v0.6 trén nhiéu thiét bi lwong tir va nén tang dam may khac
nhau. Bang bao gdm két qua dwoc chuan héa cho céc tac vu danh gia
hiéu ndng tir bd Metriq. Ngudn: https://arxiv.org.

Gial phap phong ngira: Chuyén sang mat ma hau luong ti

Du vay, cong doéng blockchain da chi déng trién
khai cac huwéng chuyén ddi hau lwong t&r (Post-
Quantum Cryptography - PQC) véi téc dd chong mét.

NIST - co’ quan tiéu chudn My - da chinh thirc ban
hanh cac thuat toan méi : FIPS 203: ML-KEM (tw
CRYSTALS-Kyber) - ma hoéa khoa; FIPS 204: ML-
DSA (tr CRYSTALS-Dilithium) - chi¥ ky; FIPS 205:
SLH-DSA (ttr SPHINCS+) - chir ky hash-based; FIPS
206 (dang hoan thién): FN-DSA (tr FALCON); Thém
HQC (Hamming Quasi-Cyclic) dwoc chon nam 2025
lam backup [7]. Nhitng “la chan” nay chiu dwoc ca
Shor Ian Grover, du chi® ky Ién hon mét chut.

Bitcoin dang c6 nhirng buwdc di dang chu y: BIP-
360 (Pay-to-Merkle-Root) [8] d& dwoc chinh thire tich
hop vao kho ma nguén thang 2/2026. Co' ché nay
khéo Iéo an khoa coéng khai, bién Taproot thanh “la
chan lwong t&” dau tién, m& duwéng cho chir ky PQC
day du sau nay.

Ethereum cling khéng kém canh: Vitalik Buterin
vira céng bd “quantum roadmap” [9] day tham vong
hdi thang 2/2026, tap trung thay thé chir ky validator
BLS bang phién ban hash-based, nang cap KZG
commitments va chuin bi EIP-8141 dé& vi nguoi
dung dé dang chuyén sang ché d6 lwong tlr an toan.
Solana, Cardano va hang loat dw an khac dang chay
dua theo. Nguwéi dung théng minh c6 thé bat dau di
chuyén coin tir dia chi cii sang dia chi mé&i ngay trong
thoi diém hién tai - mot bwéc nhd nhwng clru ca tai
san twong lai.
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TAC DONG DIEN TOAN LUQONG TU DOI VGI BITCOIN & ETHEREUM
VA LS TRINH NANG CAP HAU LUQNG TO

Hién trang Nguy co lugng tu

0 LO TRINH THOI GIAN

2025-2028: Nghién ctru & thir nghiém PQC (testnet)
2028-2032: Trién khai hybrid signatures, ndng c&p client
2032+: Bat budc di cu tai san sang vi PQC, loai bé dia chi ECDSA

Lo trinh nang cap hau lweng tir cho cac nha dau tw tai san sé tham khao. Ngudn: MT.

Y nghia thuc tién véi ngudi ding va khuyén nghi
hanh dong

Vay y nghia thwec sw v&i nhitng td chirc, ca nhan
dang nam gitr tai san sé 1a gi, va ban nén lam gi ngay
ltc nay dé& khong tré thanh nan nhan cta “con bao
lwgng t&” dang lang 1€ hinh thanh?

Trwéc hét, hay nhin rd blc tranh thdi gian mét
céach thue té va khéng mau hong:

Giai doan ngén han (2026-2030): Day 1a giai doan
twong dbi an toan. Vé&i cdng nghé lwong ti hién tai
chi méi dat vai tram qubit vat ly va 16i stva chiva van
con rat cao, khéng cé bat ky rui ro thyc té nao dbi voi
tai san sb cta ban. Ban c6 thé yén tam ném gitr, giao
dich va tham chi m& rong danh muc ma khong can lo
I&ng. Day chinh 1a khodng thdi gian phiu hop dé chuan
bi tr sém ma khdng phai chju ap Iwc.

Giai doan trung han (2031-2035): Bay la luc “clra
s6 canh bao” bat ddu mé. Kha nang CRQC xuét hién
tang 1&n dang ké (theo Global Risk Institute 2025). Cac
dia chi c da 16 khoa cong khai sé tré& thanh muc tiéu
s6 mot. Néu ban van gil coin trong vi legacy (P2PKH
ho&c tham chi Taproot chwa nang cép), rdi ro “harvest
now, decrypt later” s& bat dau hién hivu rd rang. Day 1a
thdi diém ban phai hanh dong.
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[] CHECKLIST CHO NGUOI DUNG & DEV

+ Khéng téi s dung dja chi

» Uu tién vi chua ting cdng khai khéa
* Theo déi BIP/EIP lién quan PQC

* S&n sang nang cap vi va phan ciing
+ Tham gia testnet thr nghiém PQC

Giai doan dai han
(2036 tré  di): Néu
blockchain chwa hoan
tat nang cap PQC, day
c6 thé la giai doan rui
ro tdng manh néu qua
trinh nang cédp hau
lwgng tir khong hoan
tat. Mot cudc tan cong
quy md I&n cé thé xay
ra chi trong vai gio, va
hang tram ty dé la cé thé
bién méat ma khéng dé
lai ddu vét. Nhwng néu
céng doéng hoan thanh
BIP-360, EIP-8141 va
cac hard fork twong
ng trwde do, thi toan
bd hé sinh thai sé chuyén sang “quantum-resistant” -
giébng nhu viéc ching ta da nang cép tir HTTP sang
HTTPS cach day hai thap ky.

Giai phap/16 trinh

Déi v&i cé nhan s& hivu thoéng thuong (dwéi 1 BTC
hoéac twong duong):

Budc 1: Kiém tra ngay dia chi vi ciia ban trén cong
cu nhw “Quantum Vulnerability Checker” (da co trén
cac explorer nhw Blockchair hodc dich vu mién phi
cua Kudelski Security). Xem dia chi da tlrng gtvi giao
dich chwa - néu c6, né dang & trang thai “I6 khéa cong
khai”.

Buwdc 2: Tao vi méi hé trgr BIP-360/P2MR (hién tai
Ledger, Trezor va moét sb vi software nhuw Electrum da
cap nhat). Chuyén toan bd coin sang dia chi mai nay.
Chi phi gas trén Ethereum hién rat thap, trén Bitcoin
chi khoang vai db la.

Buwdc 3: Bat tinh nang “address reuse prevention”
va kich hoat multi-signature néu c6 thé. Pdng thoi
theo d&i hai ngudn tin cay mdi quy: blog Bitcoin Core
va Ethereum Foundation blog.

Déi véi nha dau tw ndm gitr tai sén sé I6n (trén 10
BTC hoéac twong dwong): Blrng chd hard fork chinh



thire. Hay bat dau “quantum migration plan” ngay trong
nam 2026: chia nhd tai san thanh nhiéu dot chuyén
(drip-feeding) dé tranh tao dau vét I&n. S dung dich
vy chuyén nghiép nhw Fireblocks hoac Copper voi
module PQC-ready. Déng thdi, nha dau tw can nhéc
mua bao hiém crypto chuyén biét chéng ri ro lwong
t&r (34 xuat hién trén mot sb san 16n).

Péi véi doanh nghiép, quy dau tw va té chire: Thuc
hién ngay “Cryptographic Agility Audit” - mét danh gia
toan dién hé théng (cdng cu mién phi tr NIST c6 sén).
Lap ké hoach migrate PQC trong vong 18-24 thang
t&i, twong tw cach cac ngan hang da chuan bj cho
NIST PQC. Birng quén dao tao ddi ngi developer vé
Dilithium va Kyber - day sé& 1a nhém ky ndng rat quan
trong trong nam 5 t&i. Cac quy I&n nhw BlackRock hay
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Khi cac td chirc, ca nhan di chuyén sém sang dia
chi quantum-safe, tai san sé ctia ho khéng chi an toan
hon ma con cé thé ting gia tri khi thi truong cong
nhan “quantum premium” - tirc la coin & dia chi moi sé
duwoc wu tién va dinh gia cao hon trong mat nha dau
tw t& chirc. Hon nira, hanh ddng sém gitp ngudi s&
hiru tai san sbé tranh dwoc tam ly hoang loan khi tin tic
vé CRQC thyc sy bung né trén truyén thong.

Dién toan lwong tlr khong phai ngay tan thé cla tai
san sb, ma la |&i nhdc nhé manh mé: cong nghé luén
tién hoa, bao mat phai tién héa nhanh hon. Véi nhirng
bwéc chudn bi chi déng nhw BIP-360 va roadmap cla
Vitalik, cdng déng blockchain dang bién mébi de doa
thanh co hoi dé tré nén manh mé hon bao gi®o hét.
Tai san sé cla ban van con twong lai ruc r& - mién la
ban hanh déng ngay hém nay, thay vi ch& dgi con bao

Fidelity da bat dAu lam viéc nay tir cudi 2025; néu ban  'WoNg t& &p den &

chwa, ban dang tut hau nghiém trong. Minh Thién
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