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Abstract

This paper proposes an approach for live face recognition on Rasperbery Pi, and used for face recognition based door locking
system. The face images are acquired by an camera and fed to live face detection and face recognition system. The face de-
tection is based on Haar cascades to extract face features. Then the face is analyzed to check whether it is a live face or a fake
face image fed from a printed picture or video containing face image sequences. In this study, we consider the information
from the changes of pixel intensity in a series of acquired face images that reflect the chages of heart rate during the rhythmic
contraction and relaxion of the heart. Once verified as a live face, the face image is fed to the face recognition process using
eigenfaces and principal component analyis. The input image is compared with the database to check whether it belongs to a
person in the database or not. If yes, the door is controlled to allow an entrance. The live face detection and recognition was
validated on a database including 25 people with 400 training images. The average accuracy obtained approximately 80%.
The hardware including camera and actuactors are with low expense but meet real time performance.

Keywords: Live face detection, face recognition, principal component analysis (PCA), PPG, Rasperbery Pi, door locking
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tor 4nh in hodc video dua vao, mot phuong phép xdc dinh

Symbols khuén mat truc tiép dL,Ea trén sy thay déi cu(mg d0 sang trén
khuon mat nho thay doi nhip tim & cac thoi diém khac nhau
Symbols Units Description trén khung hinh. Sau khi da xac dinh dugc ding khuén mat
C Covariance matrix that, hinh anh duoc dua vao nhan dién thong qua thuat toan
Y Input vector phan tich thanh phan chinh dya trén khuon mat riéng eigen-
T Linear transformation faces nho so sanh voi co s& dit liu da c6. Néu dung khudn
mat nam trong dit liéu thude ddi tuong cho phép truy nhap,
Abbreviations bo diéu khién sé& thuc hién thao tég mo& cua. Thuat toan da
duoc thuc hién trén co s dit liéu gom 25 ngudi voi 400 anh
PCA Principal Component Analysis chup huén luyén, cho do chir}h xég: 80%, va thuc thi trén
MSE Mean Squared Error may tinll V(’)’% camera ‘V.él co cau chap hanh co6 gid thanh ha
ICA Independent Component Analysis nhung van dap tmg thoi gian thyc.
PPG Photoplethysmography N A
OpenVC  Open Source Computer Vision Chir viét tat
PCA Principal Component Analysis
Toém tit MSE Mean Squared Error
ICA Independent Component Analysis
Bai bdo nay dé xut mot phuong phap phat hién khuon mat ~ TPO Photoplethysmography
truc tiép va nhén dang ngudi thuc hién trén may tinh nhung OpenCV Open Source Computer Vision

Rasperbery Pi. Cac anh dau vao duoc thu thap tir camera va
dua vao thuat toan phat hién khuén mat tryc tiép va nhan
dang khudn mat. Phan phat hién khuoén mat st dung Haar
cascades dé trich xuat ra cac dic trung cuia khuon mat. Tiép

1. Phin mé dau

dén, dé kiém tra xem khudn mit dua vao camera co tht sy
la khuén mat nguoi thuc té dang chup hay la khuon mat gia

Trén da phat trién ctia cude cach mang cong nghiép 4.0,
tri tu¢ nhan tao noi chung va thi gidc may tinh noi riéng hién
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dd va dang 13 xu hudng nghién ctru dwoc phat trién va tng
dung ngay cang rong rai trén toan thé gidi. Thi giac may tinh
dan duoc ung dung vao céc linh vuc nhu robot, tu dong hoa,
bdo méat va y sinh... mang lai hiéu qua véi d¢ chinh xac cao.
Céc ting dung trong bao mat su dung hinh anh c6 thé ké t6i
nhu sinh tric hoc van tay, mong mét [1], long ban tay [2], va
nhét 1a nhan dang khuén mat [3, 4] ngay cang chlem linh vi
tri quan trong trong moi mit ciia doi sdng, kinh té ciing nhur
an ninh, quic phong...Trong d6, nhan dién khudén mat duoc
Gng dung rong rai nho nhimg vu diém ndi bat nhu dé dang
thu thap hinh anh khong tiép xuc, d& nhan biét va kiém
ching mot cach truc quan.

Nhan dién khuén mat la cong nghé sinh tric hoc it xam
nhap va nhanh nhét, hoat dong v6i dinh danh c4 nhan 16 rang
nhit - khuon mit con ngudi. Thay vi yéu cdu moi ngudi
tuong tac 1én thiét bi nhu dat tay 1én may quét hodc dinh vi
chinh x4c mét cua ho trudc may quét, hé théng nhan dién
khuon mit kin dao chyp anh khuén mat ctia moi nguoi nhap
vao mot khu vuc xac dinh va trong hau hét cac truong hop,
cac ddi twgng hoan toan khong biét vé quy trinh chup anh va
nhén dién nay. Do vay ho khong cam théy bi giam sat hodc
sy riéng tu ciia ho da bi xam chiém.

Hé théng nhén di¢n khuoén mat duwgc ing dung trong rat
nhiéu linh vyc tir an ninh quéc phong dén doi séng kinh té.
bic biét trong linh vuc an ninh cong cong, hé thdng nay
dugc st dung dé: Giam sat bang camera dé phat hién toi
pham tai cac khu vuc cong cong, tra ctru thdng tin tdi pham,
tim tré lac dya vao cac camera dat & cac noi cong cong.
Trong kinh té, doi song, nhan dién khuon mit ngay nay cang
dugc ng dung nhiéu trong cac tmg dung an ninh va thong
tin gidi tri nhu h¢ théng phat hién cac nhan vat VIP dat chan
vao khach san, xac dinh ngudi ndi tiéng trong cac video hay
buc anh, dat trong shop dé nhan dién khach quen hay theo
ddi ké gian... Ngay nay hé thong nhan dién khuon mat duoc
mg dung rong rii trong cac tng dung dan sy nhu hé thong
diém danh trong cong ty, md cira & cac toa nha thong minh...

Pi c6 nhidu cong trinh nghién ciru vé bai toan xac dinh
khudén mat va nhan dién khuén nguoi tir anh den tréng, anh
xam, dén anh mau [3, 5]. Céac nghién cuu di tir bai toan don
gian 1a anh chi chira mot khuon mat ngudi nhin thing vao
thiét bi thu hinh va ddu & tu thé thiang dung, cho dén anh
mau voi nhidu khuén mat ngudi trong cung anh, khuén mat
¢ quay mot goc nho, hay bi che khuat mot phan, va v6i anh
nén cta anh phirc tap nham dap ung nhu cau that sy can thlet
cua con nguoi. Bai toan nhan dién khuoén mat thuong gom
hai budc chinh: xac dinh khuén mat va nhan dang mat. Budce
xac dinh khuén mat nguoi 1a mét k§ thudt may tinh dé xac
dinh cac vi tri va cac kich thudc cia khudén mit trong anh bat
ky. K¥ thudt nay nhan biét cac dic trung khudén mat va bo
qua nhing thir khac nhu: toa nha, cdy cdi, co thé... Con
budc nhan dang mét nguoi la xac dinh danh tinh ty dong cho
timg anh ddi twong ngudi dya vao ndi dung ciia dnh va co s&
dir liéu cua khuoén mat nguodi da cé.

Hién nay dd c6 nhiu thudt toan khac nhau dé xac dinh
khudén mat cting nhu nhan dién khuén mat, mdi phuong phap
¢6 uu nhuge diém riéng. Mot vai phuong phap sir dung
duong vién, mot s6 khac tham chi phirc tap hon nhu sir dung
mang neural, bd loc...[6, 7]. Nhiing thudt toan ddi mat voi
nhitng van d& khac nhau, nhét 1a sy hai hoa gilta d§ chinh
xac va dg phtrc tap tinh toan. Thuc té cho théy, thuat toan
cho dd chinh xac cang cao thi thuong dd tinh toan cang phuirc

tap va yéu cau cao Ve dap tng phén ctng. Vi vay mot van de
dit ra trong thyc té, nhét 1a trong cac ing dung nho yéu cau
gia thanh thap, 12 1am thé nao vua lya chon dugc thuat toan
xtr 1y nhanh, thuc hién trén cac may tinh ciu hinh vira phai
ma van dat dugc do chinh xac chap nhan dugc. Nghién ciru
ndy tip trung vao bai toan thyc té 1a dua ra giai phap cho
mot bai todn nhan dién khuén mat dap ung thoi gian thuc
trén may tinh nhiing c6 gia thanh thap. Vi bai toan xac dinh
khudn mat, cac tac gia st dung thuat toan Haar Cascades dé
xac dinh khuén mat va thudt toan Eigenfaces dé nhan dién
khuén mat. Viéc xac dinh khuoén mat béng Haar Cascades
cho hiéu qua cao, viéc xac dinh duogc nhiéu khuén mat trén
cung mot hinh anh, tranh bé sot khuén mit can xir 1y.

Mat khac, hién nay trong hau hét cac nghién ciru vé nhan
dién khudén mat, cac dé xuét tap trung chu yéu vao bai toan
tang d6 chinh xac cda viéc nhan dién, dinh danh chinh xac
mdt nguoi nao d6 trong co s dir li¢u, ma it dé cap dén van
dé nhan dién truc tiép. Thyc té, viée phat hién khuoén mat
truc tiép ¢6 y nghia khi can chimg thyc hinh dnh twong tmg
la ctia nguoi dang xét, can dinh danh chi khong phai sao
chép cua nguoi do, vi du do anh in ra minh dugc dua vao
may quét. Viéc phat hién tryc tiép ndy c6 y nghia quan trong
trong vi¢c loai trir dugc kha nang c6 ké x4u lgi dung c6 duoc
hinh anh cta chu thé cia thanh vién dé truy nhap vao hé
thdng mot cach trai phép. Cac nghién ctru vé& phat hién truc
tiép khuon mat trude khi dua vao nhan dién trong cac img
dung dinh danh con it duoc quan tdm. Phuong phap chu yéu
dugc str dung hién nay 1a nhan biét thong qua sy chép mat
[8, 9]. Phuong phap nay tuy don gian nhung thuong co
nhuoc diém 14 can thu thap hinh anh trong mot thoi gian du
dé ude luong dugc kha nang cé su chdp mét xay ra, dan dé
kha ning chiam tr& trong viéc xur ly cia hé théng. Trong
nghién cru ndy, ching t6i dé xuat mot cach tiép can khac,
dya trén y tudng vé do nhip tim khong t1ep xuc thong qua su
thay doi cuong do sang cua anh. Cu thé, chuang t6i chi kiém
tra su thay d6i cuong do sang theo su thay d6i luu luong
méu trong mot thoi gian ngén, chi vai gidy ma van phat hién
duoc ngudi tryc tiép.

Vi bai toan nhan dang khuoén mat cia minh, yéu dé dap
ung thoi gian thuc, ching t6i lya chon thuat toan Eigenfaces,
day 1a phuong phap co ban, d& dang nhan dién dugc khudn
mit & mot khoang cach gan, cuong do 4anh sang du 1om.
Thuét toan chay trén hé may tinh nhung nho gon Raspberry
Pi. Thong qua camera, hinh dnh xac dinh c6 khuoén mat s€
duoc hé théng nhung x@ 1y, nhén dién, dinh danh tr d6 gui
di cac 1énh dé diéu khién co cdu chdp hanh chinh la mot
dong co. Ung dung diéu khién dong co thong qua mot Board
didu khién nhan [énh tir hé thong nhing. Ngoai ra con ¢d
khdi ngudn cung cap ngudn cho hé thong nhiing, Board diéu
khién va dong co Servo.

2. Xac dinh khudn mit tryc tiép va nhin dang
2.1. Xac dinh khuén mat

Trong nghién cuu nay, budc ddu tién sau khi thu thap
duogc anh tir camera la xac dinh dugc khudén mat trong budc
anh. Muc dich cua bude nay 1a tach ra khoi khung nén, phuc
vu cho viéc xir Iy cua khéi nhan dang phia sau, chinh vi diéu
nay ta co thé s dung b phan loai Haar cho vi¢c xéc dinh
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khuén mat, diéu nay cho phép xac dinh nhanh va chinh xéac
vung khudén mat, phuc vu tbt cho viéc nhén dang.

Hé théng xac dinh ddi twong 1a cho mot mang hinh anh

da biét kich thude dé quyét dinh xem cac dic tinh ndy xuét
phat tir mot d6i twong khong. Véi muc dich cho viée thuc
hién xé4c dinh dbi tugng, Haar Classifier [3, 5] 1a mot Iya
chon hop 1y dugc ap dung cho hé thong nay. Haar Classifier
mi hoa sy ton tai cua sy twong phan dinh hudng giita cac
ving trong hinh dnh. Mot thiét 13p cta nhiing dic tinh c6 thé
duoc st dung dé ma hoa d6 tuong phan dugc thé hién boi
mot ddi tuong.
Pac trung Haar dugc dung dé phan loai hinh anh déi tuong.
Tap déc trung nay xem xét nhiing vung hinh chir nhat cia
hinh anh va téng hop nhimg diém anh trong ving nay. Gia
tri thu dugc st dung dé phan loai hinh anh. Vi dy, ta c6 mot
co sO dit liéu hinh anh véi khuén mat nguoi va cac toa nha.
Didu d6 co thé néu ving mit va ving toc cta khudn mit
dugc xem xét, thi tong cic diém anh trong ving nay s& kha
cao dbi véi khuon mat ngudi va tily ¥ cao hodc thap cho cac
toa nha. Gia tri thir hai s& phu thugc vao céu tric cia toa
nha, moéi truong cua nod, trong khi cac gia tri cia no s€ it
nhiéu giéng nhau. Do d6, chung ta c6 thé phan loai tt ca cac
hinh anh c6 dac trung Haar (Haar-features) giéng nhau trong
vung hinh ch@t nhat nay trong mot pham vi gia tri nhét dinh
nhu 12 mot loai va nhitng ving nim ngoai pham vi nay &
ving khac. Piéu nay gin nhu c6 thé phan chia bo hinh anh
thanh nhitng anh c6 rat nhiéu khudén mat, mot vai tda nha
hay cac toa nha khac. Viéc nay co thé thyc hién lap di lap lai
dé phan chia cac nhom hinh anh.

Céc dac tinh Haar duoc st dung dé phat hién sy hién

dién ctia tinh nang d6 trong hinh anh nhét dinh. Mdi dic tinh
két qua trong mot gia tri don thu duoc béang cach trir tong
cac diém anh dudi hinh chir nhat mau trang tir tong cac diém
anh dudi hinh chir nhat mau den. Ap dung cac dic tinh Haar
vao hinh anh (ddc tinh bién, dac tinh duong, dac tinh trung
tdm) nhu trong hinh 1.
Viola va Jones [3] dd sir dung mdt cira s6 24x24 nhu mot
kich thudc cira s6 co ban dé bat dau woc luong nhimg dac
tinh nay trong mot hinh anh bat ky da cho Néu chung ta xem
xét tit ca nhimg tham sb c¢6 thé c6 cua cac dic tinh Haar nhu
quy mo vi tri va tinh toan.
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Figure 1: Cac dac tinh chinh ctia phan loai Harr. (a) dac tinh bién; (b) dac
tinh duong; (c) dac tinh trung tam.

c6 khoang 160 nghin dac tinh trong cira $6. Mo hinh phan
loai tang dugc str dung bao gom céc giai doan chua mét bo

phan loai manh. Vi viy, tAt ca cac tinh nang duoc nhém
thanh nhiéu giai doan, trong d6 mdi giai doan c6 mét sb tinh
nang nhit dinh. Cong viéc cua tumg giai doan dugce sir dung
dé xac dinh liéu mot cira sé phu co chéc chin khong phai la
khu6n mit hay khong. Mot cira s6 phu da duoc loai bo ngay
1ap tirc néu né khong chon loc thanh cong trong bat ky giai
doan nao.

2.2. X4c dinh ngudi true tiép thong qua nhip tim

Sau khi da tach duoc khudén mit tr cac buc anh thu thap
dugce nhu ¢ budce xac dinh khudén mit ndi trén, ta can kiém
tra xem khudén mat dua vao camera c6 that su la khuén mit
ngudi thyc té dang chup hay khong. Diéu nay thuc hién
nhim tranh tinh hudng c6 sy gian 1an khi c6 ddi twong cb
tinh dua vao camera mdt hinh anh khudén méat cua nguoi
trong co s& dit liéu nhung thyc ra la anh in hoac video chu
khong phai la mot nguoi thuc té can chup. Dé tranh tinh
hudng sir dung anh gia, mot s6 hé théng yéu cau nguoi chyp
thuc hién bleu cam nhu mim cudi, chép mit, ngoanh dau
qua lai. Mot sb hé thong khac thyc hién thém mot budce nhan
dién cam xuc, do vay c6 thé 1am cho hé thdng tré nén phirc
tap hon. Mot trong sb cic phuong phép duoc sir dung nhiéu
1a phuong phap phat hién chép mat [9]. Phuong phap nay co
uu diém 1 nhanh do thuat toan don gian nhung s& kho co
hidu qué trong trudng hop khong phat hién chép mit duge
do phan xa do kinh, 4nh sang hodc néu nguoi thuc khong
thyuc hién viéc chdp mét trong mot thoi gian vai gidy.

Trong nghién ctru nay, dé phat hién nguoi truc tiép, cac
tac gia dé xuat tinh toan ra nhip tim tir sy thay d6i cuong do
sang trén khu6n mét ¢ cac thoi diém lién tiép thong qua cac
anh chup. Y tuong nay Xuét phat tir qua trinh tim hiéu cac
nghién ctru gan day cho thay két qua kha quan cua phuong
phap ude luong nhip tim mot cach gian tiép thong qua sy
thay d6i cudong do sang trén khudn mit trong mét chu ky
tudn hoan cua tim [10, 11]. Theo cac nghién ctru nay, cac gia
tri biéu dién sy thay d6i cua cuong do sang trén khudn mat &
cac thoi diém khac nhau c6 sy twong quan véi tin hiéu do
xung nhip tim tir thiét bi do quang tr PPG (Photoplethys-
mography). Day la phuong phap do don gian khong xam lan
con goi la nong d6 mau théng qua nhimng bién dong gitra
truyen va phan xa anh sang. Ky thuat quang dién c6 thé cung
cép nhitng thong tin gia tri vé hé thong tim va mach méau nhur
1a nhip tim, sy bdo hoa oxy trong mau, huyét ap, tin hiéu
nhip tim. Pac bié¢t, PPG ludén luén st dung nguén anh sang
(vi du nhu @6 va/ hodc dudi dé) nhung nhiing nghién ctru
gan day di cho thdy riang k¥ thuat do nhip tim co thé dat
duge st dung may anh sb voi anh sang thong thudng xung
quanh nhu 12 ngudn 4nh sang. Tuy nhién, PPG dugc biét
dén 1a mot phuong phap rat nhay cam vé6i nhidu chuyén
dong va viéc khéc phuc nhiing van dé vé nhiéu nay la mot
trong nhitng van d¢ thach thirc nhat. Mot ky thuat dé loai bo
nhiéu tir tin higu sinh 1y d6 1 k¥ thuét taich ngudn mu bang
phan tich thanh phan doc 1ap (ICA).

Trong bai toan xac dinh nhip tim st dung PPG va theo sy
thay ddi cuong d6 sang trong khuén mat thi viéc xu 1y tin
hiéu 1a mot budc quan trong dé xac dinh chinh xac nhip tim
cla dbi trong can nghién ctru. Tuy nhién trong nghién ctru
ndy, chung ta chi s dung nguyén ly cua PPG dé xac dinh
nguoi thyc thong qua viée kiém tra sy thay 601 cua cuong do
sang trong mot vai gidy. Vi vdy ta s& khong can cac phuong
phap hau xir 1y tin hiéu phirc tap. Thay vao do ta chi can
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kiém tra xem néu sb 1an thay ddi cuong do sang trong mot
gidy vao khoang 5 dén 10 lan thi ta co thé két luan d6 la
nguoi thyc. Viée giam sat sy thay dbi cudong do sang nay
duoc minh hoa trong hinh 2. Trong vi du nay, ta gia st thu
thap dugc cac hinh anh khuén mat tr video dai 6 giay, véi
tong cong 180 frame. Trén hinh 2 minh hoa mét s6 hinh anh
khuoén mat ¢ giay thir ba. O mbi khuén mit, hinh anh mau
RGB (Red-Green-Blue) s& dugc tach ra thanh ba kénh, Red,
Green, va Blue.

Frame 80

] Frame 85 Frame 88 Frame 90
Anh
dau vao

Keénh
Red

Kénh
Green

Kénh f
Blue

Figure 2: Minh hoa sy thay déi mtrc xam trung binh trong khung hinh
khuén mit theo thoi gian. Video minh hoa trong 6 gidy gém 180 frame.
Céc gié tri mirc xam twong tmg trén cac anh timg kénh duoc thé hién trén
mdi hinh tuong tmg.

Sau d6 gia tri trung binh cua mtrc xam trén khudn mat (trong
khung chit nhat) ¢ ting kénh s€ dugc tinh toan. Nhu ta da
thy trén hang thtr 2, 3, va 4, cudng do sang thong qua mirc
xam cua khudn mit trong mot gidy da c6 sy thay di du mét
thudng cta chung ta khé nhan biét dwoc.

Su thay d6i cuong do sang nay 1a do ¢6 su thay doi khi
tim co bop, chinh vi vay dd thi mirc xAm cua anh chinh 1a do
thi ctia nhip tim. Sy thay ddi cua cuong d6 xam o trén cac
kénh trong vi du nay dugc biéu dién trén hinh 3. Qua hinh
nay ta thdy cac gia tri muirc xam da thay d6i theo thoi gian
tuong ung voi chu ky tuan hoan cua tim. Trong thyc thi, ta
¢6 thé xac dinh ngudi tryc tlep thong qua so6 lan thay dbi
cuong do sang cua cac frame bang cach 1y trung binh sb 1an
thay ddi cua ca ba kénh Red, Green, va Blue.

Kénh /\'\/\*\/\/\/\/\/”\/\/\/\A
Red

0 1 2 3 B 5 L}

Kénh

Greeu\/‘f\/J\/\/\/‘/\.,/\/\M
Keénh '\/‘/\/’V\/\/‘/\A’\[\w
Blue

Thcn glan (glay)

Figure 3: Céc tin hi¢u thé hién su thay dbi muc xam trung binh trong khung
hinh khu6n mat theo thoi gian trén timg kénh & hinh 2.

2.3. Nhin dang khudn mét trong co sé dir li¢u

Sau khi xac dinh dugc khuén mat 1a khudén mat that, ta sé
chuyén sang cong doan nhan dién, dinh danh khuén mat do
dya trén phuong phéap nhan dién téng thé ma cu thé 1a thuat
toan st dung Eigenfaces - khuén mat riéng.

K¥ thuét Eigenfaces (khuon mat riéng) sit dung viéc phan
tich nhitng thanh phan chinh cua hinh anh trén khuon mat.
Viéc phén tich nay giam thiéu dugc sé kich thude cua tap
dao tao gitip thuan tién hon cho viéc nhén dién. Eigenfaces
la mot tap cua nhiing vector riéng dugc s dung trong bai
toan thi gidc may tinh trong nhan di¢n khudén mat nguoi.
Hudng giai quyét str dung eigenfaces cho nhan dang di duoc
phat trién boi Sirovich va Kirby [12] va sau d6 dwgc Mat-
thew Turk va Alex Pentland st dung trong phan loai khuén
mit [13] dwoc coi nhu 14 sy thanh cong dau tién trong cong
ngh¢ nhén dién khuon mat. Nhing vector riéng duoc tinh
todn tir ma trén hiép phwong sai phén phdi xac sudt clia
khéng gian vector kich thuéc nhidu chidu cua nhig khuén
mat nguoi co thé chap nhan. Viéc coi mot birc anh dau vao
12 mot vector da chiéu s& gitip cho viéc xur 1y birc anh tré
thanh viéc xt 1y tinh toan trén vector trong dai s tuyén tinh.
Do anh dugc biéu dién trong khong gian hai chiéu thuong co
kich thudc 16n, dé cho viéc tinh toan c6 hiéu qua, can thiét
phai ¢6 budc giam sé chidu vector. Thuc té thuong st dung
phuong phap thanh phan chinh PCA (Principal Component
Analysis).

Muc tiéu ctia phuong phap PCA la giam s chiéu cia

mot tip cac vector sao cho van dam bao duogc tdi da cac
thong tin quan trong nhét. Didu nay c6 nghia 1a van giir duoc
K dac tinh mai tur cac thong tin chir khong phai gilt nguyén
K dic tinh ban dau, nhimng dic tinh m(’yi nay dugc suy ra tu
nhimg dic tinh cii. Néi mét cach ngin gon, muc tiéu cua
phuong phép PCA 14 tim ra mot khong gian v6i sb chiéu nho
hon khong gian cii ma céac truc toa dd cua khong gian méi
duoc xdy dung sao cho trén mdi truc, do bién thién dix liéu la
16n nhét c6 thé. Mot diém nita 1 cac truc toa do trong khong
gian mai luén dam béo truc giao d61i mot véi nhau.
Vector x ban dau c6 N chiéu, vector y mdi dugce tao thanh
chi c¢on K chiéu. Khi loai bo mot s6 thanh phén cua vector x
dé thu duogc vector y s& gdy ra sai s6, phuong phap PCA s&
¢b gang tim phép bién doi tuyén tinh T thoa man y = Tx sao
cho trung binh binh phuong 15i (MSE) 14 bé nhat.

MSE =13 (v~ ¥y M)
n iz

O day Y 12 mét vector véi n chiéu (du doan), Y la vector
dau vao ban dau.

Pé tim dugc phép bién ddi T, trudc hét ta goi M 1a vector
trung binh ctia tat ca cic vector X trong tdp mau. Ma tran
hiép phuong sai ciia cac phan tir x trong tap mau la C, duoc
tinh theo cong thirc:

C=$§@mefo
@)

Ngudi ta dd chimg minh dugc rang: Néu T 1a ma tran m
hang, mdi hang 1a mot vector riéng cua C, dong thoi m vec-
tor riéng nay phai Gmg v&i m tri riéng 16n nhat, khi d6 T
chinh 1a phép bién d6i thoa man sai s6 MSE nho nhat.

Phuong phap PCA quy vé viéc tim gid tri riéng va vector
riéng cuia ma tran hiép phuong sai C ctia tdp mau X. Sau do6
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ta chi giit lai K vector riéng 16n nhat dé lam co s¢ cho khong
gian méi. Cac budc thuc hién cua PCA c6 thé dugce liét ké
nhu sau:

Gia thiét x,, x, ,..., x,, 1 M vector N chicu.

Buére 1: Biéu didn moi anh /; thanh vector T,

Budc 2: Tinh vector khuén mat trung binh (mean face) v
theo cong thuc:

1 M
Y. =—)>T, 3
=22t @)
Budc 3: Tru vector khuén mat trung binh (mean face):
®,=T,-¥ “4)
Buéc 4: Tinh ma tran hiép phuong sai:
1 ¥ 1
C=—>Y DO > =— 44" 5
27 20 = )

Trong 46 A=[®®,..D,, ], C 1a ma tran cap N x N?

Sau khi da tinh dugc cac vector vi (c6 kich thudc Mx1), ta s€
dé dang suy ra duoc cac vector riéng u; (kich thude N?x1),
mong mudn can tim theo cong thirc:

u, = Av, (6)
Buée 5: Chi giir lai K vector riéng trong s6 M vector noi trén
(g voi K tri riéng 16n nhét), tat nhién K<<N2.

C6 thé chon K theo cong thirc sau:
K
2
i=1
N

>

Sau khi da c6 cac vector riéng nhd PCA, ta c6 thé biéu dién
cac khuén mat c6 san vao khong gian vector nhu sau: Moi
khuén mat @, trong tap huan luyén c6 thé duoc biéu dién

> Ngudng chon (thuong tir 0.9 dén 0.95).

lai thanh t6 hop tuyén tinh ctia K vector riéng c6 tri riéng 16n
nhat

K
q:Z%% @)
J=
Trong do: W, =u; D, 8)
Ta goi cac vector riéng u; la cac Eigenfaces (khuon mat
riéng). Nhu vay, tir bdy gio, moi khuén mat trong tap huan
luyén @, s& duoc biéu dién trong khong gian méi:

W)
Q=™ | veirLa..m
Wi
ulT.CDI,
Cuthétacs: Q= u; @,
uy @i

bé nhén dién moét khuén mat méi, ta goi do la khuén mat
chua xac dinh dugc danh tinh r (anh chinh dién dugc dua
vé kich thudc gidong trong tdp mau). Giai doan nhén dang

ndy gidng hét giai doan biéu dién anh khudn mit trong tip
mau. Ta thuc hién lan luot cac budc sau:

Buéc 1: Chudnhdar: @ =T — )
Diéu nay ciing trong tng nhu quy vector dau vao vé khong
gian voi géc toa d6 méi (géc toa d§ nay goi 1a meanface).
Buge 2: Biéu dién @ thanh o nhu sau:

ul @
Q- ul ®

u, @
Bugre 3:

Tim e, =min, [|[Q-Q'| (10)
Tuc 1a ta tim khuoén mat tha / trong tap mau c¢6 khoang cach
g?m nhét v6i khudn mit cin nhén dién.

Buée 4: Néu e<T; (T; 1a mot ngudng chon chép nhan duoc
nao do).

Tuc 1a anh khudén mit cAn xac dinh “du gén” voi anh cla
nguoi thw / trong tdp mau. Khi do, ta két luan d6 chinh 1a
khuon mat cua nguoi tha /.

3. Két qua thir nghiém
3.1. Thiét bi phin cirng

Cac thiét bi phan cimg duoc thiét ké voi myc dich tng

dung vao dong m¢ ctra tu dong nho nhéan dién khudn mat voi
gia thanh thip, nho gon c6 thé ap dung trong thuc té. Ung
dung c6 tich hop vi diéu khién dé co thé thay dbi cac thuat
toan linh hoat va tién ich pht hgp hon véi nhu cau va cong
nghé hién dai thoi nay.
Ung dung nhan dién khuén mat trong déng mé cua ty dong
hoat dong dua trén nguyén ly 13 s€ dinh danh khuon mat xuét
hién trong khung hinh camera tir d6 cho phép mé rdi déng
cua tu dong néu khudn mat xuét hién trong khung hinh cam-
era 1a thanh vién co trong co s& dir liéu cua tng dung. Pong
thoi thiét ké mot giao dién hién thi trén man hinh két néi véi
bd xir Iy trung tim cho ngudi dung c6 thé diéu khién va tu
thém thanh vién méi vao trong co s¢ dir li¢u. i kém tng
dung la mot sb chirc nang va tién ich dugc thiét ké nham
muc dich tién loi, phu hop véi viée sit dung nhu nhan thong
bdo qua tin nhan va server khi c¢6 thanh vién trong co s¢ dir
lidu truy nhap mé ctra, quan 1y dir liéu hay c6 thé dong mo
cua ty dong tr xa qua tin nhén.

Céc khéi chinh cua hé théng dong mo ctra dya trén nhéan
dién khuoén mat dugc mo ta trén hinh 4. Cac thiét bi chinh
gdm c6: Camera, may tinh nhiing, man hinh giao tiép véi
admin/user, boad diéu khién, va khéi co cdu chdp hanh.
Camera c6 chirc nang thu thap hinh anh, khung hinh g vé
may tinh nhing dé xu li, & day ta ¢ thé st dung Raspberry
Pi camera module. B6 diéu khién trung tim ¢ day sir dung
maéy tinh nhiing Raspberry Pi. Khi h¢ thong nhiung gém bo
mach Raspberry Pi va man hinh hién thi dam nhén viéc thyuc
thi thuat toan xur 1y anh bao gém xac dinh khuén mat va
nhan dién khuén mat théng qua thu vién OpenCV. H¢ théng
nhing cling ddm nhiém viéc gui di cac 1énh lam viéc voi
chudn giao tiép UART théng qua cac khdi vao ra dwoc tich
hop thiét ké co sin v6i Board diéu khién dé thyc thi didu
khién co cAu chdp hanh nhu dong co servo, coi chip....



Measurement, Control and Automation

57

Board diéu khién st dung chip STM32F103C8T6 dam
nhiém cong vi¢c xu 1y 1énh nhan dugc tir may tinh nhung va
xdy dung mot s6 chirc nang kém theo cho tmg dung. Mot s6
chtre ning chinh ciia Board diéu khién nhu sau: X li chudi
1énh nhéan dugc tir d6 cho phép dong co dong md cira; hién
thi thong tin giao tiép ; giri thong bao; md cira tir xa qua tin
nhin; coi chip bao hiéu khi cira dong mé hay c6 ngudi trong
dién kha nghi.

Trong khéi dleu khién con thyc hién mot s6 chire nang
khéc nham két ndi didu khién dong co va cac co chu chap
hanh khac nhu béo hi¢u, giao tlep va hién thi: nhu: Hién thi
mot $6 thong tin, trang thai cta ctra 1én LCD - Module Nokia
5510; thong bdo SMS, hay mé cua tur xa qua SMS bdi mod-
ule SIM900A; sao chép dit liéu khi can thiét v6i module
Micro SD; két ndi diéu khién dong co Servo thong qua Jack
cém c0i chip bdo tin hiéu nhan dang khu6n mit coi s& kéu
néu 1a thanh vién.. Khéi co cau chap hanh dong mo clra gdm
mo hinh ctra va Servo quay dong mé cira. Diéu khién goc
quay dong co bang xung phuong phap diéu ché do rong
xung PWM. Phuong phap PWM gilip tao ra nhing tin hiéu
xung vudng ma ta co thé diéu khién dugc ca duty cycle va ca
tan s6 néu can D01 Vi vige diéu khién goc quay dong co
RC servo, tan sb can cb dinh & 50Hz, thay déi duty cycle s&
thay doi goc quay dong co.

Admin, User

€e
» W)

Camera

!

Co cau
chap hanh

Board diéu khién

Figure 4: Céc khéi chinh cua hé théng déng mé ctra dua trén nhén dién
khubén mat.

3.2. Két qua phat hién khudn mit true tiép

Nhiam muc dich kiém tra xem khudén mat dua vao camera co
that sy la khuoén mat nguoi thuc té dang chup hay khong,
ngudi ta co the thyuc hién bang cach kiém tra chép mét hoic
st dung mét s6 thiét bi phu tro khac. Trong nghién ctru nay,
cac tac gia dé xudt phuong phap xac dinh khudn mat truc
tiép dua trén sy thay doi cuong do sang trén khuén mit nho
nguyén 1y vé sy thay doi cta luu lugng mau trong mot chu
ky tuan hoan cua tim.

Sau khi xac dinh dugc ving khudn mit, ta tién hanh
kiém tra sy thay ddi mic x4m trung binh cua cc hinh anh
lién tiép trong chudi video thu thap duoc trong vong 3 gidy.
Céc gia tri muc xam tuong Uung voi cudng dd sang & khudn

mat duoc tinh cho cd ba kénh mau R, G, B. Véi 30 anh thu
thap trong mot gidy, thuét toan s& kiém tra xem trong 3 gidy
d0, s6 1an thay d6i ciia cudng do sang trung binh trén khu6n
mit ¢6 16n hon 15 hay khong. Néu ding thi s& x4c dinh l1a
khubén mit that. Didu nay gitp loai trir kha ning co ddi
twong sir dung hinh anh gia mao va di chuyén qua lai hinh
anh do6, voi gia thiét 1a trong vong 3 gidy, kho co thé di
chuyén hinh anh gia bang tay t6i 15 lan.

Chung t6i thyc hién thu thap di ligu, kiém tra danh gia
viéc nhan biét khuén mat tryc tiép cua hé théng trén 25
nguoi khac nhau. Cu thé, 25 hinh khuén mat duoc in lén
giéy va 25 ngudi that. Ching t6i thuc hién ghi hinh video c6
d6 dai 3 gidy cho mdi khudn mit & thoi diém khac nhau dé
kiém tra su thay di tin hiéu cuong do diém anh trung binh.
Két qua cho thiy viéc phat hién nguoi that cho do chinh xéac
xap xi 95%. Trong khi d6, néu kiém tra bang viéc kiém tra
chép mat [8, 9], d6 chinh xé4c dat dugc chi & mirc 86% véi
thoi gian 3 gidy ké trén. Didu nay cho thdy, trong mot
khoang thoi gian ngén, c¢6 thé khong xuat hién sy chdp mat
clia d6i twgng trong khudn hinh, nhung sy thay d6i vé cuong
d6 sang trén khudén mit c6 thé duge phat hién ra . Két qua
thir nghiém cho thiy 13 néu ta ghi hinh trong khoang thoi
gian 1au hon, vi du tir 5 dén 10 gidy, ta c6 thé tinh ra nhip
tim, va phat hi€n khudén mat that véi d¢ chinh xac cao hon
nira. Tuy nhién néu tinh nhip tim thi thoi gian cén phai cho
doi dé mo cira s& lau hon vi cin phai tinh ca thoi gian ghi
hinh. Ddong thoi can thoi gian xtr 1y & bo loc thong trude khi
tinh ra cac diém cuc dai trén tin hiéu hodc bién d6i Fourier
nhanh FFT. Do véy thudt toan nay chi nén ap dung cho cac
tmg dung m& cira yéu cdu bao mait cao, va ciing yéu cau
phan cimg véi toe d6 xir Iy nhanh hon, din dén gia thanh cao
hon. Trong nghién ctru ndy, véi muc tidu hudng t6i 1a thiét
ké hé thong voi gia thanh thap ma van dap tng do chinh xéc
chap nhan duoc, ching t6i chi sir dung sy thay doi muc sang
dua trén nguyén ly cua thay d6i Iuu lwgng mau trong chu ky
tuan hoan. Két qua cho thay do chinh xac cua thuét toan cao
hon so véi phuong phap pho bién 14 phat hién chép mit.

3.3. Két qua nhén dién khuén mit

bé phuc vu cho bai toan nhan dang, trudc hét can xay
dung mot thu vién anh huén luyén. Thu vién huén luyén hé¢
thdng nhan dién gdm bo hinh anh positive va negative. Bo
positive chira nhitng hinh anh khuén mat ctia 25 thanh vién
do chung t6i ty thu thép. Cac hinh anh tir cac thanh vién nay
duogc chup kém theo véi tén tuong ung cua ho, trong do6 mbi
nguoi s€ duge chup 20 anh khuon mat ¢ cac thoi diém khac
nhau trong ngay. B hinh anh negative chtta 400 anh cua 40
nguoi la, 1a cac hinh anh lya chon ng?lu nhién tir cac b co s&
dir liéu vé khuén mat thuong dung trong linh vuc thi giac
may tinh nhu Yale Face Database, va Google Facial Expres-
sion. Nhu vay bo anh dung cho huin luyén bao gdom 900
anh, trong d6 c¢6 500 anh positive 1a cua thanh vién, va 400
anh negative 1a cua nguoi la. Nguoi quan 1y ciing c6 thé dé
dang bd sung thém céc tap anh cta thanh vién méi vao tap
huén luyén. Nho d6 bai toan co thé tang dd tin cdy véi so
lrong anh ting 1én. D¢ kiém nghiém thuét toan, ching toi st
dung 100 anh cua thanh vién va 100 anh khéng phai cua
thanh vién.

Céc budc thu thap anh tir camera, thuét toan xac dinh
khuén mit cling nhu nhan dién khuén mat dugc thyc hién
trén may tinh nhing Raspberry Pi, sit dung phan mém Py-
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thon. Thuat toan nhan dién khu6én mat trén thiét bi nhung
va tng dung trong dong mé ctra dugc minh hoa trén hinh 5.
Méi bét ddu sau khi khoi dong may tinh nhing cung Board
diéu khién va cdc module SIM900A, MicroSD, LCD-
Nokia5110, may tinh nhing khéi tao giao tiép camera
stream video, khdi tao giao tiép UART voi Board mach diéu
khién thong qua d6 diéu khién dong co Servo dé dong mo
ctra, dong thoi khoi tao Server quan 1y dit liéu lién tuc. Bang
viéc xac dinh khuén mat c6 trong khung hinh camera hay
khong ma tmg dung dua ra cac budc xir Iy twong tmg, néu co
khudén mat, vi¢c nhan dang danh tinh ngudi co trong khung
hinh dugc thyc hién. Thoi gian xtr 1y cho mot ddi tugng
trung binh khoang 5 gidy, trong d6 ldu nhét 1a thoi gian xac
dinh khuén mat that do phai thu thdp mot tdp hinh anh dé
tinh sy thay déi cuong d9 sang. Budc nhén dién s€ dua ra
danh tinh cua thanh vién hay xac dinh la nguoi la, tir d6 cap
nhat vao co s¢ dir liéu dong thoi mod ctra roi tu dong dong
ctra sau 1 phut di kem gri SMS thong béo.

| Khéi dong phan cimg ‘
[
Léy céc anh lién tiép tir
camera. Xac dinh khudn mat
va tinh nhip tim

Co trong co so
dix ligu?

Khong

Co l
v

Thong béo trén
man hinh

Mé cira If'Ji tir d6ng. cap nhat vao file
dit lidu dé truy cép vao server quan ly

[
<

Figure 5: Luu d thuét toan ctia bai toan nhan dién khudn mit trén may tinh
nhung cho tmg dung mo cura.

V6i bai toan nhén dién khu6én mét xem ngudi d6 c6 phai
o trong co s& dit li¢u dé cho phép md ctra hay khong, do
chinh xac dugc danh gia trén ca phuong dién positive va
negative: ) )

e Sai s0 positive 1a sai s0 cua viéc thanh vién nhung lai
nhén dién 1a nguoi la. Sai sb trung binh cua thuat toan
1a 17%.

e Sai s6 negative 1a sai s6 cua viéc thanh vién nay nhung
lai nhan dién la thanh vién khac. Véi két qua da thuc
nghiém thi sai sb nay khoang 4% , turc 1a nhan dién sai
khoang 1 nguoi trong s6 25 nguoi.

4. Két luan

Trong bai bdo nay, chung t6i da dua ra mot giai phap cho
bai toan nhan dién khuén mat truc ti€p va ung dung trong

dong mo cua ty dong. Cac hinh anh dugc thu thap truc tiép
thong qua camera va xu ly trén may tinh nhung. Céac khuén
mat sau khi da duoc xac dinh s€ dugc dua qua budc kiém tra
xem d6 13 khuén mait truc tiép hay 1a khuén mat gia tir
anh/video. Viéc kiém tra nay dugc thyc hién théng qua viéce
kiém tra sy thay dbi cia cuong dd sang cua anh, giong nhu
nguyén 1y do nhip tim bang phuong phép quang tir PPG.
Cudi ciing cac hinh anh da xac nhan la gwong mit truc tiép
s€ dugc dua vao nhén dang xem co6 phai 1a nguoi trong co so
dir liéu cho phép dugc di qua hé théng hay khong. Néu
nguoi duge nhén dién dugce xac dinh co6 trong co s& dir liéu,
hé thong diéu khién s& cho phép mé cira va luu vao co s dir
liéu. Hé théng duogc xay dung nho gon, gia thanh thép, co
thé thich nghi cho mot s6 tng dung khac nhu diém danh,
giam sat trong cac ho gia dinh, hodc 1a giam sat tai xé ngu
git.
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