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TOM TAT

Nghién ctru ndy danh gid viéc tmg dung cong nghé 4.0 trong quan 1y va van hanh tda nha, dong thoi
dé xuét cac giai phap hiéu qua nham nang cao hiéu suat quan 1y tai Viét Nam. Phuong phép nghién
ctru bao gdm téng hop tai liéu, phan tich cac bai bao va phong van chuyén gia d& nhan dién cac yéu
t6 anh huong dén viéc trién khai cong nghé 4.0 trong quan 1y toa nha. Két qua phan tich xac dinh 5
nhém yéu té chinh: tai chinh, ha ting k¥ thuat, nang lyc nhan sy, khung phép 1y, va an ninh mang.
Cac yéu td nay co mébi lién hé chat chg, tac dong dén kha nang trién khai déng bd va hi¢u qua cac hé
théng cong nghé 4.0 nhu IoT, Al va Blockchain. Nghién citu ciing trinh bay truong hop dién hinh
tai ky tic x4 Truong Cao dang Ly Ty Trong TP.HCM dé minh hoa tiém ning, thach thirc va giai
phap thyc té trong viéc ap dung cong nghé 4.0 vao quan 1y toa nha.

Twr khéa: Cong nghé 4.0, D6 thi thong minh, Hé théng BMS, IoT, Quan ly toa nha

ABSTRACT

This study evaluates the application of Industry 4.0 technologies in building management and
operation, and proposes effective solutions to enhance management performance in Vietnam. The
research methodology includes literature synthesis, academic article analysis, and expert interviews
to identify the key factors influencing the implementation of Industry 4.0 in building management.
The findings reveal five major factor groups: financial capability, technical infrastructure, human
resource competence, legal framework, and cybersecurity. These factors are strongly interconnected
and collectively affect the ability to deploy advanced Industry 4.0 systems such as IoT, Al, and
Blockchain in an integrated and effective manner. A case study of the dormitory at Ly Tu Trong
College in Ho Chi Minh City is presented to illustrate the potential, challenges, and practical
solutions in applying Industry 4.0 technologies to building management.

Keywords: Industry 4.0, Smart City, Building Management System (BMS), IoT, Building
Management

1. GIOI THIEU

Theo Klaus Schwab (2016), Cach mang
cong nghiép (CMCN) 1an thir tu 1a “sy hoi tu
giita cong nghé sd, cong nghé vat Iy va cong
nghé sinh hoc, tao ra nhitng thay do6i cin ban
vé cach con nguoi sdng, 1am viéc va twong
tac” [1]. Tiép can theo gdc nhin cong nghiép,
Xu va cac cong su (2018) cho rang CMCN 4.0
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dai dién cho “su chuyén ddi tr san xuAt tap
trung sang phi tap trung, dugc thuc hién nho
cac tién bd cong nghé dao nguogc logic san
xuat truyén théng” [2]. B6 sung thém, Larry
Mooney (2024) mo ta day la “cudc cach mang
ky thuat sb, tng dung cac thiét bi dién tir va
cong nghé thong tin dé tw dong hoa qué trinh
san xuat” [3].
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Trong thoi ky CMCN 4.0, xay dung do thi
thong minh (BTTM) da tr¢ thanh xu hudng
toan cau va Viét Nam khong nam ngoai lan
song ndy [4]. Cac thanh phd 16n nhu Ha Noi,
Ho6 Chi Minh va Da Néng dang trién khai cac
ké hoach phat trién DTTM nham téi uu hoa
nguén luc, cai thién chét lugng cudce séng va
thac day phat trién bén viing. Trong dé, quan
Iy va van hanh toa nha thong minh la thanh
phan cbt 151, gop phan nang cao hiéu qua su
dung ning lugng, an ninh va trai nghiém song
cta cu dan.

Cong nghé 4.0 bao gom IoT, Al Big Data,
dién toan dam may va Blockchain, mang lai
giai phap toi wu hoa quan 1y toa nha [5]. Cac
hé thong thong minh c¢6 kha ning giam sat,
phan tich va diéu chinh hoat dong theo thoi
gian thuc, giup gidam lang phi ning lugng,
tang hi¢u qua bao tri, nang cao an ninh va tao
moi trudng séng hién dai, tién nghi hon. Tuy
nhién, viéc ing dung cic cong ngh¢ nay tai
Viét Nam van con nhiéu thach thirc.

Trong bdi canh d6, nghién ctru vé ung
dung cong nghé 4.0 trong quan ly toa nha la
can thiét nham xac dinh cac yéu t6 anh hudng
va dé xudt giai phap kha thi. Truong hop dién
hinh tai ky tic x4 Trudng Cao dang Ly Tu
Trong TP.HCM dugc chon dé phan tich nham
minh hoa tiém ning va cach trién khai thyc
té. Nghién ciru khong chi gop phan nang cao
hiéu qua quan 1y toa nha ma con hd tro cac
muc ti€u phat trién PTTM tai Viét Nam, tao
nén tang cho moi trudng séng thong minh va
bén viing.

2. NOI DUNG VA PHUONG PHAP
NGHIEN CUU

2.1 Quy trinh thuc hién nghién cuu

Bude 1: Tong hop cac nghién ciru trude
day lién quan dé xac dinh xu hudng va bai
hoc kinh nghiém trong Uing dung cong nghé¢
4.0 vao quan ly toa nha. Tac gida xem xé&t cac
nghién ctru thyc hién tai cac nudc dang phat
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trién (wu tién bdi canh Viét Nam) trong 5
nim gan day nhat trén co s¢ dir liéu Google
Scholar, Web of Science va Scopus va dir li¢u
tap chi trong nudc. Dir liéu ban dau cho thiy
54 cong trinh nghién ctru. Sau khi doc va xem
x¢ét, tdc gid lya chon 17 cong trinh tiéu biéu
dung trong nghién ctru nay. Ti€u chi lya chon:
(i) mac d6 lién quan truc tiép dén Gmg dung
cong nghé 4.0 trong quan ly/van hanh toa nha;
(ii) mirc d6 trién khai (mé hinh, kién trac hé
thong, quy trinh van hanh/bao tri, dir liéu);
(iii) tinh dai dién vé nhém cong nghé (IoT/
Al/BigData/Cloud/ Blockchain) va bdi canh
tuong déng Viét Nam. Miac du cach luge sur
nay con nhiéu han ché nhung budc dau giup
tdc gia lam rd cac khai niém va nghién ciou
mot s6 md hinh dp dung cong nghé 4.0 dién
hinh cho quan ly toa nha.

Nghién ciru trede ddy lién quan

l

Thurc trang cong tac ung dung cong
nghé 4.0 trong quan 1y diéu hanh toa
nha (mét s6 toa nha dién hinh)

|

Phong vén cac chuyén gia

.\Than dang cac yéu 16 anh huong
dén cong tac ung dung cong
nghé 4.0 vao quan 1y téa nha

4
—b{ Xac dinh cac yéu t6 anh huong |

Dé xuit cac bién phap |

Vin dung vao téa nha cu thé

Hinh 1. Quy trinh nghién ctru

Buoc 2: Panh gia thyc trang cong tac
tmg dung cong nghé 4.0 trong quan 1y diéu
hanh toa nha thong qua cac toa nha dién hinh.
Ngudn dir lidu bao gébm hd so/website chinh
thie cua chi dau tu hodc don vi van hanh, cac
tai liéu cong b lién quan dén hé thdng quan ly
toa nha, va cac ngudn cong khai dang tin cay
dung dé dbi chiéu. Tac gia thu thap thong tin
9 dy 4n dién hinh tai khu vuc thanh ph6 Hb
Chi Minh thong qua dir liéu du an cong bd; va
phan loai cac muc d ap dung cong nghé 4.0
trong quan 1y toa nha theo 4 murc do dudi day.
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Bang 1: M6 ta mirc 6 chuan hoa cong nghé

Pinh nghia

Muc do 21,
; chuan hoa

Dac trung
cong nghé

Van hanh chi yéu bang thu cong hodc
ban thu cong; CNTT chua dong vai

0 - Truyén thong
tro trung tam.

Khong c6 BMS; ghi chép thi cong; xtr
1y su ¢ mang tinh phan tmg; dir liéu
khong duoc luu trir c6 hé théng.

Bit dau ing dung cong nghé sb dé hd
trg van hanh, nhung cac hé théng con

1 - SO hda co ban
roi rac.

BMS co ban; CCTV; thé tir; phdn mém
riéng 1¢ cho timg hé thong; chua tich
hop dir ligu.

2 - Tich hgp thong

Céc hé thong ky thuat dugc tich hop
va giam sat tap trung, hd trg diéu

IBMS; smart parking; IAQ sensors;
Energy Management System;

minh o , oA
hanh hiéu qua. dashboard giam sat tap trung.
3 - Van hanh Van hanh dya trén dir liéu, huéng dén  Phan tich dit liéu van hanh; ti vu nang
N t6i wu hoa higu suat, chi phi va trai lugng; canh bao sém; hd tro ra quyét
thong minh (4.0)

nghiém nguoi dung.

dinh dya dir li¢u.

Buée 3: Nhan dang cac yéu td anh huong
dén hiéu qua ung dung cong nghé 4.0 trong
quan ly toa nha.

Burée 4: Phong véan cac chuyén gia dé thu
thap y kién vé cac yéu t6 anh hudng va cac
giai phap trién khai. Dit liéu tir 19 chuyén gia
thude 10 linh vuc chuyén mon (kinh nghiém
chu yéu 5-15 nam) duoc tong hop dé dam bao
tinh da chiéu va can bang.

Burée 5: Van dung két qua nghién ctru vao
mot toa nha cu thé nham danh gia kha ning
va muc do ap dung cac cong nghé 4.0 trong
thuc tién quan 1y van hanh; trén co so do, dé
xuét cac giai phap cai thién va thuc day viéc
trién khai hiéu qua cong nghé 4.0 trong quan
1y tda nha.

2.2 Quy trinh thuc hién phong van chuyén
gia

Buée 1: Xac dinh muc tiéu phong van va
xay dung bd cau hoi nghién ctru phu hgp, lam
15 thong tin cn thu thap thong qua cac cau hoi
mo va dong.

Buoc 2: Lya chon chuyén gia dap ing tiéu
chi nghién ctru va tién hanh phong van theo ké
hoach di thong nhit, bao dam ghi nhan day
du noi dung trao ddi. Cac chuyén gia dugc lya
chon theo phuong phap chon mau c6 chi dich,
vdi tiu chi: (1) chuyén mon phu hop; (ii) kinh
nghiém toi thiéu 5 nam, da sé dat 6-15 nam;
va (iii) da/dang tham gia trién khai, van hanh
hoic ra quyét dinh lién quan dén cac hé thong
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toa nha thong minh (BMS/IBMS/EMS, 1oT).
Phong van duoc thuc hién két hop truc tiép
va truc tuyén (theo diéu kién chuyén gia). Dé
tang do tin cdy, nghién ctru 4p dung dbi chiéu
tam giac gitra dir liéu phong van, tong quan tai
liéu va dir liéu dy 4n; thuc hién chuan héa bién
ban va kiém chung lai tom tat két qua voi mot
s6 chuyén gia tham gia tryuc tiép.

Buée 3: Phan tich va tong hop thong tin
thu thap dugc tir cac cudc phong van. Nhom
tac gia st dung phén tich chii dé: (i) chuan hoa
bién ban/ghi chu phong van; (ii) ma hoa mé
cac ¥ kién lién quan dén diéu kién trién khai,
rao can va giai phap; (iii) ra soat, hop nhat va
d6i chiéu chii dé giira cac nhom chuyén mon;
(iv) tong hop thanh cic nhom yéu t6 chinh
va ddi chiéu vé6i két qua téng quan tai liéu va
dir liéu du 4n dé ting do tin cdy. Tiép theo
d6 nhom tac gia rat ra nhing két luan va kién
nghi cho nghién ctu.

2.3 Han ché nghién ciiu

Tht nhét, dir liéu du an chu yéu tap trung
tai thanh phd H5 Chi Minh, do d6 c6 thé phan
anh bdi canh d6 thi 1én véi mirc d6 san sang
cong nghé cao hon, va chua dai dién dﬁy dua
cho céc dia phuong khac.

Tha hai, nghién ctru c6 mét truong hop
dién hinh (ky tac x4a) dugc phan tich sau; tuy
gitip 1am 13 co ché trién khai trong méi trudng
van hanh dic thu, nhung khong nén dién giai
nhu dai dién cho toan b nhom cong trinh dan
dung - thuong mai.
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Thir ba, viéc phan loai muc do ap dung
0-3 duya trén thong tin cong khai c6 thé din toi
mot sb sai 1éch khi dir liéu chua day du.

Do d6, nghién ctru hudng toi khai quat hoa
va cung cap khung tham chiéu cho bdi canh
tuong dong, dong thoi goi mé cac nghién ciru
tiép theo trong tuong lai.

3. KET QUA NGHIEN CUU

3.1 M6 ta dac trung dir liéu

Nham thyc hién danh gia thuc trang Gng
dung cong nghé 4.0 trong quan 1y diéu hanh
toa nha, tdc gia da thu thap thong tin tai cac
du an trong khu vuc TP. Ho Chi Minh. Cac du
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4n duoc chon theo phuong phap chon mau cé
chu dich nhdam minh hoa phd mirc d6 ap dung
(0-3) va tinh da dang vé hé thdng/loai hinh
cong trinh. Ngudn dit liéu bao gdm hd so/
website chinh thirc cua chi dau tu hodc don
vi van hanh, céc tai lidu cong bd lién quan dén
hé théng quan 1y toa nha (BMS/IBMS/EMS,
IAQ) va cac ngudn cong khai dang tin cay
dung dé dbi chiéu. Viée gan muc dugc thuc
hién dua trén cac bang chimg cong khai t6i
thiéu cua timg du an; trong trudng hop thiéu
thong tin, nhom tac gia giltt phan loai & murc
than trong hon.

Bang 2: Thong ké toa nha ing dung cong nghé 4.0 trong quan 1y diéu hanh

TT Tén du an Mo ta mue d6 ap dung cong nghé 4.0 Mic @0
The Nexus Tower T‘rleri kh?.l hé ‘Flzlong quan ly‘dong’bo (]’BMAS), hé thor’lg d? x? .
1 (Quan 1) va h¢ thong kiém soat ra vao; giam sat tap trung cac h¢ k§  Cap 2
- thuat phuc vu diéu hanh va t6i wu van hanh co ban.
Deutsches Haus 0 1o h bing BMS, tich hop chiéu sang (HVAC) - nang .,
2 Ho Chi Minh City . A . A DI S G Cap 2
N luwgng; hudng dén hi€u qua van hanh va phat trién bén viing.
(Quan 1)
Vietcombank Ung dung BMS két hop cam bién chat lugng khong khi (IAQ)
3 Tower va hé thong giam sat (CCTV IP); dir liéu moi truong hd trg  Cép 2
(Quan 1) diéu chinh HVAC.

4 Bitexco Financial BMS toan dién, giam sat thiét bi, canh bdo su c¢b va lap lich Cin 3
Tower (Quan 1) bao tri; str dung dir liéu lich st dé t6i wu van hanh. P

s Saigon Centre ~ Hé thng BMS, hé théng chiéu sang LED, HVAC tiét kiém Céo 2
Tower 1 (Quédn 1) nang lugng; dir licu hd tro kiém soét tiéu thu nang luong. P

6 Saigon Centre Tich hop BMS va hé théng thang méy (PORT), kiém soat truy Cip 2
Tower 2 (Quén 1)  cap theo nguoi dung, tdi wu luéng di chuyén trong toa nha. P

Saigon Times BMS thong minh két hop kiém soat ra vao va CCTV; dit liéu Cip 2
Square (Quan 1)  chu yéu phuc vu giam sat va diéu hanh hang ngay. P

2 Saigon Marina BMS, kiém soat ra vao va camera giam sat 24/7; quan ly tap Cip 2
IFC (TP.HCM) trung an ninh va hé théng k¥ thuat. P

9 OneHub Saigon ~ Hé théng quan 1y ning luong (EMS), dat ching nhdn xanh Cép 3

(TP. Thu Dirc)

LEED Silver; theo doi, phan tich va tdi wu tiéu thu nang luong.

Trong nghién ctru vé Gmg dung cong nghé
4.0 trong quan 1y va diéu hanh toa nha, tic gia
da tién hanh phong van 19 chuyén gia dén tir

10 linh vyc chuyén moén lién quan, bao phu
toan dién cac khia canh cong ngh¢, quan ly, k¥
thuat va chinh sach.

Béng 3: Thong ké ddi twong phong van

Linh vuc chuyén mon S6 lugng 5-10 ndm 10- 15 > 15 nam
Cong nghé thong tin va truyén thong 0 2 0
Quan ly va van hanh toa nha 0 3 0
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Tai chinh va dau tu 2 2 0 0

Phap 1y va quy dinh 2 2 0 0

Nang luong va moi trudng 3 3 0 0

K¥ thuat xay dung va hé théng co dién 2 0 2 0
Kién trac su va thiét ké toa nha thong minh 2 0 2 0
Quan 1y mdi trudng va phat trién bén viing 1 0 1 0
An toan va suc khoe 2 2 0 0

Téng cong 19 9 10 0

Céc chuyén gia c6 kinh nghiém trung binh
tr 6 dén 15 nam, trong do nhiéu linh vuc chu
chét nhu cong nghé thong tin & truyén thong,
quan ly van hanh toa nha, ky thuat xay dung
- co dién - tu dong hoa va kién tric toa nha
thong minh ¢ su tham gia ciia nhidu chuyén
gia day dan kinh nghiém (ttr 12-15 ndm). Bén
canh d6, nghién ciru cling ghi nhan ¥ kién tir
cac chuyén gia vé phép 1y, nang lugng - méi
truong, an toan - stc khoe va phat trién bén
virng, gop phan dam bao goc nhin da chiéu va
can bang.

3.2 Nhdn dang xu huong ap dung cong
nghé 4.0 trong quan 1y va diéu hanh toa nha

Két qua tir cac nghién ciru trong va ngoai
nuéc cho thiy cong nghé 4.0 dang tao nén
nhiing thay ddi sdu rong trong quan ly va van
hanh toa nha, tro thanh nén tang ct 15i cia
cac mo hinh d6 thi thong minh (BPTTM). Theo
Klaus Schwab, Cach mang cong nghi¢p 4.0
1a giai doan hop nhit cac cong nghé s6, vat
Iy va sinh hoc, lam mo¢ ranh giéi gitta con
nguoi va may moc [1]. Cac cong nghé¢ then
chdt nhu tri tué nhan tao (AI), Internet van vat
(IoT), dit liéu 16n (Big Data) va chudi khdi
(Blockchain) dong vai tro quyét dinh trong
vi€c nang cao hiéu qua van hanh toa nha ciing
nhu quan tri do thi.

Tri tu¢ nhan tao (Al) dugc mo ta theo
nhiéu goc tiép can khac nhau. Bellman (1978)
dinh nghia Al 1a qua trinh “tu dong hoa cac
hoat dong phu hop véi tu duy con ngudi nhu
1ap luan, ra quyét dinh va giai bai toan” [6].
Rich va Knight (1991) cho rang Al nghién
ctru cach gitp may tinh thyc hién cac nhiém
vu ma trude day con nguoi lam tot hon may
tinh [7], trong khi Russell va Norvig (2009)
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nhan manh vai tro cua kha nang hoc tap va
ra quyét dinh thong minh cta hé thong [8].
Trong quan 1y toa nha, AI hd trg tyr dong hoa
qua trinh diéu khién thiét bi, du doan su ¢d, toi
uu hoa nang lugng va nang cao an ninh.

Internet van vat (IoT) dugc Khodadadi va
céc cong su (2016) xem 1a mang ludi cac thiét
bi vat Iy két ndi Internet, c6 kha nang thu thap,
truyén tai va phan hoi dir liéu theo thoi gian
thuc [9]. Mang IoT trong toa nha thong minh
cho phép tich hop cac cam bién, bo dicu khién
va nén tang giam sat, gitip nha quan 1y véan
hanh thiét bi tir xa mot cach hiéu qua.

Dt li¢u 16n (Big Data) dong vai tro phan
tich va trich xuat thong tin tir khéi dir liéu 1om,
da dang va thay ddi lién tuc. Nho do, hé théng
quan 1y c¢6 thé nhan dién xu huéng hoat dong
ctia toa nha, du bao nhu ciu ning luong, phat
hién bat thuong va hd trg ra quyét dinh dua
trén bang chung.

Trong khi do, cong nghé Blockchain cung
cap co ché luu trit dir liéu phan tan, dam bao
tinh minh bach va bao mat cua cac giao dich
va hop ddng s6, dic biét quan trong trong
quan ly thong tin cu dan, thanh toan dich vu
va kiém soét truy cap.

Cac dinh nghia qudc té vé PTTM déu
nhan manh tdm quan trong ciia cac cong nghé
trén. Theo Ramaprasad va céac cong su (2017),
DTTM la su két hop dong b giita cong nghé,
chinh quyén va xi hoi dé tao nén nén kinh té
thong minh, moi truong thong minh, con nguodi
thong minh va quan tri thong minh [10]. De
Guimaraes va cac cong su (2020) nhan manh
DTTM st dung cong nghé thong tin va truyén
thong (CNTT&TT) dé ning cao chat luong
song, kha nang lam viéc va bao dam phat trién
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bén virng [11]. Kaiser va cac cong su (2025)
tiép can DPTTM dudi goc d6 bén vimng, hudng
t61 toi uu hoa dich vu cong, nang cao hiéu qua
quan 1y va dam bao kha ning dap ing nhu cau
lau dai cia cu dan [12].

3.3 Mé hinh qudn Iy toa nha bang céng
nghé 4.0 dién hinh trén thé gidi

Trén co s& tong quan cac nghién ctru trude
day, tac gia nhan dinh rang mdi mo hinh quan
Iy toa nha dugc dac trung boi nhitng nhom
cong nghé riéng biét, duoc lwa chon va trién
khai nham dép tmg cac muc tiéu quan 1y cu thé.

Mo hinh tich hop IoT va Al nbi bat nhd
kha ning két ndi toan dién va phan tich thong
minh. [oT gitp thu thép dit li¢u thoi gian thuc
tir cam bién vé nhiét do, anh sang, an ninh va
tiéu thy nang lugng, trong khi AI xir 1y va t6i
uu hoa dir li¢u nay. Cong nghé tri tué¢ nhan tao
lai bién (Edge AI) dic biét ndi troi, cho phép
xtr 1y dir liéu ngay tai thiét bi ma khong can
giri dén dam may, gitp giam do tré va ting
tinh bao mat. Vi duy, tdoa nha Intempo & Tay
Ban Nha tich hop IoT va Al dé ty dong hoa
hé thdng diéu hoa HVAC va anh sang, dong
thoi phat hién hanh vi bat thudng qua camera
thong minh [13].

M6 hinh toa nha tu cung tu cip ning lugng
ap dung cac cong nghé nang lugng tai tao
nhu pin mat trdi, niang luong gié va hé théng
lwu trit pin tién tién. Cac toa nha nhu Bullitt
Center tai My va Edge ¢ Ha Lan khong chi
tan dung nang lugng tai tao ma con sur dung
hé thdng quan 1y ning lugng thong minh [14,
15]. Hé thdng nay st dung dit liéu IoT va Al
dé toi wu hoa viée sir dung ning luong, dong
thoi két ndi vai ludi dién quc gia dé trao doi
nang luong khi can thiét, ddm bao hiéu suét
hoat dong lién tuc va bén viing.

Mo hinh toa nha két ndi cong dong st
dung cac nén tang k¥ thuat sd va cong nghé
IoT dé thiic day su twong tac gitta cu dan. Cac
nén tang nay cho phép cu dan tham gia céac su
kién xa hoi, chia sé tai nguyén nhu phong hop,
khong gian 1am viéc hodc xe dap. Vi du, The
Collective Old Oak ¢ London cung cép phong
gym, khu bép chung va cac su kién cong dong
dé ting cudng két ndi cu dan [16]. Cong nghé
Al trong md hinh nay con dy doan nhu cau
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va go1 y cac dich vu phu hop, nng cao trai
nghiém song.

Mo hinh toa nha ty hoc va thich ung tich
hop Al va hoc may (ML) dé phan tich dir
lidu lich su, tr d6 du dodn va dép Ung nhu
cau tuong lai. Toa nha Edge tai Amsterdam,
va IBM Watson [oT HQ tai Munich tng dung
cong nghé nay dé quan 1y théng minh hé
thong HVAC va 4nh sang, tu dong diéu chinh
theo thoi quen nguoi dung [17]. HE thong tu
hoc nay con gitp phat hién som cac van dé
ky thuat, t5i uu hoa bao tri va tiét kiém ning
luong dang ké.

Céc cong nghé ndi bat trong cac md hinh
nay khong chi cai thién hi¢u qua van hanh ma
con thic déy su bén virng va hién dai héa do
thi. Chung dong vai tro quan trong trong viéc
xdy dung cac d6 thi thong minh, dép trng nhu
cdu ngdy cang cao cta cu dan.

3.4 Tinh cdp thiét trong viéc g dung
cong nghé 4.0 vao quan Iy vdn hanh toa nha

Theo ¥ kién nhéan dinh tir 19 chuyén gia
thi dé xay dung hé thong hidu qua thi can c6
nhiing dé xuét mang tinh toan dién, thuc tién
va linh hoat trong trién khai, bao gdm:

Tinh toan dién va tich hop: Giai phap
quan 1y can tich hop cac hé théng khac nhau
nhu quan 1y nang lucmg, an ninh, giém sat va
bao tri vio mdt nén tang duy nhat. Dleu nay
gitip tdi wu héa hoat dong va cung cip goc
nhin toan dién vé tinh trang toa nha.

Tinh thong minh va tw dong hoa: Cong
nghé can hd tro cac hé théng thong minh nhu
cam bién IoT, tri tué nhan tao (AI) va phan
tich dir liéu 16n (Big Data) dé ty dong hoa quy
trinh, phat hién van dé sém va dua ra quyét
dinh nhanh chong, chinh xac.

Tinh tién loi va trai nghiém nguoi dung:
Hé théng phai d& sir dung, cung cép giao dién
than thién va ho trg nguoi dung trong viéc truy
cap thong tin, kiém soat va quan 1y cac thiét
bi tir xa qua cac ing dung di dong hoac web.

Tinh bao mat va an toan: Viéc dam bao
bao mat dir liéu va an toan hé théng la yéu td
quan trong. Can ap dung cac bién phap nhu
ma héa, kiém soat truy cdp va gidm sat lién tuc
dé bao vé thong tin va ngan chin rui ro.
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Tinh kinh té va hiéu qud: Giai phap can
mang lai gia tri kinh té thong qua viéc giam
chi phi van hanh, tiét kiém nang lugng va ting
hiéu sut quan 1y.

Tinh bén virng: Hé thong phai hd trg cac
muc tiéu phat trién bén viing nhu tiét kiém
nang luong, giam khi thai va st dung hi¢u qua
tai nguyén, gop phan bao vé méi truong.

3.5. Rao can va thach thirc trong viéc ung
dung cong nghé 4.0 vao quan ly toa nha

Hi¢n tai, viéc ung dung cong ngh¢ 4.0
vao quan Iy va diéu hanh toa nha tai Viét Nam
dang gip nhiéu thuan lgi nhung ciing khong it
thach thuec.

Thir nhét 14 yéu t6 kinh té, bao gdm chi phi
dau tu ban dau, hiéu qua kinh té va kha ning
hoan vén ctia cac du an. Pay 13 rao can 16n nhat
ddi véi nhiéu chi dau tu, ddc biét 1a céc toa nha
tam trung hodc c6 ngudn von han ché.

Thir hai, yéu t6 nhan sy dong vai tro quan
trong, bao gdm nang luc chuyén mon cua doi
ngii k¥ thuat va su sin sang trong viéc hoc hoi,
thich nghi vé1 cong nghé mai.

Thu ba ha tang cong ngh¢ ciing ducc coi
1a mot yéu td quyét dinh, bao gdm sy san co
cta cac thiét bj [oT, AL va mang ludi internet
toc do cao.

Thu tu, khung phép ly anh hudng truc
tiép dén viéc trién khai cong nghé, trong d6
cac tiéu chuan k¥ thuat va quy dinh quan Iy
con chua dong bo, dan dén sy lung ting trong
qua trinh trién khai.

Cudi cung, yéu t6 an ninh mang 13 mot
thach thirc 10n khi cac hé thdng cong nghé
ngay cang phu thudc vao internet va dir licu,
dan dén nguy co bi tan cong mang hodc 1o ri
thong tin.

4. PE XUAT GIAI PHAP UNG DUNG
CONG NGHE 4.0 VAO QUAN LY VAN
HANH TOA NHA VA NANG CAO HIEU
QUA SU DUNG

Dé thuc déy viéc img dung cong nghé 4.0
vao quan 1y va van hanh toa nha, cin c6 nhirng
giai phap cu thé va kha thi. Cac giai phap sau
duoc dé xuét dua trén thuc trang, phan tich
cac nhan t6 anh hudng, va kinh nghiém tir cac
dy én dién hinh:
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Thir nhat, Chinh phii can ban hanh dong
thoi cac co ché khuyén khich va yéu cau bat
budc nhiam thic day viéc ap dung cac hé thong
quan ly toa nha theo dinh hudng Cong nghé
4.0. Cu thé, Nha nudc co thé ap dung cac
chinh sach vu dai vé thué, tin dung hodc hd
tro ky thudt dbi véi cac du an dau tu trién khai
hé thdng quan 1y toa nha thong minh (BMS/
IBMS, quan ly nang lugng, giam sét moi
truong trong nha). Song song do can tumg
budc dwa cac yéu cau t6i thiéu vé mirc do sb
hoéa va tich hop hé thong quan 1y van hanh vao
hé thdng tiéu chuan, quy chuan ky thuat doi
voi cac cong trinh méi va cac toa nha co quy
mo 16n, nham dam bao hiéu qua van hanh, tiét
kiém ning luong va phat trién bén viing trong
dai han.

Thér hai, can wu tién nang cp va trién
khai hé théng quan 1y ning lugng thong minh
(Energy Management System - EMS) trong
céc toa nha. Thuc tién cho théy, Landmark 81
tai TPHCM d3 ap dung hé thong EMS tich
hop cac cam bién IoT nham theo ddi mc tiéu
thu di¢n nang theo tung khu vuc chirc nang.
Trén co sé dir liéu thu thap duoc, hé thong
cho phép tu dong diéu khién thiét bi dién khi
khéng c6 nhu cau st dung, du bao nhu cau
ning luong theo cac khung gid cao diém va hd
trg dé xuat cac phuong an sir dung niang luong
t6i wu. Cach tiép can ndy goép phan nang cao
hiéu qua str dung nang lugng, gidm chi phi
van hanh va ting tinh bén viing trong quan 1y
toa nha.

Thir ba, can thuc day trién khai cac hé
thdng an ninh théng minh tich hop cong nghé
Al va IoT trong quan 1y - van hanh toa nha va
khu d6 thi. Thuc té cho thay, tai mot sé khu
do6 thi hién dai nhu Vinhomes Smart City, h¢
théng an ninh di Gng dung cong nghé nhan
dién khuon mat, camera Al phan tich hanh vi
va cac thiét bj [oT dé giam sat khong gian cong
cong va khu vuc chiic nang quan trong. Cac
dir liéu thu thdp dugc dugc tmyén vé trung
tam diéu khién tap trung, cho phép phat hién
som va xtr 1y kip thoi cac tinh hudng rui ro
nhu x4m nhap trai phép, hanh vi bt thuong,
chay no hodc vi pham kiém soat truy cap. Viéc
tich hgp Al va IoT trong an ninh khong chi
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nang cao murc do an toan, ma con gép phan
giam phu thudc vao giam sat thi cong va nang
cao hiéu qua quan 1y tong thé.

Thi tu, can xdy dung va trién khai nén
tang quan ly cu dan va van hanh tda nha thong
qua tng dung di dong nhu mot kénh tuong tac
s6 hoa chu dao. Nén tang nay cho phép cu dan
tiép can va quan 1y cac dich vu thiét yéu nhu
tra ctru phi quan 1y, hoa don dién nudc, thong
b4o van hanh, dong thoi giri yéu cau sira chira
hodc phan anh cac van dé phat sinh truc tiép
dén ban quan 1y. Thong qua viéc tap trung hoa
dir liéu va chuan héa quy trinh xr 1y trén nén
tang s, ung dung di dong gop phan nang cao
tinh minh bach, cai thién tbc d6 phan hoi va
tang hiéu qua phdi hop giita cu dan va ban
quan ly trong cong tac van hanh toa nha.

Thir ndm, can ting cudng cac bién phap
bao mét nham chi dong tmg phé voi cac moi
de doa an ninh mang trong quan ly va van
hanh toa nha s6 hoa. Thuc tién quéc té cho
théy, tai Singapore, nhiéu tdoa nha va khu dé
thi théng minh da trién khai mé hinh bao mét
da 16p, két hop cac giai phap xac thuc, ma hoa
dir liéu va cong nghé blockchain trong quéan ly
thong tin cu dan. Céch tiép can nay gitp dam
bao tinh toan ven, minh bach va kha nang truy
vét dit liéu, dong thoi giam thiéu nguy co 1o ri
hoic can thiép trai phép vao cac hé théng quan
1y. Viéc chu trong an ninh mang dugc xem la
diéu kién tién quyét dé duy tri niém tin cia
ngudi sir dung va bao dam tinh bén vimng cta
mo hinh quén 1y toa nha 4.0.

Cudi cung, viéc ap dung cac giai phap
nang lugng tai tao, dac biét 1a dién mat troi,
c6 tinh kha thi cao dbi voi cac toa nha dan cu
va thuong mai tai Viét Nam. Mo hinh trién
khai tai FPT Complex Pa Néng cho thiy hé
thdng pin mat troi trén mai c6 thé duoc tich
hop hiéu qua vao ha tz‘ing toa nha hién hiru,
giup gidm chi phi van hanh dai han va tang
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mirc d6 tu cha niang luong. Vi diéu kién burc
xa mit troi thudn loi tai cac khu vue nhu mién
Trung va mién Nam, mo hinh niy hoan toan
¢6 thé dugc nhan rong, dic biét khi két hop
vé6i cac chinh sach khuyén khich va co ché hd
tro phu hop.

5. NGHIEN CUU DPIEN HINH

Ky tuc x4 Trudng Cao dang Ly Ty Trong
TP.HCM dugc lya chon lam truong hop
nghién ctru nham xem xét mac do van dung
cac giai phdp ing dung cong ngh¢ 4.0 trong
quan ly va van hanh téa nha. Pay la cong trinh
noi tac gia tham gia trién khai mot sé giai phap
quan ly thong minh.

XA SIRAVIEN
¢ 10 =

Hinh 2. Ky tuc x4 sinh vién

Trong qua trinh trién khai, cac giai phap
dué6i day duogc trién khai nham cai thién hiéu
qua quan 1y ky tic x4 va nang cao chit luong
dich vu cho sinh vién.

Thir nhit, 1ap dat hé thong quan 1y ning
luong thong minh. Mot mang ludi cam bién
I0T c6 thé dugc trién khai nham gidm sat murc
tiéu thu dién ning tai timg phong. Hé thong
nay sé tu dong diéu chinh viéc sir dung dién
dua trén dir li€u thu thap, vi du nhu tat dicéu hoa
va deén khi khong cé sinh vién trong phong.
Diéu nay khong chi giup giam ling phi ning
lwong ma con tdi uu hoa chi phi van hanh cta
ky tic xa.

Béng 4: Thong s6 k¥ thuat ctia hé thong BMS lip dit

THONG SO KY THUAT CUA PHAN MEM QUAN LY BMS

Tén phan mém

Desigo CC Management Station

Xuit x(r EU/G7

Cau tric phan mém
Server.

Server/Client va Web, co s& dir lidu xay dung trén nén tang Microsoft SQL
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Cép doanninh IT  SALI
P4 hoa (Graphic) DoA hoa‘vector? Aho ‘frq 2D va 3D, c6 kha nang nhap tir file Autocad, c6 thé
phan thanh nhiéu 16p.

Su kién va canh bao

Hb tro thanh tom tat, danh sach sy kién, xur 1y nhanh, diéu tra xtr 1y, ho trg
xur 1y, ghi nhén sy kién.

Két ndi Video

Hién thi theo thoi gian thyc, xoay va phong to thu nho, ghi nhan trang thai
camera, phat 1énh cho camera, hd trg man hinh ghép (Video wall)

Béo cao (Report)

HO trg lap ké hoach bao c4o, biéu mau bao cao dugc thiét lap theo nhu cau.
HO tro bao cao dang dd hoa, dang bang, dang dd thi. Hd trg xuit bao céo
ra file pdf, csv

K& hoach cho tram van hanh, Xem dong thoi gian, K& hoach cho hé théng

Keé hoach (Scheduling) phu, Iénh cho hé théng phu
D6 thi khuynh huéng  Ho trg khuynh huéng lich sir va khuynh huéng dong, so sanh thoi gian luan
(Trend) phién, khuynh hudng tram van hanh, khuynh huéng hé thong phu

Phan ting (Reactions)

Theo thoi gian, COV/COS, theo su kién dugc kich hoat, theo Macros

Giao tiép (Interface)

HO tro cac giao tiép BACnet (B-AWS), OPC Client, OPC Server, ONVIF,
SNMP, WMI, HTTP(S), DWG, DXF, TAP, SMTP, PO3, IMAP for email
delivery, XNET, Axis . . .

Hb tro thong bao qua email, truy cap qua web, Ho trg img dung trén dién

T a . 2
iy cap thoai smartphone d¢ truy cap vao BMS.
Thiét 1ap nguoi dung (user) theo nguyén tac Xac thuc hé thong va window
g (System & Windows Authentication), Quyén ap dung va ddi tuong
Neuoi dung (User) (Application and object rights), nhém ngudi ding (User groups), HO so
nguodi dung (Profiles)
Script Editor Ngon ngir Javascript
Céap d6 phan mém phai . .. .
dat chimg nhan BTL Cap d0 B-AWS (BACnet Advanced Operator Workstation)

Tiéu chuédn ap dung

UL, ULC, EN, BTL, AMEV

Thu hai, nang cao hé théng an ninh. Hé
thdng camera tich hop tri tué nhan tao (AI)
va co ché kiém so4t ra vao bang thé tir duogc
dé xuit d¢ dam bao an ninh cho sinh vién.
Camera Al s€ nhan di¢n khuén mat va giam
sat cac hanh vi bat thuong trong khu vuc ky
tuc x4, gitp ban quan ly nhanh chong phat
hién cac van dé& nhu hanh vi pha hoai hodc
xam nhap trai phép.

Thir ba, trién khai tng dung di dong két
ndi sinh vién va ban quan ly. Mot tmg dung
quan 1y nodi bd ¢ thé hd tro sinh vién bao cdo
cac sy ¢ trong phong o, nhan thong bao tir
ban quan ly, va dat lich st dung cac ti¢n ich
chung nhu phong hoc, khu vuc gidt 1a. Didu
nay tao ra sy tién lgi va cdi thién tuong tac
gifra sinh vién va ban quan ly.

Thir tu, 4p dung ngudn nang lugng tai tao.
Hé thng pin mit troi nho c6 thé duge lap dat
trén mai ky tac x4 dé cung cip ning lugng cho
cac khu vuc cong cong nhu dén hanh lang,
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khu sinh hoat chung hoac hé thong thang may.
Day la giai phap bén viing, gop phan tiét kiém
chi phi va bado v¢ moi truong.

Céc giai phap ban dau trién khai khong
chi mang tinh kha thi ma con phu hop véi diéu
kién thyc té tai ky tac x4 Truong Cao dang Ly
Tu Trong. Viéc ap dung nhitng cong nghé nay
htra hen s€ cai thién hiéu qua quan ly va van
hanh, ddng thoi ning cao trai nghiém song
cua sinh vién trong ky tc xa.

6. KET LUAN

Nghién ctru nay lam rd tiém ning va tinh
kha thi cta viéc iing dung cong ngh¢ 4.0 trong
quan 1y va van hanh toa nha, ddng thoi dé xuét
cac giai phap nham ning cao hiéu qua quan
ly, tbi wu chi phi va cai thién trai nghiém cu
dan. Céc giai phdp nhu quan ly nang lugng
thong minh, hé théng cam bién IoT, tich hop
Al trong an ninh va st dung nang lugng tai tao
khong chi dap ung yéu cau van hanh hién tai
ma con tao nén tang cho phat trién bén viing
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trong dai han.

Nghién ciru nhdn manh vai trd then chét
ctia cong nghé 4.0 trong thuc ddy phat trién do
thi thong minh va bén vimng. Viéc Gmg dung
cac cong nghé nay giup nang cao hi¢u qua
van hanh toa nha, gidm chi phi va tiéu thu tai
nguyén, dong thoi cai thién chat lugng moi
truong song theo hudng tién nghi, an toan
va than thién voi cu dan. Bén canh do, cac
hé théng quan 1y thong minh gdp phan ting
cuong tinh minh bach trong van hanh va quan
tri tai nguyén, qua dé nang cao hi¢u qua su
dung ngudn lyc ¢ quy mé d6 thi.

Vé dai han, cac giai phap cong nghé 4.0
cling mo ra trién vong 16n trong viéc ung
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