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Tém tit: Loi dung sw tién bé, phat trién ciia khoa hoc cong nghé trong cudc Cdch mang
Cong nghiép lan thir tw ciing nhitng bién dong phike tap cua tinh hinh trong nudc va thé
gidi, cdc thé lyc thi dich dang khai thac triet dé cdc cong cu truyen thong, khong gian
mang dé tao ra thong tin, dir liéu gid, truyén bd cdc quan diém xuyén tac, sai trdi, thi
dich o quy mé ngay cang lom, voi thu doan ngay cang tinh vi. Do vay, cong tac bao dam
an ninh thong tin gop phan bdo vé nén tang tw twong cua Dang c6 y nghia cap thiét. Bai
viét dé cdp dén mgt so chinh sdch, chién lwoc bdao dam an ninh thong tin & My va Trung
Quoc, tir d6 dé xudt mot sé khuyén nghi cho Viét Nam.

Tw khéa: An ninh théng tin, Nén tang tu tuong, Pang Cong san, Viét Nam, MY,
Trung Qudc

Abstract: Taking advantage of the progress and outstanding development of science and
technology in the Fourth Industrial Revolution as well as the complex fluctuations of the
domestic and world situation, hostile forces are thoroughly exploiting communication
tools and cyberspace to create fake information and data, spreading distorted, false
and hostile views on an increasingly large scale and with increasingly sophisticated
tricks. Therefore, the work of ensuring information security, contributing to protecting
the Vietnamese Communist Party’s ideological foundation is of urgent significance. The
article mentions a number of policies and strategies to ensure information security in the
US and China, thereby proposing some recommendations for Vietnam.
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1. Mé dau biét 1a cong nghé tri tué nhan tao (Al)
Su phat trién nhanh chong cia Internet, khong chi dem lai co hdi tiép can, tuong tac

clia cic nén tang cong nghé hién dai, dic  thong tin d& dang cho ting ca nhan véi toe
do duong tmyén nhanh, d§ bao phu rong
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thanh t6 trong yéu cta an ninh qudc gia.
Pay 1a thach thirc an ninh phi truyén thong
& pham vi toan cau. Bé ung pho kip thoi,
hiéu qua v6i nhitng dién bién cip béch,
phuc tap, kho ludong cua tinh hinh ANTT
hién nay, Viét Nam c6 thé tham khao cac
chinh sach va cong ngh¢ bao dam ANTT
ciia My va Trung Qudc - hai qubc gia co
cong nghé chién luoc tién phong, c6 ning
lrc khong gian mang hang dau thé gidi.
2. Bao dim an ninh thong tin 6 My

My 1a mot trong nhitg qudc gia din
dau thé gidi vé chién luge, quy dinh va
trién khai cac hoat dong cu thé trong bao
vé ANTT co s& ha ting quan trong. Sau
khi 1én nim quyén, Téng théng My Joe
Biden d ban hanh Séc 1énh hanh phap sb
14028 vé& “Cai thién an ninh mang qudc
gia” (Executive Order 14028: Improving
the Nation’s Cybersecurity)! va “Bién
ban ghi nhd an ninh qudc gia vé Cai thién
an ninh mang cho cic hé thong kiém
so4t co s& ha ting quan trong” (National
Security Memorandum on Improving
Cybersecurity for Critical Infrastructure
Control Systems)?, lam rd cac muc ti€u va
phuong hudng trong bao vé an ninh co s&
ha ting quan trong qudc gia. Thang 3/2022,
Tong théng J. Biden ky ban hanh “Pao
luat Bao céo su cd mang co s& ha téng
quan trong nam 2022” (Cyber Incident
Reporting for Critical Infrastructure Act of
2022 Publication)® 1am rd thém céc quy tac

' Xem: Improving the Nation'’s Cybersecurity,
https://www.govinfo.gov/content/pkg/FR-2021-05-
17/pdf/2021-10460.pdf

2 Xem: National security memorandum on improving
cybersecurity for critical infrastructure control
systems, https://www.whitehouse.gov/briefing-room/
statements-releases/2021/07/28/national-security-
memorandum-on-improving-cybersecurity-for-
critical-infrastructure-control-systems/

3 Xem: Cyber incident reporting for critical
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vé bao cdo su ¢d an ninh mang va chia sé
thong tin cac mdi de doa. Thang 3/2023,
Nha Trang cong bd “Chién Iuoc An ninh
mang qudc gia” (National Cybersecurity
Strategy)* méi, 1an dau coi viéc bao vé co
so ha tng quan trong 13 tru cot dau tién cta
an ninh mang qudc gia; déng thoi dé xuat
“xdy dung cac yéu cau vé an ninh mang,
mo rong hop tac cong - tu, tich hop céc
ngué)n luc xa hoi, cap nhat cac ké hoach
va quy trinh tmg pho su ¢ an ninh mang,
phat trién nang lyc an ninh, quc phong
hién dai”.

Chién lugc An ninh mang nam 2023
ctia My gébm 02 dinh huéng xuyén sudt.
Mot, chuyén trong tam trach nhi¢m bao
vé an ninh mang tor nguoi dan, doanh
nghiép nho, chinh quyén dia phuong sang
cac doanh nghiép, tap doan cong nghé 16n
co du tai nguyén va nang lyc, chiu trach
nhi¢m xay dung, van hanh va bdo tri h¢
thdng mang trong nudc. Hai, cic co quan
chinh phu sin sang dau tu, can thiép khi
can thiét dé xay dung mot hé sinh thai
s6 bao dam ANTT trong dai han. Cac
doanh nghi¢p, tdp doan budc phai tuan
tha nhitng yéu cau, tiéu chuan ti thiéu vé
cong ngh¢ va phai chiu trach nhiém phap
1y néu vi pham.

Ké thira chién luoc cua chinh quyén
tién nhiém, chién luge nay cling dé cao
vai tro cua khong gian mang nhu mdt bo
phan cua sitc manh qudc gia, phat huy vai
tro va trach nhiém cua khu vuc tu nhén,
tich cuc dau tu vao khoa hoc, cong nghé,
tang cudng hop tac qudc té. Piém méi cua

infrastructure act of 2022, https://www.cisa.gov/
sites/default/files/2023-01/Cyber-Incident-Reporting-
ForCriticallnfrastructure-Act-o0-f2022_508.pdf

4 Xem: National Cybersecurity Strategy, https://
www.whitehouse.gov/wp-content/uploads/2023/03/
National-Cybersecurity-Strategy-2023.pdf
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Chién luoc An ninh mang nam 2023 1a bo
sung cau phﬁn “an ninh”, thé hién wu tién
cao cua chinh quyén dbi véi yéu t an ninh
qudc gia, ddt nguy co tan cong mang tuong
duong mdi de doa an ninh qubc gia, dé
cao trach nhiém cua cac doanh nghiép, tap
doan cong nghé.

Pé trién khai hiéu qua Chién luoc,
chinh quyén Biden chu trong 05 nhém g1a1
phap: (i) Bao vé co so ha tang trong yeu
trong d6 c6 thiét 1ap cac yéu cau, tiéu chuan
an ninh bat budc ddi voi cac nganh, cac linh
vuc thiét yéu; thuc day hop tac cong - tu;
hién dai hoa hé thong mang lién bang va
cap nhat ké hoach tmg phé véi sy ¢d mang
lién bang. (i1) V06 hi€u hoa cac tdc nhan de
doa an ninh mang d6i voi nudc My thong
qua viéc sir dung moi bién phap, moi cong
cu sirc manh cta qudc gia, nhu ngoai giao,
tinh b4o, quan sy, tai chinh, luat phap... (iii)
C6 hinh thirc khuyén khich (tro cap, uu dai
thué lién bang) cho cac dy 4n ha tAng mang
bao dam ANTT; quy trach nhiém phap ly
cho cac doanh nghiép, tap doan khong quan
1y tot dit liéu hodc cung cip san pham, dich
vu cong ngh¢ kém an toan. (iv) Huy dong
dau tu tir ca hai khu vuc cong - tu, ting ngan
sach lién bang cho nghién ctru va phat trién
cac cong nghé an ninh mang thé hé méi,
chii trong ma hoa lugng tir, phét trién nguon
nhan lyc an ninh mang. (v) Thuc dy hop
tac qudc té theo hudng: ting cudng ning
luc cho cac ddng minh, ddi tac dé cac qudc
gia nay c6 thé tu vé trude cac mbi de doa
trén khong gian mang; hop tac xu ly céc
mdi de doa; phdi hop xay dung hé sinh thai
sd toan cau an toan va bén viing, xiy dung
cac chudi cung “sach” vé 5G va cac ha tang
mang khong day thé hé moi (Theo: Nguyén
Hoéng Quang, 2024).

Vé AL Ngoai truéng My Antony
Blinken khang dinh, chdng thong tin sai
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léch, trong d6 c6 nhiing ndi dung do Al
tao ra, la mét loi ich “séng con” dbi véi an
ninh qudc gia va 14 vu tién ngoai giao cua
My. Theo 6ng Blinken, cic cong nghé ky
thuat s, trong d6 c6 truyén thong xa hoi
va Al, di ddy nhanh dang ké toc do va quy
mo lan truyén thong tin sai léch. Trudc day,
céc trang mang tuyén truyén thong tin can
nguoi viét ndi dung, thi nay cac cong cu Al
tao sinh c6 thé dam nhén viéc ndy véi chi
phi ré hon va tbc d6 nhanh hon trong khi
ndi dung khé xdc minh hon. Washington
dang nd luc day 1ui van nan ndy bang cach
tang cuong cac bi¢n phap ngan chan hoat
dong ding phan mém gian diép dé gia danh
cac nha bdo, nha hoat dong xa hoi; siét chat
trung phat, han ché xuit khau va han ché
thi thuc d6i véi nhitng san phém, ca nhan
va thé ché bi phat hién sai pham; chi trong
cac bién phap giup nguodi dan canh giac
hon; va chéng lai moi hinh thtrc thao ting
thong tin, nhu khuyén khich cic nén tang
truyén thong xa hoi dan nhan luu ¥ cic ndi
dung do Al sang tao dé nguoi dung biét
rd hinh dnh va ni dung 1a that hay la san
pham dan dyung (Lé Anh, 2024).

Moi day nhét, Bdo cdo vé Hién trang
an ninh mang ciia My cong bd vio thang
5/2024 (2024 Report on the Cybersecurity
Posture of the United States)' da thong
tin cap nhat vé bdi canh phat trién cong
nghé hién dai, vé su hién dién cua cac
cong nghé méi, tic dong cua nhirng moi
de doa, 16 héng an ninh mang ddi voi an
ninh quéc gia, sy phat trién kinh té - x4
hoi va cac gia tri dan chd. Béo céo nhan
manh, kha ning dé bi ton thuong trudc

! Xem: 2024 Report on the cybersecurity posture
of the United States, https://www.whitehouse.gov/
wp-content/uploads/2024/05/2024-Report-on-the-
Cybersecurity-Posture-of-the-United-States.pdf
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“su can thi€p” trén khong gian mang la
“dac bi¢t nghiém trong”, doi hdi phai c6
nhitng phan g manh mé va kip thoi cta
tat ca cac td chirc, ca nhan dé bao dam
ANTT trong khong gian mang, trong hé
sinh thai k¥ thuat sd.

B4o c4o da chi ra bon van dé ndi bat vé
an ninh mang trong ndm 2023 la: co sé ha
tang quan trong phai d6i mit v6i mic do
riii ro ngay cang gia ting; phin mém téng
tién va phan mém gian diép thwong mai
tiép tuc phat trién céc chién lugc tinh vi;
chudi cung tng lién két phirc tap cho phép
cac tac nhan doc hai xam pham trén quy
mo 16n; Al phat trién manh mé& dt ra nhiéu
thach thire dbi véi viée quan tri ANTT.

Trude tinh trang nay, My da nd luc:
(i) 4p dung nhiéu bién phap dé bao vé co so
ha tﬁng quan trong; (ii) thuc hién quan tri
da bén vé ANTT, ting cuong hop tac giita
cac co quan, td churc trong viéc thuce thi cac
giai phdp bao ddm an ninh mang, ANTT,;
(iii) ting cudng chia sé thong tin vé rii ro
an ninh dé ting cudng ning luc tmg pho;
(iv) thuc hién nhiéu chién dich dap tra cac
cudc tan cong mang doc hai; (v) tiép tuc
phat trién cong nghé lugng tir, cong nghé
bao mat ddm may, md hinh bdo mat Zero
Trust (hoat dong dua trén gia dinh rang tat
ca cac mdi de doa déu co thé xay ra cho du
d6 14 ngudn truy cap dang tin cay); (vi) ting
cuong bao mat phan mém dé tao ra cac san
pham va dich vu an toan hon; (vii) kich hoat
nén kinh té k¥ thuat sb trao quyén va bao
vé nguoi tiéu dung, trién khai chuong trinh
dén nhan chung nhan an ninh “Cyber Trust
Mark”; (viii) thic ddy hé sinh thai k¥ thuat
s6 mo ra tam nhin tich cuc vé mot Internet
mo, mién phi, toan cau, c6 thé tuong tac,
dang tin cdy, c6 thé truy cap va an toan;
(ix) ngdn chin sy phd bién va lam dung cac
cong nghé k¥ thuat sé nhu phan mém gian
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diép thuong mai; (x) xdy dung lién minh
chéng lai cac cude tin cong mang doc hai,
huéng dén “su dong thuan vé cac nguyén
tac chi dao”, thuc déy “céc chudn muc toan
cau” trong viéc phat trién va sir dung cong
nghé AI (Xem thém: Nguyén Thac Ngoc,
2023; Nguyén Anh Tuin, 2024; Tran Vin
Li¢u, 2024).
3. Bio dam an ninh thong tin &
Trung Qudc

Theo Chu tich Tap Can Binh, Trung
Quéc phai xdy dung rio chin an ninh
vitng chic xung quanh Internet ciia nudc
nay dudi sy gidm sat ctia Bic Kinh; phai
tuan thu sy quan 1y cua Dang Cong san
Trung Qudc d6i voi Internet; phai kién tri
quan 1y, van hanh va dam bao quyén truy
cap Internet theo luat phap; va phai tuan
thii nguyén tic lam cho Internet hoat dong
vi ngudi dan (Dan theo: Binh An, 2023).

D6i v6i cac nha chirc trach Trung
Quéc, virus de doa ANTT gidng virus sinh
hoc vé phuong phap de doa, sirc tan ph4,
tbc do lan truyén va dbi twong tin cong,
nén cac bién phap phong, chdng virus sinh
hoc ¢6 y nghia tham khao quan trong ddi
v6i cong tac bao ddm ANTT, ngan chan va
loai bo virus mang. Theo do, can: (1) nhan
biét chinh x4c, nhay bén cac loai virus dang
trong giai doan Iay truyén budc dau nhung
tiém an nguy co 16n, canh bao sém cac loai
virus nay 1am co so trién khai cac bién phap
phong ngira, kiém soat; (i) x4c dinh, phan
loai cac may chu hodc nghi nhiém, hoic bi
nhiém virus c6 triéu ching hoic khong co
triéu ching; (iii) can cu cac loai may chu
va tinh trang 1dy nhiém dé tién hanh céc
bién phap xtr Iy pht hop nhu ngat két nbi,
cach ly, cai dat lai, cing cd hé théng (Xem:
Nguyén Thi Truong Giang, 2023).

Trung Qudc ciing rat coi trong viéc
bao vé an ninh co sé ha tang thong tin
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quan trong, gébm cac nganh va linh vuc
nhu dich vu thong tin va truyén théng cong
cong, nang lugng, giao thong van tai, bao
ton nguén nudc, tai chinh, dich vu cong,
chinh phu dién ti, cong nghi¢p, cong
nghé qudc phong. Pé xiy dung mot “phdo
dai an ninh” cho co so ha tang thong tin
quan trong, Trung Qudc di: (i) phan dinh
r0 chirc nang, nhi¢ém vu cua by phan an
ninh céng cong, co quan vién thong va bo
phan bao vé an ninh co s ha téng thong
tin quan trong; (ii) thuc hién cac bién phap
bao vé chinh yéu cho co so ha tang thong
tin quan trong; (ii1) xac dinh kip thoi cac
mbi de doa mang 16n va cac nd luc tAn
cong dé lién tyc cai thién kha ning phong
thi chuyén sdu, nang cao tinh chu dong;
(iv) ting cuong nghién ciru va phat trién
cong ngh¢ then chdt dé hd trg bao vé
ANTT: cong nghé chu dong phat hién rui
ro bdo mat dir li€u, cong ngh¢ bao vé dir
liéu két hop céc thuat toan cuong do cao,
cong nghé chia sé bao mat dir liéu hd tro
bao vé quyén riéng tu, cong nghé hd tro
giam sat an ninh cho céc giao dich dir li¢u
(Xem: Nguyén Thi Truong Giang, 2023).
Luat An ninh Dt lieu (4 ANRIE
NE B s % 427k, Data Security Law -
DSL) dugc Chinh phii Trung Qudc théng
qua ngay 10/6/2021 va c6 hiéu luc tir ngay
01/9/2021. Pao luat nay ap dung véi cac to
chirc, c4 nhan Trung Qudc hoat dong trong
va ngoai nudc, ciing nhu td chirc, ca nhan
nude ngoai hoat dong trén lanh thd Trung
Quéc. Trude do, Trung Qudc di cé hai dao
luét lién quan dén bao vé dir lidu va thong
tin: Luat An ninh mang (FF4& A\ R ILAN
WX 2% 4 43k, Cyber Security Law - CSL)
dugc thuc thi tor ngay 01/6/2017; Luat
Béo vé thong tin ¢4 nhan (4 A R IEA!
N NE BARPE, Personal Infomation
Protection Law - PIPL) c6 hi¢u lyc tir ngay
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01/11/2021. Ca ba luat nay déu co cac diéu
khoan lién quan dén co sé ha ting thong tin
quan trong, dit liéu quan trong, yéu cau luu
trir cuc bo, chuyén giao dit li¢u qua bién
gidi... gitip tao thanh “cd xe tam ma” quan
Iy khong gian mang, bao v¢ dir liu cua
Trung Qudc.

3.1. Muc tiéu cua CSL la bao dam an
ninh mang; bao vé chii quyén khong gian
mang, an ninh qudc gia va lgi ich cong
cong; bao vé quyén lgi hop phap cua cong
dan, phap nhan va céc t6 chirc khac; thic
day phat trién thong tin hoa kinh té va xa
hoi. CSL quy dinh cic nha cung cap thong
tin, dich vu théng tin phai: (i) Thiét 1ap cip
d6 an ninh mang, hé thdng bao vé theo cip
d6 - hé thong danh gia cong ddi voi co cau
quan ly an ninh mang. (i1) Tuan thu tiéu
chuin bét budc cia quc gia, khong duoc
phép cai dat cac chuong trinh doc hai. Khi
phat hién san phém hodc dich vu ¢6 khiém
khuyét, 16 hong bao mat, hodc cac rui ro
khéc, phai ngay lap tuc thuc hién céc bién
phap can thiét, théng bao cho ngudi dung
va béo cdo co quan quan 1y c6 tham quyén.
(iii) Yéu cau dang ky thong tin that khi cung
cap cac dich vu nhu két ndi mang, két nbi
mang dién thoai ¢6 dinh va di dong, dich
vu chia sé thong tin, dich vu tin nhan...
(iv) Nha diéu hanh co so ha tang thong tin
quan trong, van hanh mang ludi thong tin
khong chi can thuc hién cac bién phap bao
mat, ma con phai phan loai dir li€u, bdo v¢
dir liéu quan trong bang cach sao luu va
ma hoda, xay dung ké hoach ung pho voi sy
c¢b an ninh mang. (v) Néu cai dit chuong
trinh doc hai hodac khong thuyc hién bi¢n
phap @i v6i rui ro nhu 18i san pham, dich
vu hodc 16 hong bao mat, nguoi vi pham
s€ nhin dugc 1énh stra chita, canh bao va
ndp phat. Mitic phat s& thay ddi tiry theo noi
dung vi pham, c6 thé bi yéu cdu déng trang



26

web, hay bo gidy phép kinh doanh, hoic
tam dung hoat dong kinh doanh (Xem:
Vian phong Luat su Monolith, 2024a).

3.2. Trong bdi cinh nhidu van dé
phtic tap lién quan dén dir liéu nay sinh,
dic biét khi cdc nén tang tryc tuyén thu
thap dir liéu c4 nhan nguoi dung mot
cach qua mirc, Chinh pha Trung Quéc di
thong qua, ban hanh PIPL gdm 8 chuong,
74 diéu, duoc danh gia 1a bo luat bao vé
thong tin ca nhan toan dién cép qubc gia
dau tién ¢ Trung Qudc. Nhin tong thé, bo
luat bao trum toan b qua trinh xur 1y thong
tin ca nhén, tir thu thap, luu trir dén bién
tap, st dung, phd bién, cung cip, cong
khai, x6a bo... dit liéu. PIPL “néi khong”
v6i viée thu thap qué muc dir 1i€u cd nhan,
cung cip co s& phap 1y cho hoat dong
xur 1y thong tin c4 nhan, bao dam day du
quyén loi cta nguoi dung trong viée bao
vé thong tin ca nhén, cung cap hudng dan
gitp doanh nghiép tuan thu cac quy dinh
lién quan (Xem: Chan Hoan, 2021). Ché
tai xtr Iy dbi v6i hanh vi vi pham quyén
dr liéu c4 nhan theo quy dinh cta PIPL
rat nghiém, nhu bit budc khic phuc hau
qua, boi thudng thiét hai, bi tich thu thu
nhap bat hop phép, dinh chi dich vy, thu
hdi gidy phép hoat dong hodc kinh doanh,
phat tién 1én tGi 50 triéu Nhan dan té hodc
5% doanh thu nam tai chinh trudc dé ctua
t6 chic vi pham. Truong hop vi pham
nghiém trong con c6 thé bi xur phat theo
B6 luat Hinh sy Trung Quéc, bi tich thu tai
san va muc phat ti cao nhit 1a chung than
(Xem: Tran Thi Viét Ha, 2024).

3.3. DSL gdém 7 chuong, 55 diéu,
nham 5 muc tiéu: quy dinh hoat dong x1r ly
dir liéu; bao dam an ninh dir liéu; khuyén
khich phat trién va st dung dit lidu; bao vé
quyén va loi ich hop phép cta c4 nhan va
t6 chirc; bao vé chii quyén, an ninh va loi
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ich phat trién ctia qudc gia. DSL quy dinh:
(i) Dit lidu phai duoc phan loai va xép hang
dua trén mirc do ton that ma né co thé giy
ra hoac do hau qua cua vi¢c hiy hoai, ro ri
dir li¢u. (i1) Co quan quan 1y Trung wong
vé An ninh quéc gia chiu trdch nhiém ra
quyét dinh chinh, can nhic va diéu phbi
nhiém vu bao vé dit liéu cua quéc gia;
nghién ctru, soan thao va huéng dan trién
khai chién luoc bao vé dit liéu quéc gia va
cac chi thi, chinh sach 16n ¢ lién quan; lap
ké hoach, diéu phéi, thiét 1ap co ché phdi
hop cho cong tac bao vé dit liéu qudc gia.
(iii) Cac co quan c6 thim quyén vé cong
nghiép, vién thong, giao thong van tai, tai
chinh, tai nguyén thién nhién, y té, gido duc
va cong ngh¢ cd trach nhiém gidm st bao
mat dir li¢u trong cac nganh va linh vuc
tuong tng. (iv) Nha nude thiét 1ap mot co
ché tap trung, hiéu qua va c6 thim quyén
dé giam sat, danh gia, bdo cdo, chia sé
thong tin, canh béo rui ro vé bao vé dit liéu.
Co ché diéu phdi cong tac bao vé dit liéu
quéc gia s& phdi hop vé6i cac bd phén lién
quan dé ting cuong cac hoat dong vé thu
thap, phan tich, xac dinh va canh bao thong
tin rui ro an toan du li¢u. (v) Nha nudc tich
cuc trao ddi, hop tac quéc té trong cac linh
vuc nhu quan tri an ninh dir 1i€u, khai thac
va st dung dir li€u, tham gia vao viéc bién
soan cac quy tac va tiéu chuan qubc té vé
bao vé dir liéu, thuc déy an ninh xuyén bién
gidi cua dong chay dir li¢u. (vi) Cac don vi
thuc hién hoat dong x1r 1y dir li¢u phai thiét
lap, ap dung céc bi¢n phap bao v¢ an toan
dir liéu; tdng cudng gidm sat rui ro, Ung
phé hiéu qua véi cac rai ro 16i hodc 10 ri
bao mét dit liéu (Xem: Nguyén Qudc Toan,
Ping Vi Trung, 2021; Nguyén Hong Hai
bang, 2022; Van phong Luat su Monolith,
2024b; Nguyén Puc Cuong, Lé Tri Thanh,
Mai Vin Chuan, 2024).
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C6 thé noi, 3 dao luat lién quan dén
an ninh mang, ANTT cta Trung Qudc co
nhitng diém khac biét nhung déu nham muc
dich bao dam ANTT, phong tranh, ngan
chédn viéc thong tin, dir li¢u co thé bi xam
hai, bi thu thap, luu trit, mua ban va sir dung
trai phép, bi lgi dung, xuyén tac dé truyén
ba voi cac dong co chong pha, gy tac dong
tiéu cyuc... Pic biét, DSL quy dinh ring,
Chinh phu s& thiét 1ap mot co ché phan loai
dir liéu theo thir bac, theo d6 cac loai dir
liéu dugc ma tran hoa can ctr vao mirc do
quan trong d6i v6i su phat trién kinh té - xa
hoi, an ninh qudc gia, lgi ich cong cong,
hodc quyén va loi ich hop phéap cua timg
td chire, ca nhan. Dit liéu quan trong va dir
lidu cbt 16i duoc quan 1y & cdp d6 nghiém
ngat hon va dugc uu tién bao vé¢; diéu nay
danh diu viéc dit liéu duoc nhin nhan nhu
la loai hinh tai san/tai nguyén; gid tri trao
doi cua dit lidu vira duoc toi uu hoa, vira
tr& nén chinh thong va dugc cong nhan
rong rai thong qua cong tac lam luat (Xem:
Nguyén Hong Hai Pang, 2022).

4. Mt s6 khuyén nghi cho Viét Nam

Trén co s¢ nhiing ndi dung vura trinh
bay & trén, nhom tac gia dé& xudt mot sb
khuyén nghi cho Viét Nam nhu sau':

(i) Néu cao quyét tdm chinh tri, tiép
tuc chu dong trién khai, thuc hién c6 hiéu
qué chu treong, duong 16i ciia Pang, chinh
sach, phap luat cia Nha nuéc vé van dé
ANTT, phong chéng tin gia, tin xdu ddc.

(i1) Tiép tuc cap nhat, thé ché hoa mot
cach day du, toan dién hon cic duong 16i,
chu truong va dinh hudéng chinh sach cua
Pang, tao khung kho phap 1y minh bach,
chuyén nghiép va hiéu qua hon dé bao dam
ANTT.

! Xem thém: Pham Thi Hoa, 2024; Nguyén Dt
Cuong, Lé Tri Thanh, Mai Van Chuan, 2024.
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(iii) Tang cuong kiém soat, xir 1y cac
16i vi pham; dong thoi, hop tac chit ché voi
cac to chire, co quan lién quan trong viéc
ngan chan, gd bo tin gia, tin xau doc. .. doi
v6i cac ing dung truyén thong x4 hoi xuyén
bién gidi nhu Facebook, Google, Youtube,
Tiktok, Telegram, Instagram, Zalo, Twitter,
WhatsApp...

(iv) Chu trong cong tac tuyén truyén,
nang cao nhan thirc: tr nhan thic rd hién
trang ANTT dén hién thuc hoa hanh dong;
trién khai d4u tranh, phan bac nghiém tuc,
hi€u qua cac quan diém sai trai, thu dich
theo tinh than Nghi quyét sé 35-NQ/TW
ngay 22/10/2018 cua Bo Chinh tri khoa XII
vé Tang cuong bao vé nén tang tu tudng
cua Dang.

(v) Trong thoi gian toi, can cha y
nghién ctu, tién hanh stra ddi, bo sung
Luat An ninh mang nam 2018 theo hudng
¢6 quy dinh cu thé, rd rang. Mdi co quan, t6
chtrc can xay dung nhimmg bd quy tic, quy
dinh vé thong tin ndi bg, bao mat dir liéu
cua don vi minh.

(vi) Xuc tién viéc xay dung co ché,
hoach dinh chinh sach dé kip thoi hd tro cac
co quan thong tin bao chi, cac to chirc, don
vi tao 1ap thong tin, truyén thong, cac doanh
nghiép cung cap dich vu Internet, tao dong
lue san xuit, dang tai ndi dung ) trung thuc,
chinh xéc; x4y dung cac tng dung truyén
thong x3 hoi du manh dé dap ung nhu cau
nguoi dung, nang cao kha nang canh tranh,
giam sy phu thudc vao cac phuong tién
truyén thong xa hoi nude ngoai.

(vii) Nang cao nang luc, trinh d¢, ban
linh cho d6i ngili can bo lam cong tac bao
dam ANTT; dong thoi phai dau tu trang
thiét bi, cong nghé hién dai nham phat
hién, ngan chdn, canh bao va xu 1y kip thoi
cac van dé, tinh hubng nay sinh trong qua
trinh bdo dam ANTT.
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(viii) Trién khai déng b, hiéu qua cac
bién phap nghiép vu trong bdo ddm an ninh
mang, ANTT; quan 1y hi¢u qua cac trang
web, tai khodn xa hoi, c6 cac bién phap dau
tranh, triét pha, xtr 1y tai khoan, bai viét
cung cp tin gia, tin xau ddc.

(ix) C6 co ché khuyén khich, biéu
duong, khen thudng céc t6 chirc va ca nhan
c6 dong gop thiét thuc vao cong cudc bao
dam ANTT; dong thoi co ché tai xir phat
cuong quyét, nghiém minh di véi cac t6
chure, ¢4 nhan mao danh, vi pham cac quy
dinh vé truyén thong, thong tin, truyén ba
cac quan diém, tu twong phan dong, luan
diém sai trai, xuyén tac, 161 kéo, kich dong
1at d6 chinh quyén, chéng pha Nha nudc.

(x) Nghién ctru k¥ ludng va thiu dao
cac chinh sach, chién lugc va chuong trinh
hanh dong bdao ddm ANTT cua cac nudc
trén thé gi6i, trong d6 c6 My va Trung
Quéc, dé ban hanh luat dinh, hoan thién
cac quy dinh cua phéap luat hai hoa voi
thong 18, quy dinh quéc té.

5. Két ludn

Hoan thién co ché, chinh sach, phap
luat dé bao dam ANTT, gop phan bao vé
nén tang tu tuong cua Pang trén co so
nghién ctru, tham khao kinh nghiém quéc
t¢ 1a viéc lam can thiét. Luat An ninh
mang, Luat Bao vé thong tin ca nhan va
Luat An ninh dit liéu ctia Trung Qudc,
cac sic 1énh, chién luoc, chuong trinh
hanh dong ctia My va thuc té trién khai
viéc bao dam ANTT ¢ hai qudc gia nay la
nhirng mau hinh 1y thuyét va thuc tién dé
Viét Nam c6 thé xem xét tham khao, trong
qua trinh nang cip khuén khd quan tri
thong tin, dit li€u, hinh thanh méi truong
thong tin lanh manh, tich cuc, tr¢ thanh
mat trong nhiing try ¢t phat trién kinh té
- x3 hoi quan trong cua dit nudc trong ky
nguyén sb 0

Tap chi Thong tin Khoa hoe xa hoi, s6 7.2024

Tai liéu tham khao

1. Binh An (2023), “Ong Tap yéu ciu
‘quay rao ky’ cho Internet & Trung
Quéc”, Bao Tuéi tré Online ngay
05/7/2023, https://tuoitre.vn/ong-tap-
yeu-cau-quay-rao-ky-cho-internet-o-
trung-quoc-20230715201959904.htm

2. Lé Anh (2024), “My: Cong nghé k¥
thuat s6 day nhanh dang ké toc do lan
truyén tin sai 1éch”, Trang thong tin dién
tu VietnamPlus ngay 18/3/2024, https://
www.vietnamplus.vn/my-cong-nghe-
ky-thuat-so-day-nhanh-dang-ke-toc-do-
lan-truyen-tin-sai-lech-post935222.vnp

3. Nguyén Pirc Cudng, Lé Tri Thanh, Mai
Vin Chuan (2024), “Phap luat cia mot
s6 qubc gia vé bao vé dir liéu ca nhan
trén khong gian mang: Goi mé hudng
hoan thi¢n phap luat cho Viét Nam”, Tap
chi Gido duc & Xa hoi ngay 17/3/2024,
https://giaoducvaxahoi.vn/tin-phap-
luat/phap-lu-t-c-a-m-t-s-qu-c-gia-v-b-
0-v-d-li-u-ca-nhan-tren-khong-gian-m-
ng-g-i-m-hu-ng-hoan-thi-n-phap-lu-t-
cho-vi-t-nam.html

4. Nguyen Thi Truong Giang (2023)
“Mot s6 kinh nghiém giai quyet van
dé an ninh mang cua Trung Quéc hién
nay”, Tap chi Ly ludn chinh tri va
Truyén théng ngay 12/11/2023, https:/
lyluanchinhtrivatruyenthong.vn/mot-
so-kinh-nghiem-giai-quyet-van-de-
an-ninh-mang-cua-trung-quoc-hien-
nay-p28047.html

5. Tran Thi Viét Ha (2024), “Phép luat
quéc té vé bao vé dit liéu ca nhan va goi
mé cho Viét Nam”, Tap chi Thé gici
va Viét Nam ngay 21/4/2024, https://
baoquocte.vn/phap-luat-quoc-te-ve-
bao-ve-du-lieu-ca-nhan-va-goi-mo-
cho-viet-nam-268402.html#google
vignette



Bao dam an ninh thong fin...

6.

10.

Pham Thi Hoa (2024), “Nang cao chat
lugng, hiéu qua co ché kiém soat va
xu ly tin gida & Viét Nam hién nay duoi
gdc nhin tir cach tiép can thé ché”, T ap
chi Cong san ngay 13/4/2024, https://
www.tapchicongsan.org.vn/web/guest/
nghien-cu/-/2018/911902/nang-cao-
chat-luong%?2C-hieu-qua-co-che-
kiem-soat-va-xu-ly-tin-gia-o-viet-
nam-hien-nay-duoi-goc-nhin-tu-cach-
tiep-can-the-che.aspx#

Chan Hoan (2021), “Luat Bao vé thong
tin ca nhan cua Trung Qudc chinh
thirc ¢6 hi¢u luc”, Tap chi Cong nghé
& Poi song ngay 02/11/2021, https://
congnghevadoisong.vn/luat-bao-ve-
thong-tin-ca-nhan-cua-trung-quoc-
chinh-thuc-co-hieu-luc-d45744.html
Tran Vin Liéu (2024), “Bao dam an
ninh thong tin co s& ha ting quan trong
cua Hoa Ky”, Tap chi An toan thong tin
ngay 11/1/2024, https://antoanthongtin.
vn/chinh-sach---chien-luoc/bao-dam-
an-ninh-thong-tin-co-so-ha-tang-quan-
trong-cua-hoa-ky-109651.

Nguyén Thac Ngoc (2023), “Chinh sach
va cong ngh¢ bao dam an ninh thong tin
clia mot s6 nudc trén thé gidi va kinh
nghiém ddi véi Viét Nam”, Tap chi
Théng tin doi ngoai va khoa hoc ngiy
25/11/2023, https://vietnamhoinhap.vn/
vi/chinh-sach-va-cong-nghe-bao-dam-
an-ninh-thong-tin-cua-mot-so-nuoc-
tren-the-gioi-va-kinh-nghiem-doi-voi-
viet-nam-45930.htm

Nguyén Hong Quang (2024), “Péi nét
vé Chién lugc an ninh mang cia My”,

11.

12.

13.

14.

29

Tap chi Qudc phong toan din ngay
25/3/2024, http://tapchigptd.vn/vi/quoc
-phong-quan-su-nuoc-ngoai/doi-net-ve
-chien-luoc-an-ninh-mang-cua-my/
21651 .html

Nguyén Qudc Toan, Pang Vii Trung
(2021), “Tim hiéu Luét An toan dif liéu
ctia Chinh phu Trung Qudc va khuyén
nghi d6i v&i Viét Nam trong tinh hinh
méi”, Tap chi An toan thong tin ngay
04/11/2021, https://antoanthongtin.vn/
chinh-sach---chien-luoc/tim-hieu-luat-
an-toan-du-lieu-cua-chinh-phu-trung-
quoc-va-khuyen-nghi-doi-voi-viet-
nam-trong-tinh-hi-107560

Nguyén Anh Tuin (2024), “CISA cung
cép dich vu an ninh mang cho cac td
chic trong yéu khong thudc chinh
quyén”, Tap chi An todn théng tin ngay
21/12/2023, https://m.antoanthongtin.
vn/ca-cong-cong/cisa-cung-cap-dich
-vu-an-ninh-mang-cho-cac-to-chuc-
trong-yeu-khong-thuoc-chinh-quyen
-109623

Van phong Luat su Monolith (2024a),
Lugt An ninh mang cia Trung Quoc
la gi? Gidi thich cdc diém can tudn
thu,  https://monolith.law/vi/general-
corporate/china-cyber-security-law#
Tong quan_ve Luat An ninh mang
Trung_ Quoc, ngay 03/4/2024

Van phong Luat su Monolith (2024b),
Ludt An ninh Di liéu Trung Quéc la
gi? Gidi thich cac bién phdap ma doanh
nghiép Nhdt Ban nén ap dung, https://
monolith.law/vi/general-corporate/
china-data-security-law, ngay 03/4/2024.



