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HE MA HOA DUA TREN PINH DANH MGOI HO TRQ TiNH CHAT
PHI TAP TRUNG HOA

Lé Xuan LamY, Lwu Vii Nam?, Trinh Viét Cuong®
TOM TAT

K thudt diza trén dinh danh duroc phét trién gan day dé thay thé co s¢ ha tang khoa
cong khai (PKI) kém hiéu qua. Tuy nhién, ky thugt ndy ¢ nhuroc diém 1a khéa bi mdt cua
nguwoi dung do duy nhat mét trung tdm cap khoa tqo ra, dan dén ruii ro trong viéc 16 khoa
bi mdt cua nguwoi dung. Pé khdc phuc nhwoc diém ndy hiréng nghién cizu hién nay 1 phi
tdp trung hda trung tdm cap khda. Trong bai bao nay ching t6i dé xudt mét hé ma hoa mai
dira trén dinh danh hé tro tinh chat phi t@p trung héa cua trung tam cdp khéa. Hé ma de
xudat c6 thé so sanh vé tinh hiéu qua va an toan so véi cac hé ma c6 cung tinh chdt hién cé.

Tir khoa: M hoa dua trén dinh danh, phi tdp trung héa, cosé ha tang khda cong khai.
DOI: https://doi.org/10.70117/hdujs.72.03.2025.657

1. GIOI THIEU CHUNG VE MA HOA DUA TREN BINH DANH

Ma hoéa khoa cong khai duoc gigi thiéu vao thap nién 70 va ngay nay n6 da dong vai
trd khong thé thiéu trong viéc dam bao an toan thong tin cho cac giao dich trén mang,
chinh pha dién tir, Iuu trit dix liéu an toan... Trong cdc md hinh d6 mdi ca nhan, don vi, t6
chae duoc cap mot cap khoa cong khai/bi mat dai dién cho chinh ban than minh dé lam
viéc, tuy nhién van dé dat ra 1a mdi khoa cong khai chi 1a mot ddy s ngau nhién khong
cho biét chinh xac no dai dién cho ai, diéu d6 dan dén kha niang bi gia mao trong giao dich
va lam viéc. Dé giai quyét vin dé trén co so ha tang khoa cong khai (Public key
Infrastructure - PKI) dugc phét trién, muyc tiéu caa né 1a chitng minh mot cach cong khai
vé mat phap ly rang mot khoa cong khai nhat dinh thudc vé mét c& nhan, té chirc, don vi
nhét dinh, va moi ngudi ¢6 thé kiém tra diéu d6 mot cach dé dang. Khi mot khoa cong khai
dugc xac thyc thuoc vé mot thyuc thé khi d6 cac thuc thé méi c6 thé dung né dé thyuc hién
cac cong viéc nhu luu trir dir liéu, truyén dir liéu trén mang, va kiém tra chir ky dién ta.
Trong bai béo nay ching tdi goi tat tit ca cac van dé trén Ia Cryptography.

C6 nhiéu ky thuat dé xay dung PKI, ky thuat truyén théng 1a can maot trung tam
chang thyuc c6 uy tin (Central Authority - CA) dam bdo rang mot khéa cong khai thugc vé
mot thuc thé nhét dinh, dam bao & day thuc té 1a CA dung chit ky dién tir ciia minh dé ky
xé&c nhan rang mot khoa cong khai thuoc vé mot thuc thé nhat dinh, do vay moi thyuc thé
khac hoan toan yén tam khi lam viéc véi thuc thé nay. Ldc ndy mdi khda cong khai s& kém
theo mot chir ky caa CA, goi la chimng thuc sé (certificate). K¥ thuat nay dugc ding pho
bién trong thyc té hién nay ma tiéu biéu Ia chuan X509. Mac du chix ky dién tir dang dugc
nghién ciru manh trong thoi gian gan day, tuy nhién d6 dai cua mdi chir ky van 1a dang ké,
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diéu d6 dan t6i han ché cua chuin X509 1a do dai cua ching thuc sé 16n khéng hiéu qua
khi truyén trén mang. Ngoai ra viéc duy tri trung tim CA dé quan ly céc ching thuc sb va
qua trinh xin cap chung thuc sé ciing gy ton kém va lang phi. Dé giai quyét van dé nay
nhiéu k¥ thuat thay thé da va dang dugc nghién ciu bao gom Identity-based Cryptography
[1,2,3], Implicit Certificate Cryptography [4], Certificateless Cryptography [5],

Registration-based Cryptography [6]. Trong d6 véi ky thuat Identity-based Cryptography
ta khdng con can thiét phai xay dung PKI, cu thé ta c6 thé dung mot thong tin gi dé gan
véi chinh thyc thé d6 1am khéa cong khai, khoa cong khai luc nay khong con 1a mot ddy s6
ngau nhién. Vi dy, ta cd thé ding s6 ching minh thu hay dia chi email chinh thirc cua mot
thyuc thé dé lam khéa cong khai, voi khoa cong khai nhu vay di nhién ta khong con can mot
CA dé dam bdo rang khéa cong khai nay thuoc vé ai do, do do & day ta khong con can
phai c6 ching thuc sé hay khong con can phai xay dung PKI. Tuy nhién, dé tir mot dia chi
email hay chimg minh thu bat ky ding lam khoa cong khai c6 thé tao ra duoc mot khoa bi
mat tuong ung, trong md hinh Identity-based Cryptography ta can phai c6 mot thuc thé
lam cdng viéc d6 goi la trung tm tao khoa (Private Key Generator-PKG). Khong nhu
trong md hinh truyén théng, do CA khong biét khoa bi mat cua ting thuc thé nén CA (hay
nhitng ké tn céng thanh cong CA) khong cd kha ning gia mao thyc thé do dé lam viéc, vi
du dung khoa bi mat caa mot thuc thé dé doc dir liéu ma thyuc thé khac ma hoa cho thuc thé
nay, hay dung khéa bi mat dé ky mot vian ban. O day PKG tao ra khda bi mat cho thuc thé
nén PKG (hay nhiing ké tan cong thanh cong PKG) hoan toan c6 kha nang nay. Do vay,
rai ro d6i voi ngudi dung la cao hon so v6i mé hinh PKI truyén thdng. D¢ giai quyét van
dé nay phuong phap phd bién hién nay Ia phi tap trung hoa trung thm PKG. Véi phuong
phap nay thay vi chi c6 duy nhat mot trung tam PKG cap khoa bi mat cho nguoi ding, ta
phan chia PKG thanh cac trung tam con, mdi trung tdm chiu trach nhiém cip mot phan
khoa bi mat cho ngudi dung, do vay néu mot vai PKG con bi tin cong hay gian di s&
khong gay rai ro di véi khda bi mat cia ngudi dung.

Dong gdp cua bai bdo: Ma hoa dua trén dinh danh (ldentity-based encryption-IBE)
1a hudng nghién ciru duoc céc nha nghién ciu quan tam, c6 rat nhidu cac hé ma hoa dua
trén dinh danh dd dwoc cdng bb. Trong d6 hé mi cua tac gia Hoteck Wee dé& xuit nam
2016 [3] (dugc cong bd tai mot trong nhing hoi nghi lon nhit cua nganh an toan bao mat
thong tin Theory of Cryptography-TCC) van dugc danh gia 1a hé ma dya trén dinh danh
hiéu qua va an toan nhat hién nay. Trong bai bao nay dong gop cua chidng tai 1a cai tién heé
ma nay bang cach bd sung thém tinh chat phi tap trung héa cho hé ma nay. Ching tdi ciing
ddng thoi dua ra sy so sanh hé ma dé xuét véi cac hé ma dua trén dinh danh c6 hd tro tinh
chat phi tap trung hoa khéc. Chung t6i ciing luu y rang bai béo cua ching t6i 1a nghién ciu
dau tién nghién cuiu tinh phi tap trung hoa cho hé ma cua tac gia Hoteck Wee.

2. HE MA DUA TREN DINH DANH CUA HOTECK WEE
2.1. Phép ghep cap doi

Phép ghép cap doi Pairings dugc mo ta nhu sau:

Goi G, Gr la hai nhom cyclic ¢ bac nguyén t6 p.

g 1a phan tir sinh cua tap G.

e la mot anh xa song tuyén tinh ky hiéu e : G x G — Gr.
Trong d6 phép e thoa man hai tinh chat sau:
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Tinh song tuyén tinh: Véi moiu € G, v € G vaa, b € Ztaco: e(u?, v?) = e(u, v)*?

Tinh khong suy bién: e(g, g) # 1.

Khi cai dat voi duong cong Eliptic thi G, s& 1a tap cac diém trén duong cong véi toa
do cac diém thugc tap Z,, p 1a sé nguyén td, tap Gr s& Ia tap Z, véi q = p7, trong d6 tiy
viéc thiét lap thong sb an toan ma 7 c6 thé 14 2, 4, hoic 6.

Nhém cé bdc 1a hop sé (Composite order group): Cac nhom G, G ¢6 bac 1a mot sé
nguyén hgp (composite), tuc la khong phal la sé nguyen t6 p. Piéu nay c6 nghia 1a bac cua
cac nhdm Gy, Gr 1a tich cua it nhat hai s6 nguyén t. Trong bai béo nay ching tdi dung G
va Gr ¢6 bac 1a sé nguyén hop N 1a tich cua ba s nguyén té py, p2, ps, tuc 1a G = Gy X G, X
Gs, VGi g1, 02, 93 lan luot 12 phan tir sinh cia ba nhém con Gy, G, Gs.

2.2. Hé ma dwa trén dinh danh cia Hoteck Wee

Hé ma duya trén dinh danh bao gom 4 giai thuat:

Khdi tgo: khoi tao cac tham sé chung cho toan bo hé théng nhu khoa cong khai cia
toan bo hé théng, khoa bi mat caa hé thong (master secret key).

Tqo khoa: giai thuat tao ra khda bi mat cho nguoi ding méi tham gia vao hé thong
dua trén dau vao 1a dinh danh cia nguoi ding va khoa bi mat cua hé thong.

M4 hoa: dau vao la dinh danh caa nguoi dung, dau ra la khoa phién K cua hé thong
va ban ma twong (ng voi khoa phién K. Luu y rang khda phién K s& duoc dung nhu khoa
bi mat (v&i hé ma AES) dé ma hoa dix liéu thuc su can mé hoa.

Giai ma: dau vao la ban ma va khoa bi mat twong ung véi dinh danh duoc dung dé
ma hda, giai thuat cho dau ra la khoa phién K. Luu y rang khoa phién K dugce dung nhu
khoa bi mat dé giai ma (véi hé ma AES) ra dix liéu ban rd.

Céc giai thuat cu thé nhu sau:

Khéi tao (1Y),

Dua trén tham s6 dau vao A, tao ra hé théng Pairings G:=(N, G,G,e,01, Gz, Ja).
Trong d6 g1, 92, gs, lan luot I phan tir sinh cua ba nhém con Gy, Gz, Gs. Chon ngau nhién
o &ZN, u, &Gl va ham bam

H: Gy, — {0,1}* Tinh khoa cong khai mpk cua hé thong:

mpk:= (G,H, g1, &1" &(91, u))

Khda bi mat cua hé thong msk := (a, u, gz)

Tao khéa (msk, ID € Zy)

skip = u"/(=1D)

Ma héa (mpk, ID € Zy)

Chon ngau nhién sz,

Tinh ban ma caa khoa phién CP = g, 1P

Khéa phién K = H(e(g1,u)®).

Luu y ban mi CP khéng cin bao gom ID, do vay hé ma cé tinh chat an danh
ngudi nhan.

Giai ma (skip, CP)

Tinh: K’ = e(CP, skip) = e(gy “™P*, u(* D) = g(gy,u)®

Tinh khoéa phién K = H(K”).
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3. HE MA DUA TREN DPINH DANH BE XUAT

Trong myc nay, trudc tién ching t6i trinh bay y tuong xay dung hé ma, sau do trinh
bay chi tiet hé ma cling nhu nhirng phan tich danh gia vé tinh an toan caa hé ma deé xuat.

3.1. Y twéng xay dung

Trong hé ma dua trén dinh danh cua Hoteck Wee khéa bi mat cua hé théng 1a o,
khoa bi mat cua timg nguoi dung sé€ dugc tinh dya trén o va dinh danh cua ting nguoi
ding. Y tuéng dau tién dé giam sy phy thudc vao duy nhat a (ngin ké tan cong hay
authority gian ddi biét o) 13 ta tach a ra thanh nhiéu gid tri con o= oy + 0 + ... + ap, sau d6
tach trung tam cip khéa PKG ra thanh n PKG con, mdi PKG con sé hitu mét gia tri o;. Khi
cap khoa, mdi PKG con s& cip mot khoa con twong tng vai tiung gié tri o;, ngudi ding sau
do s& gop cac khoa con lai thanh khoa chinh twong tng vaéi o va giai ma nhu thong thuong.
Tuy nhién, do a nam dudi mau s6 cia khoa nén y tuong nhu trén sé& khdng thyc hién duoc.
Do d6, thay vi tach a, chung t6i bo sung thém mot gia tri mai 1a B ¢ trén tir s6 va thuc hién
tach B thanh cac i con. Viéc bo sung nay khong 1am anh huong dén tinh hiéu qua cua hé
ma do van giit nguyén d6 dai khda va ban ma.

3.2. H¢ ma deé xuat

Hé ma dua trén dinh danh dé xuat bao gom bdn giai thuat:

Khdi tao: khoi tao cac tham sé chung cho toan bo hé théng nhu khoa cong khai cua
toan bo hé thdng, khoa bi mat cia n PKG cua hé thdng. Luu ¥ giai thuat chi chay mét lan
duy nhat khi khai tao hé thong.

Tqo khoa: giai thuat tao ra khda bi mat cho nguoi ding méi tham gia vao hé thong
dia trén dau vao 1a dinh danh cia nguoi ding va khéa bi mat caa n PKG cua hé théng.

Ma héa: twong tu nhu hé Hoteck Wee.

Giai m&: twong tu nhu hé Hoteck Wee.

Céc giai thuat cu thé nhu sau:

Khéi tao (1Y),

Dua trén tham s6 dau vao A va n (s6 cac trung tdm cap khoa) tao ra hé théng Pairings
G:=(N, G,G,e,01,92,93). Trong d6 g1, U2, g3, lan luot 12 phan tir sinh caa ba nhém con Gy,
Go, Gs. Chon ngiu nhién , B, Pu, ..., Pn<—Zy, U, <G va ham bim H : G, — {0,1} *
sao cho B = Pi+ ...+ By Tinh khoa cong khai mpk caa hé théng:
mpk:= (GH, g1, 6% e(gs, U)) ,

Khoa bi mat cuia trung tdm cap khoa thar i (véi i di tir 1 dén n) la mski == (a, Bi, U, g3).

Tao khéa (msk;, ID € Zy)

Ngudi dung nhan khda thanh phan thi i tir trung tam cap khoa thi i

skipi = P ygii=1,...,n

Sau khi nhan du n khéa thanh phan, tinh khoa bi mat

SKip=SKip-1 . SKip-2 ... skipn = yP/(o+D)

Ma héa (mpk, ID € Zy)

Chon ngau nhién s<-7,,

Tinh ban ma cta khoa phién CP = g; 1P

Khoa phién K = H(e(gy,u)*P).

Luu y ban ma CP khong can bao gom 1D, do vay hé ma cd tinh chat an danh ngudi nhan.
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Giai ma (Sk|D, CP)
Tinh: K’ = ¢(CP, skip) = e(g; @D, uP(**1D)) = g(gy,u)*
Tinh khoéa phién K = H(K").

3.3. An toan cia hé ma dé xuit

An toan cia hé ma dé xuat duoc suy ra mot cach tu nhién tir an toan cua hé ma
Hoteck Wee. Do hé ma dé xuit gitr nguyén giai thuat ma héa cua hé Hoteck Wee, trong
khi d6 ké tin cong khdng c6 thém bat cir thong tin gi vé khda bi mat chinh p cua hé thong
néu khdng tan cong da n PKG con. Do vy, an toan cua hé ma dé xuat dugc suy ra mot
cach ty nhién tur an toan cta hé ma Hoteck Wee.

4. SO SANH VOI MOT SO HE MA DUA TREN PINH DANH CO HO TRO
TINH PHI TAP TRUNG HOA HIEN CO

Ma hoéa dya trén thudc tinh (Attribute-based encryption - ABE) [7,8,9] 1a mé& rong ctia
mi héa dua trén dinh danh. Trong d6, néu nhu mdi nguoi dung trong hé ABE so hitu duy
nhat mot thudc tinh chinh 13 dinh danh (ID) ctia minh thi khi ¢6 hé ABE sé& tr¢ thanh hé ma
dya trén dinh danh (IBE). Do do, hién nhién cac hé ABE hd trg tinh chat phi tap trung hoa
cting quy Ve hé IBE ho tro t1nh chat phi tap trung hoa. Ngoai ra, ching tdi ciing luu y rang dé
giai quyét van dé trung tim cap khoa PKG blet khoa bi mat ciia nguoi dung, hlen nay c6 mot
vai k¥ thuat duoc dé xuat dé giai quyét van dé nay nhu k¥ thuat chimg thu sé an (Implicit
certificate encryption) [4], k¥ thuat khong ching chi (Certificateless encryption) [5] hay gan
day la ky thuat dua trén dang ky (Registration-based encryption) [6]. Tuy nhién, bai bao nay
chi tap trung trong pham vi so sanh cic hé ma dua trén dinh danh hd trg tinh phi tap trung
hoéa, khong di sau vao so sanh uu, nhugc diém cua cac loai ky thuat khac nhau.

Tiéu chudn chinh khi so sanh cac hé md bao gém: chirc ning ctia hé ma, tinh an toan
ciia hé m3, toc dd cia hé ma (téc dd6 ma hoa, toc do giai ma), dung luong (d6 dai ban ma,
do dai khoa bi mat, d§ dai khoa cong khai). HE ma dé xuat duge xay dung dua trén hé ma
Hoteck Wee, do vay dugc ké thira cac dic tinh ciia hé ma trén. Luu y rﬁng hé ma Hoteck
Wee dén nay van dugc xem 1a mot trong nhitng hé ma dua trén dinh danh hiéu qua nhét
hién nay. So sanh cac ti€u chuén cu thé cia hé mi dé xuét va cac hé ma co cung churc nang
(tinh phi tap trung hoa) dugc trinh bay trong Bang 1 sau.

Bang 1. So sanh mét s6 hé ma hoa dwa trén thuéc tinh hd tro tinh chat
phi tap trung héa

Hé ma Banma | Khoa bi mat | Khda cong khai Ma hoa Giai ma
[7] 4 7 2+N 4 exp 2 pairing
[5] 4 1 3+N 4 exp 2 pairing
[6] 3 3 5+N 3 exp 2 pairing
Hé dé xuat 1 1 3 2 exp 1 pairing
Trong bang so sanh trén:
exp la phép lity thira;

pairing 1a phép tinh song tuyén tinh. Mot phép tinh pairing bang khoang 50 lan mot
phép liy thura;
N 14 s6 nguoi dung trong hé thong;
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Hé mé cua ching ti ding nhém 1a hop s6 G = G; x G, X Gs, do vay kich thudc mot
phan tir cua chiing t6i twong dwong khoang 3 phan tir ciia cac hé khac; an toan hé ma ching
toi dua trén h¢ ma Hoteck Wee do vay dat an toan adaptive security. Cac h¢ ma khac chi dat an
toan mic yéu hon 1a selective security (yéu cau ké tan cdng phai chon truéc dinh danh cua
ngudi ding dé tin cong trudc khi biét cac thdng tin khac).

5. KET LUAN

Ky thuat dya trén dinh danh la k§ thuat quan trong dung dé thay thé co so ha tang
khoa cong khai. Tuy nhién, diém yéu hién nay cua ky thuat nay 1a viéc trung tdm cap khoa
PKG biét khoa bi mat cua ngudi dung. Huéng nghién ctu hién nay dé giai quyét vin dé
nay la phi tap trung héa trung tdm cap khoa cua nguoi dung. Trong bai béo nay ching toi
nghién ciru dé xuat mot hé ma hoa dua trén dinh danh cé hd trg tinh phi tap trung héa. Hé
ma dé xuat cua ching tdi c6 tinh an toan va hiéu qua cé thé so sanh duoc voi cac hé ma
dua trén dinh danh c6 hd tro tinh phi tap trung hoa hién cé.
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A NEW DECENTRALIZED IDENTITY-BASED ENCRYPTION SCHEME
Le Xuan Lam, Luu Vu Nam, Trinh Viet Cuong
ABSTRACT

Identity-based cryptography is an important technique since it can replace the
inefficient public key infrastructure. This technique, however, has a shortcoming that the
authority can know the secret key of users. To deal with this shortcoming of Identity-based
cryptography, researchers try to decentralize the authority. Continuing with this line of
work, in this paper we propose a new identity-based encryption scheme supporting
decentralized property. Our proposed scheme can be comparable to other existing
identity-based encryption schemes supporting decentralized property.

Keywords: Identity-based encryption, decentralized, public key infrashstructure.
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