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ABSTRACT

Digital transformation in healthcare refers to the integration of
technology into healthcare operations in order to improve the
delivery of healthcare services. This process aims to optimize
healthcare data management, enhance the quality of care, and
enable remote health monitoring. The ultimate goal is to establish a
smart healthcare system that prioritizes public health and promotes
sustainable development. In this context, the development of high-
tech and multifunctional healthcare is an inevitable and crucial
trend that aligns with the principles of security and efficiency in
healthcare. To achieve this, the implementation of digital technology
solutions is both important and urgent. These solutions include the
use of electronic health records, artificial intelligence (Al), smart
wearables, telemedicine, and blockchain technology to secure
healthcare data. However, the successful implementation of these
solutions relies heavily on effective collaboration and innovation
among stakeholders, such as researchers, technology companies,
governments, and patients. Therefore, addressing this issue
effectively will support the healthcare sector in developing
sustainably and adapting to the evolving healthcare environment.
TOM TAT

Chuyén déi sé trong linh vuec y té la qud trinh thay déi phirong
thire cham séc sikc khée bang cdch tich hop cong nghé vao hoat dong
y té. Diéu nay nham t6i wu héa viéc quan Iy dir liéu y té, cdi thién
chdt lwong cham séc va tang cuong kha nang theo déi sirc khée tir
xa. Muc tiéu la xdy dung mét hé thong y té théng minh, bdo vé sirc

khoe céng dong va dam bdo phdt trién bén virng. Trong ngit canh
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nay, phdt trién y té cong nghé cao va da chirc nang la xu thé tat yéu,

mang tinh quyét dinh, tudn thii cdc nguyén tic bao mdt va hiéu qua

trong cham séc y té. Pé xdy dung nén y té thong minh, bén viing va

thich nghi voi nhitng thdach thirc moi thi viéc trién khai cdc giai phap

cong nghé s la quan trong va cap thiét. Cdc gidi phdp nay tap trung

vao viéc s dung hoé so sikc khoe dién tuw (EHR), tri tué nhan tao (Al),

thiét bi deo théng minh, telemedicine va cong nghé blockchain dé

béao mat dit liéu y té. Tuy nhién, viéc trién khai thanh céng cdc gidi

phdp cong nghé sé nay phu thuéc nhiéu vao sw két hop théng tin,

twong tac va sang tqo giita cdc bén lién quan, bao gom cac nha

nghién ciu, doanh nghiép cong nghé, chinh phiu va bénh nhdn. Do

a6, néu gidi quyét tot van dé nay thi sé ho tro nén y té phdt trién mot

cdch bén viing va thich iing véi nhitng thay doi trong méi trieong y

té hién dai.

1. INTRODUCTION
1.1 The importance of digital transformation
in healthcare

Health is the foundation of individual
achievement, satisfaction, and happiness, as well
as that of families and society at large. In addition
to critical issues such as climate change and
poverty, public health is a top priority that
consumes significant resources from nations
worldwide. The topic of health becomes even
more crucial as the world enters a new era marked
by revolutionary changes. Figure 1 illustrates the
profound changes and significant development

within the medical revolution.
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Figure 1. The history of the medical

revolution

Digital transformation is the process of
applying disruptive technologies to increase
productivity, create value, and enhance social
welfare. Healthcare encompasses all services
provided to maintain and protect the physical and
mental health of individuals and is one of the key
sectors undergoing digital transformation [1].
The digital revolution in healthcare creates new
opportunities and business models to address
healthcare challenges and related issues such as
population aging. Since 2010, the digitization of
healthcare has become inevitable, and the global
healthcare sector has deeply engaged in digital
transformation.

The digital transformation process will
positively impact and change healthcare activities
in three main areas: First, it will affect the
leadership,  management, and executive
operations within healthcare organizations,
moving towards precise, timely, and effective
decision-making based on digital technology.

Second, it will directly impact the provision and
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access to healthcare services, shifting from
traditional methods to those based on digital
platforms, thereby facilitating quick, timely, and
ubiquitous access to healthcare services. Third, it
will affect the working and communication
methods of  healthcare professionals,
transitioning from a traditional work environment
to a digital one, thus creating the "digital
physician".

Developing a national healthcare data
integration platform to connect and share among
national healthcare databases, specialized health
systems, and healthcare statistics; building and
developing a primary healthcare data integration
platform. Establishing platforms for non-cash
medical service registration and payment; remote
medical consultation platforms; super-app
mobile platforms for providing healthcare
services, aiming towards a healthcare service
social network. Developing open healthcare data
platforms, collecting health data from various
sources such as citizens, businesses, social
networks, and medical Internet of Things (IoT)
devices related to health information, combined
with data sharing from healthcare databases, to
form an open data ecosystem in healthcare and a
national health information network.

Accelerating the implementation of digital
transformation in healthcare will help establish a
smart disease prevention and health care system,
enabling citizens to proactively prevent diseases,
easily access health information, and receive
timely, effective health care consultations and
assistance. It will also lead to the creation of a
smart medical examination and treatment system,
allowing citizens to access advanced, high-
quality, and convenient medical services, save

time and costs, and reduce risks and

complications during treatment. A smart
healthcare management system will support
healthcare management agencies in making
timely policy decisions based on big data
analytics, monitoring the effectiveness of the
entire national healthcare service network, and
improving responsiveness to  unexpected
situations, such as controlling and containing
epidemics, sharing new treatment methods, and
providing remote training, enabling the
Vietnamese healthcare system to seamlessly
connect and integrate with the world.
1.2 The role of smart healthcare in the
development of telemedicine
1.2.1 Smart healthcare

Smart healthcare represents an advanced
healthcare system where technologies such as Al,
the IoT, Big Data, wearable devices, and
automation are integrated to enhance the quality
of healthcare services. This combination not only
increases efficiency in diagnosis and treatment
but also enables the personalization of healthcare
processes, improves the ability to monitor and
predict health conditions, and optimizes the
management of medical data [2]. It often utilizes
wearable devices, such as smartwatches, to
monitor key health indicators like heart rate,
physical activity levels, and sleep patterns.
Additionally, Al applications play a crucial role
in supporting more accurate diagnoses, analyzing
medical images, and providing appropriate
treatment options [3]. This combination not only
improves healthcare outcomes but also allows
patients to access medical services conveniently
and efficiently through telemedicine applications.

A smart healthcare model, as shown in Figure
2, has been implemented in Ninh Thuan [4]:

featuring various functions: when patients visit
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the hospital for examination and treatment, their
medical records are digitized, saving time and
costs while increasing work efficiency and
treatment effectiveness. Patients benefit from
smart services such as using a “Smart Card” to
access and utilize all integrated services on the
system platform, including the Access Control
System (ACS); the Intelligent Queue System
(1Q); the Integrated Smart Operating Room
System (AVAS); the premium Smart Inpatient
Ward solution (iWard); the Bedside Consultation
solution for doctors and nurses (AMIS); and
Telehealth services for remote consultation and
diagnosis.

Electronic medical records

Access to new
professional knowledge

= Improved Service

Stream!
Remote med

SMART
HOSPITAL

Better patient follow-up care

= Fast, accurate service

Save time for both doctor
and patient

Figure 2. Smart hospital model

1.2.2 Telemedicine

Telemedicine, also known as remote
medicine, telehealth, or e-health [5] is a term
derived from “tele” in Greek, meaning “remote,”
and “medicine” from the Latin “mederi,”
meaning “to heal.” The concept of telemedicine
was first used in 1970 to describe the provision of
healthcare services remotely through the use of
information technology. These healthcare
services can include diagnosis and treatment,
medication provision, counseling, prevention and
rehabilitation, health insurance, education, and
research [6].

It is a branch of e-health that uses

communication networks to provide healthcare

and medical education from one geographic
location to another. It is implemented to address
issues such as uneven distribution and shortages
of infrastructure and personnel [7]. It offers
numerous potential benefits, including: improved
patient control, allowing individuals to better
manage their health conditions and their lives
while maintaining independence at home; in-
home services, enabling access to services that
were previously only available in hospitals;
reduced need for hospital visits, decreasing the
need for in-person visits to hospitals and doctors,
thus saving time and travel costs; long-term
management, supporting long-term management
of chronic conditions at home; personalized
technology, with technology tailored to
individual needs; enhanced access in remote
areas, improving access to services in remote or
underserved regions; cost reduction, lowering
overall healthcare costs; direct access to experts,
providing direct access to healthcare specialists
and eliminating waiting times; and continuous
monitoring, offering continuous, 24/7 monitoring
to address shortages of healthcare providers [5].
1.2.3 Role of smart healthcare in the development
of telemedicine

Smart healthcare plays a crucial role in the
development of telemedicine by enhancing the
quality and effectiveness of healthcare services
through  the application of advanced
technologies. Specifically, wearable devices and
biosensors enable continuous monitoring of
important health metrics such as heart rate and
blood pressure. This allows doctors to remotely
monitor and intervene in a timely manner [8].

Additionally, Al and big data enable the
analysis and personalization of treatment

protocols,  optimizing effectiveness  and
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minimizing medical risks [9]. Al also supports
remote diagnosis by analyzing medical images
and health data, which helps shorten response
times and improve accuracy in emergency
diagnoses [10].

Moreover, smart healthcare combined with
telemedicine helps expand access to medical
services, particularly for individuals living in
remote areas or with mobility limitations. These
platforms also enable the sharing of patient data
between  different  healthcare  facilities,
enhancing coordination in patient care and
improving treatment outcomes [11].

2. RESEARCH METHODS

This study was conducted to study the cost of
implementing  digital  transformation in
healthcare in Vietnam, the role of smart
healthcare in developing telemedicine, current
formulas and propose suitable solutions. To
achieve this goal, the study uses methods of
analyzing and synthesizing documents from
many reliable data sources.

2.1 Data source

Research data is collected from the following
sources:

- Official reports: Documents of the Ministry
of Health of Vietnam, the World Health
Organization (WHO), the International
Telecommunication Union (ITU), along with
research and statistical reports on digital
transformation in healthcare.

- Previous scientific articles and research:
Domestic and international research works on
smart healthcare, technology applications in
distance learning, and the impact of digital

transformation on the healthcare system.

2.2 Methods

The study uses the following main research
methods to analyze and evaluate the problem:

- Methodological analysis documents: The
study synthesizes and analyzes research
documents, reports from medical organizations,
scientific research and related data sources. This
method helps to assess the actual state, identify
trends and identify important issues in the digital
transformation of healthcare.

- Qualitative research methods: The study
assesses the impact of quantitative research on
smart healthcare through analyzing factors such
as technology application, health system
performance, accessibility to remote healthcare
services and the level of availability of the
healthcare system in Vietnam.

- Methodological comparison: To have a
comprehensive view, the study compares the
digital transformation process in healthcare in
Vietham with other countries that have
successfully applied smart healthcare and
telemedicine models. This comparison helps to
draw lessons and propose solutions suitable to the
practical conditions of Vietnam.

3. RESULTS AND DISCUSSION
3.1 Current status of digital
transformation in healthcare in Vietnam

In line with global trends, Vietnam is working
to improve and develop its healthcare system to
provide comprehensive health services to its
citizens. Decision No. 4888/QD-BYT dated
October 18, 2019, by the Ministry of Health,
approves the "Project on the Application and
Development of Smart Healthcare Information
Technology for the Period 2019-2025" [12]. It
emphasizes that digital technology is rapidly

advancing and having a profound impact on all
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aspects of economic and social life worldwide.
Revolutionary advancements in digital science
and technology are leading to trends that demand
significant changes in national economic and
social structures, as well as management systems
across various sectors and fields. Digital
transformation solutions play a crucial role in
implementing the smart healthcare model.

Decision No. 749/QD-TTg dated June 3,
2020, by the Prime Minister approved the
"National Digital Transformation Program until
2025, with a Vision to 2030" [13] identifying
healthcare as one of the top eight priority areas
for digital transformation. This reflects the
government’s significant expectation and interest
in public health care. Furthermore, healthcare is
recognized as "A sector with extensive social
impact, closely related to people's daily lives,
with the potential for rapid changes in perception,
notable effectiveness, cost savings, and should be
prioritized in the digital transformation process”.
Based on this, the Ministry of Health issued
Decision No. 5316/QD-BYT dated December 22,
2020, on the "Approval of the Digital
Transformation Program in Healthcare until
2025, with a Vision to 2030" [14]. The objectives
include: (i) developing digital government in
healthcare, (ii) promoting social development in
the healthcare sector, (iii) maintaining indicators
in prevention and health care, and (iv)
implementing digital transformation in medical
examination and treatment.

In line with global trends, Vietnam is striving
to improve and develop its healthcare system to
provide comprehensive health care for its
citizens. Decision No. 4888/QD-BYT dated
October 18, 2019, by the Ministry of Health, on
the "Approval of the Project on the Application

and Development of Smart Healthcare
Information Technology for the Period 2019-
2025" [12] specifies that digital technology is
advancing rapidly and having a profound impact
on all aspects of economic and social life
worldwide. Revolutionary changes in science and
breakthrough digital technologies are driving
trends that demand significant changes in
national economic and social structures, as well
as management systems across various sectors.
Digital transformation solutions support the
smart healthcare model.

Decision No. 749/QD-TTg dated June 3,
2020, by the Prime Minister approved the
"National Digital Transformation Program to
2025, with a vision to 2030" [13]. According to
this decision, healthcare is one of the top eight
priority areas for digital transformation. This
underscores the  government's  significant
expectations and attention toward public health
care. Moreover, healthcare is identified as a
"sector with social impact, closely related to
people's daily lives, capable of rapid change in
perception, delivering effective results, saving
costs, and needing to prioritize digital
transformation."” Based on this, the Ministry of
Health issued Decision No. 5316/QD-BYT dated
December 22, 2020, on the "Approval of the
Digital Transformation Program for Healthcare
to 2025, with a vision to 2030" [14], outlining
objectives for (i) developing digital government
in healthcare, (ii) promoting social development
in healthcare, (iii) maintaining indicators for
disease prevention and health care, and (iv)
implementing digital transformation in diagnosis
and treatment. Figure 3 presents the framework
for analyzing digital transformation in healthcare

in Vietnam.
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Figure 3. Framework for analyzing digital
transformation in healthcare in Vietnam
Deploy Hospital Information Systems (HIS),

Laboratory  Information = Systems  (LIS),

Radiology Information Systems/Picture
Archiving and Communication  Systems
(RIS/PACS), and Electronic Medical Records
(EMR) in compliance with both national and
international standards. Ensure interoperability,
data sharing, and integration, as well as seamless
connectivity with all existing medical equipment
in healthcare facilities (e.g., diagnostic machines,
imaging devices, interactive screens, handheld
devices, etc.) to enhance automation.

- Standardize Health ID: Use social insurance
numbers or citizen identification numbers to
create a unified Health ID and implement it
nationwide.

- Develop "Smart Hospitals": Healthcare
facilities should follow the Ministry of Health's
Circular No. 54/2017/TT-BYT dated December
29, 2017, which establishes criteria for IT
application in healthcare facilities. Develop a
roadmap to achieve "smart hospital" status,
meeting Level 6 of Circular 54 [15].

Implement Electronic Medical Records at all
healthcare facilities according to the roadmap
outlined in Circular No. 46/2018/TT-BYT dated
December 28, 2018, by the Ministry of Health
regarding Electronic Medical Records. This
includes transitioning from paper-based medical

records to electronic records and implementing

electronic payment systems for medical fees
without the use of cash [16].

Implement remote consultation services in
accordance with Official Letter No. 7946/BYT-
KCB 2023, which provides guidelines for remote
healthcare at primary healthcare levels [17];
Additionally, deploy a national -electronic
prescription management system at all public and
private healthcare facilities across the country.
Developing the application of Al in healthcare,
prioritizing the following areas:

- Develop standards for connecting healthcare
devices based on the Internet of Medical Things
(IoMT) to build expert systems for clinical
decision support;

- Develop a clinical decision support system
that integrates closely and operates in real-time
with electronic health records (EHR);

- Support medical imaging diagnosis and
surgical assistance;

- Apply Al in specialized fields such as
medical imaging, cardiology, respiratory
medicine, orthopedics, oncology, pediatrics, etc;

- Healthcare facilities should build big data
systems with fast analytical algorithms to support
clinical decision-making based on Alj

- Al in traditional medicine.

3.2 Challenges of digital transformation in
healthcare in Vietnam
3.2.1 Data security and privacy

One of the biggest challenges is the risk of loss
or leakage of sensitive information. Digital
healthcare systems store vast amounts of personal
data, including medical records, test results, and
patient contact information. If not adequately
protected, this data can be stolen or misused,
leading to serious consequences for both patients

and healthcare facilities. According to a report
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from IBM Security [18], the healthcare sector is
a prime target for cyberattacks, with the average
cost of a data breach reaching millions of dollars.
3.2.2 Human resources

One of the biggest challenges is the lack of
technological skills among the healthcare
workforces. Many current healthcare
professionals are not adequately trained in digital
tools and platforms. According to a report by the
World Health Organization (WHO), "The lack of
technological skills in the healthcare workforce
can severely impact the effective implementation
and use of new healthcare technologies" [19].
Current training programs may not fully meet the
requirements for digital health transformation.
Traditional medical training programs often do
not include digital technology skills and
healthcare data management. According to a
report by the World Health Organization (WHO),
"Health education systems in many countries,
including Vietnam, still do not fully integrate
information technology into the curriculum,
leading to a shortage of essential digital skills"
[20].

According to Professor Tran Diep Tuan,
Chairman of the University Council of Ho Chi
Minh City University of Medicine and Pharmacy,
to upgrade the domestic healthcare system, the
first step is to develop a modern medical
education model that meets the needs of digital
health transformation. The lack of technological
skills could undermine the effectiveness of new
healthcare systems, which directly affects the
quality of patient care and safety.

3.2.3 Data reliability

Lack of trust in digital health is a significant

barrier to its development. Patients, especially the

elderly, often remain skeptical about the

authenticity of information provided on digital
health platforms. Additionally, concerns about
data security and ownership of health information
are major issues for patients. Since health data is
highly sensitive and personal, patients are
particularly concerned about how their data is
collected, processed, and analyzed by service
providers and/or third parties. Data breaches have
occurred, and the concentration of personal
information in national data repositories has led
to public skepticism and a loss of trust in the
government. Therefore, building trust in personal
data security is essential to persuade the public to
engage with the system. Public trust plays a
crucial role in the success of technology [21].
This requires active involvement from the
Department of Information Technology.
3.3 Digital transformation solutions for
remote smart health models

Smart Telemedicine Model combines
advanced technologies to provide remote
healthcare services with higher accuracy and
efficiency compared to traditional models. It
includes key components such as smart health
monitoring devices, Al and big data, online
healthcare platforms, and EHR management.
Wearable devices and remote diagnostic tools
provide detailed, real-time health data, while Al
supports diagnosis and treatment by analyzing
health data and aiding decision-making
(Wearable Technology in Healthcare, Artificial
Intelligence in Healthcare). Big data helps predict
health trends and personalize treatment (Big Data
in Healthcare). Online healthcare platforms and
EHR systems enable effective health monitoring
and record management (Telemedicine
Platforms, EHR). This model not only improves

accuracy in diagnosis and treatment but also
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enhances access to healthcare services, saving
time and costs for both patients and doctors. By
integrating  modern  technologies,  smart
telemedicine opens up new opportunities in
health management and meets the increasing
demands of patients and the global healthcare
system.

User Health Monitoring System Using
Smartwatches [22]: A new low-cost system has
been proposed in Figure 4 to automatically detect
health issues and alert healthcare professionals
for timely intervention. The system integrates
various smartwatches through cloud principles
and provides the collected data to healthcare
professionals to improve diagnostic decision-
making. The system uses five supervised ML
algorithms and the best-performing algorithm,
artificial neural networks, with an accuracy of
99.5%, a recall rate of 99.5%, and an F1 score of
99.5%. This system aids doctors in managing
their patients more easily, allows continuous
monitoring of patients' health indicators, detects
abnormal signs, and provides timely intervention.
Interaction between patients, doctors, and family
members becomes more convenient with this

system.

Ao

Users Smartphone GOOGLE FIT

Patient Activity Recognition and Posture
Monitoring System [23]: The system proposed in
Figure 5 uses continuous camera surveillance to
monitor patient activities at home in real-time.
The generated video stream is identified and
labeled in real-time using the MediaPipe Pose
framework and a Long Short-Term Memory
(LSTM) network model trained and stored on a
Raspberry Pi 4 device. If the patient's activity is
deemed abnormal, indicating a potential health
issue, the system will immediately send a
warning message along with a snapshot of the
abnormal activity to the patient's relatives via
email and Telegram messaging app. Labeled
videos are then stored on a virtual server on a
regular schedule. Videos labeled as containing
abnormal activity are stored on the server for a
long term, while normal activity videos are
retained for a short period and then deleted to
save storage space. The algorithm for recognizing
patient activities in real-time within the video and
sending warning messages with images of
abnormal activities to users is summarized and

displayed.

Machine learning models
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Figure 4. User health monitoring system using smartwatches
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Figure 5. Patient activity recognition and posture monitoring system

System for Remote Patient Activity
Monitoring and Abnormal Alert Notification
[24]: Figure 6 also proposes a real-time smart
camera system for monitoring, recognizing, and
alerting on abnormal patient activities from a
distance. This system is cost-effective and easy to
implement in practice. Specifically, it suggests a
network model combining LSTM, MobileNetV2,
and Raspberry Pi 4 for remote patient activity

by collecting real-world data and reusing existing
datasets. The system has been evaluated and
tested with an accuracy exceeding 96%. With this
system, if a patient's activity is identified as
abnormal, indicating a potential health issue, the
system will automatically send a warning
message along with an image of the abnormal
activity. This message will be sent to the patient's

relatives via email and the Telegram messaging

recognition. It provides a self-constructed dataset application.
Raspberry Pi 4 Camera be
Module NolR F |
MobileNetV2 ‘
o] + LSTM network Fall down ,<

model

&/

Figure 6. Remote patient activity monitoring system and abnormal alert notification

4. CONCLUSION AND
RECOMMENDATIONS

In the context of rapid technological
advancement,  digital transformation in
healthcare plays a crucial role in improving the
quality of care and enhancing remote health
monitoring, contributing to universal access to

healthcare services. Digital transformation

solutions not only increase the effectiveness of
diagnostics and treatment but also expand the
reach of healthcare services to remote areas with
limited medical infrastructure. The smart
telemedicine models proposed in this paper also
contribute to advancing digital transformation,
making remote health monitoring increasingly

popular and developed. Increase Investment in
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Technology Infrastructure: Healthcare facilities
should invest heavily in IT infrastructure,
including networks, servers, and data analytics
tools, to ensure that remote healthcare solutions
operate effectively and securely. Train the
Workforce: To optimize the adoption of digital
technology in healthcare, specialized training
programs for healthcare staff on using digital
tools and managing health data are essential.
Training healthcare professionals for remote
healthcare is a crucial factor in implementing
and maintaining effective remote health systems.
To ensure effective delivery of remote
healthcare services, training programs should
focus on equipping staff with the necessary skills
and knowledge to work in a digital environment.
Develop Regulations and Policies: Governments
and healthcare organizations need to develop
and update regulations and policies related to
data security, privacy, and legal responsibilities
in the use of remote healthcare services.
Encourage Research and Development: Support
research and development projects in the field of
digital health to create new and more effective
solutions for remote health monitoring and
management. Expand the Use of Smart
Technology: Integrate smart technologies such
as Al, IoT, and big data into healthcare systems
to enhance predictive capabilities and
personalized treatment, thereby improving the
quality of healthcare. Foster International
Collaboration: Promote international
cooperation to share experiences, technologies,
and successful models from countries with
effective remote healthcare implementations,
aiming to learn from and apply these insights in

the local context.
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