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Revised: 25/2/2025 The management of electronic medical records (EMRs) is a crucial
Accepted: 20/2/2025 yet challenging aspect of modern healthcare. In today's world, data
Keywords: blockchain, security, privacy, and transparency are of utmost importance. This
electronic medical records, research proposes a blockchain-based knowledge system for EMR

healthcare, knowledge management, utilizing the Hyperledger Fabric framework and machine

system, machine learning learning (ML) algorithms. By combining the immutable and

decentralized nature of blockchain with the predictive capabilities of

Tir khéa: blockchain, h¢ ML, this system aims to support medical diagnostics and decision-

thong tri thirc, ho so'y té dign making, with a specific focus on stroke prediction. Experimental results

tik, hoe may, y té using over 130,000 real-world anonymized EMRs have demonstrated
that this system significantly improves data sharing among healthcare
facilities while maintaining security and data integrity. The system's
decision tree model achieved an impressive 85% accuracy in predicting
stroke risk, highlighting the potential for blockchain-ML integration to
revolutionize healthcare management and diagnostics.
TOM TAT

Quan Iy ho so y té dién tir (EMR) la mét khia canh quan trong
nhing day théach thire trong nganh y té hién dai, noi ma bdo mdt div
liéu, quyén riéng twva tinh minh bach dwoc ddt lén hang dau. Nghién
cleu nay dé xudt mot hé thong tri thirc diea trén blockchain d@é quan
Iy EMR sit dung khung Hyperledger Fabric két hop véi cdc thudt
todn hoc mdy (ML). Bang cdch tdn dung tinh chat bat bién, phi tip
trung ciia blockchain va kha néing dw dodn ciia ML, hé thong nay hé
tro chén dodn y khoa va ra quyét dinh, voi trong tam cu thé la du

dodn dot quy. Két qua thire nghiém véi hon 130.000 EMR dn danh
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tir thue té cho thdy hé thong nay cai thién dang ké viéc chia sé dir

liéu gitta cdc co so'y té dong thoi duy tri tinh bao mdt va toan ven

dit liéu. M6 hinh cdy quyét dinh ciia hé thong dat do chinh xdc 85%

trong viéc du dodn nguy co dot quy, nhdn manh tiem nang cua sy két

hop blockchain va ML trong viéc cdch mang héa quan 1y va chan

dodn y té.

1. INTRODUCTION

Healthcare systems around the globe are
increasingly reliant on digital technologies to
manage patient data. Electronic medical records
(EMRs) are pivotal to this transformation,
enabling efficient data sharing between
healthcare providers, enhancing diagnostic
accuracy, and improving patient outcomes.
However, these digital systems introduce
significant concerns related to privacy, data
integrity, and scalability. Traditional centralized
systems, whether cloud-based or on-premise, are
vulnerable to security breaches, unauthorized
access, and data manipulation, which undermine
patient privacy and trust in healthcare systems
[6].

Blockchain technology offers a decentralized
and immutable framework to address these
challenges. Initially popularized by
cryptocurrencies such as Bitcoin, blockchain has
found applications across various industries,
including supply chain management, finance, and
healthcare [22]. In healthcare, blockchain’s
capacity for secure, transparent, and auditable
data storage can be harnessed to protect sensitive
medical information. Moreover, its decentralized
nature ensures that no single entity has
overarching control, reducing the risk of data
tampering or misuse [10].
machine

In  parallel, learning  has

revolutionized data analysis in healthcare. By

training algorithms on large datasets, ML models
can predict disease outcomes, optimize treatment
plans, and identify risk factors with greater
precision than traditional methods [20].
Combining blockchain with ML, especially in the
context of EMR management, offers a
transformative approach to secure data storage
while simultaneously enabling predictive
healthcare applications.

This paper presents a blockchain-based
system for EMR management that incorporates
ML to predict stroke risk. The system is built on
Hyperledger Fabric, a permissioned blockchain
framework designed for enterprise applications.
A decision tree algorithm was applied to a dataset
of over 130,000 anonymized EMRs to predict
stroke occurrence. This research explores the
architecture, performance, and implications of
such a system in modern healthcare, examining
its potential to enhance security, scalability, and
predictive analytics.

1.1 Blockchain in healthcare

Blockchain technology has emerged as a
secure solution for data management across
various sectors, with healthcare being one of the
most promising areas of application [9]. A key
challenge in healthcare is the secure sharing of
EMRs between hospitals, clinics, and other
healthcare institutions. Traditional systems rely
on centralized databases, which are susceptible to

breaches and hacking attempts. Blockchain's
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distributed ledger system mitigates these risks by
decentralizing data control, ensuring that no
single entity has the authority to alter patient
records without consensus from all participants in
the network [19].

For instance, research by Azaria et al. (2016)
[2] demonstrated how blockchain could be used
to securely store and share patient data without
relying on a central authority. Similarly, Zyskind
et al. (2015) [23] introduced a decentralized
framework that utilizes blockchain to protect
personal data in a variety of contexts, including
healthcare. Blockchain's transparency also
ensures that all transactions involving patient
data, such as updates or queries, are recorded and
can be audited by authorized parties, which
improves trust in healthcare systems [22].

However, while blockchain addresses many
security and privacy concerns, its integration into
healthcare has not been without challenges. The
most significant issues include scalability,
transaction speed, and the initial cost of
blockchain deployment. These limitations must
be addressed before blockchain can be widely

adopted in the healthcare sector [§].
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Figure 1. Structure of the blockchain
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Figure 2. Example structure of the
blockchain
1.2 Hyperledger Fabric: A permissioned
blockchain for healthcare
While public blockchains like Bitcoin and
Ethereum are fully decentralized and open to
anyone, permissioned blockchains offer more
controlled environments suitable for enterprise
applications,  including  healthcare  [21].
Hyperledger Fabric, developed by the Linux
Foundation, is a permissioned blockchain that
supports modular  architectures, allowing
organizations to customize their blockchain
networks according to their specific needs [1].
Fabric’s

In  healthcare, = Hyperledger

permissioned  structure ensures that only
authenticated participants—such as hospitals,
doctors, and patients—can access specific data
(Azaria et al., 2016) [2]. This granular control
over access rights is critical in environments that
demand high levels of privacy and security.
Moreover, smart contracts (or chain code in
Hyperledger  Fabric) allow  healthcare
organizations to automate access policies and
ensure that transactions follow predefined rules.
These features make Hyperledger Fabric a robust
choice for managing EMRs in a blockchain

ecosystem [1].
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Studies by Yue et al. (2016) [24] highlight
how Hyperledger Fabric can be used to develop
secure EMR systems that maintain patient
privacy while enabling authorized sharing of
medical records. Additionally, projects like
MedRec have demonstrated the practical
application of blockchain in managing healthcare
data, underscoring the potential of permissioned
blockchains like Hyperledger Fabric to support
secure, scalable EMR systems (Azaria et al.,

2016) [2].
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Figure 3. Blockchain Hyperledger Fabric
(Source: https://hyperledgerfabric.readthedocs.io)
1.3 Machine learning in healthcare
Machine learning has gained prominence in
healthcare for its ability to analyze complex
datasets and generate predictive insights.
Supervised learning models, such as decision
trees, random forests, and support vector
machines, are frequently used for disease
prediction and risk assessment [18]. ML
algorithms can analyze EMRs to identify patterns
and correlations that might be missed by
traditional statistical methods. This is particularly

valuable in predicting diseases like stroke, heart

disease, and diabetes, where early detection is
critical for successful treatment [20].

In recent years, there has been a growing
interest in integrating ML with blockchain
systems. Blockchain provides a secure,
immutable environment for storing medical data,
while ML algorithms use this data to make real-
time predictions about patient outcomes [16]. For
instance, Patel [17] discusses how ML models
trained on blockchain-protected datasets can
significantly improve diagnostic accuracy by
ensuring that the data used is tamper-proof and of
high quality.

The use of decision tree algorithms, as applied
in this research, is well-suited for medical
diagnosis due to their simplicity and
interpretability. Decision trees are capable of
handling both categorical and continuous data,
making them versatile for predicting diseases
based on various patient attributes [4]. However,
decision trees are prone to overfitting, which
necessitates careful tuning of the model, as well
as  validation  techniques to  ensure
generalizability  across
populations (Dietterich, 2000) [25].

2. RESEARCH METHODS
2.1 Blockchain framework for EMR

different  patient

management

The proposed system utilizes Hyperledger
Fabric to securely manage and share EMRs. The
system's architecture is divided into four layers to
optimize data management, security, and
scalability:

Data-as-a-Service (DaaS): This layer is
responsible for collecting, storing, and retrieving
EMRs on the blockchain. Data is stored as

immutable blocks linked through cryptographic
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hashes, ensuring that once a record is added, it
cannot be altered or deleted without consensus.

Information-as-a-Service (laaS): Processes
data to extract useful insights, including patient
demographics, diagnostic results, and treatment
history.

Knowledge-as-a-Service (KaaS): In this layer,
machine learning algorithms are applied to
processed data. For this study, a decision tree
model was used to predict stroke risk based on
patient symptoms and medical history.

Application Layer (APP): Provides healthcare
providers with secure access to patient records
and ML-based predictive insights through web
and mobile applications. The application layer
ensures that users can interact with the system in
real-time, querying patient records and receiving

stroke risk assessments instantly.
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Figure 4. Overview architecture for EMR
blockchain
2.2 Smart contracts for access control
Smart contracts in the Hyperledger Fabric
network ensure that only authorized personnel
can access or modify EMRs. These contracts

manage role-based access control, ensuring that

healthcare providers can only view records
relevant to their responsibilities. For example, a
cardiologist may be granted access to heart-
related medical data, while a general practitioner
might have broader access to other types of
records [11].

Smart contracts also provide an audit trail,
which records all interactions with patient data.
This ensures transparency and accountability, as
every action—whether querying, updating, or
transferring  records—is logged on the
blockchain. This audit trail can be invaluable in
case of disputes or if a breach is suspected.

2.3 Machine learning model development

The decision tree algorithm was chosen for
stroke prediction due to its interpretability and
efficiency in handling large datasets. The
decision tree was trained on a dataset of 130,070
anonymized medical records, which included
patient demographics (age, gender), medical
history, diagnostic results, and specific attributes
related to stroke risk, such as blood pressure,
heart rate, and symptoms like dizziness or
headaches.

The dataset was split into 80% for training and
20% for testing, ensuring that the model was
exposed to diverse patient records during the
training phase. Preprocessing steps included
anonymizing the data to protect patient privacy
and normalizing health-related variables to
improve model performance. Apache Spark’s
MLIib was used to distribute the data processing
and model training across multiple nodes,
significantly =~ reducing training time and
improving scalability.

The decision tree model outputs a binary
classification: whether the patient is at risk of

stroke (label 1) or not (label 0). Features such as
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age, systolic and diastolic blood pressure, heart
rate, and diagnosis codes (ICD) played crucial
roles in the model's predictions [7]. The accuracy,
precision, recall, and F1 score were calculated to
evaluate the model's performance.
2.4 Experimental setup
2.4.1 Data preprocessing

The medical dataset was preprocessed using
Apache Spark. Preprocessing steps included the
removal of personally identifiable information
(PII) to ensure patient privacy. Missing values
were handled using the dropna() function in
Spark, and relevant health metrics were
normalized to standardize the inputs for the
decision tree algorithm. For example, systolic and
diastolic blood pressure values were normalized
to a common scale to avoid skewing the results
[12]. Additionally, the data was divided into two
subsets: patient information (e.g., demographics)
and medical visit data (e.g., diagnostic results).
These subsets were stored in CSV format and
served as input for the decision tree model.
2.4.2 Decision tree training

The decision tree model was trained on 80%
of the dataset, while 20% was held out for testing.
Key features included in the model were patient
age, gender, blood pressure, heart rate, symptoms
(as recorded by physicians or reported by
patients), and final diagnostic results. The
decision tree splits were based on the Gini
impurity criterion, which minimizes
classification error at each node [3]. To avoid
overfitting, the maximum depth of the tree was
restricted, and cross-validation techniques were
employed. These steps ensured that the model
could generalize to new data without becoming

overly complex.

2.5 Blockchain configuration

Hyperledger Fabric was deployed on a
network consisting of four peer nodes, each with
8-core CPUs and 32GB RAM. This configuration
mimics a real-world hospital network, where
multiple institutions require access to the same
patient data without compromising security or
data integrity. Each medical record was stored as
an individual block on the blockchain, with
cryptographic hashes linking the blocks together.
The network used a combination of endorsement
policies to ensure that only authorized nodes
could validate transactions. The consensus
mechanism employed was a practical Byzantine
fault tolerance (PBFT) algorithm, which
provided robustness against potential node
failures [5].
3. RESULTS AND DISCUSSION
3.1 Blockchain system performance

The  blockchain-based EMR  system
significantly improved data security,
transparency, and access control compared to
traditional centralized systems. The use of smart
contracts enabled granular control over data
access, ensuring that only authorized users could
view or modify patient records. Furthermore, the
immutability of the blockchain guaranteed that
once a medical record was added, it could not be
altered, reducing the risk of tampering or
unauthorized modification [15]. In terms of
performance, the average transaction time for
querying or adding a medical record was less than
2 seconds. This low latency makes the system
suitable for real-time healthcare applications,
where quick access to patient data is critical [6].
The decentralized nature of the system also
improved fault tolerance, ensuring that even if

one node in the network failed, the remaining
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nodes could continue to operate without
disruption.
3.2 Machine learning model performance

The decision tree model achieved an accuracy
of 85% in predicting stroke risk, with a precision
0f'0.84 and a recall of 0.81. These results indicate
that the model was effective in identifying
patients at risk of stroke based on the available
EMR data. The decision tree's interpretability
allowed healthcare providers to understand the
factors that contributed to stroke risk, which is
essential for clinical decision-making [20]. The
training process using Apache Spark’s MLIib
took approximately 15 minutes for the entire
dataset, demonstrating the system’s scalability
and efficiency in handling large volumes of
medical data. The model’s performance was also
evaluated using the F1 score, which reached 0.82,
indicating a good balance between precision and
recall [4].
3.3 Scalability and latency

The system demonstrated excellent scalability
as more nodes were added to the blockchain
network. The transaction time remained under 2
seconds, even when the system was processing
multiple queries simultaneously. This scalability
is crucial for healthcare systems that require
access to vast amounts of data from multiple
institutions [8]. Latency was consistently low
across the network, making the system suitable
for real-time healthcare applications. As
healthcare providers require immediate access to
patient records, the ability to query and retrieve
data in less than 2 seconds is a significant
advantage over traditional systems, which often
suffer from delays and bottlenecks [19].
3.4 Challenges and limitations

3.4.1 Machine learning limitations

The decision tree model, while effective for
stroke prediction, may not generalize well to
other types of medical conditions. Decision trees
are prone to overfitting, especially when dealing
with complex datasets. In this study, cross-
validation techniques were used to mitigate
overtitting, but more advanced machine learning
algorithms, such as random forests or deep
learning models, may provide better results for
other medical conditions (Dietterich, 2000) [25].
Additionally, the performance of the machine
learning model is highly dependent on the quality
and quantity of the input data. In healthcare,
obtaining high-quality labeled data can be
challenging, particularly when dealing with
sensitive patient information. Future work could
focus on improving data collection processes to
enhance the model's performance and ensure that
it generalizes well to different patient populations
[18].

3.4.2 Blockchain limitations

While the blockchain-based EMR system
offers substantial benefits in terms of security and
transparency, it also presents several limitations.
The immutability of blockchain records, while
valuable for ensuring data integrity, can pose
challenges in cases where errors are made in
medical records. If a healthcare provider makes a
mistake in entering patient data, it cannot be
corrected directly. Instead, new records must be
added to amend the error, which can lead to data
redundancy and complexity [13]. Furthermore,
the deployment and maintenance of a blockchain
network require significant resources. Smaller
healthcare institutions may struggle to implement
blockchain solutions due to the cost and technical
expertise required. This could hinder the

widespread adoption of blockchain in healthcare,
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particularly in developing regions with limited IT
infrastructure [22].
3.5 Future directions

There are several avenues for future research
based on the findings of this study. First, the
system could be extended to include more
advanced machine learning algorithms, such as
random forests, gradient boosting, or deep
learning models, to improve prediction accuracy
for a broader range of diseases. Deep learning
models, in particular, could be beneficial in
analyzing more complex datasets, such as
medical images or genomic data [14].

Second, the blockchain network could be
expanded to include more healthcare providers,
enabling greater data sharing and collaboration
across institutions. This would enhance the utility
of the system in supporting medical diagnostics
and decision-making across a wider range of
healthcare facilities [21].

Finally, future research could explore the
integration of additional data sources, such as
wearable devices or real-time monitoring
systems, to provide more comprehensive patient
health profiles. By incorporating real-time data
into the blockchain-ML system, healthcare
providers could make more informed decisions,
leading to better patient outcomes [20].

4. CONCLUSION

The integration of blockchain technology and
machine learning in healthcare offers a
transformative approach to managing EMRs
securely and efficiently. This research
demonstrates the potential of a blockchain-ML
hybrid system to enhance healthcare outcomes,
particularly in predicting stroke risk. By
leveraging the security and transparency of

blockchain and the predictive capabilities of

machine learning, the proposed system addresses
key challenges in EMR management, such as data
privacy, scalability, and predictive accuracy. The
experimental results highlight the system’s
ability to provide secure, scalable, and accurate
predictions for stroke risk, making it a valuable
tool for healthcare providers. While there are
challenges associated with deploying blockchain
and machine learning in healthcare, the benefits
in terms of data security, privacy, and clinical
decision support outweigh these limitations.
Future work will focus on expanding the system’s
capabilities by incorporating more advanced
machine learning models, additional healthcare
providers, and real-time data sources. By
continuing to develop and refine blockchain-ML
integration, this research contributes to the
ongoing effort to revolutionize healthcare data
management and improve patient outcomes.
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