Nam Can Tho University Journal of Science and Development Economics

ISSN: 2588 1272 No. 33 (2025)

L[H KHoa Hoc

Journal of Science and Development Economics = xinm T& pHAT TRIEN

<2 cin o cona G TOWS i
Nam Can Tho University -

Website: jsde.nctu.edu.vn

Development of a facial recognition-based attendance system

Vo Van Phuc!, Ngo Phuc Quy'”, Dao Thi Xuyen?

INam Can Tho University
’Cuu Long University

*Corresponding author: Ngo Phuc Quy (email: phucquyl21@gmail.com)

Received: 20/1/2025
Revised: 15/2/2025
Accepted: 1/3/2025

Keywords: face recognition,
face training, LBPH
algorithm, recognition, time

tracking

Tir khéa: cham cong, hudn
luyén khuon mat, nhan dién,
nhdan dién khuon mat, thudt

toan LBPH

ABSTRACT

This project presents a facial recognition-based time-tracking
system that aims to improve the process of monitoring employee
attendance. The system utilizes the LBPH (Local Binary Patterns
Histograms) algorithm to collect and analyze facial data in real-
time, allowing for accurate identification of individuals even in
varying lighting  conditions and from different angles.
To ensure precise time tracking, the system creates unique facial
templates for each user, which are securely stored and matched
against actual data during check-in. Additionally, the system
addresses common challenges such as spoofing and prioritizes data
privacy through encryption. The deployment also includes a user-
friendly interface for easy management of attendance records and
the option to integrate with existing HR systems. By reducing manual
errors and saving time compared to traditional time tracking
methods, this solution offers an efficient and scalable option suitable
for organizations of all sizes.
TOM TAT

Du an nay gioi thiéu mot hé théng cham cong dwa trén nhdn dién
khuén mat, duoc thiét ké nham t6i uu héa va tu dong hoa qua trinh
theo doi su hién dién cua nhan vién. Su dung thudt toan LBPH (Local
Binary Patterns Histograms) manh mé, hé thong nay thu thip va xir
Ly dir liéu khuon mat theo thoi gian thuc dé nhdn dién chinh xdc tung
cd nhan, ngay ca trong diéu kién dnh sang thay doi va tir cdc géc
nhin khdc nhau. Hé thong dam bdao dé chinh xdc cao trong viéc ghi
nhén cham cong bang cdch tao ra cdc mau khuén mat duy nhat cho

moi nguoi dung, dwoc luu triv an toan va doi chiéu voi dit liéu thuc
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1é trong qud trinh check-in. Ngodi ra, hé thong ciing gidi quyét cdc

théch thirc phé bién nhu gid mao va dam bdo quyén riéng tu dir liéu

thong qua ma hoa. Viéc trién khai bao gém mot giao dién than thién

voi nguoi dung dé dé dang quan Iy hé so cham céng va kha nang

tich hop voi cdc hé thong nhdn su hién co. Bang cdach giam thiéu sai

SOt thii cong va tiét kiém thoi gian so véi cac phirong phdp cham

cong truyén thong, giai phdp nay mang dén moét lwa chon hiéu qua

va co thée mo rong phit hop cho cdc to chirc o moi quy mo.

1. INTRODUCTION

The face recognition-based attendance system
has become an effective solution for
organizations to optimize time management and
minimize errors in the attendance process. Face
recognition helps save time for employees while
eliminating risks associated with forgetting cards
or PIN codes. Attendance is a critical element in
human  resource  management, enabling
organizations to monitor and manage employee
working hours. Attendance methods have gone
through several stages of development, from
manual methods to modern technology-based
approaches:

e  Traditional Method (using pen and
paper): For many decades, recording employee in
and out times on paper or forms was the most
common attendance method. This method,
although simple and requiring little initial
investment, is prone to errors, fraud (such as
proxy attendance), and difficulties in long-term
data management and storage.

e  Magnetic card or paper card time clocks:
With the advent of electronic devices, time clocks
using magnetic cards or paper cards helped
automate part of the time recording process.
Employees simply swipe their cards, and the time
is recorded. However, this method still has issues

such as card loss or proxy attendance.

e  Biometric time clocks: To overcome the
limitations of card-based systems, biometric
technologies such as fingerprint recognition, iris
recognition, and face recognition have been
applied. These methods rely on unique biological
characteristics of individuals, helping to prevent
proxy attendance. However, each technology has
its own advantages and disadvantages [1].

Popular biometric technologies for attendance
include:

e  Fingerprint recognition: One of the most
common  biometric  methods, fingerprint
recognition is easy to use and relatively low in
implementation costs. However, it can encounter
difficulties in environments with dust or
moisture, when employees' fingerprints become
smudged or damaged. Common algorithms
include Minutiae Matching and Ridge Matching
[21.[3].

e Iris recognition: Iris recognition
technology is highly accurate and nearly
impossible to forge. However, this system is
often expensive and may not be comfortable for
employees who must look directly into the
camera at close range. The system uses
techniques such as Gabor Wavelets to analyze
and encode iris features, creating a unique "iris

code" for each individual [4].
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e Face recognition: Unlike the other
methods, face recognition is a contactless,
convenient approach that can be applied in many
environments. This technology is becoming
increasingly popular due to advances in machine
learning algorithms and feature extraction
techniques. Research has shown that face
recognition technology is highly effective for
attendance in businesses [5].

Facial recognition:

Face recognition technology is a biometric
method that converts the facial features of an
individual into mathematical data and stores it as
a faceprint (facial trace). In simple terms, this
technology enables the identification of a specific
individual from images or videos [6]. Among the
main methods developed for face recognition are
Principal Component Analysis (PCA) [7], Linear
Discriminant Analysis (LDA) [8], and Elastic
Bunch Graph Matching (EBGM) [9]. PCA is a
commonly used statistical ~method for
dimensionality reduction by extracting the
principal components from multidimensional
data. In contrast, LDA is a supervised machine
learning  technique used for multi-class
classification by reducing the number of features
in the data, thereby optimizing machine learning
models. EBGM, on the other hand, divides the
face into a network of nodes, with approximately
80 points for each face, to identify features such
as the distance between the eyes and the shape of
the cheekbones. However, this method requires
precise computation of the distances between the
nodes and is often combined with PCA or LDA
to enhance performance.

In this study, we propose a new face
recognition method that combines shape and

texture information to represent face images.

Unlike the EBGM method, our algorithm directly
extracts facial feature vectors in the form of
histograms. The process begins by dividing the
face image into smaller regions, followed by
extracting Local Binary Pattern (LBP) features, a
technique commonly used in computer vision to
describe texture. LBP relies on shape
characteristics and provides a way to describe the
local structure of an image without being affected
by lighting changes. Introduced in 1994, LBP has
been widely applied in areas such as object
recognition, face detection, and texture
classification, thanks to its simplicity and
effectiveness [10].

Face description with local binary patterns:

All images are represented as matrices. The
basic component of an image is a pixel. An image
is made up of a set of pixels. Each pixel is a small
square, and by placing them together, we can
form a complete image. A single pixel is
considered the minimal information in an image.
For each image, the value of the pixels ranges
from 0 to 255. Each pixel consists of three values:
R, G, and B, which represent the basic colors of
red, green, and blue. The combination of these
three basic colors creates all the colors in the
image, so we conclude that a pixel has three
channels, one for each basic color [11]. Due to the
remarkable computational efficiency and good
texture discriminating properties of the LBP
operator, it has garnered significant attention
since its introduction. LBP has been used in
various applications, including visual tracking,
texture-based segmentation, image retrieval, face
recognition, and texture classification. The LBP
operator operates in a 3x3 neighborhood, using
the center value as a threshold. The LBP code is

generated by multiplying the thresholded values
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by the weights provided by the corresponding
pixels. Then, the binary LBP code is converted
into a decimal number using equations to

represent a unique spatial pattern [12]:

pP-1

LBPrg = ) 5(gp = 9627
p=0

1, x=0
S(x)—{o, x<0

2. RESEARCH METHODS

Now that we have a basic understanding of
facial recognition and the LBPH algorithm, let’s
delve into the implementation steps of this
method.

2.1 Parameters

LBPH relies on four primary parameters:

e  Radius: The radius is used to construct
the circular Local Binary Pattern and represents
the area around the central pixel. It is typically set
to 1.

e  Neighbors: This indicates the number of
points used to build the circular Local Binary
Pattern. Note that including more points increases
computational cost. This parameter is generally
set to 8.

e Grid X: Refers to the number of cells

along the horizontal direction. A higher number

results in a finer grid, increasing the
dimensionality of the feature vector. The default
value is often 8.

e (Grid Y: Indicates the number of cells
along the vertical direction. Similar to Grid X,
this parameter enhances the level of detail in the
feature vector. It is usually set to 8.

2.2 Training the algorithm

The first step is to train the algorithm. This
requires a dataset containing facial images of the
individuals to be recognized. Each image must be
assigned an ID (which can be a number or the
person’s name) so that the algorithm can use this
information to identify the input image and
provide results. Images of the same person must
share the same ID. Once the training dataset is
prepared, we can move on to the computational

steps of LBPH.
Table 1. Organization of Employee Database

Storage
Employee ID Number of faces
1 30
3 30

Table 2. Organization of face and feature data storage

Employee ID Face file name Face feature string
1 User.1.1 0.0078125, 0.0068359375...
| User.1.2 0.0137741044, 0.0174471997...
| User.1.3 0.0146923782, 0.00918273628...
2 User.2.1 0.0562130176, 0.0177514795...
2 User.2.2 0.0793650821, 0.0136054419...
2 User.2.3 0.0599999987, 0.0149999997...
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Table 3. Organization of training data storage

Face feature string

Output label (Employee ID)

0.0078125, 0.0068359375...
0.0137741044, 0.0174471997....
0.0146923782, 0.00918273628...

0.0562130176, 0.0177514795...
0.0793650821, 0.01360544109...
0.0599999987, 0.0149999997....

1
1
1

Process of Comparing Trained Images with
Face from Time Clock Camera:

e  The facial features from the camera are
extracted.

o  These features are compared to the pre-
stored feature strings in the training database.

e The corresponding employee ID is
retrieved as the employee's unique identifier (ID).

e The ID is used for the time attendance

system to record the employee's working time.

2.3 Applying the LBP operation

The first computational step in LBPH is to
create an intermediate image that better
represents the original image by emphasizing
facial features. This is achieved using the sliding
window concept, based on the parameters of
radius and neighbors. The illustration below

demonstrates this process:

200 | 50 | 50 1 0 0 150 | 90 | 8o
—>| 50 ]9 J1o0]—>] © 1 |—>] 30 | 141
160 | 70 | 210 1 0 1
3 3x3 pixels Threshold Binary Decimal
- 8 90 10001101 141

Fig 1. lllustration of the LBP algorithm

Based on the image above, let’s break it into
smaller steps for better understanding:

e  Extract a portion of the original image,
such as a 3x3 pixel window.

e  Represent this window as a 3x3 matrix,
where each element corresponds to the grayscale
intensity of a pixel (ranging from 0 to 255).

e  Use the central value of the 3x3 matrix as

a threshold.

e  Compare the grayscale intensity of the 8
neighboring pixels with the threshold value:

e If the neighboring pixel’s intensity is
greater than or equal to the threshold, assign it a
binary value of 1.

e  [fthe neighboring pixel’s intensity is less
than the threshold, assign it a binary value of 0.

e  Concatenate the binary values of the 8
neighboring pixels into a binary string in a

specific order (e.g., row-wise).
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e  Some methods may use a different order
(e.g., clockwise), but the final result is usually
similar.

e Convert the binary string into its
corresponding decimal value.

e  Assign the calculated decimal value to
the central pixel of the 3x3 window.

e  Repeat the above steps for every pixel in

the original image to create a new LBP image.

e Extend the LBP method by using
different radii and numbers of neighbors to
enhance the feature representation of the image.

e  The resulting LBP image will better
reflect the original image's features, especially
edges and details.

Note: LBP is a simple yet effective technique
for feature extraction in images and is widely
used in applications like facial recognition, image

classification, etc.

|

® ® ° %o
- J [ Jhadl ) || ||
® ® ® . » —e

(o [oi%iel, | |mp )ojEEo o (o |o o o o

, ) o) ® @ || [
) . (] .'._. . .
P=8, R=2 P=8, R=1 P=12, R=2 P=12, R=3

(a) (b) (c) (d)

Fig 2. Pixel description

This can be implemented using bilinear
interpolation. If some data points lie between
pixels, the values of the 4 nearest pixels (2x2) are

used to estimate the value of the new data point.

2.4 Extracting the histogram

Using the image generated in the previous
step, we can utilize the Grid X and Grid Y
parameters to divide the image into multiple

grids, as illustrated below:

Qriginal Image LBP Result

——

. !-ll.ll o .;l,l_l! - kI.I|.|||'|I|.-||II|‘

 — |

Regions/Grids
{Grid X -Grid Y)

Histogram of each region Concatenated Histogram

Fig 3. Extracted histogram visualization

Based on the image above, we can extract the
histogram of each region as follows:

e Since the image is in grayscale, each
histogram (from each grid) contains 256 bins (0—
255), representing the frequency of each pixel

intensity.

e  These individual histograms are then
concatenated to form a larger histogram. For
example, if the grid is 8x8&, the final histogram
will have 8x8x256=16,384 bins.

e This final

histogram  effectively

represents the features of the original image.

156



Nam Can Tho University Journal of Science and Development Economics

ISSN: 2588 1272 No. 33 (2025)

The LBPH algorithm primarily operates in
this way.

2.5 Performing facial recognition

At this stage, the algorithm has been trained.
Each histogram generated serves as a
representation of a training image in the dataset.
For an input image, the same steps are repeated
to generate its corresponding histogram. To
identify a match for the input image, we simply
compare its histogram with those from the
training set and return the image with the closest
histogram.

There are several approaches to compare
histograms (calculate the distance between two
histograms), such as:

e  Euclidean Distance

e  Chi-Square Test

e  Absolute Differences, etc.

In this example, we can use the commonly
applied Euclidean distance, which is calculated

using the following formula:

n

D= Z(histli — hist2,)?
i=1

Thus, the output of the algorithm is the ID of
the image whose histogram is the closest match.
The algorithm should also return the computed
distance, which can be used as a measure of
"confidence."

Do not be misled by the term "confidence," as
a lower confidence value indicates better results.
This means the distance between the two
histograms is smaller. We can use a threshold and
the "confidence" value to automatically estimate
whether the algorithm has correctly identified the
image. It can be assumed that the algorithm has
successfully recognized the image if the
confidence value is smaller than the defined
threshold.

2.6 Use case diagram
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Fig. 4. Use case diagram

3. RESULTS AND DISCUSSION

Facial recognition-based timekeeping
software is a modern and efficient solution for
managing employees’ work hours. By utilizing
advanced facial recognition technology, this
system can accurately and quickly identify
employees’ faces, automatically recording their
check-in and check-out times without the need
for human intervention.

Advantages of Using the LBPH Algorithm:

e LBPH is one of the simplest facial
recognition algorithms.

e [t can effectively represent local features
in an image.

e It can achieve good results, particularly

in controlled environments.

e The algorithm is robust against

monotonic grayscale variations.

e  LBPH is supported by OpenCV, an open-
source library for computer vision.

Here are some  simulated images
demonstrating the performance of the facial

recognition-based timekeeping system.

Fig. 5. Home page interface
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Fig. 6. Attendance camera simulation
interface

4. CONCLUSION

The facial recognition-based attendance
system offers several benefits, including high
accuracy, time efficiency, strong security, easy
management, convenience, and fraud prevention.
However, it also has limitations such as high
costs, privacy concerns, environmental impact,
reduced accuracy due to appearance changes, and
the need for regular maintenance. To overcome
these challenges, improvements should focus on
algorithm optimization, enhanced security,
system integration, cost reduction, and user
experience enhancement. Recommendations
include assessing actual needs, conducting pilot
testing, training employees, ensuring regular
updates, and partnering with reputable
technology providers. Completing the project
enhances expertise, programming skills, project
management abilities, problem-solving, research
capabilities, real-world application knowledge,
career opportunities, and personal development.
REFERENCES
[1] Nguyén Hang (2024). Nén chon quy trinh

chdm céng nao cho doanh nghiép?

Timviec365.vn.

https://timviec365.vn/blog/quy-trinh-cham-

cong-new 14997 html. Truy cap ngay
23/12/2024.

[2] Alsubai, S., Algahtani, A., & Binbusayyis,
A. (2022). Robust Fingerprint Minutiae
Extraction and Matching Based on Improved
SIFT Features. Applied Sciences, vol. 12, no.
12, p. 6122, 2022.

[3] IEEE Xplore. (2016). Fingerprint
Recognition with Ridge Features and
Minutiae on Distortion. /[EEE Conference
Publications, 2016.

[4] Nguyen, K., Fookes, C., Sridharan, S., &
Ross, A. (2022). Complex-Valued Iris
Recognition Network. /EEE Transactions on
Neural Networks and Learning Systems, vol.
32, no. 1, pp. 87-100, Jan. 2022.

[5] Ngoc Anh (2024). Chdm cong bang khudn
mat la gi? Co nén swr dung trong doanh
nghiép. MISA.
https://amis.misa.vn/80121/cham-cong-nhan-
dien-khuon-mat/. Truy cap ngay 23/12/2024.

[6] Dién Thién (2021). Cong nghé nhan dién
khuon mat la gi? Cach hoat dong va ung
dung thue té. FPT Shop.
https://fptshop.com.vn/tin-tuc/danh-gia/cong-
nghe-nhan-dien-khuon-mat-131746. Truy
cap ngay 23/12/2024.

[7] Camera Al (2022). Ban dd biét cdc phirong
phap ky thuat dé nhén dién khuén mat?
VinBigData. https://vinbigdata.com/camera-
ai/ban-da-biet-cac-phuong-phap-ky-thuat-de-
nhan-dien-khuon-mat.html. Truy cdp ngay
23/12/2024.

[8] IBM (2023). What is LDA? IBM Topics.
https://www.ibm.com/topics/linear-
discriminant-analysis. Truy cap ngay

24/12/2024.

159



Nam Can Tho University Journal of Science and Development Economics

ISSN: 2588 1272 No. 33 (2025)

[9] Toan, . Q. (2017). Nhdan dang khuon mdt

trong hé tro- cong tdc quan Iy tiép ddn. Tai
liéu dién tir Pai hoc Thai Nguyén.
http://tailieudientu.lrc.tnu.edu.vn/Upload/Col
lection/brief/brief 57687 20171002144220
260%20da0%20quang%?20toan.pdf. Truy cap
ngay 24/12/2024.

[10] Ihala Pathirana, A. (2023). Understanding

the Local Binary Pattern (LBP): A Powerful
Method for Texture Analysis in Computer
Vision. Medium.
https://aihalapathirana.medium.com/understa
nding-the-local-binary-pattern-1bp-a-
powerful-method-for-texture-analysis-in-
computer-4fb55b3ed8b8. Truy cap ngay
25/12/2024.

[11] Parth. (2024). Understanding Face

Recognition Using LBPH Algorithm.
Analytics Vidhya.
https://www.analyticsvidhya.com/blog/2021/
07/understanding-face-recognition-using-

Ibph-algorithm/. Truy cép ngay 25/12/2024.

[12] Rani, E., Sakthimohan, M., Antony Raj, S.

M., Nithya, V., Karthigadevi, K., & Swetha,
R. (2023). An Automatic Face Recognition
Using Local Binary Pattern Histogram
(LBPH) Algorithm. Unpublished manuscript,
2023.

160



