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NGHIEN CUU VLAN, TRUNK, DHCP, NAT VA UNG DUNG THUC HANH LAB
TREN PHAN MEM GIA LAP EVE-NG
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Tom tit: Bai viét nghién cuu cac khai niém VLAN, TRUNK, DHCP va NAT trong linh
viee mang mdy tinh, trén co sé do tac gia da tién hanh thwe nghiém thong qua bai Lab trén
phan mém gia lap EVE-NG. VLAN dwoc tim hiéu nhw mét céng nghé cho phép chia mang vit
Iy thanh nhiéu mang logic déc ldp; TRUNK la két néi cho phép truyén dir liéu giita cic VLAN
trén cdc thiét bi mang; DHCP la giao thite quan Iy va cap phadt dia chi IP tw dong; NAT la ky
thudt chuyén doéi dia chi IP va cong. Thiee hanh trén phan mém EVE-NG giiip ching t6i lam
quen véi cdc buée cdu hinh va quan Iy cdc tinh nang nay trén cac thiét bi mang nhw Switch va
Router. Qua dé, chiing téi ¢é co héi dp dung nhitng kién thirc hoc dwoc vao cdc tinh huong
thuec té, tir viéc thiét ké, cdu hinh thiét bi dén viéc két néi véi Internet. Bai viét mang lai loi ich
cho nhitng ngudi hoc va nghién ciru mang mdy tinh, givip ho nam viing 1y thuyét va kj ning
thue hanh can thiét.

Tir khoa: VLAN, TRUNK, DHCP, NAT

RESEARCH VLAN, TRUNK, DHCP, NAT AND PRACTICE LAB APPLICATIONS ON
EVE-NG EMULATION SOFTWARE

Abstract: The article studies the concepts of VLAN, TRUNK, DHCP and NAT in the field
of computer networks, based on which the author conducted experiments through a Lab on EVE-
NG simulation software. VLAN is understood as a technology that allows the physical network to
be divided into many independent logical networks;, TRUNK is a connection that allows data to
be transferred between VLANs on network devices; DHCP is an automatic IP address allocation
and management protocol; NAT is a technique for converting IP addresses and ports. Practicing
on EVE-NG software helps us become familiar with the steps to configure and manage these
features on network devices such as switches and routers. Thereby, we have the opportunity to
apply the knowledge we have learned to real situations, from designing and configuring devices
to connecting to the Internet. The article benefits those who study and research computer
networks, helping them master the theory and necessary practical skills.
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1. Giéi thi¢u

Trong cudc song hién nay, ching ta c6 thé thay k¥ thuat va cong nghé mang co y nghia v6
cung to 16n cho bét ctr doanh nghiép, t6 chirc hay ca nhan nao mudn quan Iy tét dit liéu noi bo
hay mudn c6 duong truyén két nbi on dinh déu phai théng qua chung. Trong d6 ky thuat VLAN,
TRUNK, DHCP, NAT s& khong thé thiéu cho cac doanh nghiép, to chirc hay c4 nhan trién khai
trén hé thong mang LAN ciia minh.

! Khoa Ngoai ngit - Cong nghé thong tin, Trudng Pai hoc Hoa Lu.
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Trong mang LAN, router thuong dong vai tro phén tach cac mang LAN khac nhau, thuong
dwa trén dia chi IP, dé cho phép trao d01 dir liéu gitra cac mang LAN khdc nhau. Router 1a thiét
bi phan cap mang cao hon, giup két nbi cac mang khac nhau va quyét dinh dinh tuyén dir liéu.
Con trong VLAN, switch dong vai tro quan trong trong viéc phén tach ciac mang con o
(VLANS) trong mot mang LAN vat ly. Switch quan 1y viéc gan cdc cong vao ting VLAN, dam
bao rang cac thiét bi trong cung mot VLAN co thé trao d6i dir liéu ma khong anh huong dén cac
VLAN khac. Viéc tao 1ap nhiéu VLAN trong ciing mot mang LAN (gitta cac khoa trong mgt
trwong hoc, gitta cdc phong trong mét céng ty,...) gitp giam thiéu mién quang ba (broadcast
domain) cling nhu tao thuén loi cho viéc quan ly mét mang cuc bd rong 16n. Nho dé6 ma cac may
tinh trong mang co thé chia sé tai nguyén, chia sé phan mém, cé tinh linh dong cao, thit chat vin
dé an ninh mang va tiét kiém duoc tai nguyén phan cung.

Dich vu DHCP mang dén nhiéu tién ich cho nguoi dung trong qua trinh quén tri ciu hinh
mang TCP/IP, giam dugc cac tinh trang 16i IP nhur gén tring, gan sai dia chi,... Sy xung dot IP
s& duoc han ché ti da. Ky thuat NAT giup che gidu IP bén trong mang LAN, c6 thé chia s¢ két
ndi internet cho nhiéu may tinh, thiét bi di dong khac nhau trong mang LAN chi vi mot dia chi
IP public duy nhat, giup nha quan tri mang loc dugc cac géi tin dén va xét duyét quyén truy cap
ctia IP public dén 1 port bat ky.

Trong pham vi bai viét ndy tac gia tip trung trinh bay nhiing nghién ctru co ban vé VLAN,
TRUNK, DHCP, NAT va ting dung cau hinh Lab trén phan mém gia lap EVE-NG.

2. No¢i dung

2.1. VLAN

VLAN (Virtual Local Area Network) 1a k¥ thut duoc st dung trén Switch, ding dé chia
mot Switch vat 1y thanh nhiéu Switch luan ly. M6i mot Switch luan 1y goi 1a mot Vlan hodc cé
thé hiéu Vlan 1a mot tap hop cua cac cong trén Switch nam trong cung mién quang ba. Cac cong
trén Switch c6 thé dwge nhom vao cac Vlan khac nhau trén mot Switch hodc duge trién khai trén
nhiéu Switch.[2]

- Nguyén ly hoat dong cia VLAN 1la phan chia mang vat 1y thanh cac phan doan logic,
khong phu thudc vao vi tri vat Iy cta thiét bi mang. Khi dung mang VLAN c6 thé ¢6 1ap luu
lwong truy cdp cho mdi mang logic dé st dung tai nguyén hiéu qua hon. Boi vi VLAN dinh
nghia cac broadcast domains trong mang 16p 2. Broadcast domains la tap hop tat ca cac thiét bi
s& nhan dugc cac broadcast frame c6 ngudn gdc tir bat ky thiét bi nao trong vung. Broadcast
domains thudng gidi han boi Router vi Router khong chuyén tiép broadcast domains. Switch
Layer 2 tao ra broadcast domains dua trén cau hinh Switch. C6 thé noi Switch 14 cay cau da nang
cho phép ngudi quan tri mang tao ra nhiéu broadcast domains. Mdi broadcast domains glong nhu
mot cdy cau ao riéng biét trong mot Switch. Ngudi quan tri ¢6 thé xac dinh mot hodc nhiéu cau
ao (virtual bridges) trong mot Switch. Mbi ciy cau 4o dugc tao trong switch dinh nghia mét
mién quang ba moi (VLAN). Luu lugng khong thé truyén truc tiép dén VLAN khac (gitta
broadcast domain) trong pham vi chuyén doi hodc giita hai thiét bi chuyén mach. Dé két ndi hai
Vlan khéc nhau phai str dung Router hoac Switch layer 3.

- Muyc dich sir dung VLAN 1a lam ting bang thong cho nguoi ding, trién khai mang dya
trén chirc nang clia ngudi ding va ¢ thé thém, bot hodc thay doi vi tri cac may tinh trong cac
mang v6i nhau mot cach don gian boi vi Vlan dya trén logic thay vi két ndi vat 1y, chung cuc ky
linh hoat. M6t VLAN thong thuong bao gom cac cong ctia mot hay nhiéu Switch cing nam trong
cung broadcast domain. Céac cong co thé dugc dua vao cac VLAN khac nhau trén mot hay nhiéu
Switch bang cach tao ra nhiéu VLAN, c4c Switch s& tao ra nhiéu broadcast domain. Khi d6 mot
broadcast domain 1a mot VLAN, va thong tin quing béa s& khong duoc chuyén tiép dén cac may
tinh trong VLAN khéc.

- Khi nao sir duyng VLAN: Ting cuong viéc quan 1y biao mat; Qua nhiéu thiét bi trong mot
mang giy hién tuong qua tai; Mot nhom lam viéc thuong xuyén c6 nhu cau trao doi mot luong
thong tin 16n qua mang lam anh hudng dén bang thong ciia phan con lai, hay mot nhom sir dung
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chung mdt loai dich vu nao do, khi d6 nén nhom vao mot VLAN; Tiét kiém thiét bi cho hé théng.

- Day gia tri VLAN-ID chay tu 0 — 4095: [1]

+ Dai tir 1 dén 1001: VLAN thuong duogce sir dung.

+ Dai tir 1002 dén 1005: thuong dung dé giao tiép véi cac kiéu mang LAN khac.

+ Dai tr 1006 dén 4094: VLAN md rong, st dung khi switch hoat dong & mode
Transparent.

+ 0 va 4095: VLAN danh riéng.

+ VLAN 1, 1002 — 1005: méc dinh trén Switch va khong thé x6a duoc.

Mic dinh VLAN sau khi dugc tao s€ duoc luu vao file vlan.dat trong bd nh¢ Flash.

- Cac loai VLAN (5 logi VLAN thuong dwoc sir dung):

+ VLAN 1: Pay la kiéu mang mic dinh cua tat tit ca cac thiét bi Switch hd tro VLAN va
n6 hoat dong & Lop 2 (Data Link layer), vi viy néu hé thong mang may tinh dwgc trang bi thiét
bi Switch ¢ hd trg chirc ning nay ma chung ta chua ciu hinh cac thong s6 k¥ thuat thi mic dinh
n6 van c6 thé chuyén tiép cac goi dir lidu giira cac may tinh va thiét bi két ndi vao nd mét cach
binh thuong nhu céc thiét bi chuyén mach khac, vi tit ca cac céng mang trén Switch méc dinh
déu nam trong cling mdt mién quang ba va véi sy quan 1y cia VLAN 1.

+ Default VLAN: La kiéu VLAN mic dinh ban dau vdi tit ca cac cong giao tiép trén thiét
bi chuyén mach, vi vay Default VLAN cling c6 thé hiéu 1a VLAN 1, va cdc VLAN khéac nhu
User VLAN, Native VLAN, Management VLAN déu la cac thanh phan con ctia Default VLAN.

+ User VLAN: La VLAN trong d6 chtra céc tai khoan ngudi dung thanh timg nhom dya
theo cac thudc tinh vé dic thu cong viéc cua ting nhom lam viéc hay theo thudce tinh vé vi trf vat
ly cua cidc nhom lam viéc nay.

+ Native VLAN: La VLAN dung dé cau hinh Trunking do mot s thiét bi khong twong
thich v&i nhau, lic nay ta phai stir dung Native VLAN dé chiing c6 thé giao tiép v&i nhau. Khi
do, tit ca cac khung dit liéu (frame) ctia cac VLAN khi giao tiép qua két ndi Trunking déu s&
dugc gin Tag cua giao thirc 802.1Q hodc ISL, ngoai trir cac frame cuia VLAN 1. Native VLAN
la VLAN ma frame cta no s& khong duoc Tag trudc khi gii qua duong Trunk. Ngam dinh
Native VLAN cuta Switch 12 VLAN 1.

+ Management VLAN: Dé ¢ thé giam sat tir xa cac thiét bi Switch trong hé thong mang
chung ta can phéi c6 mot VLAN dac biét dung dé thyuc hién viée nay, d6 chinh 1a Management
VLAN. Béng cach gan mot dia chi IP dung dé Telnet tir xa vao hé théng mang thong qua dia chi
IP nay, va co the cam ngudi dung khac truy cdp vao thiét bi. Vi day 1a mot VLAN dic biét dugc
cap mot s6 quyén quan tri nén nd can phai dugc tach riéng ra khoi cac VLAN khac dé dam bao
yeu t6 an toan bao mat. Khi mang cd van de nhu: hoi ty vo1 STP, broadcast storms thi mot
Management VLAN cho phép nha quan tri van c6 thé truy cap dugc vao thiét bi va giai quyét
van dé do.

+ Voice VLAN: La VLAN danh cho luu lugng thoai. N6 cho phép cac cong Switch mang
luu lugng thoai IP tor mét dién thoai IP. Nguoi quan tri mang cAu hinh mot Voice VLAN va gan
n6 dé truy cép cac céng. Khi mot dién thoai IP duoc két ndi véi cac céng Switch, Switch s€ gt
g6i tin CDP d6 hudéng dan cac dién thoai IP dinh kém dé gui luu lugng thoai dugc gan nhan
VLAN ID.

- Cac kiéu VLAN (c6 3 kiéu VLAN phé blen) [1]

Port - based VLAN (VLAN dua trén cong): Pay 1a cach céu hinh VLAN don gian va pho
bién nhat. Cau hinh nay cho phép nguoi quan tri mang gin VLAN theo cach tha cong, mdi cong
Switch duge gin vao mot VLAN xac dinh. Port - based VLAN thich hop v6i hé thong mang co
quy mé nho va khong phai thuong xuyén thay doi ha ting.

MAC address based VLAN (VLAN dua trén dia chi MAC): dé cap dén viée gén cac VLAN
theo dia chi MAC - mdi dia chi MAC duoc danh dau véi mét VLAN. Cach cau hinh nay khong
dugc st dung nhiéu do con nhiéu han ché trong viéc quan 1y.

Protocol - based VLAN (VLAN dua trén giao thirc): cach cau hinh nay twong tu nhu MAC

Tap chi

=HOA)
H. (l TRUGNG DAI HQC HOA LU

124



address based VLAN, nhung chi dung duy nhét mot dja chi IP hodc dia chi logic thay thé cho dia chi
MAC. Hién nay, cach cau hinh nay di khong con qua thong dung nho sir dung giao thirc DHCP.

- Cac budc chia VLAN

bé chia VLAN chung ta thuong dua vao cAu hinh cua cac thiét bi mang nhu Switch hodc
Router, sau day la cac budc co ban dé thuc hién chia VLAN:

Budc 1: Xac dinh cac nhom thiét bi. Dau tién, chung ta can xac dinh cic nhom maéy tinh,
thiét bi hodc nguoi dung mudn tach biét vao cdc VLAN khac nhau. Diéu nay co thé dua trén
phong ban, chtic nang cong viéc, hodc cac yéu to tuong tuy.

Budc 2: Céu hinh Switch. Trong méi truong mang, switch dong mot vai tro quan trong
trong viéc tao va quan ly cac VLAN. Chung ta can cau hinh switch dé gan cac cong (port) vao
timg VLAN cu thé. Mbi cong co thé thudc mot hodc nhiéu VLAN tuy theo yéu cau.

Bude 3: Cau hinh Router (néu can). Neu ching ta mudn tao két ndi giita cac VLAN khac
nhau hodc két néi ra ngoai mang, ching ta can mot Router. Router s& giup dinh tuyén dir liéu
gitta cac VLAN va gi tin c6 thé dugc chuyen gilra cac mang con.

Budc 4: Céu hinh bao mét va quy tic truy cap. Mot trong nhimg loi ich quan trong cua
VLAN la kha nang ap dung quy tic bao mat tiiy chinh cho timg VLAN. Chung ta c6 thé c4u hinh
cac quy tac truy cap dé quan 1y viéc trao dbi dit liéu giita cac VLAN va kiém soat truy cép khong

mong mudn.
- Sau day la bang so sanh m{t s6 tiéu chi co ban giita LAN va VLAN trong mang may tinh:
Tiéu chi LAN VLAN
e n Mang ndi bd két ndi cac thiét bi trong | Mang logic dugc tao ra trén co s&
Khai niém R NS
mot khu vuc gidi han. mang vat ly hién co.
Pham vi Gi0i1 han trong mét khu vyc vat Iy nhu | C6 thé két noi cac thi€t bi nam ¢
két noi toa nha hoac khuoén vién. nhiéu vi tri dia ly khac nhau.

VLAN chia broadcast domain thanh
cac phan nhé hon, mdi VLAN 1a mot
broadcast domain riéng.

VLAN cho phép phén bo tai nguyén
mang theo nhom ngudi dung hodc
chuc nang.

Phttc tap hon do yéu cau ciu hinh va
quéan ly timg VLAN.

Tang cuong bdo mat thong qua phan

Phan doan TAt ca cac thiét bi trong mot LAN chia
mang sé cung mot broadcast domain.

Quan Iy tai | T4t ca cac thiét bi dung chung mét tap
nguyén hop tai nguyén mang.

Do phtrc tap | Pon gian trong trién khai va quén 1y.

Bao mat kém vi khong c6 co ché phan

Bao mat , . tach va kiém soat truy cép ting
tach mang logic. VLAN.
Chi ohi Thap hon do khong can thiét bi hd trg | Chi phi cao hon do yéu cau thiét bi
p dac biét. ho trg VLAN va cong tac cau hinh.
U Thuong sir dung trong cac van phong Thuong dl.{q ¢ @ d‘ung tronAg cac
ng dung R doanh nghiép 16n va trung tdm dir
nho hodc gia dinh. lidu
Hidu suét Co6 thé giam hiéu suat khi mang mé& H.iéu suat cao hon nho giéi han
i rong va luu lugng broadcast tang. broadcast trong tirng VLAN.

Dé dang mo rong va thay doi cau
tric logic mang ma khong céan thay
doi cau trac vat 1y.

Thay d6i va | M rong bang cach thém thiét bi va day
mo rong cap mang.

2.2. Ky thuat TRUNK

Trunk 1a mét ky thuat truyén tai dir li¢u gitra cac Vlan khac nhau thong qua mét két n6i vat
1y duy nhét. Khi mang c6 nhiéu Vlan dé phan chia va quan ly thi can c6 TRUNK dé chuyen di
lidu giira ching mot cach hiéu qua. Két néi TRUNK 1a lién két Point - to - Point gitra cac cong
trén Switch v&i Router hodc voi Switch khac. Két néi TRUNK sé& truyén tai dir lidu ciia nhidu
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Vlan théng qua mot lién két don va cho phép mé rong Vlan trén hé thong mang. Vi k¥ thuét nay
cho phép dung chung mét két ndi vat 1y cho dir lidu cta cac Vlan di qua nén dé phan biét duoc
ching 1a dir liéu ctia Vlan nao, khi d6 ngudi ta gan vao cac goi tin mot thé goi 1a “fagging” hay
n6i mot cach khac 1a dung mot kiéu déng goi riéng cho cac goi tin di chuyén qua duong
TRUNK, duong TRUNK nay phai chay giao thirc duong truyén dic biét dé 1a giao thirc doc
quyén ISL cua Cisco hodc IEEE chudn 802.1Q (dotlq). [2]

Vi du: Truong PH Hoa Lu c6 3 phong chiic nang dugc dat tén la: VN1, VN2, VN3, ¢4 3
phong chirc ning nay déu dugc dit & 2 toa nha khac nhau. Ngudi quan tri mang dit tén Vlan cho
3 phong chuc nang lan luot 1a: Vlan 1, Vlan 2, Vlan 3 dé thuén tién cho qua trinh lam viéc va
quan ly. Thay vi phéi dung 3 duong day mang dé két ndi gitta 3 Vlan & 2 toa nha, nguoi quan tri
mang da str dung k¥ thuat TRUNK dé két ndi, tuc 1a sur dung 1 dudong day mang duy nhat dé két
noi dit liéu gitra 3 Vlan cta 2 toa nha.

97 VIAN 1 |—  atcess— [vian 1 —g
L, 1 4 =)
—% VLAN 2 |————dcces§ ———— VLAN 2 %

- £ & iy o
k VIAN 3| —  access— | vian 3 —g

!_' VLAN 1 l VLAN 1 ﬂ;’
%VLANZ—trunk—VLANZ%
E H = VIAN 3 [vian 3 49’ A
Hinh 1: Sir dung Trunk dé két néi cac Vian

Trén Switch ¢6 2 loai cong chinh, mdi céng phu trach nhiém vu riéng:

+ Access Port (cong truy cdp): Cac cong truy cap duoc cdu hinh dé thudc vé mot Vlan cu
the Céc thiét bi duoc ket nbi vao cong truy cap nay sé& trd thanh thanh vién cua Vlan d6. Cac
cong truy cap khong gin thé (untagged), nghia 1a khi dit liéu ra khoi cong, né khong duge gin
thém thong tin vé Vlan.

+ Trunk Port (cong Trunk hodc cong trung ké) Céac cong TRUNK dugc céu hinh dé c6 kha
ning chuyén dir liéu ciia nhidu Vlan khac nhau qua mot két ndi vat 1y. Cong TRUNK gin the
(tagged) dir ligu voi cac thé Vian dé cho phép cac thiét bi khac b1et dir liéu thude vé Vlan nao.
Diéu nay cho phép truyén tai dit liéu giita cac Vlan qua cung mot cong vat 1y.

2.3. Giao thirc DHCP

DHCP (Dynamic Host Configuration Protocol) 1a mét giao thirc mang dugc st dung dé ty
dong cap phat cac dia chi IP va cau hinh lién quan khac cho cac thiét bi trong mang. Giao thirc
nay cho phép cac thiét bi két ndi vao mang mot cach linh hoat va tién loi, giup giam thiéu sy can
thiép thu cong va giap t6i uu hoa viée quan 1y mang. [3]

Khi mot thiét bi mudn tham gia vao mang, n6 gui yéu cau DHCP dén may cha DHCP trong
mang khi d6 may chu DHCP s& dap mg y€u cau nay va cung cap mot dia chi IP duy nhét, Subnet
mask (mdt na con), Default gateway (cong mdc dinh), DNS servers (mdy chii DNS) va cac thong tin
cau hinh mang khac cho thiét bi d6. Qua trinh nay dién ra ty dong va nhanh chong, gitp thiét bi nhanh
chong két ndi va hoat dong trong mang. Giao thirc DHCP gitip tranh xung dot dia chi IP, tiét kiém thoi
gian va cong sirc trong viéc cau hinh mang tha cong, va hd trg quan 1y mang hiéu qua hon. Véi DHCP,
viéc thém hodc thay ddi cac thiét bi trong mang trd nén d& dang va linh hoat hon, dong thoi gitip duy tri
tinh sép xép va to chirc cia mang mét cach hiéu qua. Hién nay giao thitc DHCP ¢6 2 version cho IPv4
va IPv6. Cau hinh dia chi IP s& duoc nguoi quan tri mang thiét 1ap trén DHCP server.

- Cac goi tin chinh cua DHCP Server:

+ G6i tin Discover: Mot DHCP Client khi mé&i tham gia vao hé théng mang. N6 s& yéu cau
thong tin dia chi IP tir DHCP Server bang cach giri ban tin broadcast mét goi DHCP Discover c6
dia chi nguén 12 0.0.0.0 dé tim kiém DHCP Server vi client chua c6 dia chi IP.

+ Ban tin Offer: Khi DHCP Server nhan dugc goi DHCP Discover tu client. N6 s€ gui lai
méot goi DHCP Offer chua cac thong s6 nhu dia chi IP, Subnet Mask, Gateway,...cho client Co
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thé nhiéu DHCP server s& guri lai géi DHCP Offer nhung Client chi chap nhan g6i DHCP Offer
dAu tién n6 nhan duoc.

+ DHCP Request Packet: Khi DHCP Client nhan dugc mét gé6i DHCP Offer. N6 dap lai
bang viéc giri ban tin DHCP Request dé xac nhan hodc kiém tra lai cac thong tin ma DHCP
Server vira gui.

+ DHCP Acknowledge: Server kiém tra va x4c nhan lai su ch?ip nhan thué dia chi IP tir client.

- Cac buéc DHCP hoat dong:

Q —— Orice client g
road,
Client disc cases
Over ..
Message
casts
rver unt
DHCP se
Server
o
DHcp ¢
ent r.
ESPonds wies,
Cﬂcnt requese . ==
e
with
\etes the process
prver comp
HCP se
o essage
tedgment ™
acknoOW

Client

sy

I

‘

rver

Hinh 2: So dé hoat déng ciia DHCP

Buée 1: Yéu cau (Discover) Khi mot thiét bj mudn két ndi vao mang (client), nd6 giri mét
yéu cau DHCP broadcast (giri dén tat ca cdc thiét bi trong mang va cé chira dia chi MAC ciia
client) dé tim kiém mady chu DHCP Server dé nhan céc thong tin ciu hinh mang.

Budc 2: Cung cép (Offer) Cac may chu DHCP Server trong mang nhan dugc yéu cau Va
dap tung bang cach giri mot goi tin chira thong tin cau hinh DHCP. Géi tin nay goi la “Offer”
chira mot dia chi IP kha dung ma DHCP Server dé xuét cho client. Néu c6 nhiéu may chu DHCP
thi client s& nhan dugc nhidu goi “Offer” va chon mot goi “Offer” duy nhat dé tiép tuc qua trinh.

Budc 3: Chip nhan (Request) Client nhan dugc goi “Offer” tir may chu DHCP Server va
chon mot dia chi IP trong géi “Offer” hodc giri yéu cau tiép theo téi may cha DHCP xé4c nhan
viéc sir dung dia chi IP d6. Yéu cau nay goi 1 “Request.”

Budc 4: Xac nhan (Acknowledge) May chu DHCP Server nhan duoc yéu cau “Request” tir
client va xac nhan rang dia chi IP di dugc gan cho thiét bi. N6 giri mot gbi “Acknowledge” chira
céc thong tin ciu hinh mang dd duoc chép nhan va cho phép thiét bi sir dung dia chi IP va cau
hinh nay.

2.4. Ky thuat NAT

NAT (Network Address Translation) 1a mot k¥ thuat két ndi mang dugc st dung dé chuyén
d6i dia chi IP giita nhitg mang khac nhau. Khi mot thiét bi trong mang LAN mudn truy cép ra
ngoai Internet, NAT s& thyc hién chuyén doi dia chi IP cua thiét bi trong mang LAN (IP Private)
sang dia chi IP cong cong (IP Public) dé c6 thé két ndi voi Internet. NAT gitip giam thiéu so
luong dia chi IP Public can sir dung va ciing giup bao vé mang riéng khoi cac cudc tin cong tir
bén ngoai. [2]

Inside ; Outside
’ oy
‘ =7 Internet
Local : Global

Hinh 3: Mo hinh mang st dung kp thudt NAT
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- Giai thich cac loai dia chi trong Hinh 3:

+ Dia chi inside local: 1a dia chi IP gan cho mot thiét bi mang bén trong, dia chi nay hau
nhu khong phai dia chi dwoc cip boi NIC hay nha cung cip dich vu.

+ Dia chi inside global: 1a dia chi di dwoc ding ky v6i NIC, ding dé thay thé mot hay
nhiéu dia chi IP inside local.

+ Dia chi outside local: 1a dia chi IP cia mot thiét bi bén ngoai khi n6 xuét hién bén trong mang,
dia chi nay khong nhat thiét 1a dia chi dugc dang ky, n6 duoc 14y tir khong gian dia chi bén trong.

+ Dia chi outside global: 1a dia chi IP gan cho mdt thiét bi mang bén ngoai, dia chi nay
duoc 14y tir dia chi ¢6 thé ding dé dinh tuyén toan cau hay tir khong gian dia chi mang.

- Ba k¥ thudt NAT thuong dugc st dung la:

+ Static NAT dugc st dung dé anh xa dia chi theo kiéu “one - to - one” va duge chi dinh
bdi ngudi quan tri mang.

+ Dynamic NAT la kiéu chuyén dich dia chi dang “one - to - one” mét cach tu dong.

+ NAT Overload 1a kiéu chuyén dich dia chi dang “many - to - one” mét cach tu dong, sir
dung céc chi sb cong (port) dé phan biét cho timg dich chuyén.

- Chuc nang cta NAT:

+ Chuyén d6i dia chi IP: NAT thuyc hién chuyén ddi dia chi IP ctia cic thiét bi trong mang
ndi bo thanh dia chi IP cia mdt thiét bi bén ngoai, giap cac thiét bi trong mang ndi b co thé truy
cap dugc Internet.

+ Bao vé mang: NAT gitp bdo vé mang ndi bd khéi cac cudc tan cong tir mang bé&n ngoai
bang cach gidu dia chi IP thuc ctia cac thiét bi trong mang.

+ Quan Iy két ndi: NAT theo ddi cac két néi mang va duy tri bang NAT dé dam bao ring
cac goi tin dugc gui dén ding thiét bi trong mang ndi bo.

+ Tiét kiém dia chi IP: NAT giup tiét kiém dija chi IP béng cach su dung mot dia chi IP
cong cong (IP Public) duy nhit ¢ dai dién cho toan bo thiét bi trong mang noi bo.

2.5. So lwgc phin mém gia lap EVE-NG

Hién nay c6 rat nhiéu phan mém gia 1ap mang nhung hién tai c6 ba phan mém pho bién d6
la Cisco Packet Tracer, GNS3 va EVE-NG. Nho d6 viéc mo6 phong cac thiét bi mang dé hoc tap,
thiét ké va nghién ctru network s& don gian di rat nhiéu.

Trong d6 EVE-NG ¢6 nhiéu wu diém vuot trdi so vdi cac phan mém gia lap khac d6 la:
EVE-NG la mdt nén tang ma ngudn mé cho phép ngudi ding thiét ké cac mang tir don gian dén
phuc tap béng giao dién dya trén Web. EVE-NG hd trg mot loat cong nghé 4o hoa nhu VMware,
KVM va VirtualBox, dong thoi cho phép ngudi ding chay hinh anh NOS tir nhiéu nha cung cap
khac nhau. M6t s tinh ning chinh cia EVE-NG 1a: H tro hinh 4anh NOS ciia nhidu nha cung
cap; giao dién dya trén web dé dé sir dung; tich hop véi cac nén tang dam may nhu AWS va
GCP; ty dong héa mang va kha ning 1ap trinh thong qua tap 1énh Python; hd trg cic chirc ning
mang 4o hoa (VNF).

Uu diém: HJ tro nhiéu loai thiét bi va phan mém mang; cung cdp cong nghé ao hoa va dam
may tién tién; cung cap giao dién duya trén web dé dé dang truy cap va quan 1y; cho phép ngudi
ding chay hinh anh thiét bi trong thé gisi thuc.

2.6. Ung dung ciu hinh Lab trén phin mém gia 1ap EVE-NG

- So db bai Lab dugc thiét ké trén phan mém gia 1ap Eve-Ng.

- Yéu cau bai Lab:

+ Thiét bi: 1 Router Cisco; 2 Switch Cisco; 4 PC; 1duong internet; Cap Fast Ethernet.

+ Céu hinh trén Switch: C4u hinh trén céc Interface; chia VLAN va gén Port trén Switch;
c4u hinh Trunk; kiém tra két ndi gita cac thiét bi trong mang.

+ Cau hinh trén Router: Cau hinh céc sub-Interface trén Router R1 tuong tng vdi cac
VLANS; cau hinh DHCP; cau hinh NAT Overload.
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Internet

Sub interface:

DHCP  \ian 10 e0/1.10: 192.168.10.1/24

Cau hinh NAT trén R1

R1 Cap IP DHCP cho: Vian 20 e0/1.20: 192.168.20.1/24
Vian 10, Vian 20, Vian 30, Vian 40 % Vian 30 e0/2.30: 192.168.30.1/24

Vian 40 e0/2.40: 192.168.40.1/24
> R1

VLAN 10
VLAN 40
192.168.10.0/24 VLAN 30 _’
192.168.30.0/24 (sor0) P SW2 192.168.40.0/24
(etno) D )

1} Ol il
= —4 —

| el ey _b e

e Dhee DHCP

Hinh 4. So d6 mang logic

- Muc tiéu bai Lab:

+ Céu hinh VLAN 10, VLAN 20, VLAN 30, VLAN 40, TRUNK, DHCP trén SW1, SW2
va R1 @ PC1, PC2, PC3, PC4 nhan duoc IP dong; cac PC1, PC2, PC3, PC4 Ping thong dugc
voi nhau (hinh 4).

+ Céu hinh NAT Overload dia chi cta cic méy tinh trong mang noi bo ra dugc ngoai Internet

+ Dat dugc: Ping 8.8.8.8 thanh cong; Ping http://hluv.edu.vn thanh cong.

- Code céu hinh trén cdc thiét bi:

+ Cdu hinh trén SW1

hostname SW 1

vlan 10

vlan 20

exit

int 0/0

switchport mode access

switchport access vlan 10

exit

int e0/2

switchport mode access

switchport access vlan 20

exit

int e0/1

switchport trunk encapsulation dotlq

switchport mode trunk

switchport trunk allowed vlan 10,20

exit

Sau khi cau hinh trén SW1 chung ta thuc hién kiém tra thong tin duong Trunk, Native-vlan
va kiém tra thong tin Vlan tuong tmg vdi cac access-port bang cac cau lénh "show int trunk" va

"show vlan brief" (hinh 5), qua trinh nay cung cap mot cai nhin tong quan va chi tiét vé trang thai
ctia cac két ndi Trunk, va cac Vlan trén switch. Pong thoi nhiing thong tin thu dugc nay 1a co s¢ dé
danh gia va diéu chinh c4u hinh mang dé dam bao tinh 6n dinh va hiéu quéa cua hé thong mang.
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2P SW1 - O X

Hinh 5: Kiém tra théng tin cdu hinh trén SW1

Cau Iénh "show int trunk" cung cap thong tin chi tiét vé cac két ndi Trunk trén Switch,
trong hinh 5 ching ta thdy cong e0/1 trén SW1 dang hoat dong trong ché do Trunk, sir dung
chuén 802.1q ¢6 native vlan 14 1 va cac VLAN 10, 20 duoc phép thong qua cac két ndi nay. Két
qua tir cau 1énh nay giup ngudi quan tri mang dam bao rang cic két ndi Trunk dugc céu hinh
dung cach va cac VLAN duoc chuyén tiép mot cach chinh xac giita cac switch trong mang.

Cau 1&€nh "show vian brief" hién thi danh sach cac VLAN 10, VLAN 20 hién c6 trén switch
cung véi cac thong tin quan trong nhu VLAN ID, tén VLAN va trang thai ctia ching. Két qua tir
cau Iénh nay cho théy viéc phan chia VLAN da dugc thuc hién dung cach, cling nhu xac dinh
cac VLAN dang hoat dong va c6 trang thai 6n dinh.

+ Cau hinh trén SW2hostname SW2
vlan 30

vlan 40

exit

int e0/0

switchport mode access

switchport access vlan 30

exit

int e0/1

switchport mode access

switchport access vlan 40

exit

int e0/2

switchport trunk encapsulation dotlq
switchport mode trunk

switchport trunk allowed vlan 30,40
exit
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Hinh 6: Kiém tra théng tin cdu hinh trén SW2

Cau Iénh "show vian brief" (hinh 6) hién thi danh sach cdc VLAN 30, VLAN 40 hién c6
trén switch cung voi cac thong tin quan trong nhu VLAN ID, tén VLAN va trang thai cua chiing.
Két qua tir cau 1énh nay cho thdy viéc phan chia VLAN da duoc thyc hién dung cach, ciing nhu
xac dinh cac VLAN dang hoat dong va c6 trang thai on dinh.

Cau 1énh "show int trunk" cung cép thong tin chi tiét vé cac két ndi Trunk trén Switch,
trong hinh trén ching ta thdy cong ¢0/2 trén SW2 dang hoat dong trong ché do Trunk, st dung
chuan 802.1q c6 native vlan 1a 1 va cac VLAN 30, 40 dugc phep thong qua cac két ndi nay. Két
qua tur cau lénh nay gilip nguoi quan tri mang dam bao rang cac két ndi Trunk dugc cau hinh
dung cach va cac VLAN dugc chuyén tiép mot cach chinh xac giita cac switch trong mang.

+ Code cdu hinh trén R1

hostname R1

int e0/0

no shut

ip address dhcp

exit

// Code cdu hinh Sub interface trén cong e0/1 cho Vian 10, Vian 20

int e0/1

no shut

exit

int e0/1.10

encapsulation dotlq 10

ip address 192.168.10.1 255.255.255.0

no shut

exit

int €0/1.20

encapsulation dotlq 20

ip address 192.168.20.1 255.255.255.0

no shut

exit

// Code cdu hinh Sub interface trén cong e0/2 cho Vian 30, Vian 40

int €0/2

no shut

exit

int €0/2.30

encapsulation dotlq 30

ip address 192.168.30.1 255.255.255.0
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no shut

exit

int €0/2.40

encapsulation dotlq 40

ip address 192.168.40.1 255.255.255.0

no shut

exit

//Code cdu hinh DHCP cho Vian 10, Vlan 20, Vlan 30, Vian 40

ip dhep pool VLANI10

network 192.168.10.0 255.255.255.0

default-router 192.168.10.1

dns-server 8.8.8.8

ip dhep excluded-address 192.168.10.1 192.168.10.20

ip dhep pool VLAN20

network 192.168.20.0 255.255.255.0

default-router 192.168.20.1

dns-server 8.8.8.8

ip dhep excluded-address 192.168.20.1 192.168.20.20

ip dhep pool VLAN30

network 192.168.30.0 255.255.255.0

default-router 192.168.30.1

dns-server 8.8.8.8

ip dhep excluded-address 192.168.30.1 192.168.30.20

ip dhep pool VLAN40

network 192.168.40.0 255.255.255.0

default-router 192.168.40.1

dns-server 8.8.8.8

ip dhep excluded-address 192.168.40.1 192.168.40.20

// Code cdu hinh NAT

access-list 1 permit any

ip nat inside source list 1 interface e0/0 overload

int e0/0

ip nat outside

exit

int €0/1.10

ip nat inside

exit

int €0/1.20

ip nat inside

exit

int €0/2.30

ip nat inside

exit

int €0/2.40

ip nat inside

exit

Pé kiém tra va xac nhan thong tin ciu hinh trén router (R1) chiing ta st dung cau Iénh
"show ip int brief" va "show ip dhcp binding" (hinh 7). Cac ciu 1énh nay cung cap thong tin chi
tiét va tong quan vé cdu hinh mang trén router, tir d6 gitp chung ta hiéu rd hon vé trang thai cia
router va cach quan 1y cac dia chi IP dugc cp phat trong mang.
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Cau 1énh "show ip int brief" cho ching ta biét cac thong tin vé cac giao dién (interface), dia
chi IP address, trang thai ctia mdi giao dién (method status) cua R1 da duoc cAu hinh chinh x4c
va c6 trang thai dang hoat dong 6n dinh.

Cau lénh "show ip dhcp binding" cung cap bang thong tin vé cac thiét bi két ndi vao mang
thong qua dich vu DHCP trén router R1. Luc nay bang thong tin vé dia chi IP trong hink 7 chua
c6 boi vi tht ca cac PC trong mang chua giri yéu cau cap phat IP DHCP.

B ri — [m] =

Hinh 7: Kiém tra théng tin cau hinh trén R1

Kiém tra cdp phat dia chi Ip va kiém tra sy két ndi mang giita cac Vlan va két ndi ra
internet.

+Trén PCI1:

Ban dau khi thyc hién 1énh “show ip” thi PC1 chua c6 bat cir thong tin nao vé IP.

Tiép theo chung ta thyc hién 1énh “ip dhcp” thi PC1 nhan dugc dy du thong tin vé dia chi
IP, subnet mask, Gategay, DNS,... tir dich vu DHCP (hinh 8).

Sau khi x4c nhan thong tin IP, budc tiép theo 1a kiém tra két ndi mang bang cach: tir PC1
ping t&i mét dia chi [P bén ngoai internet “ping 8.8.8.8” mot dia chi IP ciia may chi DNS cua
Google; “ping hluv.edu.vn” mot dia chi may chu cta truong Pai hoc Hoa Lu va két qua nhu
ching ta thay trong ‘hinh 8’ 1a &3 NAT thanh cong ra ngoai internet.

Hinh 8: Yéu cau cap IP DHCP trén PCI va kiém tra két néi
+ Trén PC 3:
Twong ty nhu PC1, ban dau khi thyc hién 1énh “show ip” thi PC3 chua c6 bét cir théng tin
nao vé IP. Sau d6 thuc hién 1énh “ip dhcp” thi PC3 nhan dugc diy du thong tin vé dia chi IP,
subnet mask, Gategay, DNS,... tir dich vu DHCP (hinh 9).
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Sau khi xac nhan thong tin IP, budc tiép theo 1a kiém tra két ndi giita cac Vlan trong mang
bang cach tir PC3 ping t6i dia chi IP cia PC1 thu¢c Vlan 10 “ping 192.168.10.217; kiém tra két
noi ra ngoai internet: “ping 8.8.8.8” va két qua nhu chiing ta thiy trong ‘hinh 9° da ping thanh
cong gitra Vlan 10 va Vlan 30 va két ndi duoc ra ngoai internet.

=22 pc3 — (] ><

Hinh 10: Kiém tra dich vu DHCP trén R1

Sau khi cac PC1, PC2, PC3, PC4 da duoc cép dia chi IP tir dich vu DHCP thanh cong, tai
router R1 chiing ta thyc hién 1énh “show ip dhcp binding” thi luc nay xuét hién bang thong tin
dia chi IP ciia cac PC két nbi vao mang thong qua dich vu DHCP (hinh 10). Diéu nay gitp chiung
ta theo ddi va quan 1y céc thiét bi két ndi vao mang mot cach hiéu qua.

3. Két luén

Qu4 trinh nghién ciru 1y thuyét va tmg dung thuc hanh bai Lab trén phan mém gia lap
EVE-NG, tac gia da dat dugc nhiing két qua dang ké trong viéc hiéu va ap dung cac khai niém
nay vao thyc té cu thé nhu: Pa nim viing cach cau hinh va quan 1y Vlan, nhan thic 15 vai tro cia
VLAN trong viéc chia mang vat 1y thanh nhleu mang logic dé ting cuong bao mat va hiéu suét
mang; hiéu rd cach thiét 1ap va quan 1y két ndi Trunk, dam bao truyén théng hiéu qua giita cac
VLAN trén cac thiét bi mang; thanh thao trong viéc cAu hinh va quan ly dich vu DHCP, tu dong
cép phat dia chi IP va thong tin céu hinh mang cho céac thiét bi; nam bét k¥ thuat cau hinh va
quan ly NAT. Nhiing klen thire nay khong chi mang lai cai nhin téng quan va sdu sic vé cong
nghé mang ma con tao nén tang viing chic cho viéc tiép tuc nghién ctru va phat trién trong linh
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vuc thiét ké, cau hinh va quan 1y mang may tinh. Huéng phat trién tiép theo s& tap trung vao tng
dung nhitng hiéu blet nay vao cac tinh huéng mang phirc tap hon va kham pha thém céc cong
nghé mang tién tién khéc.
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