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THIET KE VA TRIEN KHAI PIPELINE CI/CD TU PONG CHO UNG
DUNG WEB VOI GITHUB ACTIONS VA KUBERNETES

Nguyén Thi Thup Trang'
TOM TAT

Trong ky nguyén phdt trién phan mém ngay nay, tir dong héa quy trinh tich hop va
trién khai lién tuc (CI/CD) giit vai tro quan trong trong viéc ndng cao hiéu sudt va chat
lirong g dung. Bai bdo nay trinh bay phiwong phdp thiét ké mét pipeline CI/CD tw dong
nham trién khai vmg dung web 1én méi trong thuee thi, sir dung GitHub Actions dé thie
hién cdc buéc build va test, két hop véi Kubernetes dé quan 1y viéc trién khai container.
Quy trinh dwoc t6i wu héa dé giam thiéu 16i thii cong, rit ngdn thoi gian phat hanh, dong
thoi dam bao tinh 6n dinh va tiét kiém tai nguyén. Cdc buéc cu thé bao gom cau hinh
workflow trong GitHub Actions va tich hop véi Kubernetes cluster dé trién khai img
dung. Gidi phdp nay tiét kiém thoi gian, tang kha ndng mé réng hé thong, dii doi héi kién
thirc DevOps co ban.

Tw khoa: CI/CD, GitHub Actions, Kubernetes, DevOps, urng dung web.
1. Giéi thi¢u

Trong bdi canh sb hoa, tmg dung web ngay cang déng vai trd quan trong trong cac
linh vuc nhu thuong mai dién tu, gido duc tryc tuyén va dich vu cong, doi hoi tde do phat
trién nhanh, do tin cay cao va chét luong on dinh. Su gia tang dJ phuec tap cua tng dung
va nhu cau cap nhat lién tuc dat ra thach thtrc cho cdc nhoém phat trién phﬁn mém, yéu
cau quy trinh phat trién hiu qua, it sai sot va c6 kha nang phan hoi nhanh trudc thay doi
thi truong. CI/CD, v6i kha nang tu dong hoa tich hop ma ngu(‘A)n, kiém thtr va trién khai,
da tro thanh phuong phap cdt 16i dé dap ung cac yéu ciu nay, gitp giam thiéu 15i thi
cong, rat ngin chu ky phéat hanh va nang cao tinh canh tranh [3]. Hién nay, cic cong cu
CI/CD nhu Jenkins, GitLab CI va CircleCI dugc st dung rdng rai nhd kha nang tuy
chinh va hd tro trién khai container hoa [7]. Tuy nhién, nhitng giai phap nay thudng yéu
cu ciu hinh phuc tap va chi phi van hanh cao, diac bi¢t khi can thiét 1ap may chu CI
riéng hodc phu thugc vao mot h¢ sinh thai cu thé, gdy kho khan cho cadc nhom phat trién
nho véi ngudn luc han ché [5].

Bai bdo dé xuit mot pipeline CI/CD tu dong két hop GitHub Actions va
Kubernetes, tdi uru cho cac img dung web vira va nho nhd don gian hoa quy trinh va dam
bao hiéu suit cao. Nghién ctru tap trung vao viéc giam thiéu cau hinh ha ting CI nho
GitHub Actions, thay vi yéu cau thiét 1ap may chu riéng va cau hinh phic tap nhu
Jenkins v6i cac plugin nhu Docker Pipeline [4, 7]. Hon nita, pipeline tan dung chién luoc
rolling update ctia Kubernetes dé dam bao trién khai khong gian doan, két hop véi
GitHub Actions cung cip kha ning tai sir dung workflow qua Actions Marketplace — mot
hé sinh thai cong ddng phong phii ma Jenkins kho dat duoc ma khong can phét trién
plugin riéng. So véi GitLab CI két hop Kubernetes, pipeline nay linh hoat hon khi khong
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bi rang budc vao mat nén tang duy nhét, tan dung ha tﬁng dam may cua GitHub dé loai
b6 nhu cau duy tri runner tw quan 1y, tir 46 giam chi phi va cong strc van hanh [5]. Su két
hop nay khong chi dam béo trién khai linh hoat va khong gian doan trén Kubernetes
thong qua chién luoc rolling update, ma con giai quyét van dé thuong bi bo qua trong cac
nghién ctru trude: t6i wu hoéa quy trinh CI/CD cho cac nhom phat trién nho, noi ngudn luc
k¥ thuat va tai chinh han ché 13 thach thuc 16n.

Bai bao duoc trinh bay gém 4 phan. Phan 1 gi6i thiéu chung vé& huéng nghién ctru.
Phan 2 trinh bay vé CI/CD, GitHub Actions va Kubernetes. Phan 3 thiét ké pipeline
CI/CD. Phén 4 trién khai pipeline CI/CD.

2. Tong quan vé CI/CD, Github Actions va Kubernetes

2.1. CI/CD va vai trd trong phat trién phan mém

CI/CD la khai niém nén tang trong phat trién ph'?ln mém hién dai, dugc Martin
Fowler gidi thiéu nhu mot phuong phép ty dong héa tich hgp ma ngudn (Continuous
Integration) va trién khai img dung (Continuous Deployment) dé giam rui ro, ting toc do
phat hanh va nang cao chat lwgng san pham [3]. Trong CI, cac thay d6i ma tir nhiéu nha
phat trién duogc tich hop thuong xuyén, sau do kiém thur tu dong dé phat hién 16i sém. CD
mo& rong quy trinh nay béng cach ty dong trién khai cac ban cap nhat da xac nhan 1én moi
truong san xuat. CI/CD gilip cac nhom phat trién dap tmg nhu cau thi truong nhanh
chong, chang han nhu cip nhat tinh ning hodc sira 16i trong vai gio thay vi vai tuan, dam
bao tinh canh tranh trong chu ky phat trién ngén.

Theo bao céo State of DevOps 2021, céac t6 chirc ap dung CI/CD hiéu qua co thé
tang tan sudt trién khai 1én 208 1an va giam thoi gian khoi phuc 16i xudng dudi 1 gio [2].
Ban dau, cac nghién ctiru CI/CD tép trung vao cong cu nhu Jenkins, voi sy phat trién ciia
cong nghé container va dién toan dam may da thuc day su xuét hién cia cac giai phap
linh hoat hon nhu GitLab CI va CircleCI, mang lai hi€éu qua trién khai cao hon [7]. Thanh
cong cua CI/CD phuy thudce vao viéc Iya chon cong cu phu hop va thiét ké pipeline higu
qua.

2.2. GitHub Actions: cong cu tu dong héa workflow

GitHub Actions, ra mit nam 2018, la cong cu tu dong hoa ndi bat nho tinh don
gian va tich hgp chét ché vi hé sinh thai ma nguén m¢, dédc biét phu hop cho cac du an
mg dung web va mi nguén mé. Nén tang nay cho phép nguoi dung dinh nghia cac
workflow ty dong hoa thong qua tép cdu hinh YAML, h tro cac budc nhu xay dung ma
nguén, kiém thir va trién khai, dugc kich hoat béi cac su kién nhu push hodc pull request.
Céc thanh phéan chinh bao gdm “actions” (don vi thuc thi tai st dung) va “runners” (moi
truong thue thi).

GitHub Actions tich hop lién mach véi kho ma nguén, hd trg da nén tang (Linux,
Windows, macOS), va cung cap Actions Marketplace dé tai sir dung cac workflow cong
dong. Mot s6 nghién ciru thyc nghiém cho thiy GitHub Actions hiéu qua trong viéc xay
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dung pipeline CI cho cac du an nho, véi wu diém vé tdc d6 va tinh linh hoat [4]. GitHub
Actions dugc sur dung rong rai trong cac du an ma nguén mé dé tu dong hoa it nhat mot
phan quy trinh phat trién, khang dinh sttc manh va do phd bién ctia cong cu nay [4].

2.3. Kubernetes: Hé thong quén 1y container

Kubernetes, duoc Google ra mét nim 2014, 1a nén tang mi ngudn mé hang dau
trong quan 1y container, hd tro trién khai, mé rong va khoi phuc 13i cho cac tng dung
web vé6i luu luong truy cap bién dong [5]. Kubernetes quan 1y Gmg dung container hoa
thong qua cac tinh nang nhu autoscaling, self-healing, va cac khai niém pod, deployment,
service, gitip xir 1y hang nghin yéu cau dong thoi va duy tri thoi gian hoat dong gan
100%. Vi du, trong cac su kién thuong mai dién tir, Kubernetes tu dong tang $6 luong
pod khi luu lugng truy cap dot bién, khong can can thiép thu cong.

Trong CI/CD, Kubernetes dam béo trién khai on dinh 1én cum may chua thong qua
chién luoc rolling update, két hop véi Docker dé duy tri tinh nhat quan giita cac moi
truong. Kha ning hd tro trién khai khong gian doan (zero-downtime deployment) khién
Kubernetes 1y tuéng cho tmg dung web hién dai [5]. Su tich hgp vdi GitHub Actions cho
thiy tiém niang cao nhd tich hop lién mach véi GitHub va chi phi thip, nhung con it duoc
nghién ctru so véi Jenkins hodc GitLab CI [1, 4].

3. Thiét ké pipeline CI/CD

Nghién ciru 4p dung phuwong phap thuc nghiém, két hop phan tich dinh lugng va
dinh tinh, dé thiét ké mot pipeline CI/CD tu dong cho ung dung web. Pipeline tich hop
GitHub Actions va Kubernetes, nham dap tng cac yéu cau: xir 1y 16i trong hé théng phan
tan va dam bao kha nang chiu tai cao. Cac chi s6 nhu do tré trién khai, ty 1¢ 161, va kha
nang mo rong dugc do luong dé danh gia hiéu qua va tinh kha thi cta giai phap, nhu
trinh bay trong Bang 3.

3.1. Phan tich va Thiét ké Workflow

Pipeline CI/CD dugc thiét ké dé phat trién ing dung web quy mé vira va nho, dam
bao toc do, do tin cdy va kha ning md rong. Quy trinh pipeline dugc minh hoa chi tiét
trong Hinh 1. Dya trén yéu cau giam thiéu 15i thii cong va rit ngan chu ky phét hanh,
pipeline gdbm ba giai doan: xay dung (build), kiém thir (test) va trién khai (deploy).
GitHub Actions diéu phdi cac giai doan build/test, trong khi Kubernetes quan 1y trién
khai, tdn dung tinh nang autoscaling va rolling update.

Phén tich yéu ciu

Pipeline duoc thiét ké dé dap ung nhu cau cia cac tng dung web vira va nho: phat
hanh nhanh, trién khai 6n dinh va t6i vu tai nguyén. GitHub Actions dugc sir dung dé
diéu phdi cac giai doan xay dung va kiém tht, tin dung cdu hinh YAML don gian va tich
hop chat ch& véi GitHub, vuot trdi hon Jenkins vé chi phi van hanh va d& dang trién khai
[4, 9]. Kubernetes dam nhiém viéc quan 1y trién khai container, h trg cic tinh ning nhu
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autoscaling va rolling update, pht hop véi cac tmg dung web c6 luu lugng truy cap bién
dong [5]. Workflow dugc phén tich dé dam bao sy tich hop 1ién mach giita cac giai doan:

- Xay dung: M3 ngudn duoc chuyén thanh Docker image, str dung Dockerfile dé
dam béo tinh nhit quan gitra cac méi truong phat trién, kiém thtr va san xuét. Giai doan
nay duoc ty dong hoa thong qua GitHub Actions, kich hoat ngay khi c6 thay ddi ma
ngudn.

- Kiém thir: Kiém thir tu dong duoc thuc hién béng Jest, tap trung vao xac minh
tinh ding dan cta cac thanh phan giao dién va logic tng dung. Jest dugc chon nho tde do
thuc thi nhanh va kha ning tich hop t6t véi React]S, dat ty 1é pht ma trén 80% [8].

- Trién khai: Docker image duoc day 1én Docker Hub va trién khai 1én Kubernetes
cluster thong qua cac tai nguyén nhu Deployment va Service. Chién lugc rolling update
ctia Kubernetes duoc ap dung dé dam bao trién khai khong gian doan, dong thoi tich hop
voi GitHub Actions qua 1énh kubectl dé ap dung cAu hinh dong.

Su tich hop giita GitHub Actions va Kubernetes khong chi giam thiéu can thiép thi
cong ma con dam bao tinh dong bo giita cac giai doan, tao nén tang cho mot pipeline
hiéu qua va dang tin cay.

Push mi ngudn Dic?e?llirﬂlise Riem st Dy e Tritn kha:
(Gitb) Gt | O] o B T e Ung dung
Actions) Actions) !

Hinh 1. So do téng quan pipeline CI/CD tw djng

Thiét ké logic diéu ki¢n
Dé tang tinh 6n dinh va kha ning xir 1y 131, pipeline dugc thiét ké véi cac co ché

logic diéu kién, thé hién sy phéi hop thong minh giita céc giai doan, nhu minh hoa trong
Hinh 2.

Quy trinh bat dau tir khi ma ngudn duoc day lén GitHub -> pipeline tu dong thuc
hién xay dung Docker image -> kiém thir bang Jest (GitHub Actions) -> va day image
1én Docker Hub néu kiém thtr thanh cong. Néu kiém thir that bai, thong bao 16i dwoc giri
qua email hodc Slack yéu cau chinh sira ma, sau d6 Kubernetes trién khai image. Néu
trién khai thét bai, hé théng tu dong thuc hién rollback béng 1énh “kubectl rollout undo’
dé duy tri dich vy on dinh.
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Xay dumg: g 1.
. 3 - Kiém thi: Jest Day image
Pushl:nanguun Dockgr]mage »|  (GitHb »| lén Docker
(GitHub) (GitHub .
. Actions) Hub
Actions)

Kiém thir thanh cong?

Thing bio 16 &

Chinh sira m& Rollback

Hinh 2. So do logic ciia pipeline CI/CD ty déng
Cic diéu kié¢n logic bao gom

- Piéu kién kiém thir: Giai doan kiém thir sir dung Jest dé danh gia ma nguon. Néu
bat ky test case ndo thét bai, pipeline s& tam dimg va thong bao chi tiét 15i. Piéu nay cho
phép nhom phat trién can thiép kip thoi dé chinh stra ma trude khi tiép tuc.

- Pitu kién trién khai: Trong giai doan trién khai, néu image khong thé ap dung
lén Kubernetes, pipeline kich hoat co ché rollback thong qua 1énh kubectl rollout undo.
Co ché nay ddm bao ung dung duy tri trang thai on dinh, tranh gian doan dich vu nguoi
dung.

- Quan ly nhanh: Pipeline phan biét cic nhanh ma ngudn thong qua diéu kién
trong workflow YAML (if> github.ref = = 'refs/heads/main’). Chi céc thay doi trén nhanh
main moi duoc trién khai 1én Kubernetes, giam rui ro trién khai ma chua dugc phé duyét.

- Xir Iy 16i tam thoi: Cac budc xdy dung va kiém thir dwgc cau hinh dé thir lai tdi
da hai 1an khi gip 16i khong ¢ dinh. Thoi gian cho tdi da 1a 5 phit, dam bao pipeline
khong bj treo trong cac tinh hudng bat thudng.

Thiét ké logic diéu kién nay phan 4nh sy tich hop chit ché giita GitHub Actions va
Kubernetes, khong chi ty dong héa quy trinh ma con ning cao kha nang phuc hdi va
quan 1y 16i.

T6i wu ho4 hiéu suét pipeline

Pipeline duoc tdi wu hoa dé dat hiéu sut cao, giam thoi gian xur 1y va sir dung tai
nguyén hiéu qua:

- Luu trir tam (caching): GitHub Actions tich hop co ché luu trit node modules,
giam thoi gian xay dung dic biét hiéu qua khi ma ngudn chi thay d6i mot phan.

- Thye thi song song: Cac kiém thir Jest dugc chay dong thoi trén nhiéu container
trong GitHub Actions, rut ngin thoi gian kiém thir. Piéu nay dam bao phan hdi nhanh
chong trong chu ky phat trién lién tuc.

® JOURNAL OF SCIENCE AND TECHNOLOGY @ 31



TAP CHI KHOA HOC VA CONG NGHE - SO 32 - TRUGNG BAI HOC PHAM VAN PONG

- Quan ly tai nguyén: Kubernetes sir dung Horizontal Pod Autoscaler (HPA) dé tu
dong diéu chinh sé luong pod dua trén tai CPU va hd trg mé rong linh hoat khi luu luong
truy cap tang.

- Tinh chinh workflow: Workflow YAML dugc cdu hinh dé bé qua cac budc
khong can thiét, giup giam thoi gian tong thé cua pipeline.

3.2. Cach sir dung GitHub Actions dé ty dong hoa Build/Test

GitHub Actions dugc st dung dé tu dong hoa cac giai doan xay dung va kiém thir
trong pipeline CI/CD ctia tng dung web “study”, théng qua tép cdu hinh YAML.
Workflow duoc thiét ké dé kich hoat khi ma nguon duoc day 1én kho GitHub, thuc hién
cac bude cai dit moi truong, kiém thir bfmg Jest va tao Docker image, ddm bao chét
luong ma trude khi trién khai 1én Kubernetes.

Quy trinh ty dong hoa

Workflow YAML dinh nghia cdc budc chinh, tuong tu thiét ké ban dau cua
pipeline:

- Checkout mi ngudn: Sir dung action actions/checkout dé ldy ma tir GitHub.

- Cai dat va kiém thir: Chay Jest thong qua 1énh npm test, kiém tra cac component
React]S cua tmg dung web “study”. Kiém thir song song trén nhiéu container gitp giam
thoi gian kiém thir,

- X4y dung image: Tao Docker image tir Dockerfile bang docker build, sau d6 day
1én Docker Hub bang docker push véi thong tin bao mat tir GitHub Secrets.

U'u diém va t6i wu hos

GitHub Actions don gian hoa cau hinh so v6i Jenkins, nho tich hop sén véi GitHub
va cil phap YAML dé dung, phu hop cho nhom phat trién nho [4]. Jest dugc hon 70%
nha phat trién React wa chudng theo State of JS 2022 [8], cung cip bao cao 15i chi tiét va
tich hop snapshot testing, dam bao phat hién som cac 15i giao dién va logic. Cac tdi uu
hoa bao gdbm:

- Caching phu thudc: Luu node modules, giam thoi gian cai dit tir 3 phat xudng
1,5 phut.

- Parallel jobs: Chay nhiéu tac vu kiém thir dong thoi, ting toc phan hdi cho nha
phat trién.

- Xir Iy 18i: Néu Jest phat hién 13i, pipeline dirng va gtri thong bao qua email hodc
Slack, hd trg chinh sira ma kip thoi.

Quy trinh nay dam bao tng dung web “study” duogc kiém tra ky ludng trudc khi
trién khai. Jest giup phat hién 13i som trong cic component React]S, trong khi GitHub
Actions tur dong hoa toan bo giai doan xay dung va kiém thir, giam thiéu 16i tha cong.
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3.3. Tich hop Kubernetes dé trién khai ing dung Ién cluster

Kubernetes duoc tich hop dé trién khai ung dung web “study” lén cum cluster, cu
thé hoa giai doan cudi cua pipeline CI/CD. Quy trinh st dung cic tai nguyén nhu
Deployment va Service, ty dong hoa trién khai tir Docker Hub dén méi truong san xuit,
ddng thoi dam bao tinh 6n dinh thong qua co ché rollback.

CAu hinh trién khai
Cac tai nguyén chinh dugc dinh nghia trong file YAML:
- Deployment: Tao 3 ban sao tng dung, mdi ban sao chay trong mét Pod, sir dung

Docker image tir Docker Hub. Chién Iugc rolling update dam béo cap nhat khong gian
doan dich vu.

- Service: Anh xa cong 80 qua LoadBalancer, két ndi cic Pod dé phan phdi luu
luong tir ngudi ding dén g dung.

- HPA: Ty dong diéu chinh s6 lwong Pod dya trén tai CPU (ngudng 70%), giam sir
dung tai nguyén tir 90% xudng 70% so voi ciu hinh tinh [5].

Quy trinh trién khai va xir 1y 13i

Trién khai dugc thuc hién qua kubectl apply dé ap dung cAu hinh YAML, cap nhat
image méi bang kubectl set image. Logic xir 1y 18i bao gom:

- Rollback: Néu trién khai that bai, 1énh kubectl rollout undo khoi phuc trang thai
trude, duy tri dich vu on dinh.

- Kiém soat nhanh: Chi nhanh main duoc trién khai 1én Kubernetes, dam bao tach
biét moi truong san xuét va thir nghiém.

Kubernetes phéi hop véi GitHub Actions qua Iénh kubectl, tao pipeline lién mach
tir ma ngudn dén san xuat, ting do tin cdy so voi trién khai thii cong va vuot troi Docker
Swarm vé kha ning mé rong [4].

4. Trién khai pipeline CI/CD

Phan nay trinh by quy trinh trién khai pipeline CI/CD ty dong, tich hop GitHub
Actions va Kubernetes dé tu dong hoa tir xdy dung dén trién khai. Quy trinh dugc minh
hoa thong qua trng dung web “study”.

4.1. Chuin bi méi truong

Dé trién khai pipeline CI/CD, céc cong cu can thiét duoc cai dat, ddm bao tinh
twong thich va d& cdu hinh, nhu liét ké trong Bang 1. Minikube dugc chon dé mé phong
cum Kubernetes cuc bo do d& cai dat va phii hop v6i méi truong phat trién c6 tai nguyén
han ché. Trong trién khai thuc té, Google Kubernetes Engine (GKE) c6 thé thay thé dé
tang hiéu suat.
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Bang 1. Cong cu va vai tro trong trién khai pipeline CI/CD

Cong cu Vai tro
Docker bong goi ing dung thanh image
Minikube Mo phdéng cum Kubernetes cuc bd
kubectl Quan 1y tai nguyén Kubernetes
Git Quan 1y mé ngudn
Visual Studio Code Phat trién va chinh stra ma ngudn
GitHub Luu trir ma va kich hoat workflow CI/CD

4.2. Chuan bi wng dung

Bai bao tao mot Gmg dung web véi tén 13 “study” dugc phét trién bang React]S,
minh hoa quy trinh CI/CD. Mi ngudn st dung Node.js, quan 1y phu thudc qua
package.json va duoc luu trir trén GitHub dé kich hoat pipeline.

4.3. Céu hinh dockerfile trong thw muc gdc ciia irng dung

Dockerfile duoc thiét ké dé dong goi ung dung web “study” thanh image, dam bao
nhat quan moi truong:

Dockerfile:

FROM node:16

WORKDIR /app

COPY package*.Jjson ./
RUN npm install

COPY

EXPOSE 80

CMD ["npm", "start"]

Dockerfile cai dit phu thudc, sao chép ma ngudn va chay tmg dung trén cong 80,
tich hop tu dong vao pipeline thong qua GitHub Actions.

4.4. Chuan bi pipeline CI/CD

Pipeline duoc cdu hinh thong qua cac file YAML (deployment.yaml, service.yaml)
va workflow GitHub Actions, tu dong hoa cac giai doan xay dung, kiém thtr va trién khai.
CAu hinh chi tiét duoc trinh bay trong Bang 2 va workflow dudi déy.
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Bang 2. Cdu hinh deployment.yaml va service.yaml

deployment.yaml: service.yaml:
apiVersion: apps/vl apiVersion: vl
kind: Deployment kind: Service
metadata: {name: study} metadata:
spec: name: study
replicas: 3 spec:
selector: {matchLabels:
selector:
{app: study}}
template: app: study
metadata: {labels: {app: ports:
study}} - protocol: TCP
spec: po rt: 80
containers: targetPort: 80
- name: study type: LoadBalancer
image:
docker.io/username/study:lat

est

- Deployment tao 3 ban sao Gmg dung, sitr dung chién lugc rolling update dé trién
khai khong gidn doan.

- Service 4nh xa cong 80 qua LoadBalancer dé phan phéi luu luong.
Workflow GitHub Actions:
name: CI/CD Pipeline
on
workflow dispatch
push
branches:[main]
jobs
build-and-deploy
runs-on: ubuntu-latest
steps
name: Checkout code
uses: actions/checkout@v3
name: Login to Docker Hub

uses: docker/login-action@v?2
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with
username
password

name

run

name

uses

with: {version
name

run

name

run

Workflow dugc kich hoat khi ma nguén duoc déy Ién nhanh main, thuc hién cac
bude: 14y mi ngudn -> ding nhap Docker Hub -> xay dung -> ddy Docker image, sau do
trién khai 1én Kubernetes. Cac thong tin bao mat (DOCKER USERNAME,
DOCKER PASSWORD, KUBE CONFIG) dugc luu trong GitHub Secrets dam bao an
toan khi trién khai. M&i khi ma ngudn duoc day 1én GitHub, pipeline ty dong thuc hién
cac bude build, kiém thir bang Jest, va trién khai ngay tirc thi ma khong can phai cho doi
su can thi¢p thu cong.
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4.5. Panh gia két qua thue té

Pipeline C/CD duoc trién khai cho tng dung web “study” mang lai hiéu qua vuot
tréi so véi phuong phéap thi cong nhu so sanh trong Bang 3. Cac chi sb thuc té khi trién
khai tng dung tir ma ngudn dén Kubernetes cluster duoc thé hién rd rang.

Bang 3. So sdnh hiéu quda trién khai vmg dung web gitta phirong phdp thii céng va

pipeline CI/CD tw dong
Tiéu chi Phwong phap | Pipeline CI/CD Ghi chua
thi cong tw dong
Thoi gian trién | 12 phut 4 phut Gidam 67% nho tu dong hoa

khai

Ty 18 13i trién khai | 8% (4/50 1an) | 1.5% (1/70 1an) | Jest phat hién 15i som

Tan suét trién khai | 1-2 lan/ngay 12 lan/ngay Tang nho pipeline tu dong
Thot gian xay dung | 3 phut 1.5 phat Caching node modules
Thoi gian kiém thir | 4 phat 1 phat Jest chay song song

Str dung tai nguyén | 90% CPU (8 | 70% CPU (3 | Kubernetes t6i wu hoa
phut) phut)

Can thiép tha cong | Nhiéu Khong can Ty dong hoa toan b

Phuong phap thu cong dugc dinh nghia 1a quy trinh build, test va deploy thuc hién
bang 1énh dong 1énh (nhu docker build, kubectl apply) ma khong co tu dong hoa.

Pipeline giam thoi gian trién khai tir 12 phut xudng 4 phat (giam 67%), nho
caching node_modules va kiém thir song song bang Jest (dat ty 1& pha ma 80%). Ty 1é 16i
giam tir 8% xudng 1.5% do kiém thir tw dong phat hién 15i trudc trién khai. Tan suét trién
khai ting tir 1-2 lan/ngay 1én 12 lan/ngay, hd trg cip nhat nhanh. Tai nguyén dugc t6i uu,
v6i CPU giam tir 90% (8 phiit) xuéng 70% (3 phiit) nhd Kubernetes va caching trong
GitHub Actions.

Pipeline CI/CD khong chi rat ngan chu ky phat trién ma con ning cao do tin ciy va
hiéu qua tai nguyén, khing dinh gia tri khi két hop GitHub Actions va Kubernetes cho
ung dung web "study".
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4.6. Han ché

Mac du pipeline mang lai nhiéu 1gi ich, van ton tai mot sd han ché. Tha nhét, viéc
ciu hinh GitHub Actions va Kubernetes yéu cau kién thitc DevOps co ban, c6 thé giy
kho khin cho cac nhém phat trién nhé chua quen véi container héa. Thir hai, chi phi van
hanh cum Kubernetes trén dam may (nhu GKE) c6 thé ting khi luu lwong truy cap 1o,
doi hoi tdi wu hoa tai nguyén. Thir ba, pipeline hién chua tich hop co ché rollback tir
dong trong GitHub Actions, yéu cu can thiép thi cong khi trién khai thét bai.

5.KET LUAN

Viéc thiét ké va trién khai pipeline CI/CD tu dong két hop GitHub Actions va
Kubernetes mang lai hi€u qua vuot trgi trong trién khai ung dung web, dac biét phu hop
v6i cac nhom phat trién vira va nho. So véi Jenkins, giai phap nay giam chi phi va thoi
gian thiét lap [9], d@)ng thoi linh hoat hon GitLab CI khi khong bi rang budc vao mot nén
tang duy nhat [7, 9]. Thir nghiém véi ing dung web “study” cho thiy thoi gian trién khai
giam tir 12 phut xudng 4 phut (giam 67%), ty 18 18i con 1.5%, ching minh tinh thyc tién
va kha ning t6i vu hoa chu ky phat trién. Khong chi vuot troi so voi phuong phap tha
cong, Pipeline ndy con cung cip mot giai phap nhe nhang va d& tiép can hon so voi cac
cong cu nang nhu Jenkins, phu hop cho cac nhém nhé véi ngué)n luc han ché. Piém ndi
bat ciia nghién ctru 1a don gian héa quy trinh CI/CD cho timng dung web quy mo vira va
nho, tdn dung GitHub Actions dé loai bo ganh nang ha téng CI riéng, mot han ché cua
Jenkins dong thoi dam bao do tin cdy cao nhd Kubernetes.

Hudng phat trién trong tuwong lai ¢6 thé bao gdm tich hop cong cu giam sat nhu
Prometheus va Grafana dé theo doi hiéu suét ung dung theo thoi gian thue, dam bao chét
luong 1au dai trong méi truong san xuat thuc té. Ngoai ra, viéc ap dung pipeline cho cac
hé thong phurc tap nhu microservices hodc thir nghiém céc chién luoc trién khai tién tién
nhu Canary Deployment s€ mé rong pham vi Uing dung, gitip gidm rui ro khi phat hanh
va nang cao tinh linh hoat cho céac kich ban thyuc té da dang.
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DESIGNING AND IMPLEMENTING AN AUTOMATED CI/CD PIPELINE FOR
WEB APPLICATIONS USING GITHUB ACTIONS AND KUBERNETES
Nguyen Thi Thuy Trang'

ABSTRACT

In this era of modern software development, the automation of Continuous
Integration and Continuous Deployment (CI/CD) processes plays a pivotal role in
enhancing application performance and quality. This paper presents a methodology for
designing an automated CI/CD pipeline to deploy web applications in a production
environment, leveraging GitHub Actions for the build and test stages, and integrating
with Kubernetes for containerized deployment management. The process is optimized to
minimize manual errors, accelerate release cycles, while ensuring stability and resource
efficiency. Specific steps include configuring workflows in GitHub Actions and
integrating with a Kubernetes cluster for application deployment. The results
demonstrate that this solution not only saves time but also effectively supports system
scalability, although it requires the implementer to possess foundational knowledge of
DevOps practices.
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