Tap chi Khoa hoc va Céng nghé Giao théng Tap 6 S6 2, 116-125

Tap chi dién tk

Khoa hoc va Céng nghé Giao thong
Trang website: https://istt.vn/index.php/vn

Article info
Type of article:
Original research paper

DOI:
https://doi.org/10.58845/jstt.utt.2

026.vn.6.2.116-125

"Corresponding author:
Email address:
oanh.ngo@hvpnvn.edu.vn

Received: 12/01/2026
Received in Revised Form:
24/02/2026

Accepted: 05/03/2026

Data security challenges in online education:
requirements for information technology
human resources in the context of digital

transformation

Nguyen Duc Toan', Ngo Thi Oanh?’, Trinh Thi Thu Hang?

Vietnam Women's Academy, Hanoi, Vietnam

2VVietnam Women's Academy, Hanoi, Vietnam

SFaculty of Law and Politics, University of Transport Technology, Hanoi,
Vietnam

Abstract: This study examines data security challenges in online education in
Vietnam in the context of rapid digital transformation. The expansion of online
learning platforms has exposed educational institutions to increasingly
complex cybersecurity threats, including ransomware attacks, phishing
campaigns, large-scale personal data breaches, and distributed denial-of-
service (DDoS) attacks. These risks not only violate data protection regulations
but also significantly undermine institutional reputation, learner trust, and the
goal of developing a secure and sustainable digital education system. The
research adopts the NIST Cybersecurity Framework (NIST CSF 2.0) as its core
theoretical foundation to comprehensively assess the current situation, identify
key vulnerabilities, and propose a multi-stakeholder coordination model. In this
model, information technology (IT) personnel play a central role in facilitating
collaboration among university leadership, administrative units, faculty
members, and students. Quantitative analysis is conducted using
mathematical models such as aggregated risk assessment formulas, Poisson
distribution for estimating incident probability, and logistic models for evaluating
response effectiveness and improvements in security culture. The findings
indicate that human factors constitute the most critical vulnerability, particularly
limited awareness, reluctance to report incidents, and insufficient coordination
skills. Moreover, regular cybersecurity exercises (4—6 times per year) are
identified as the most practical and effective solution to shift from a “static”
security posture to a “dynamic” and proactive one. Based on these findings,
the study proposes a new competency framework for IT human resources,
emphasizing the integration of technical expertise, governance capacity, and
soft skills, thereby contributing to the development of a secure and sustainable
digital education ecosystem in Vietham.
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resources; cybersecurity exercises; digital transformation; quantitative risk
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Thach thirc bao mat dir liéu trong dao tao
trwe tuyén: Yéu cau doi véi nguon nhan lwe
Coéng nghé théng tin trong béi canh chuyén
doi sé

Nguyén Btrc Toan', Ngé Thi Oanh?, Trinh Thi Thu Hang?

"Hoc vién Phu nir Viét Nam, Ha Noi, Viét Nam

2Hoc vién Phu nir Viét Nam, Ha Noi, Viét Nam
3Trwong Dai hoc Coéng nghé Giao thdng van tai, Ha Noi, Viét Nam

Tém tat: Nghién ciru nay phan tich cac thach thirc bado mat di liéu trong dao
tao trwc tuyén tai Viet Nam trong béi canh chuyén dbi sé giao duc dién ra manh
mé. Sw phat trién nhanh chéng ctia cac nén tang hoc trwc tuyén da kéo theo
nhiéu rdi ro an ninh mang ngay cang phurc tap, bao gém tn céng ma doc téng
tién, Itra ddo qua email, ro ri di liéu ca nhan quy mé I&n va tan cong t chbi
dich vu. Nhirng rai ro nay khéng chi vi pham cac quy dinh phap ly vé bao vé
di¥ liéu ca nhan ma con anh hwéng nghiém trong dén uy tin clia co s& gido
duc, niém tin clia ngwdi hoc va muc tiéu xay dung hé théng gido duc sé an
toan, bén virng. Nghién ctru s& dung Khung an ninh mang NIST CSF 2.0 lam
nén tang ly thuyét dé danh gia toan dién thwc trang, xac dinh cac 16 hdng va
dé xuét mé hinh phéi hop da bén, trong d6 nhan sy cong nghé théng tin dong
vai trd trung tdm trong viéc diéu phdi gitra cac chi thé nhw Ianh dao nha
trwdng, cac phong ban chirc nang, gidng vién va sinh vién. Phwong phap phéan
tich dinh lvgng dwoc trién khai théng qua cac mé hinh toan hoc nhw céng thirc
rdi ro tdng hop, phan phdi Poisson va mé hinh logistic nham do luwéng xac suét
xay ra su cd, thdi gian &ng phd va hiéu qua cai thién van hoa bao mat. Két
qua nghién cru chi ra rang yéu té con ngudi la diém yéu I6n nhat, thé hién &
nhan thirc han ché, tam ly ngai bao cdo va thiéu ky nang phéi hop. Béng thoi,
viéc td chire dién tap an ninh mang dinh ky (4—6 14n mdi ndm) dwoc xac dinh
la gidi phap hiéu qua nhat nhdm chuyén tir trang thai bao mat “tinh” sang
“ddng”, nang cao kha ndng phan &ng va gidm thiéu rdi ro. Trén co s& do,
nghién ctu dé xuét khung nang lwc méi cho nhan lwc cong nghé théng tin,
gop phan xay dwng hé sinh thai gido duc s6 an toan va bén virng tai Viét Nam.
Tw khéa: Bao mat div liéu, dao tao trwc tuyén, khung NIST, nhan lvc CNTT,
di&n tap an ninh mang, chuyén ddi s, phan tich rii ro dinh lwgng, mé hinh
phéi hop da bén.

1. Giéi thiéu

Chuyén déi s6 trong linh vire gido duc tai Viét
Nam da tré thanh mot qua trinh tt yéu, mang tinh
chién lwoc va dién ra véi tée dd chwa tirng cé, déc

biét sau dai dich COVID-19. T mét quéc gia vdi ty
|& st dung Internet chi khoang 40% vao nam 2019,
dén nam 2025, ty 1& nay da tang vot Ién hon 78,8%
dan sb, twong dwong hon 80 triéu ngudi ding
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Internet thwerng xuyén [1] [2]. Sw bung nd nay da
mé ra co hoi lén cho gido duc trwc tuyén: hon 85%
cac co sé giao duc dai hoc da trién khai it nhat mot
nén tang hoc tap trwc tuyén nhw Moodle, Google
Classroom, Microsoft Teams, Canvas, hoac cac hé
thdng quan ly hoc tap tuy chinh néi dia. Cac nén
tang nay khong chi hé tro hoc tap tir xa ma con tich
hop quan ly diém sb, bai tap, tai lieu giang day, thi
ctr trwc tuyén, va tham chi quan ly hanh chinh hoc
dwong. Cac van ban chi dao quan trong ciia Bang
va Nha nwéc, bao gdm Nghi quyét 52-NQ/TW nam
2024 vé dinh hwéng phat trién khoa hoc cong
nghé, ddi méi sang tao va chuyén ddi sé quéc gia,
cung Nghi quyét 29-NQ/TW nam 2025 [3] vé dbi
mé&i can ban, toan dién gido duc va dao tao, da xac
dinh r& gido duc sé la mét trong nhirng tru cot chién
lwoc dé xay dwng ngudn nhan lwc chét lwong cao
cho nén kinh té tri thirc, hwéng téi muc tiéu dwa
Viét Nam tré thanh quéc gia sb vao ndm 2030 va
c6 tAm nhin phat trién dén ndm 2045 [4].

Tuy nhién, sw phat trién nhanh chéng va quy
mo I&n cla gido duc sb da kéo theo nhirng thach
thirc bao mat di liéu nghiém trong va ngay cang
phirc tap. Theo cac bao cao an ninh mang uy tin
nam 2025, Viét Nam dang dbi mat vai lan séng tan
céng mang tinh vi, da dang va cé té chirc. Téng sb
cudc tan cdng mang ghi nhan trong nam 2025 wéc
tinh khoang 552.000 vu, du gidm 19% vé sé lwong
S0 V@i nam trwdc nhwng mirc dé thiét hai kinh té
va xa hdi ting manh dang ké, v&i 52,3% t6 chirc bi
anh hwéng nghiém trong [5]. Nganh giao duc dac
biét dé bi tén thwong va lién tuc nam trong nhém 3
[inh ve bj tAn cong nhiéu nhét, véi trung binh hon
4.600 cudc tAn cong mbi tudn trong mot sb giai
doan cao diém, cao gap déi mirc trung binh cla
cac nganh kinh té khac. Cac nén tang hoc truc
tuyén tré thanh muc tiéu “mém” hap dan déi véi toi
pham mang vi nhirng ly do sau:

M6t 1a: Khéi lwong dir liéu khdng 16 va nhay
cdm: Hé théng Iwu trir théng tin ca nhan cla hang
triéu hoc vién (ho tén, ngay sinh, sé dién thoai, dia
chi, sb can cudc cébng dan, dir liéu tai chinh lién
quan dén hoc phi, diém s, bai tap, hé so sirc
khée, hinh anh ca nhan), cung vé&i tai liéu giang

N.D. Toan & nnk

day, dé thi, ngan hang cau héi, va dir liéu hanh
chinh hoc dwdng. D liéu nay cé gia tri cao trén thi
trwong den.

Hai 1a: Ha tAng bdo mat con yéu va khong
ddng bd: Nhiéu co s& gido duc van s dung hé
thdng ci, thiéu cac cdng cu hién dai nhw phat hién
va (rng pho diém cudi, quan ly thong tin va sy kién
bao mat, kién trac khdng tin cay, hoac chi trién khai
twong Itra co ban ma khéng c6 chién lwoc bao mat
toan dién, giam sat lién tuc, sao lvu dy phong theo
quy tac 3-2-1.

Ba la: Yéu t6 con nguoi 13 16 hdng 16n nhét:
Nhan thirc bdo mat & ca giang vién va sinh vién
con rat thap; tam ly ngai bao céo sw cb do so bj
trach nhiém hodc khoéng biét bao cao & dau; thiéu
k§ nang nhan dién Itra dao tinh vi (Ira ddo qua
email, gid mao sau, ky thuat xa hoi); va van héa “im
lang” khi xay ra sw cb, lam méat “thoi diém vang” dé
(rng clru.

Bdn 1a: Tinh chat tAn céng ngay cang tinh vi:
T6i pham mang st dung tri tué nhan tao dé tao
email Itra ddo ca nhan hoa, ma doc tw dong lay lan,
ma doc tbng tién ma hoa nhanh va téng tién di liéu
thay vi chi ma hoa tép, hodc tAn cong chudi cung
(rng qua cac tién ich mé réng hé théng quan ly hoc
tap.

1.1. Cac loai rui ro chinh trong dao tao trwc
tuyén tai Viét Nam nam 2025

Lra ddo qua email va ky thuat xa hoi (chiém

ty 1& cao nhat 38-45%): Céc hinh thirc Iva ddo qua

email gid mao “cap nhat diém thi”, “théng bao hoc
bdng khan cap’, “mdi tham gia hdi thao truc tuyén
mién phi”, hodc tin nhan Zalo/Facebook tir tai
khoan gia mao gidng vién. Tan cong nay khai thac
su thiéu canh giac, dan dén danh cap tai khoan
hoc tap, truy cap trai phép vao hé théng diém, hoac
lay lan ma doc.

Ma doc tbng tién (25-32%, mirc dd thiét hai
tang manh): Ma hoéa dir liéu va ddi tién chudc,
thwdng nhdm vao hé thdng quan ly hoc tap, kho tai
liéu, hodc co s& dir liéu diém thi. Cac vu dién hinh
nam 2025 gay gian doan hoc tap hang tuan, mét
dir liéu khéng thé khéi phuc néu khong cé sao lwu.

RO ri di¥ liéu ca nhan (vi pham nghiém trong
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Nghi dinh s 13/2023/ND-CP): Hang triéu tai khoan
hoc vién bj 16 thdng tin (tén, sb dién thoai, email,
diém sb), thwong do 16 héng trong lwu trik dam
may, quan ly tai khodn yéu, hodc tan cong tir bén
trong.

GLOBAL TRENDS

Al AND
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Technology
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'

N.D. Toan & nnk

Té&n cong tr chéi dich vu (18-22%): Lam sap
cbng théng tin tuyén sinh, nén tang hoc trwc tuyén
trong cac ky thi quan trong, gay gian doan I&n va
mat long tin [6].

The Sentinel’s Gaze:
Cybersecurity in 2025
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Hinh 1. Tac dong hai mat cta Al nam 2025
(a) Xu hwéng toan cau trong cdng nghé gido duc trwc tuyén ndm 2025, nhadn manh Al va bao mat
(b) Téng quan céc thach thirc an ninh mang nam 2025, bao gém Al va méi de doa.
Nguén di¥ liéu: (a) http://coesecurity.com/ - (b) http://tinasoft.io

1.2. Pé dinh lwong mirc dd6 nghiém trong, bai
bao ap dung céng thirc rii ro tdng hop dwa trén
Khung NIST

Céng thire 1: Mdrc d6 rdi ro tbng hop

R=PxIx (-0 (1)
Trong do:
R: Mirc dd rai ro (diém rai ro, cang cao cang
nguy hiém).

P: Xacsudtxdyra(0 < P < 1).

I: Mirc dd tac dong (thang diém 1-5: 1 = thap,
5 = rét cao).

C: Hiéu qua kiém soat hién tai (0 < C < 1).
Vi du: minh hoa cho tdn cdng ma déc tbéng tién
trong giao duc Viét Nam nam 2025:
P ~ 0.28 (dwa trén ty 1& 25-32% cac vu tn cong).
I = 5 (r4t cao: mat di¥ liéu, gian doan hoc ky, thiét
hai kinh té, méat uy tin).
C =~ 0.25 (thap: chi co sao lwu thi cong, thiéu phat
hién va trng phé diém cudi, dién tap chwa thwdng
Xuyén).
— s (rdi ro cao, can can thiép khan cép).

Néu C tang lén 0.60 nho dién tap va sao luu
tét, R gidm con 0.56 (gidm 47%). Coéng thirc nay
chirng minh réng cai thién kiém soéat (C) co tac
dong rat Ion dén viéc giam rai ro.

Tiép theo, xac suat xay ra it nhat mét sy cd
nghiém trong trong nam co thé dwoc tinh bang md
hinh Poisson:

Coéng thirc 2: Xac suét xay ra it nhat mot sw cb
nghiém trong trong nam:

PX = 1) = 1 — er(=Ab) (2)
Trong do:

A: Tan suét trung binh sy ¢ mbi ndm (dwa
trén dir liéu 2025, A = 228 cho gido duc toan cau,
diéu chinh lén = 280 cho Viét Nam do ha tang yéu
hon).t =1 nam.

—P(X >1) =1 — e*(—280) =~ 1 (gan 100%).

Diéu nay cho thdy gan nhw chéc chédn mot
co s& gidao duc sé gap it nhat mot sw cé nghiém
trong trong ndm néu khéng cé bién phap can thiép
manh mé va lién tuc.

Thoi gian twng pho trung binh tai Viét Nam
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nam 2025 trong giao duc wéc tinh 7-18 ngay, cao
hon nhiéu so v&i chuan quéc té (thwong dwédi 72
gi®) [7]. Phan tich chi tiét theo cong thirc:

Cong thirc 3: Thoi gian wng phé trung binh Thoi
gian (rng pho trung binh = Th&i gian phat hién trung
binh + Thoi gian thira nhan trung binh + Th&i gian
céach ly trung binh + Théi gian khac phuc va phuc
hdi trung binh (3)

Gia tri dién hinh tai Viét Nam 2025:

Thoi gian phat hién trung binh = 28—-45 gi& (thiéu
céng cu phat hién cht déng nhw phat hién bat
thworng bang tri tué nhan tao, quan ly théng tin va
sw kién bao mat).

Thoi gian thira nhén trung binh = 4-12 gi¢
(ngai bao cao).

Th&i gian wng pho trung binh = 10-12 ngay,
dan dén thiét hai kinh té I&n (wéc tinh hang chuc ty
ddng méi vu I&n), méat dir liéu khong thé khoi phuc,
va anh hwdng nghiém trong dén tién dd hoc tap.

Nhirng di¥ liéu va cong thirc trén cho thay
thye trang bao mat trong dao tao tryc tuyén tai Viét
Nam nam 2025 la cwc ky nghiém trong, doi héi cac
gidi phap toan dién, khéng chi dirng & ky thuat ma
phai tap trung manh vao yéu té con ngudi, van hoa
td chire va phdi hop da bén.

2. Cos&lyluan

Nghién ctru str dung Khung an ninh mang
NIST CSF 2.0 (Khung An ninh mang cta Vién Tiéu
chuén va Céng nghé Québc gia phién ban 2.0, cong
bd nam 2024) lam nén tang ly thuyét cbt 16i. Day 1a
khung quan tri an ninh mang dwgc cdng nhan réng
rai trén toan cau, linh hoat, c6 thé ap dung cho moi
quy mé td chirc tir doanh nghiép nhé dén co quan
nha nwéc va co sé giao duc.

Khung NIST bao gbm sau chirc ndng chinh,
duoc thiét ké theo cach tiép can vong doi lién tuc:

Quan tri: Xay dwng chinh sach, phan bb
ngudn luc, thiét Iap co ché phdi hop, xac dinh vai
tro trach nhiém.

Nhan dién: Xac dinh tai san, rdi ro, 16 héng,
béi canh kinh doanh va méi de doa.

Ba&o vé: Trién khai cac bién phap phong nglra
(twong Itra, ma hoéa, quan ly truy cap, dao tao nhan
thire).

N.D. Toan & nnk

Phat hién: Phat hién som cac sy kién bat
thwdng va sw cd (giam sat nhat ky, quan ly théong
tin va sw kién bao mat, phat hién xam nhap).

Phan ng: U'ng clru, kiém soat, phan tich va
giam thiéu tac déng cutia sw cd.

Phuc hdi: Khdi phuc hé théng, hoc héi tir sw
cb, cai thién lién tuc.

Trong nghién ctru nay, trong tdm duoc dat
vao ba chirc nang chinh:

Thr nhat vé nhan dién: Nhan dién va dinh
lwong rdi ro, 1ap ban db 16 héng trong hé thdng dao
tao truc tuyén.

Thi&r hai vé phan (rng: Xay dwng quy trinh
&ng cru nhanh chong, hiéu qua, gidam thiéu thiét
hai.

Tht ba |a vé quan tri: Thiét 1ap co ché phéi
hop da bén, phan dinh ré trach nhiém gilra Ban
giam hiéu, phong ban chlrc nang, giang vién, sinh
vién va nhan sy Céng nghé thong tin.

Khung NIST CSF 2.0 dwoc lwa chon vi
nhirng wu diém ndi bat:

Tinh linh hoat cao, phu hop véi cac td chirc
gido duc c6 ngudn lyc han ché.

D3 dwoc ap dung thanh cong tai nhiéu quéc
gia (Hoa Ky, Singapore, Lién minh chau Au) va
dworc diéu chinh theo béi canh dia phuong.

Cung cép ngdn ngi¥ chung dé giao tiép gitra
lanh dao, k¥ thuat vién va ngwoi dung cudi.

Hb tro tich hop cac cdng cu dinh lwong (rai
ro, th&i gian rng pho trung binh, hiéu quéa kiém
soat) dé do lwong tién bo [8].

2.1. Nghién ctru b6 sung hai yéu té6 quan trong
ma khung NIST chwa nhan manh du:

M6t 1a: Yéu t6 con nguwdi, tam ly ngai bao
cdo, thiéu nhan thirc, kj ndng mém - day la nguyén
nhan chinh gay ra “khoang tréng an ninh” tai Viét
Nam.

Hai 1a: V&n hoa bao mat, Chuyén ti trang
thai “tinh” (cé quy dinh nhwng khéng thyc thi) sang
trang thai “dong” (phan xa co diéu kién) thong qua
dién tap dinh ky.

Dé dinh lwong hiéu qua, nghién ctru st dung
cac cong thirc toan hoc co ban va mé réng:

Mtrc d6 rai ro tbng hop (dwa trén Khung NIST
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va mé hinh rai ro chuén):
R=PxIx((1-20)
Vi du minh hoa cho Itra dao qua email:

P ~ 0.40 (xac suét cao do email gid mao
phd bién).

I = 4 (tdc ddng cao: danh cap tai khoan, lay
lan ma déc).

C ~ 0.20 (kiém soat thap: it dao tao nhan
tht)c). — R = 0.40 x 4 x 0.80 = 1.28 (rdi ro
cao). Néu C tang lén 0.60 qua dao tao va dién tap,
R giam con 0.64 (gidam 50%).

Xac suét xay ra it nhat mot sw c6 nghiém
trong trong nam (mé hinh Poisson):

P(X =2 1) =1 — er—At)

D liéu 2025: 1 ~ 280 (tAn cong nghiém
trong/nam, diéu chinh tir 228 toan cau).

— P(X = 1) ~ 1 (gan chac chan xay ra).

Th&i gian ng pho trung binh:

Théi gian wng pho trung binh = Thoi gian
phat hién trung binh + Thoi gian thira nhén trung
binh + Th&i gian cach ly trung binh + Thoi gian
khac phuc va phuc héi trung binh

Gié tri dién hinh tai Viét Nam 2025:

Thoi gian phat hién trung binh = 35 gio.

Th&i gian thira nhan trung binh = 8 gid.

Th&i gian cach ly trung binh = 24 gi&. Thoi
gian khac phuc va phuc héi trung binh = 7 ngay.

N.D. Toan & nnk

— Thi gian rng pho trung binh = 9-10 ngay.

Xac suét thiét hai nghiém trong néu thoi gian
rng pho vuet nguwdng (md hinh logistic):

P(Thiét hai nghiém trong | Th&i gian ng phé
>nguwdng)= 1/ (1 + e*(—B(Thoi gian trng phd -
ngwdng))) ,

B = 0.25 (hé sO nhay), ngwéng = 72 gi0.
Thoi gian (rng pho = 240 gid (10 ngay): P = 0.99
(rét cao).

Théi gian &ng phd = 48 gi& (sau cai thién): P =
0.20 (thap).

Ty 1& bao cao sau n lan dién tap (mé hinh
logistic cai thién):

R(M) = Ro + (Rmax — Ro) X (1 — e*(—an))
Gia st* Ry = 0.18,R,ax = 0.90,a = 0.22:

= 0:18%

= 4:62%

= 8:85%

= 10:89%
Giai thich tinh toan R (vi du Ira dao qua

email): R=0.40 x 4 x (1 - 0.20) = 1.28 (rui ro cao).

Xac suat xay ra it nhat mét sw c6 nghiém
trong: A =280 — P(X = 1) = 1 (gan chéc chén).

Th&i gian ng pho trung binh: Thoi gian ting
pho trung binh = 10-12 ngay, cao hon chuan quéc
té 5-10 lan do thoi gian thira nhan va thoi gian
khac phuc lén.

S 3 3 =S

Bang 1. Céc loai rii ro bdo mat phé bién trong gido duc

Ty lé Murc dé Xa A Rui Thei gi ‘
o y' é ; u’cﬂdg ac su‘at UI’ ro ’ oi gla'n Vi du thure té tai Vit
Loai rai ro woéc tdc dong trung binh woée trng phé Nam
tinh (%) {)] (P) tinh (R) trung binh
Liva d3o 4.-12 g‘i(‘)’ (thA(‘)’i EmAaiI %ié meif) :cép
i 38-45 4 0.40 1.28 gianthranhdn nhat diém thi”, “hoc
qua email .
cao) bong
M d6c 3-15 ngdy Tan cong hé théng
n tién 25-32 5 0.28 1.05  (thoigian khdc quén ly hoc tap mot sb
g phuc cao) tredng dai hoc I&n
RO ri di Ha triéu tai khoa
°ener T cao 5 0.35 131 5-10 ngay ang trieu tai Khoan
liéu hoc vién bj 16 thdng tin
Tén cong ) X
) Tan c6 ong thé
twchéi  18s-22 3 0.20 048  12-48 giv an cong cong thong
i tin tuyén sinh
dich vu

Chu thich: Két qua khao sat va thdng ké cla tac gia, 2025
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2.2. M6 hinh phéi hop da bén
Céng thirc 4: Hiéu qua phdi hop:

E = (wy X wy X w3z X wy)*(1/4) (4)

Vi du: Hién tai w trung binh=0.5 - E=0.5
(th&p). Sau cai thien w = 0.8 — E = 0.8 (cao).
2.3. Giai phap dinh lwong

Giai phap cét I6i 1a té chirc dién tap sw cb
dinh ky (4—6 lan/nam). Hiéu qua dwoc do bang:
Céng thirc 5: Ty 1& bao céo sau n 1an dién tap:
R(m) = Ro + (Rmax — Ro) X (1 — e*(—an)) ()

Ban Giam higu &
Phong ban

Chi daoc chinh sach va
phe duyset ngan sach.

B&o cdo sur oo va nhan
hiuong dam sur dung an

tzan.

B&o c&o o hon

N.D. Toan & nnk

Tham sb:
Ro = 0.18,Rpax = 0.90,a = 0.22.
Két qua tinh toan chi tiét:

= 0:18%

= 2:38% (cai thién 20%)

= 4:62% (cai thién 44%)

= 6:78% (cai thién 60%)

= 8:85% (cai thitn 67%)

= 10: 89% (cai thién 71%)

= 12: 90% (dat muc tiéu)

S 3 3 3 3 3 S

Sinh wian
va tham

gia dien tap.

Phong ban ho tro
Chia s& thong tin va ha
tror Lmig o,

Hinh 2. M6 hinh phéi hop da bén trong bdo mat gido duc sé
Chu thich: Nhém tac gia tdng hop

Bang 2. Dy bao cai thién ty 1& béo cdo theo sb lan dién tap

S6 lan dién Ty lé bao cao Cai thién so véi . s
" s Giai doan Ghi chu dé xuat hanh dén
tap (n) R(n) (%) ban dau (%) 1at oz ' ehu de xu °ng
0 18 0 Ban dau Trang thai hién tai — rat thdp
2 38 20 Khéi dong Tap trung nang nhan thirc co ban
3 Tv t}\ "\t « X t‘\ > ~
4 62 44 Téng téc 'ing an suat dién tap, mo réng
doi twong
5 78 50 G‘Aén dat yéu E)'énh 9ié lai quy trinh, diéu chinh
cau kich ban
8 85 67 Dat murc tét Khuyén nghi duy tri 4-6 lan/nam
. Tap t duy tri va mo ro h
10 89 71 Ginlytuong  oP ung AUy vVamorong cho
sinh vién
Danh gia van héa bao mat toan té
12 90 72 On dinh ekl gav '

Chu thich: Két qua khao sat va théng ké cla tac gia, 2025
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Viang Bo: Thap 2 4

S6 I3n

Chu thich:
= Sau 8 [Emn: R{n) dat > 85% (Mdc chdp nhan dugc).
* Sau 12 [En: R(n) dat ~ 20% (Trang thai Iy tudng).

Viing Vang? Tang nhanh

N.D. Toan & nnk

|

12

0=

'l.'h"ng Hanh: On dinh

Vs

Phan ving:

» 0-3 l5n: Giai doan bt d8u, nhan thic can thip

= 4-8 13n: Giai doan bung nd ki ndng va thai guen.
a-1

= 9-12 [EBr: Giai doan duy tri va t81 vu hoa.

Hinh 2. M hinh phéi hop da bén trong bdo mat gido duc sb
Chu thich: Két qua khao sat va théng ké ctia nhém tac gia, 2025

Céng thirc 6: Xac suét thiét hai nghiém trong néu
th&i gian wng pho vwot ngudng:

P(Thiét hai nghiém trong | Th&i gian trng phd
> nguwdng) = 1/ (1 + e”(—B (Thoi gian wng pho
~ngudng))) (6)

Tham so: B = 0.25, nguwdng = 72 gio.

Thoi gian wng phdé = 240 gi& (10 ngay):

P ~ 0.99 (rat cao).

Thoi gian rng phd = 48 gid (sau cai thién):

P ~ 0.20 (thap).

3. Két luan va kién nghi
3.1. Két luan

Bao mat di¥ liéu trong dao tao tryc tuyén tai
Viét Nam khéng chi la van dé ky thuat don thuan
ma 1a mot bai toan hé théng phirc tap, lién quan
chat ché dén cong nghé, quy trinh té chirc va yéu
td con ngwdi. Théong qua phan tich dinh lwong
bang cac cong thirc toan hoc, nghién clru da
ching minh rd rang rang:

RUi ro gan nhw chac chan xay ra néu khong
c6 can thiép manh mé va lién tuc (xac suét xay ra
it nhat mot sy ¢d nghiém trong trong nam = 100%
theo mo hinh Poisson).

Théi gian wng phd trung binh hién nay
(khoang 10-12 ngay) la qua cao, dan dén thiét hai
kinh t&, xa hdi va uy tin nghiém trong, nhung cé thé
gidm dang ké& xuéng dwéi 72 gi¢r théng qua cai
thién quy trinh va dién tap.

Dién tap dinh ky c6 kha nang nang ty 1é bao
cdo tlr 18% lén trén 85% chi sau 8-10 lan (theo mo
hinh logistic), ttr d6 tao ra phan xa “déng” trong bao
mat thay vi trang thai “tinh” (chi c6 quy dinh trén
gidy ma khong thuc thi).

X&c suét thiét hai nghiém trong gidm manh
khi th&i gian (’ng pho dwoc kiém soat dwéi ngudng
72 giov (tr 99% xubng dudi 20% theo mé hinh
logistic).

Nhan sy Cong nghé théng tin can dwoc dinh
vi lai v&i vai tro trung tam diéu phdi - vira lam chi
ky thuat (twdng Itra, mang riéng &o, phat hién bang
tri tué nhan tao, rng clru sw cd), vira dan dat van
héa bdo mat toan té chirc (théng qua dién tap,
hwéng dan, tham muwu chinh sach). Viéc trién khai
mo hinh phéi hop da bén, dién tap dinh ky, chinh
sach “khéng trach phat bao cao sém” va phan dinh
rd trach nhiém cla tirng bén (Ban Giam hiéu, giang
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vién, sinh vién) |a giai phap thwc tién, kha thi, cé co
s& khoa hoc va mang lai hiéu qua cao nhét [9]. Chi
khi toan b hé sinh thai giao duc cung hanh ddng
ddng b, Viet Nam mai cé thé xay dwng mot hé
thdng gido duc sb an toan, bén virng, gép phan
thwe hién thanh céng muc tiéu quéc gia tr& thanh
quéc gia s6 vao nam 2030 va tdm nhin phat trién
dén nam 2045.

3.2. Kién nghi chi tiét

- Béi v&i Ban Giam hiéu va cac phong ban
chirc nang:

Ban hanh van ban chinh sach bao méat toan
dién (Quyét dinh cha Hiéu trwdng/Hoi ddng
trwdng), bao gdm: chinh sach “khéng truy ctwu
trach nhiém khi bao cédo sy cd sém”, quy dinh bat
budc xac thuc hai I6p, sao lwu di liéu theo quy téc
3-2-1.

Phan bé ngan sach 6n dinh: 8-15% ngan
sach Cong nghé thoéng tin danh riéng cho bao mat
(phat hién va trng pho diém cudi, quan ly thong tin
va sy kién bdo mat, dién tap, dao tao).

Thanh 1ap va van hanh Nhém trng ctru sy cb:
thanh vién tir Céng nghé théng tin, Phong Bao tao,
Phong Hanh chinh, Ban Giam hiéu; hop dinh ky
hang quy dé ra soat rii ro, cap nhat ké hoach (rng
clru.

Yéu cau tat ca phong ban tich hop bdo mat
vao quy trinh: Phong Dao tao kiém tra bdo mat
trwéc khi trién khai nén tdng mdi; Phong Hanh
chinh quan ly thu héi tai khoan sinh vién tt nghiép
Kip thoi.

- Béi v&i Giang vién:

Bao vé tai khoan ca nhan: Bat xac thwc hai
I6p cho email trwdng, Moodle, Zoom, Google
Workspace; khéng dung mat khdu chung cho
nhiéu nén tang.

Giam sat va hwéng dan sinh vién: Trwdc moi
budi hoc trwc tuyén, danh 2-3 phut nhic nhé
khong click lién két la, khéng chia sé tai khoan.

Bao cao nhanh: Khi nhan email la, tép dinh
kém dang ngd — chup man hinh, ghi thoi gian, gvi
ngay cho bé phan Céng nghé théng tin (khéng
chuyén tiép email dé tranh lay lan). Muc tiéu: bao
cdo trong vong 30 phut.

N.D. Toan & nnk

Tich hop gidao duc bao mat vao bai giang:
Danh 10-15 phut dau hoc ky gi¢i thiéu vé lira ddo
qua email, ma doc téng tién, gid mao sau;

Sao lwu tai liéu: Lwu triv slide, bai giang, dé
thi trén dam may an toan vé&i xac thwc hai 1op,
khéng chi trén may ca nhan hodc 6 dia di dong.

- Béi v&i Sinh vién:

Bao vé tai khoan hoc tap: Bat xac thwc hai
I&p ngay khi nhan tai khoan trwong; khéng chia sé
mat khau vai ban bé, nhém chat Zalo/Facebook.

Nhan dién va tranh Itra dao: Khéng click lién
két trong email “tring hoc bdng”, “cap nhat hd so”,
“xem diém thi”; kiém tra ky dia chi email gt¥i phai la
@tentruong.edu.vn.

Bao cao kip thoi: Khi nghi ng& bi xdm nhéap
hoac nhan email la — chup man hinh, ghi thoi gian,
glri ngay cho giang vién chi nhiém hoac dwong
day néng Céng nghé théng tin (khdng cb tw xtr ly
bang phan mém crack).

Tham gia dién tap: Tham gia day du budi dién
tap Itra dao qua email gia Iap, xem d6 la co hdi hoc
héi thay vi “bi Itra”.

Bao vé thiét bi ca nhan: Cai phdn mém diét
vi-rut (Bao vé Windows, Avast mién phi), cap nhat
hé diéu hanh va trinh duyét thuwdng xuyén.

Déi v&i nhan sy Céng nghé thang tin:

Pong vai trd trung tdm diéu phdi: Td chirc
dién tap dinh ky (4—6 lan/nam), xay dwng kénh giao
tiép khan cip (dwong day noéng 24/7, hé théng
phiéu yéu cau, nhém Zalo néi bd).

Giam sat va phat hién sém: Trién khai quan
ly thong tin va sy kién bao mat, phan tich nhat ky,
phat hién bat thwong (tdng dot bién truy cap, tép
1a).

Tham muwu chinh sach: DPé xuét cho Ban
Giam hiéu cac chinh sach nhuw “khéng trach phat
bao cao sém”, dao tao nhan thirc dinh ky.

Xay dwng tai liéu dé hiéu: D6 hoa thong tin,
video ngan (3-5 phut) vé cach bat xac thwc hai l6p,
nhan dién Itra dao qua email, quy trinh bao cao
Tai liéu tham khao
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