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Tém tat: Nghién cuu do lucdng khodng cdch gidta nguéng yéu cau téi thiéu tai
méc ndm 2025 va ndng luc an toan thong tin thuc té cua hé théng Quy tin
dung nhdn ddn Viét Nam, qua dé rat ra ham y cho giai doan chuyén déi s6
2026~ 2030. Trén mau 1.068 quy tin dung nhédn dén hap é va khung phan tich
két hop ly thuyét thé ché véi quan diém dua trén nguén luc (RBV), két qud cho
thdy diém an toan théng tin trung binh toan hé théng dat 1,89/5,0; 87,73%
don vi nam dudi nguéng téi thiéu E = 2,5. Phdn ra theo Khung an ninh mang
NIST cho thdy thiéu hut tdp trung & cdac ndng luc van hanh, ddc biét la cac pha
Phdt hién va Phuc hoi, trong khi [dp thiét lap/tudn thu dat muc cao hon. Két
qua doéng thoi goi y su léch pha gidta [Gp thiét [dp/tudn tha va [Sp thuc thi van
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hanh. Ttr dé, nghién cuu dé xudt chuyén trong tdm quan ly tur kiém sodt tudn
tha sang kién tao ndng luc théng qua dich vu dung chung va nguyén tac tuong

xuing theo quy mo.

TU khéa: An toan thong tin, Quy tin dung nhdn dan, Khodng cdch ndng luc va ly

thuyét thé ché, NIST
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Quy tin dung nhan dan Viét Nam. Tap chi Kinh té - Ludt va Ngdn hang, 28(4), 130-142.
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1. Giéi thi¢u

Chuyén ddi s6 (CDS) nganh ngan hang tai
Viét Nam dang chuyén tur giai doan tao lap
nén tang (2021- 2025) sang phat trién chiéu
sau (2026- 2030), trong do an toan thong
tin (ATTT) tr¢ thanh diéu kién quan trong
cho tiang truong bén vimg (Ngan hang Nha
nude, 2021). Viéc mo rong hé sinh thai sé
qua cac kénh giao dich va két ndi API giup
gia tang tién ich, nhung dong thoi ciing lam
mé rong bé mit tAn cong va gia ting rai ro
ATTT (Verizon, 2024).

Trong bdi canh nay, Quy tin dung nhan
dan (QTDND)- mét dinh ché tai chinh hop
tac quy md nho- dang dbi mat véi ap luc
ATTT ngay cang 16n khi h01 nhap sau hon
vao ha tang thanh toan quéc gia. Do han ché
vé ngudn luc va nhan sy cong ngh¢ so voi
cac ngan hang thuong mai, sy c6 ATTT tai
QTDND khong chi gay thi¢t hai ni by ma
con ¢ nguy co tao ra hiéu tmg lan truyén
rui ro qua cac diém két nbi ky thuat cua hé
théng tai chinh (Brando va cdng sy, 2022;
Lee va cong su, 2025).

Thyc tién cho thiy hé théng QTDND dang
roi vao tinh hudng “rui ro kép”: chiu 4p luc
manh mé phai s6 hoa dé thich tmg, nhung
lai thiéu hut nén tang ngué)n lyc nhu nhan
su, cong nghé va quan tri dé bao dam ATTT
(Ngan hang Hop tac xa Viét Nam, 2025).
Su bit can ximg nay lam gia ting tinh d&
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ton thuong trudc cac de doa mang, tuong
ddng voi thuc trang cua nhleu t6 chirc tai
chinh nho tai cac nén kinh té dang phat trién
(Kshetri, 2013; Opoku va cong su, 2025).

Dudi lang kinh Ly thuyét Thé ché, ap luc
quan 1y c6 thé thuc day t6 chirc thiét lap cac
quy trinh mang tinh hinh thirc nham dat tinh
chinh danh, song mtrc d6 chuyén hoa thanh
nang luc thyc chét lai phu thudc vao diéu
kién nguén luc ndi tai (Meyer & Rowan,
1977; DiMaggio & Powell, 1983; Hsu va
cong su, 2012). Didu nay goi y kha ning
ton tai hién tuong “tach roi” (decoupling),
tirc khoang cach gitra 16p thiét lap/tuan thi
chinh sach va 16p thyc thi van hanh ATTT.
Tai Viét Nam, cac nghién ctu vé riii ro an
ninh mang trong linh vyc tai chinh hién chu
yéu tip trung vao khéi ngan hang thuong
mai (Nguyen va cong su, 2020; Tam va cOng
su, 2020), trong khi béng chung dinh lugng
vé khoang céch giita yéu cau chinh sach va
niang lyc ATTT cia hé théng QTDND van
con han ché. Bé 1ap day khoang trong nay,
nghién ctru st dung dir li¢u khao sat tir 1.068
QTDND, bao phu 90,8% toan hé thong.
Trén co s¢ do, nghién ctru tra 161 ba cau hoi
c6t 16i: (RQ1) khoang cach giita ngudng yéu
cau chinh sach t6i thiéu va ning lyc ATTT
thuc té cua hé théng QTDND hién ¢ muc
nao; (RQ2) lidu c6 ton tai chénh léch co y
nghia gitra muc do tuan thu quy trinh va ndng
lyc van hanh ATTT hay khong; va (RQ3)
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nhimg ham ¥ chinh sach nao c6 thé giup
cung ¢ ATTT bén vimg cho QTDND giai
doan 2026- 2030. Nghién curu ky vong cung
cap co so thuc chimg cho viéc chuyén dich
tir “kiém soét tuan thi” sang “kién tao ning
luc” d6i voi céac t6 chirc han ché nguén luc
(Gordon va cong su, 2011; National Institute
of Standards and Technology, 2016).

2. Co'so Iy thuyét va tdng quan nghién ciru
2.1. Co sé Iy thuyét

Nghién ciru tiép cdn ATTT nhu mét ning
luc t6 chirc bao dam van hanh an toan va
kha nang g pho, thay vi nhu tap hop céac
giai phap k¥ thuét roi rac. Theo quan diém
dwa trén ngudn lyc (RBV), ning lyc nay
duoc hinh thanh tir sy tich liiy va phdi hop
cac ngudn lyc then chdt. Trong do, “gia
tri” thé hién ¢ kha ning duy tri lién tuc
hoat dong, con tinh “khé sao chép” nam &
ky luat van hanh va nang lyc hoc tap- cai
tién hon 13 & cac cong cu c6 thé mua ngoai
(Barney, 1991). Vi vay, khi nguén luc nén
tang han ché, t6 chirc kho duy tri ky luat va
cai tién lién tuc- nhimng thanh t6 ¢t 15i ctia
muc do truong thanh an ninh mang.

B6 sung cho RBV, Ly thuyét Thé ché giai
thich cach t6 chic phan ung trude ap luc
chuan héa. D¢ dat dugc tinh chinh danh
(legitimacy), cac to chirc ¢6 thé wu tién thiét
1ap c4c cu triic hinh thire (quy ché, hd so tudn
thu) trong khi thuc thi chua twong xtmg- hién
tuong “tach ro1” (Meyer & Rowan, 1977).
Dudi 4p luyc dong hinh, cac t6 chiic ¢6 xu
hudng “giéng nhau” vé vian ban chinh sach
nhung khéc biét vé& hiéu qua thuc chat do
chénh léch ngudn Iyc (DiMaggio & Powell,
1983). Do d6, “cé chinh sach” chua dong
nghia véi “c6 nang luc thuc thi”, bdi viée
trién khai con chiu chi phdi boi nhan thirc rui
1o va co ché kiém soat ndi tai (Bulgurcu va
cong su, 2010; Hsu va cong su, 2012).

Su két hop hai lang kinh nay tao nén mot
khung giai thich nhat quan cho nghich 1y
“tuan tht nhung thiéu niang luc”: ap luc
thé ché thuc day diém s chinh sach, trong
khi rang budc nguodn lyc kim ham nang lyc
thuc thi. Tu do hinh thanh khoéng cach
(gap) gitra yeu cau va thyc té, 1am co s
cho viéc thiét ké thude do nghién ciru.

2.2. Téong quan nghién ciru

Cac dong nghién ciru lién quan d& cap nhidu
& ba diém chinh. Thit nhét, vé mirc do dé
bi tAn cong, cac t6 chirc tai chinh quy mé
nh6 ¢6 xu hudéng dé ton thuong hon do han
ché vé giam sat, nhan lyc va dau tu bao vé;
vi vy, cac cudc tin cong mang thudng tap
trung vao cac muc tiéu c6 “dd phong vé
thap”, lam gia ting nguy co gian doan van
hanh va anh huong dén tinh lién tyc ciia dich
vu (Kshetri, 2013; Adejumo & Ogburie,
2025; Opoku va cong sy, 2025). Tuy nhién,
phén 16n nghién ctru hién hanh van thién vé
mo ta bbi canh va nhom rii ro, chua cung
cap bang chu’ng dinh luong cép hé thong
vé mirc d6 thiéu hut theo timg chtic ning
kiém soat/tmg pho6 trong cac mé hinh hop
tac twong dong QTDND.

Thtr hai, vé& phuong phap do ludng, cic
khung dénh gid ning luc/murc trudng thanh
dugc su dung dé chuén hoa viéc so sanh va
uu tién can thi¢p, dac biét theo hudng tbi
thiéu kha thi va trién khai theo giai doan dbi
vdi cc t6 chire han ché ngudn luc (National
Institute of Standards and Technology, 2016;
Rea-Guaman va cong sy, 2017). Cac nghién
ctru so sanh mo hinh truéng thanh cho thy
su da dang khung do va goi ¥ nhu cau lya
chon thude do phu hop muc ti€u quan tri va
b6i canh ngudn lyc (Rea-Guaman va cong
su, 2017; Proenga & Borbinha, 2018). Trong
cac bdi canh han ché ngudn luc, cach tiép
can theo “khoang cach” giita chuan ky vong
va muc thyc thi thuc té dugc xem 1a thuc
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dung dé dinh vi ving thiéu hut can uu tién
(Lee va cong su, 2025; National Institute of
Standards and Technology, 2016). Tuy vay,
cac nghién ctru déi sanh theo quy chiéu chinh
sach cu thé & cAp hé thong cho nhém t6 chirc
tai chinh quy mé nhé van con han ché.

Thir ba, vé ham ¥ giai phap, chi phi va ton
thét kinh té do sy ¢d ATTT dit ra yéu cau tbi
vu héa hiéu qua dau tu; do do, dbi voi cac
t6 chue quy mo nho, viéc dya hoan toan vao
md hinh “ty cung tu cap” thuong khé kha
thi khi ning luc trién khai va duy tri kiém
soat van hanh sdu con han ché (Gordon va
cong su, 2011; Antunes va c6ng su, 2021).

Cac nghién cuou cling cho thay viéc nang
cao nang luc thuong gin voi chudn hoa quy
trinh, tdng cuong ky ludt van hanh va tan
dung co ché hd trg bén ngoai/don vi trung
gian (Antunes va cong su, 2021; National
Institute of Standards and Technology,
2016; Cartwright va cong su, 2023).

Tir tong quan tren nghlen ctru xac dinh ba
khoang tréng can lip day: (i) thleu bang
chimg dinh lugng dién rong vé ning luc
ATTT tai khu vyc tai chinh quy mé nho &
Viét Nam, dic biét 1a hé thing QTDND; (ii)
thiéu cach tiép can do ludong khoang cach
dua trén quy chiéu chinh sach cu thé & cip
hé théng; Va (iii) thiéu bang chung thuc
nghlem & cap hé thng vé su 1éch pha giita
16p thiét 1ap/tuan thu va 16p thuc thi van
hanh, trong d6 cac nghién ctru hién c6 chua
kiém dinh day du su 1éch pha gitra 16p thiét
lap/tuan tha va 16p thuc thi van hanh trén dix
liéu cdp hé thong.

2.3. Khung phén tich GAP

Nghién ctru van hanh hoa khung phan tich
GAP béng cach dbi sanh hai dai lugng trén
cung thang do khao sat. Ky vong (Target)
dugc xac 1ap dua trén viéc quy chiéu cac
yéu cau chinh sach nganh ngén hing sang
cac chi bdo do ludong va ma hoa theo cung
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hé chi bao/thang do sir dung trong khao
sat, nham bao dam ngudng so sanh c6 cin
ctr va han ché tinh tiy ¥ trong lya chon
ngudng so sanh.

Ning luc thuce té (Actual) 1a diém danh gia
hién trang cua tirng don vi theo cung h¢ chi
bao. Khoang cach nang luc dugc tinh theo
cong thirc GAP = Actual - Target; khi GAP
<0, don vi dugc xac dinh 14 thiéu hut ning
luc va thude vung uu tién can thi¢p, con do
16n |GAP| phan anh mirc d6 nghiém trong
ctia thiéu hut.

Theo cach tiép can cua nghién ciru, Target
mang tinh quy chiéu chuan myc con Actual
phan anh hi¢én trang tir khao sat; do do,
nghién ciru sir dung cting cau triic thang do
dé tang tinh twong thich khi d6i sanh. GAP
1a chi sb chan doan muc thiéu hut, khong
ti than phan biét co ché hinh thanh khoang
cach. Vi vay, co ché dugc dién giai thong
qua céac phan tich bd tro, thay vi suy luan
truc tiép tir cong thirc GAP.

2.4. Khung phdn tich nghién ciru

Trén nén tang tich hop RBV va Ly thuyét
Thé ché, nghién ctru xay dung khung phan
tich (Hinh 1) nham: (i) luong héa khoang
cach giita yéu cau chinh sach va ning lyc
thyc té; va (ii) nhan dién chi ddu cia su
“tach r0i”. Theo d0, ap lyc chuin hoa tir
quy dlnh tao dong lyc hinh thanh chinh
sach nén, trong khi rang budc ngudn lyc
chi phéi mirc d6 tich hop vao van hanh.

Dua trén céu trac nay, RQI1 dugc tra 101
thong qua ddi sanh giita Target va Actual;
RQ2 dugc xem xét gian tiép qua chénh léch
gitta diém thiét lap (Policy Score) va diém
van hanh (Action_Score). Su léch pha nay
duoc xem nhu mot chi dau thuc nghiém
ctua hi¢én tugng tach roi. Khung phan tich
khong nham kiém dinh mot mo hinh nhan
qua day du, ma déng vai trd co so 1y thuyét
cho do luong va dién giai két qua. RQ3
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Nguén: Nhom tdc gida dé xudt trén nén tang RBV va 1y thuyét thé ché va khung phan tich GAP

Hinh 1. Khung phin tich nghién ctru

(ham ¥ chinh sach) dugc duc két tir két qua
cia RQ1 va RQ2, do do khong nam trong
cau truc cua khung phan tich.

3. Phuong phap nghién ciru
3.1. Thiét ké nghién civu

Nghién ctru sir dung thiét ké dinh luong
cit ngang dua trén khao sat quy mo hé
thong theo tiép can gan tong diéu tra, phu
hop v6i muc tiéu do luong thyc trang va
dbi sanh nang lyc tai mot thoi diém quan
sat; thiét ké nay thich hop cho mé ta hién
trang, xac 1ap dudong co s¢ va xem xét cac
lién h¢ thuc chung, nhung khong nham suy
luan nhan qua (Setia, 2016). Trén co s¢ dir
liéu do, nghién ctru phan tich khoang cach
(GAP) giita ngudng yéu cau tdi thiéu va
nang lyc thuc té theo logic quan trj rii ro,
ddng thoi xem xét su 1éch pha gitta nhom
chi bao phan anh 16p thiét lap/tuan thi va
nhom chi bdo phan anh 16p thuc thi van
hanh (National Institute of Standards and
Technology, 2016). Céch t1ep can danh
g1a dua trén chuan kiém soat dé nhan dién
thiéu hut va dinh hudng cai thién cling da
duoc 4p dung trong nghién ctru ATTT cip

t6 chue (Antunes va cong su, 2021). Vi vay,
cac dién giai vé co ché trong bai chi dugc
hiéu theo hudng goi ¥ va hd tro théo luan.

3.2. Dir liéu, mdu nghién ciru va quy trinh
thu thdap

Dir liéu stir dung 1a dir lidu so cap gbc tir
cudc khao sat cit ngang vé mirc do CDS cua
hé thong QTDND do nhém nghién ciru tric
tiép xay dung cong cu, t6 chirc thu thap, lam
sach va phan tich vao thang 6/2025; Ngan
hang Hop tac xa Viét Nam (NHHTX) (Co-
opBank) phdi hop trién khai, huéng dan va
don déc cac don vi tham gia. Muc tiéu khao
sat 1a danh gia muc do CDS ciia hé thong tai
thoi diém khao sat, bo dit lidu dung trong bai
14 b6 dir lidu gbe. Bang hoi dugc phat trién
qua 7 phién ban, tham van chuyén gia qua 3
vong (V1: xay dung 8 tru cOt; V2: b cong
cu ban dau; V3: b cong cu sau khao sat thir)
va khdo sat thur tai 3 QTDND c6 quy m, dia
ban khac nhau. Khéao sat chinh thtre duoc
thuc hién truc tuyén; cac QTDND duoc cép
ma s6, nhan bo cau hoi chinh thirc, tham gia
tap huén truc tuyén toan hé thong va tra 1oi
thr trong 3 ngay trude khi hé théng duoc
thiét 1ap lai dé khao sat chinh thirc trong 7

134 Tap chi Kinh t& - Luat & Ngan hang- Nam thi 28(4)- Thang 4. 2026- S 289



CHU THI HONG HAI - PHAN THANH BUC - TRIEU THU HUGONG - LUU QUANG HA

ngay. Trong sudt qua trinh nay, NHHTX va
nhom nghién clru b tri nhan sy hd trg nham
bdo dam thong tin phan anh sat thuc trang
CDS cua hé théng QTDND. Khao sat thu
1.076 phiéu; sau lam sach con 1.068 quan
sat hop I¢ trén 1.176 QTDND dang hoat
dong, twong tmg mirc bao phu 90,8%. Moi
quan sat dugc téng hop ¢ cAp QTDND tir
hai nhom tra 10i theo thiét ké gdm lanh dao/
ban diéu hanh va can bd nghiép vy; chi cac
don vi hoan thanh diy du thong tin bat budc
méi duge chdp nhan 1a hop 1&. B dit liu
khao sat da dugc don vi chu tri cho phép st
dung cho muc dich nghién ctu.

3.3. Thang do, do lwong bién va dp tin cdy

Bo cong cu khao sat gdbm 8 tru cot (TC1-
TC8), phuc vu danh gia tong thé muc do
CDS cua QTDND. Trong nghién ctru nay,
cac tru cot duoc lua chon theo muc do gén
truc tiép véi khung nghién ctru dé xuit,
thay vi sir dung toan bo nhu cac bién doc
lap trong ciing mot mo hinh kiém dinh. Cu
thé, nang lyc ATTT thuc té (Actual) duoc
do béng tru cot TC4- An ninh va Bao mat
(gém 16 bién quan sat); rang budc ngudn
luc duoc phan anh chi yéu qua TC1 (Nhéan
luc va nhan thirc) va TC7 (Ngudn luc tai
chinh va hop tac). Trong khi d6, ap luc thé
ché/quy dinh khong duge do nhu mét bién
ddc lap riéng, ma duogc quy chiéu vao phﬁn
Target va sir dung nhu co so dién gidi trong
khung phan tich.

No6i dung TC4 dugc td chuc theo 5 chire
nang an ninh mang ctua NIST gém Nhan
dién- Bao vé- Phéat hién- Ung phé- Phuc
hdi (National Institute of Standards and
Technology, 2016). Cac bién quan sat duoc
chim theo thang 0—5 (0 = chua trién khai;
5 = toi wu). T diém thanh phan, nghién
ctru tinh diém trung binh tong hop va quy
chiéu theo 5 muc trudng thanh tong quat:
MI: 0-1 diém; M2: >1-2 diém; M3: >2-3
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diém; M4: >3-4 diém; MS: >4-5 diém.
Do muyc tiéu cua bai 1a do luong va ddi
sanh nang lyc & cap hé thong, TC4 duoc
su dung nhu mét chi sb tong hop phuc vu
chén doan. Do tin cay noi tai cua thang do
dugc danh gia bang Cronbach’s Alpha; két
qua cho thay TC4 dat a = 0,935, phan anh
murc nhat quan noi tai rat cao va du co s
cho cac phan tich tiép theo.

3.4. Khung phan tich khodng cdch va
chién lugc kiém dinh “tach roi”

Ngudng ky vong ti thiéu E (Target) duogc
xac 1ap theo nguyén tic quy chiéu muc tiéu
chinh sach vao cung h¢ chi bdo va cung
thang muc trién khai sir dung trong khao
sat. Cu thé, Quyét dinh 810/QD-NHNN
nam 2021 (Phé duyét “Ké hoach chuyén doi
s6 nganh Ngan hang dén nim 2025, dinh
huéng dén nam 2030”) quy dinh cac yéu
cau CDS trong nganh Ngan hang theo timg
nhom ndi dung va kém theo ty 1¢ (%) muc
tiéu theo 10 trinh thyc hién (Ngan hang Nha
nude, 2021), trong khi Quyét dinh 2158/
QD-BTTTT ngay 07/11/2023 (Quyét dinh
Phé duyét Dé an xac dinh chi s danh gia
mtrc d6 chuyén d6i s6 doanh nghiép va hd tro
thuc ddy doanh nghiép chuyén doi sb) cung
cap khung d4nh gia mirc 46 CBS theo 5 mic,
trong d6 mdi mirc gin véi ty 16 hoan thanh
tiéu chi twong ung dé phan loai mtrc dat (B
Thong tin va Truyén thong, 2023). Trén co
SO 601 sanh hai khung nay, nghién ctru quy
doi vé cung thang dlem khao sat va xac dinh
ngudng t6i thiu can dat tai moc nam 2025
14 E = 2,5. Theo cach tiép can nay, Target
khong phai la thang do ddc lap dugce thu thap
riéng, ma 1 ngudng quy chiéu dugc méi hoa
vé cting hé chi bao véi Actual.

Khoang cach ning luc duoc xac dinh bang
cong thuc: GAP = Actual - E. Khi GAP <0,
donvibidanh gid la thiéu hut nang lyc; trong
khi |GAP| phan anh mtc do nghiém trong
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cta thiéu hut. Cach tiép can nay thong nhat
v6i logic quan tri rui ro cua NIST (2016),
theo do viéc danh gia tac dong, nhan dién
16 héng va uu tién xu ly duoc thyc hién trén
co s& so sanh gifta yéu cau bao vé va mirc
do déap ung thuc té. O goc do thyc chung,
cach tiép can danh gia dua trén bo kiém soat
(controls) dé chan doan mirc d6 dap ung va
dinh hudng cai thién cling da dugc ap dung
trong cac nghién ctru ATTT cép to chic,
chéng han Antunes va cong su (2021).

Péi voi RQ2, dya trén su phan dinh cua
NIST (2016) gitra policy va procedure,
nghién citru chia cac bién TC4 thanh hai
nhom: (a) nhom thiét 1ap/tuén tha (Pollcy
Score) gdbm quy ché, quy trinh va ho so; va
(b) nhom thyc thi van hanh (Actlon Score)
gom glam sat, phat hién, dién tap, tmg ciru
va phuc hoi. Diém trung binh ctia hai nhom
dugc so sanh cdp (paired t-test) kém kich
thudc anh hudng. Su chénh I1¢éch c6 ¥ nghia
théng ké khong duoc xem 1a bang ching
truc tiép ciia co ché “tach rdi”, ma chi dong
vai trd nhu mét chi dau thuc nghiém goi y
vé su léch pha giita hd so tuan thi va vén
hanh thuc tién.

Péi v6i RQ3, nghién ciru xem xét vai tro
cta rang budc ngudn lyc bing cach dbi
chiéu muc thiéu hut (GAP) cua TC4 véi
céc tru cot diéu kién nén, dic biét la TC1 va
TC7. Két horp v6i phan tich phén tang theo
quy mo, két qua nay tao co s& thuc chu’ng
dé rat ra cac ham y can thiép ¢ cap hé thong
trong phan thao luan.

4. Két qua nghién ciru va phan tich

4.1. Kiém dinh d tin cdy dit liéu va xdc lip
duwong co so nang lwc an toan thong tin

Sau budc 1am sach dir li¢u, nghién ctru gilr
lai 1.068 QTDND hop 1é tir 1.076 phiéu thu
vé. Cac phiéu bi loai chu yéu do thiéu mot
trong hai nhom tra 10i theo thiét ké hodc
thiéu thong tin bat budc dé tinh cac chi sd
nghién cuu. Trén nén dit liéu da lam sach,
nghién ctru danh gid dd tin cay ndi tai cua b
chi bdo nhim bao dam co s cho cac phan
tich md ta va doi sanh tiép theo. Bo cong
cu khao sat la cong cu goc do nhom tac gia
phat trién, gom 8 try cot va 95 bién quan sat.
Do gi¢i han dung luong, bang hoi chi tiét

Bang 1. CAu tric thang do DMI va d tin cdy ndi tai

Tru c6t do luang S0 b'e',‘ Cronbach’s alpha No6i dung do luang chinh
quan sat

An ninh va Bao mét (TC4) 16 0,935 Tuan tht bao mat thong tin va nang luc
quan tri rui ro

Ha tang va K&t néi (TC3) 13 0,840 HE thong phan mem IGi, thiét bi phan ciing
va két néi mang

Dt liéu va Phan tich (TC5) 13 0,790 gang'QFFb“thaQ'u“t“npha”“ChvaS”

ung dit liéu
Trai nghiém khéch hang MUic dé hai long, hé trg ngudi duing, tiép
9 0,726 A o .

(TC8) can dich vu s6

Thé ché va quy trinh (TC2) 13 0,720 Mutc do chuan hoa quy trinh, s6 hoa van
ban va van hanh

Nguén lyc tai chinh va 9 0710 Kha nang dau tu cong nghé, tiép can hé trg

hop tac (tc7) ! chinh sach

Nhan lyc & nhan thic 12 0700 Binh hudng chién lugc, cam két va nhan

(TC1) ! thirc s6 cda lanh dao

San pham va dich vu sé MUrc d6 s6 héa san pham, da dang hoa kénh

10 0,527 R o
(TC6) phan phoi

Neuén: Két qua xir Iy s6 liéu khdo sdt, 2025
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khong trinh bay day du trong bai nhung c6
thé dugc cung cip boi tac gia lién hé theo
yéu cau hop 1y nham phuc vu muc dich hoc
thuat. Thong tin khai quat v& bo cong cu
dugc trinh bay ¢ Bang 1.

Két qua Cronbach’s Alpha cho thay bo chi
bao nhin chung dat d6 tin cay chép nhan
duoc dén cao. Trong do, tru cdt An ninh
va Bao mat (TC4)- bién sé trung tdm cua
nghlen ctru- dat o = 0,935, phan anh mic
nhét quan ndi tai rat cao gilta cac blen quan
sat. Tru cot San pham & Dich vu s6 (TC6)
c6 hé sb thap hon; tuy nhién, do TC6 khong
tham gia tryc tiép vao khung phéan tich
ATTT, diéu nay khong anh huong dén cac
két luan trong tam.

Trén nén dit liéu dat do tin cay, nghién clru
xac 1ap dudng co so vé ning lyc ATTT cua
hé thong QTDND nim 2025. Két qua cho
thay diém ATTT trung binh toan hé thong dat
1,891/5,0 (SD = 0,563), dao dong tur 0,188
dén 4,000. So voi ngudng quy chiéu t6i thiéu
E =2,5, mtrc chénh Iéch trung binh 1a -0,609;
dong thoi, 87,73% QTDND c6 diém dudi
ngudng nay. Theo cach tiép can cua nghién
ctru, day 1a chi bao chan doan mirc thiéu hut
so voi ngudng ky vong, khong pha1 kiém
dinh gia thuyét vé trung binh tong thé.

bat ATTT trong bdi canh cac didu kién nén
ctia CBS cho thiy thiéu hut khong dién ra
don 1¢. Khi ddi sanh cac tru cot lién quan
truc tlep den khung phan tich, muc thiéu
hut vé ngudn lyc tai chinh va ha tang/ket
n6i con 16n hon thiéu hut ATTT. Két qua

Biang 2. Théng ké mé ta diém ATTT (TC4)

ciia h¢ thong QTDND

Chi tiéu Gia tri
S6 QTDND hgp Ié (N) 1.068
Diém ATTT TC4 trung binh (A) 1,891
Do léch chuan (SD) 0,563
Trung vi (Median) 1,881
Min- Max 0,188- 4,000
Ty 1€ QTDND dudi ngudng E = 2,5 87,73%
GAP hé théng (A - E) -0,609

Neuon: Két qua xir 1y s6 liéu khdo sat, 2025.

nay duoc sir dung nhu bi canh thyc chimg
cho phan thao luén vé tinh kha thi cia cac
can thiép & cip hé thong, thay vi ham ¥
quan hé nhan qua tryc tiép.

4.2. Ciu triic thiéu hut theo NIST va chi
dau thwe nghiém vé sw léch pha

Nghién ctru phan ra TC4 theo 5 chirc nang
tham chiéu cua khung NIST (Identify-
Protect- Detect- Respond- Recover) nhim
nhan dién thiéu hut trong chu trinh ning
luc ATTT.

Két qua cho thiy thiéu hut khong phan b
ddng déu gitra cac chie nang. Nhan dién 1a
chirc nang duy nhat vuot ngudng tdi thiéu
(A = 2,978), trong khi Phat hién va Phuc
hoi 13 hai diém thiéu hut 16n nhét. Diéu nay
goi y diém yéu ndi bat & cac ning lyc giam
sat, phat hién va khoi phuc, trong khi 16p

Bang 3. Khoang cach nang luc theo cac tru cdt lién quan khung phan tich

Tru cot A (Thuc té) E(Kyvong)  GAP (A - E)
Nguén lyc tai chinh va hgp tac (TC7) 1,38 2,50 -1,12
Ha tang va Két néi (TC3) 1,51 2,50 -0,99
An ninh va Bdo mat (TC4) 1,89 2,50 -0,61
Thé ché va Quy trinh (TC2) 1,89 2,50 -0,61
Nhan lyc va nhan thuc (TC1) 1,94 2,50 -0,56
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Biang 4. Piém ATTT theo 5 chirc ning NIST
va khodng cach

Nhoém chirc nang (NIST) Piém TB (A) SD (IS—AZTS)
Identify (Nhan dién) 2,978 0,687 0,478
Protect (Bao vé) 2,038 0,593 -0,462
Detect (Phéat hién) 0,731 0,726 -1,769
Respond (Ung phd) 1,729 0,877 -0,771
Recover (Phuc hoi) 1,077 0,739 -1,423

Di#m trung binh ci thanh phin trong try ot ATTT

.....

Hinh 2. Biéu d6 diém trung binh
theo 5 chirc ndng NIST

nhan dién va thiét 1ap yéu cau duoc hinh
thanh twong ddi tot hon.

Pé xem xét chi ddu goi ¥ cho su léch pha
giita 16p thiét 1ap/tudn thu va 16p thyc thi
van hanh, nghién ctru xay dung hai chi sb
tong hop & cap timg QTDND: Policy Score
(trung binh cua Identify va Protect) dai dién
cho 16p thiét 1ap/tudn thi, va Action_Score
(trung binh cua Detect, Respond, Recover)

Nguon: Két qua xir Iy so liéu khao sat, 2025

dai dién cho 16p thyc thi van hanh. Két qua
kiém dinh paired-samples t-test cho thay
Policy Score cao hon Action Score mdt
cach nhat quan va co y nghia thong ké rat
cao. Chénh I¢ch trung binh dat 1,329 diém,
kém kich thudc anh huong rat 16n (Cohen’s
d_z =2,74), cho thdy mirc chénh léch 16n
gita hai 16p chirc ning trong mau khao sat.
Trong pham vi thiét ké cua nghién ciru, két
qua nay dugc dién giai nhu bang ching
dinh luong manh vé chénh léch giita hai
16p chirc nang thiét 1ap/tuan thu va 16p
thyc thi van hanh, dong thoi 1a goi ¥ cho
“nghich 1y tuan tha” hoac hién tugng “tach
r0i” theo nghia rong. Tuy nhién, két qua
khong duoc hiéu 14 bang chimg truc tiép vé
ap luc thé ché, dong co trinh dién tudn tha
hay su tach biét c6 chu dich.

4.3. Phén bé néng lwc an toan thong tin

Bang 5. Kiém dinh sy khac biét giita Policy Score va Action_Score

Chi sé tong hogp

Mean SD

Diém chinh sach* (Nhan dién + Bao vé) /Policy_Score * (Identify + Protect) 2,508 0,568

Diém hanh déng* (Phat hién + Ung phé + Phuc hai)/

Action_Score *(Detect + Respond + Recover) 1179 0,668
t(1067) 89,56

Giatrip < 0,001

C3 anh hudng Cohen'’s d_z* 2,74

Nguon: Két qua xir Iy s6 liéu khdo sat, 2025
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Bang 6. Phan bo ning lwe ATTT (TC4) ciia hé thong QTDND

Mirc nang luc ATTT Pinh nghia trang thai Ngudng diém TC4 S6 lugng (n) Ty lé (%)

1 Thu déng / S khai <15 256 23,97

> Tuan thd hinh thac / Ké 15- <25 681 63,76
hoach

3 Da xaclap /van hanh co 25-<35 126 11,80
ban

4 Pugc quan tri / Do ludng 3,5- <45 5 0,47

5 T6i uu hda > 4,5 0 0,00

Bén canh gia tri trung binh, phan bd theo
cac nhoém khoang diém quanh ngudng quy
chiéu t6i thiéu cho phép nhan dién 15 hon
muc do tap trung cua nang luc ATTT trong
toan hé théng. Trén co so diém TC4 cia
timg QTDND va ngudng quy chiéu t6i
thiéu E = 2,5, nghién ctru chia mau thanh
5 nhom khoang diém véi cac ngudng cit
nhit quan: M1 < 1,5; M2: 1,5-<2,5; M3:
2,5—<3,5; M4: 3,5-<4,5; M5 > 4,5. Cach
chia nay nham phuc vu phan tich phan b
nang lyc quanh ngudng tdi thiéu E.

Két qua cho thay phan bd nghiéng manh vé
ving dudi ngudng tdi thiéu: 87,73% don
vi nam duéi E = 2.5, trong khi ty 1¢ dat tur
Mirc 3 tré 1én chi chiém 12,27% va Mirc
4- 5 hau nhu khong dang ké. Diéu nay cho
thay nang luc ATTT cua hé thong chu yéu
van nam dudi ngudng ky vong t6i thiéu.
Tuy nhién, cach phan nhom theo khoang
diém quanh nguong E = 2,5 ch1 phan anh
mit bang ning lyc tong hop o cap hé thong,
khong thay thé cho chan doan theo timng
chirc nang. Vi vay, két qua & muc nay chu
yéu duoc str dung dé mo ta phan bd tong
thé ctia nang luc ATTT, trong khi phan tich
theo chirc nang dugc dung dé nhéan dién
cac diém thiéu hut trong yéu.

4.4. Khdc biét theo mién va quy mé- diu
hiéu phdn tang rui ro va co’ sé cho nguyén
tdc twong xung
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Ty & (%) mire nang lwe ATTT
theo cdp dd

80 63.76

&0

40 2397

20 P 047 0
. — -

W Ty L& (%)

Hinh 3. Biéu dd diém trung binh
theo 5 chirc nang NIST

Pé quan sat su phan bo thiéu hut ATTT
theo vung dia 1y va quy mo tai san, nghién
ctru xem xét diém TC4 theo timg nhom.
Két qua theo mién cho thiy mirc bién thién
nho: diém trung binh dao dong tur 1,857 dén
1,914, trong khi ty 1& duéi ngudng t6i thiéu
déu rat cao. Mau hinh nay cho thay thiéu hyt
ATTT xuét hién kha phd bién trén toan hé
thong hon 14 tap trung & mot ving cu thé. O
mot sb nang lyc van hanh sau, dac biét Phuc
hoi, Mién Trung c6 mic diém thip hon
twong doi, qua d6 goi y khac biét mé ta can
dugc luu y khi xac dinh wu tién can thiép.

O goc d6 quy mé, dit liéu cho thdy dau hiéu
phan ting & hon. Nhém QTDND duéi
100 ty co diém TC4 thap nhét va ty 18 dudi
ngudng cao nhit; nhom nay ciing c6 mirc
diém thép hon & cac nang luc van hanh sau,
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Bang 7. Piém ATTT theo ving dia ly

o~ piém TB % dudi Recover GAP
Mién n TCA (A) SD E=2.5 Detect (A) A) (A - 2.5)
Mién Bic 556 1,914 0,544 87,95% 0732 1111 -0,586
Mién Nam 210 1,878 0,628 86,67% 0,729 1,106 -0,622
Mien 302 1,857 0,55 88,08% 073 0,996 -0,643
Trung

dac biét tai Detect va Recover. Cac nhom
quy mo 16n hon co xu hudng tét hon; tuy
nhién, do c& mau cua cac nhom tir 500 ty tro
1én con nho, két qua nay chu yéu duoc hiéu
nhu tin hiéu moé ta hon 1a bang chimg suy
luéin vé khac biét giita cac nhom.

Tong hop lai, két qua mo ta cho thay thiéu
hut ATTT xuét hién kha dong déu theo
mién, trong khi theo quy md c6 diu hiéu
phén tang rd hon, véi nhém quy mé nho 1a
nhém can vu tién quan sat trong thao luan
chinh sach. Pay 14 co so thuc ching dé phan
sau phat trién 1ap luan vé nguyén tic tuong
ximg, theo d6 cac giai phap hd tro can phu
hop hon vé6i kha ning ngudn Iyc va muc do
phtrc tap van hanh cta tirng nhom don vi.

5. Thao ludn va ham y chinh sach

5.1. Thio ludn két qua dwéi ling kinh
nang luce va ap luc thé ché

Két qua ¢ Phan 4 chi ra sy mat can ddi rd
nét: 16p thiét 1ap/tudn th (dic biét 1a Nhan
di¢n) dat muc tuong ddi cao hon, trong khi
cac nang lyc van hanh sau nhu Phat hién

Neuon: Két qua xir 1y s6 liéu khdo sat, 2025

va Phuc hoi lai thiéu hut dang ké. Sy chénh
léch nay cho thdy thach thirc 16n nhét
khong nam & sy hién dién cua quy trinh,
ma ¢ kha ning chuyén hoa chung thanh
nang lyc thuc chat,

Dudi lang kinh thé ché, chénh léch giita
Policy Score va Action Score phan anh
su 1éch pha giira thiét 1ap va thuc thi. Hé
thong c6 thé nhanh chéng hinh thanh cac
quy dinh chuin hoéa dé dap tng yéu ciu,
nhung lai cham tich hgp vao van hanh do
rao can ngudn luc va ky luat thyc thi. Tuy
nhién, do gidi han cua thiét ké cat ngang,
két qua nay chi duoc dién giai nhu mot chi
dau goi ¥ cho “nghich 1y tuan thu”, chua di
co s¢ dé khang dinh truc tiép co ché “tach
10i” theo nghia day du.

Duéi lang kinh RBV, vung trliing ¢ Phat hién
va Phyc hoi- nhing khau doi hoi chuyén
mén sau va phdi hop lién tuc- phan anh 1o
giéi han cta ngudn lyc nén tang. Sy yéu
kém 10 rét cuia nhom QTDND quy mo nho
(Muc 4.4) cho théy nd lyc don 1¢é cla ting
quy kho c6 thé thu hep khoang cach nang
luc néu thiéu co ché hd tro & cip hé thdng,

Bang 8. Piém ATTT va ning lwe van hanh siu theo nhém quy mé (E = 2,5)

Nhém quy mé n Dié’m(;l\')B TC4 % dudi E=2,5 Detect (A) Recover (A) GAP (A- 2,5)
<100ty 297 1,837 91,58% 0,65 0,978 -0,663
100- < 500 ty 744 1,901 87,33% 0,75 1,1 -0,599
500- < 1000 ty 20 2,098 65,00% 0,85 1,367 -0,402
> 1000 ty 7 2,344 5714% 1,5 1,619 -0,156

Neuon: Két qua xir Iy 56 liéu khdo sdt, 2025
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5.2. Ham y chinh sdach: tic “kiém sodt
tudn thu” sang “kién tgo nang luc”

Chinh sach quan 1y can tai can bang giira
yéu cau tuan thu va kién tao nang luc thuc
chét, tap trung vao cac vung thiéu hut thudc
16p Phat hign- Ung pho- Phuc héi. Khoang
cach 16n glua thyc té va ky vong cho thiy
tudn thu 14 nén tang can thiét nhu’ng chua
du. Dé hd tro cac don vi han ché nguon lyc,
hé théng can uu tién phat trién co ché “ning
lyc ding chung”, trong d6 mot dau mdi tap
trung cung cip cac dich vu giam sat va tmg
ctru c6t 16i nhur phan tich nhat ky tap trung,
canh bao ty dong va diéu phdi theo kich
ban; qua d6 bu dép diém yéu & 16p Action,
tdi wu chi phi binh quan va chuan hoa van
hanh toan hé thong. Pong thoi, can ap dung
nguyén tic twong ximg theo quy md: nhom
quy mé nhé nén uu tién bao dam két ndi
va st dung hiéu qua nang lyc dung chung,
trong khi nhom 16n hon cén timg budc ning
cao muc do tu chu va nang lyc ing ctru tai
chd. Cudi cung, diém yéu & Phuc hoi cho
thdy can wu tién cach tiép can “hoc bang
thyc hanh”, thong qua dién tap dinh ky va
theo ddi cac chi sé van hanh nhu MTTD va
MTTR, nham rat ngan khoang céch gitra hd
so tudn tht va ning luc chdng chiu thuc tién.

6. Két luan

Nghién curu da do luong khodng cach gitra
ngudng ti thiéu E = 2,5 va ning luc an
toan thong tin thyc té ciia hé thong QTDND
Viét Nam trén co s dir li€u khao sat dién

Tai liéu tham khao

rong ndm 2025. Két qua cho thay nang lyc
an toan thong tin trung binh ciia hé thong
con dudi ngudng ky vong, vai ty 1€ don vi
chua dat chudn & mirc rat cao. Phan ra theo
5 chirc nang NIST cho thay thiéu hut tap
trung ro nhét & Phat hién va Phuc hoi, trong
khi 16p Nhan dién/Bao v¢ dat mic tuong
ddi cao hon.

Trén co s¢ do, nghién ciru cung cip bang
chimg dinh luong & cap hé théng vé khoang
cach gitra yéu cau chinh sach va ning lyc
thyc thi, dong thoi goi ¥ su 1éch pha giita
16p thiét 1ap/tuan thu va 16p thuc thi van
hanh. Ham ¥ chinh sach 14 can tai can bang
gifta tudn thu va kién tao ning lyc, theo
hu’orng uu tién dich vy dung chung, nguyen
tic tuong xung theo quy mo va chudn hoa
hoat dong dién tap- phuc hoi & cap hé thong
Nghién ctru ¢6 mot s6 han ché: Thu nhat,
do sir dung dir liéu cit ngang, két qua phu
hop dé md ta hién trang, xac lap duong
co s& va chan doan khoang cach tai thoi
diém khao sat, nhung khong cho phép suy
ludn quan hé nhan qua hay theo doi sy hinh
thanh khoang cach theo thoi gian. Thur hai,
dir liéu dya trén ty danh gia & cép don vinén
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