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Tém tit: Lira dao qua mang la viéc sir dung Internet dé két néi va thuc hién hanh vi lira

dao trén khong gian mang voi muc dich chiém doat tai san cua nguoi khac. Nhitng nam gan

day, logi hinh téi pham mang hay téi pham ky thudt sé khong ngirng gia tang da ddt ra théach

thire lon khong chi an ninh cua mot quoc gia, khu viee ma doi voi toan cdu, khi khong gian dia

Iy va cac bién gioi quoc gia bi xéa nhoa boi sw phat trién cua Internet. Tai Pong Nam A, cdc

hinh thirc liva dao trén khéng gian mang da xudt hién trong khoang hon mét thdp nién gan day,

nhung liva ddo xuyén bién gidi qua khéng gian mang thiee sw la van dé nghiém trong tir sau dai

dich Covid-19. Véi céch tiép cdn an ninh phi truyén thong, bai viét tdp trung phdn tich yéu té

gay ra sy gia tang cac hoat dong lira dao xuyén bién gioi qua khong gian mang ¢ Pong Nam

A, cac phwong thirc pho biéen va nhitng van dé dat ra doi voi sy phat trién xa hoi bén viing o

khu vuee.

Tir khoa: Dong Nam A, hoat dong Itra dao, khong gian mang, toi pham.

u thé hoi nhap nhanh chong &

Pong Nam A di va dang dit ra

nhiéu thach thirc véi hé théng an
ninh tai khu vuc, nhat 1a su gia tang cac hoat
dong Itra ddo qua khong gian mang. Bao céo
ctia Van phong Cao uy Nhan quyén Lién hop
qudc (OHCHR) chi ra rang, ké tir dau nim
2021, khu vic Dong Nam A chimg kién su gia
tang trén dién rong tdi pham mang vdi cac
hinh thire nhu Lra dao tinh cam, lra ddo tién
dién tir, rira tién, danh bac truc tuyén. .. Cac
hinh thirc nay di dat ra nhiing lo ngai vé nhan
quyén khi nhiing d6i tuong bi lra dao bi
“cudng ép” tham gia vao hoat dong lira dao2.
Theo Béo cdo t01 pham dién tr nam 2022,
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doanh thu tir cac hoat dong Itra ddo trén toan
cau lén t6i 7,8 ty USD tién dién tir bi danh cép;
trong d6, Pong Nam A 13 trung tim lira dao
tao ra s tién thu lgi bat chinh hang ty USD3.

Nhiing yéu té giy ra su gia ting cac hoat
dong lira ddo xuyén bién giéi qua khong
gian mang & khu vure Pong Nam A

Céc phan tich cua OHCHR, Vién Hoa
binh Hoa Ky (USIP) va AAG# déu khang
dinh, c6 mét sb nguyén nhan va bdi canh
chung cta khu vuc Pong Nam A dan dén
tinh trang gia tdng céc hoat dong lura dao
xuyén bién gioi qua khong gian mang trong
mot vai nam tré lai day.
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Thir nhdt, su phat trién manh mé cia
mang luwoi cac song bac va hinh thurc danh
bac trie tuyén. Tu nhitng nam 1990 dén
2000, mang ludi cac song bac (Casino) bat
dau dugce hinh thanh tai mot s quéc gia
Pong Nam A, nhit 1a Campuchia va
CHDCND Lao. Pang cha ¥, mdt sé chinh
ph tai cac qudc gia Pong Nam A da quang
ba va ung hd hoat dong nay nhu mot hoat
dong hop phap cho phat trién kinh té. Tinh
riéng & Campuchia, cac song bac da moc lén
nhu ndm ké tir ndm 1993 tai céc thj tran bién
gidi tinh Koh Kong, Poipet, Pailin, Chong
Jom gan Thai Lan va Bavet, Phnom Den gan
Viét Nam>. Nam 2014, nganh cong nghiép
Casino di tao ra 25 triéu USD tién thué cho
Campuchia va du kién s& ting 15% mdi
nim. T ndm 2014 dén 2019 s luong song
bac tai Campuchia da tang tir 57 Ién 150. Tai
Lao, Dansavanh Casino Resort 1a song bac
dau tién dugc xay dung vao nam 1996. Ké
tr nam 2000, s6 lugng céc du an song bac &
Lao ting nhanh, nhat 1a tai cac khu kinh té
dic biét (SEZs) nhu thanh phd Boten-
Denngam ¢ bién giéi giap Trung Qudc va
Tam giadc Vang ¢ tinh Bo Keo.

Theo phéan tich cua OHCHR, sy phat
trién ctia SEZs duong nhu ty 1€ thuan voi sy
phat trién cua cac trung tdm lira ddo truc
tuyén tai khu vuc Pong Nam A. Theo thong
ké, nam 2019 da c6 5.300 SEZ/147 quéc
gia, trong d6 ¢6 3/4 & chau A va 167 SEZ &
Pong Nam A. Cac méi thu loi khong 16 tir
nganh “cong nghiép Casino” va su phat trién
nhanh chéng cia Internet toan cau di tao
diéu kién cho céac hoat dong danh bac truc
tuyén phat trién. CO bac truc tuyén mang
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dén su tién loi va kha nang tiép can cho
khach hang, cho phép thuc hi¢n hanh vi
danh bac ngay tai nha. Philippines va
Campuchia 1a hai quéc gia dién hinh khi
chinh pha nhan thay tiém nang kinh té cia
nganh nay va da dua ra cac quy dinh dé thu
hit cac nha diéu hanh c& bac truc tuyén.
Trong d6, tai Philippines, hé thong diéu
hanh hoat dong cd bac dugc hinh thanh vao
nam 2016 dd tao diéu kién cho cac “con
bac” qudc té tham gia choi truc tuyén; hé
thong nay da s dung hang nghin lao dong
nhap cu thudc da thanh phan dé diéu hanh
hoat dong. Ngoai cac lgi ich kinh té, viéc
phat trién cac song bac va hinh thirc dédnh
bac truc tuyén kéo theo vin nan “lira dao”.

Tai Viét Nam, trong bdi canh chung cua
khu vyc, nhitng nim gan day da ghi nhan sy
“nd r§” cua cac duong day danh bac, ca do
truc tuyén. Theo bao cao nam 2023, cac co
quan chirc ndng Viét Nam da ngin chdn
14.552 1n6i dung vi pham trén cac nén tang
xuyén bién gioi, chan 197 Gng dung game
khong phép, game co bac phat hanh xuyén
bién gidi vao Viét NamO. Day la nhiing van
dé dang bao dong voi an ninh phi truyén
thdng ¢ Viét Nam.

Thir hai, dai dich Covid-19 tao co hoi cho
cdac hoat dong lwa dao trén khong gian
mang phat trién. Cac bién phap y té cong
doéng nham ung phé véi dai dich Covid-19
nhu cach ly tai nha, tranh tiép xtc truc tiép
budc cac song bac tai mot sb quéc gia Pong
Nam A phai déng ctra. D& ing pho vdi tinh
trang ndy, cac song bac mo rong phat trién &
khong gian truc tuyén va diéu nay da tao
diéu kién cho nhiéu nhom toi pham mang
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hoat dong cling nhu gia tang cac hinh thtc
Itra dao. Theo nhan dinh cua USIP, sau dai
dich Covid-19, mot mang ludi cac to hop
lira d4o lan rong khap Dong Nam A va ngay
cang md rong ra cc noi khac trén thé gidi’.
Trong khi d6, CNN cho r’?mg, trong dai dich
Covid-19, nhiéu song bac bat hop phap da
chuyén sang lira d4o khi luong khach du lich
gidm manh do bién gidi tam thoi bi dong
ctra8. Philippines ké tr nam 2016 da tro
thanh trung tdm choi game tryc tuyén 16n
phuc vu hang chuc nghin nguoi choi cé tru
sO tai Trung Qudc. Nhung trong va sau dai
dich Covid-19, qubc gia nay phai d6i mat
v6i nhiéu hoat dong to1 pham, ddc biét la ltra
dao qua mang.

Thir ba, lwa dao qua mang danh vao nhu
cau tim viéc lam véi thu nhdp hdp dan.
Trong va sau dai dich Covid-19, nhitng kho
khan vé kinh té va thiéu co héi viéc 1am tai
cac qudc gia Pong Nam A di bi cac nhom
toi pham budn nguoi lgi dung. Cac doi
tugng lra dao dang tai thong tin tuyén dung
lao dong qua mang ludi Internet rong khap
v6i mirc thu nhap hap dan va nhanh chong
nhan dugc sy quan tdm cua khong it thanh
nién méi ra truong hoic dang that nghiép.
Théng ké cia T6 chuc Lao dong Qudc té
cho thay, cudc khung hoang Covid-19 da
déy thém 9,5 triéu thanh nién roi vao tinh
trang that nghiép so véi nam 2019, trong do
tai Pong Nam A 13 900.000 ngudi (2020)°.
Bio céo ciia Lién hop qudc wde tinh, it nhat
120.000 ngudi trén khap Myanmar va
khoang 100.000 ngudi & Campuchia c6 thé
bi mac ket trong cac hoat dong ltra ddo, cung
vo1 cac doanh nghiép do tdi pham s& hiru
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khéc ¢ Lao, Philippines va Thai Lan, vdi cac
hinh thtrc tr gian 1an tién dién tir dén co bac
truc tuyén. Business-humanrights.org 1a mot
trang tai nguyén vé kinh doanh va nhéan
quyén da tap hop nhiéu bai bao khac nhau vé
hoat dong Itra ddo va cudng ép lao dong tai
khu vuc Pong Nam A ké tir gitra nam 2022,
trong d6 thtra nhan, chinh nhitng &nh huéng
cua dai dich Covid-19 va nhu cau sinh ké da
lam gia tdng cac hoat dong tdi pham qua
mang, tinh trang nay dién ra cing thang &
Campuchia va Myanmar!0.

Nhin chung, néu vi lira dao qua mang la
mot hat giéng thi mang ludi song bai &
Pong Nam A nhu manh dat mau mé& va dai
dich Covid-19 nhu con mua lam hat giéng
d6 ndy mam phat trién. Bén canh do, con
nhirng loi ich kinh té & nhiéu khia canh khac
dong vai tro nhu tac nhan thiic day hoat
dong nay phat trién manh mé & Pong Nam
A Kké tir nim 2021 dén nay. Van dé dit ra la
cac hoat dong ltra ddo qua mang da kéo theo
nhiing hé lyy vé dam bao quyén con ngudi &
Pong Nam A, khi cac lao dong bi “cudng
ép”, tham chi bi tra tin trong cac dudng day
Ira ddao. Pang quan ngai hon la cac hoat
dong ltra ddao qua mang khong chi dung lai &
mot qudc gia ma co tinh xuyén bién gidi,
gay kho khan trong cong tac quan ly, dam
bao an ninh khu vuec.

Mot s6 phwong thirc lira dio xuyén
bién gi¢i qua khong gian mang

Ve doi twong va muc dich lira dao. Céc
hoat dong lira dao qua mang gém hai nhom
d6i tuong chinh, gom ddi twong tham gia
v6i vai trd cAdm dau céc to chirc, bing dang
va nhom lira déo; d6i twong tham gia v4i vai
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tro lao dong va lao dong bi “cudng ép”. Vi
loi nhuan khong 10, cac hoat dong lira déo
qua mang dugc vi nhu mdt nganh cong
nghi¢p thuc thu. Muc dich ctia cac hoat dong
lira dao nham tao ra lgi nhuan cho nhitng to
chtrc va nhom tdi pham. Nhitng lao dong bi
“cudng ép” nhu nhiing cong cu dé thuc hién
cac hanh vi Itra ddo. Tuy nhién, & mot khia
canh nao do, cac hanh vi lira ddo nay lai la
nhirng “bién tudng” cia cac hoat dong phat
trién kinh t& hop phap do chinh pha mot sd
qudc gia Pong Nam A tung ho, chang han
cac Pac khu kinh té tai Campuchia, Lao hay
cac song bac truc tuyén tai Philippines.

Vé thi doan lira dio. Doi véi céc lao
dong bi ltra ddo lam viéc “cudng ép” trong
cac duong day toi pham, ching danh vao
nhu cau tim viéc lam v6i mie lwong hap dan
va thuong duoc quang ba 1a “vi¢c nhe lvong
cao”, cac duong day toi pham thuong dang
tai thong tin, quang cdo tuyén dung trén cac
nén tang mang xa hoi (Zalo, Facebook,
Wechat, Telegram...), web vé céc cong viéc
nhu: 1ap trinh vién, tiép thi san pham, quan
1y nhan sy, diéu hanh t6 chirc... nham tim
kiém céc ddi tuong c6 nhu cau; tham chi cac
(g vién con phai trai qua nhiéu vong phong
van phtrc tap (lién quan dén ngoai ngit va
cac k¥ nang khac).

Sau khi bi ltra vao lam viéc trong cac to
chtrc, cong ty Itra ddo, cac lao dong bi bat va
cuong ép thuc hién cac hanh vi Itra dao trén
mang bang cach sir dung cac nén ting mang
x4 hoi, web cd bac gia mao, dau tu tién 4o,
Itra ddo tinh cam, vay vbn online hodc tao
tinh ban gia dé lira gat tién cua cac nhom doi
tuong khac nhau. Céc tro lira dao dién ra rat
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phuc tap, cac trang mang xa hdi hodc cac
web lra dao dugc dung 1én voi nhitng dir
lidu gian 14n nham thuyét phyuc nhirmg “con
moi”. Qua trinh lira dao 1a mot qua trinh 1au
dai, co thé 1a hang tuan, hang thang nham
xay dung long tin va mdi quan hé dang tin
cady; quy trinh dé dugc thiét 1ap theo mot
kich ban ¢6 san. Dién hinh nhu trong dudng
day bi triét pha tai tinh Bo Keo (Lao) gan
day, cac d6i tuong sir dung Facebook 4o,
mao danh la nhitng nguoi thanh céng, giau
cO, doanh nhan thanh dat, thuong xuyén
dang tai cac hinh anh an choi, du lich dé két
ban, [am quen, tao long tin v&i nhitng nguoi
¢ Viét Nam. Nan nhan hudng dén la phu nir
c6 diéu kién vé kinh té hodc c6 nhiéu mbi
quan h¢ xa hdi. Chung tirng bude tao dung
moi quan h¢ tinh cam, tao su tin tudng voi
cac bi hai sau d6 16i kéo, ri ré dau tu kinh
doanh trén mang thong qua cdc Gng dung
(hoac trang website)!1.

Nhu vay, cac hanh vi lira ddo nam trong
mot chudi cac hoat dong hira ddo lién hoan
vé ca noi dung 1an hinh thic, nhiing lao
dong bi Itra ddo sau d6 lai chinh 1a nhiing
nguoi bi “cudng ép” di lra dao nguoi khac
v6i phuong thire st dung tir nhitng thu doan
da bi lra dao. Cac dbi tuwong lira dao tap
trung danh vao long tham va sy thiéu kién
thtrc, thong tin cia nguoi dan.

Vé quy mé va pham vi hoat dong. Céc
hinh thirc lira dd0 qua mang c6 mat & khap
cac khu vuc trén thé gidi voi nhitng tinh chét
va muc do khac nhau. Pong Nam A dudng
nhu 13 trung tim méi ndi cua cac loai hinh
Ira ddo qua mang, dac bi¢t sau dai dich
Covid-19, trong d6 Campuchia, Myanmar,
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Philippines dugc coi 1a nhitng qudc gia hang
dau vé cac van nan lra dao qua mang tai
Pong Nam A va hién dang c6 xu hudng
chuyén dich qua Lao véi Pac khu kinh té
Tam gidc Vang (tinh Bo Keo). M6t dac diém
dé thay 1a hau hét cac trung tdm lira ddo qua
mang tap trung & cac khu vuc bién gioi. Day
la khu vyc “nhay cam” véi cac hoat dong Iira
dao qua mang, vira 1a viing trung chuyén, vira
13 noi 4n nau cua cic nhom toi pham.

Mot so6 van dé dit ra ddi véi sw phat
trién xa hoi bén virng ¢ cic nuwéc trong
khu vwe Pong Nam A

Bién gioi “cung” khong du kha nang bao
vé nguoi dan trudc nhitng hanh vi lwa dao
tir bén ngoai lanh tho. Bién gidi, vé phuong
dién chirc ning 1a dé xac dinh pham vi linh
thd cia mot qudc gia va 1a duong phéan dinh
gitta qubc gia ndy voi qudc gia khacl2,
Nhung trong bdi canh méi, qua trinh toan
cau héa tao diéu kién va thuc day dong chay
cua con nguoi, thong tin, hang hoa... xuyén
qua va vuot lén cac gidi han do bién gioi
thiét 1ap. Hé qua la dién ra qua trinh tai dinh
hinh bién gidi, di cung voi sy xuat hién
nhitng cach nhin méi, quan diém phi truyén
théng vé lanh thd, vé bién giil3. Toi pham
quéc té hién nay khong can phai xdm nhap
vao lanh thod quéc gia cu thé dé thuc hién
hanh vi ltra ddo, lam hai nguoi dan ¢ bén
trong lanh tho dé6. Thyc trang nay dait ra
nhiéu thach thire d6i véi viée ddm bao toan
ven lanh thd, dam bao an ninh qubc gia va
an ninh con nguodi ¢ bén trong bién gioi.
Theo d6, bién gidi can dugc xem xét mot
cach linh hoat, rong m¢é va thuc té hon. Khi
nguoi dan bi lta ddo tr ngoai bién gidi
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“ctimg” qua Internet din dén thiét hai vé
tinh mang, nhan phém, tién bac, stc lao
dong... thi viéc xem xét van dé “bién gidi
mém” can phai dit ra va c¢6 chién lugc tng
pho6 hi¢u qua.

Ndng lyc kiém sodt va quan 1y ciia mét sé
chinh phii chua hiéu qud. Trong van d¢ giai
quyét cac hoat dong lira dao qua khong gian
mang, dac bi¢t ¢ khong gian xuyén bién
gidi, mot sd chinh phu thudc cac qudc gia
Pong Nam A chua 1am tt trach nhiém va
nghia vu. Tai Myanmar, cac cugc dao chinh
va tinh trang bt on cua dat nude kéo dai da
khién cac hoat dong toi pham mang ngay
cang gia ting, nhat 1a tai khu vuc bién gidi
Myanmar, noi c6 nhitng quy dinh long 1éo
va thiéu cac co ché giam sat chat ché, nhiéu
trung tam ltra dao dugc thanh 1ap. SEZs tai
Campuchia va Lao, noi dugc cho la dia diém
“4n nau” cua céc to chirc Ira dao qua mang
thiéu nhimg quy dinh chat ch& va giam sat
phap 1y can thiét vé cac hoat dong kinh té.
Chéng han tai Lao, chinh sach uvu dai phat
trién SEZs nhu thué loi tirc véi cac nha dau
tur duge mién 6-17 nam, cac nganh dau tu tai
cac Pac khu dugc giam VAT téi 50% va uu
dai thué dat dai han (toi 50 nam)... di thu
hut khong it cac nha dau tu, kém voi d6 1a
van nan vé toi pham!4. Tai Philippines,
nganh coéng nghiép POGO (cac nha didu
hanh tro choi ¢ nudc ngoai) dugc chinh phu
cho phép va quan 1y ké tir nim 2016 véi cac
linh vuc nhu song bac dién tir, ca cuoc thé
thao. Ngoai cac loi ich kinh té, cac POGO
cling tao ra van nan lira dao cho qudc gia nay
khi ton tai nhitng 16 hong trong cic co ché
quan 1y. Theo théng ké ctia B Tai chinh
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Philippines, ndm 2020 c6 230 POGO hoat
dong nhung chi 60 POGO dugc cip gidy
phép chinh thirc va trong sd d6 chi co 10
POGO déng thué!>. Tai Viét Nam, POGO
da bat dau xuat hién voi hinh thirc cung tng
nhan lyc tir Viet Nam sang Philippines thong
qua cic trang web va mang xa hoi, diéu nay
dang bao dong vé nhitng van dé an ninh mang
va nan buén nguoi. Cho dén nay, mot )
chinh phu vAn chua dong nhét trong viéc
quan 1y con ngudi thong qua sd dién thoai, tai
khoan ngan hang, gidy to ty than tuong tu
nhu cin cudc céng dan va nhiéu gidy to khac
lién quan dén xac thuc va dinh danh cé nhan.

Vin dé dam bao nhdn quyén gdp nhing
thw thach moi. Cac lao dong bi cudng ép
lam viéc trong cac cong ty, to chirc lira dao
qua mang khong chi 1a nan nhan cua cac vu
budn nguodi, ma con bi boc 16t trong modi
truong lam viéc. Theo théng ké ciia AAG,
cac lao dong bi tudc doat ty do, tham chi
khong duoc di chuyén giira cac tang trong
khu lam viéc; nhiu nan nhan bi thu ho
chiéu, dién thoai di dong, cAm lién lac vé gia
dinh; lvong thyc va nudc uéng bi han ché;
thoi gian 1am viéc kéo dai; thiéu kha ning
tiép cany té, bi nguoc dai, tra tan, ha nhuc
va xam hai tinh duc... Cac lao dong bi
cuong ép khong khac gi nhitng nd 1€. Trong
nhirng nam gan day, Lién hop qudc da 1én an
manh mé& van dé vé nhan quyén va dam bao
quyén con nguoi d6i véi cac hoat dong budn
nguoi qua hinh thire Itra dao trén khong gian
mang!6. Cac qubc gia dugce coi 14 trung tim
cua cac loai hinh tdi pham nay cting da cé
nhiéu cam két va nd luc giai quyét nhung
thuc t& hoat dong lira dao trén khong gian
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mang van dang dién ra theo chiéu hudng gia
tang. Do d6, rat can su chung tay hop tac ciia
cac qudc gia trong giai quyét hiéu qua va
bén viing nhitng van nan trén lién quan dén
cac van dé vé nhan quyén.

Nhitng tac dong tiéu cuc toi quan hé hai
hoa gitta cdc quoc gia va an ninh khu vue.
Nhitng hoat dong phtc tap cuia cac to chic,
nhom Itra ddo trén khong gian mang ¢ BDong
Nam A da d4t ra nhiéu thach thirc d6i v6i hé
thdng an ninh ciia cac qudc gia va mdi quan
hé giira cac qudc gia cung chiu su tic dong
clia cac hoat dong lira dao qua mang. Pién
hinh nhu tinh trang Ira ddo qua mang &
Myanmar 12 mdt minh chiing hién htu. Tai
Viét Nam, trudc nhitng mdi de doa tir hoat
dong ltra ddo trén khong gian mang, Chinh
phu da ban hanh Luat An ninh mang, nhung
nhirng van dé phuc tap lién quan dén an ninh
con ngudi, an ninh qudc gia lién quan dén
lira dao trén mang van xuat hién thuong
xuyén. DPiéu dang lo ngai 1a nguoi Viét,
nguoi Lao hay nguoi Campuchia khong chi
don thudn 14 cac nan nhan thyu dong, ma con
c6 nguoi vi 1ot ich cd nhan da tham gia chu
dong vao mot s6 khau trong quy trinh va
pham vi Ira ddo mang tinh quéc té. Hon
nira, khi toi pham cé ngudn goc & qudc gia
thir nhat, thiét 1ap co so lira dao ¢ qudc gia
thir hai, lira dao ngudi dan ¢ qudc gia thi ba,
thir tu... khién cho viéc hop tic dam bao an
ninh qubc gia va khu vuc tré nén khé khan,
phtre tap, nhat 1a khi mdi qudc gia theo dudi
cac chuong trinh phat trién kinh té khac
nhau. Do viy, cac qudc gia trong khu vuc
Pong Nam A can hop tac dé phan ung toan
dién giai quyét cac nguyén nhan, tic dong,
quyén luc, pham vi va phuong phap hanh
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dong, dac biét o cac khu vuc bién gioi gitra
cac nuoc.

Lwra dao xuyén bién gioi qua mang ngay
cang tinh vi, lién tuc thay déi va da dang vé
phuwong thirc. Nhitng linh vuc tudng nhu it
lién quan tryc tiép dén tién bac nhu ton gido,
tam linh, rén luyén stc khoe thé chit va tinh
than. .. cling xuét hién hra dao. Vi du, da
xudt hién cac dang thirc moi goi tham gia
cac khoa dao tao, chuong trinh truyén giang
online qua cic mang x3 hoi truc tuyén
(Telegram, Facebook, Youtube...). Cac loai
hinh nay c6 diém chung 13 tuyén truyén vé
nhitng diéu siéu nhién, huyén bi, nhiing
dang thic tho cing mdi hodc htra hen
truyén “nang luong” chi qua nhin vao man
hinh dé giup chita bénh tat... O cac cap do
bat dau, nguoi tin theo va tham du 16p hoc
khong phai dong tién, nhung tir cac cap do
cao hon déu phai dong tién. R3 rang, khong
it nguoi, chi can truy cap Internet 1a bi cudn
vao trong muon van hinh thtc ltra déo,
tranh duoc cai bay nay lai ¢ thé vudng
ngay vao cai bay khac.

Cdc hoat dong lwa dao qua mang ngay
cang gia tang va dién bién phirc tap truc
tiép thach thire sw phdt trién xa hoi bén viing
ciia cdc nuwde trong khu viec. V& mit ly
thuyét, “phat trién bén vimg” theo dinh
nghia ctia Uy ban Qudc té vé Mbi truong va
Phat trién dé xuat ndam 1987 1a sy phat trién
dap ung dugc cac nhu cau cua hién tai ma
khong lam ton hai dén kha ning cac thé hé
tuong lai thoa man cac nhu cdu cua chinh
ho!7. Do d6, phat trién bén viing phai dam
bao tinh xuyén thé hé. Néu mot quoc gia
thac day phat trién kinh té bang moi cach,
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bao gdm ca cho phép cac hinh thirc kinh
doanh khong lanh manh, dé tao méi truong
cho t6i pham hoat dong, thi qudc gia do
khong dam bao sy phat trién bén viing, dong
thoi 1am anh hudng lién d6i dén cac qudc
gia khac. Céac hoat dong ltra ddo tran lan vura
lam anh huong dén an ninh con nguoi, vira
gy mat 1ong tin x4 hoi, 1am ran nirt quan hé
giita cac dan toc & cac qudc gia khac nhau va
nhirng van dé nay néu khong giai quyét sém,
dirt diém, s& anh huong tiéu cuc dén cac thé
h¢ sau, tac dong tiéu cuc dén su phat trién
bén viing cua khu vuyc.

Két ludn

Céc hoat dong ltra ddo qua khong gian
mang dang c6 chiéu huéng phat trién manh
mé & Pong Nam A ké tir sau dai dich Covid
19 khi nhu cau vé sinh ké thay thé ting cao.
Céc hinh thirc, thu doan ltra ddo qua khong
gian mang ngay cang da dang, dugc thuc hién
tinh vi khong chi trong khong gian ctia mdt
qudc gia ma 13 mot mang ludi xuyén quoc
gia. Cac nhom ddi tugng t6i pham di thiét 1ap
mot chudi lra dao lién hoan khong chi gay ra
nhitng thiét hai tai chinh, nhan pham... ma
con khién nhimg nguoi bi lira ddo trd thanh
cong cu ltra ddo nguoi khac. Thuc trang nay
da day 1én nhiig quan ngai thuc sy vé quyén
con ngudi, vé kha nang dam bao an ninh phi
truyén thong cap do qudc gia va khu vuc.
biéu nay doi hdi sy chia sé trach nhiém mot
cach cong bang va sy hop tac chu dong, hiéu
qua hon giita cac qudc gia c6 lién quan dé
ung pho mét cach hiéu qua cac loai hinh hoat
dong lira dao xuyén bién giéi nhim dem lai
hoa binh, 6n dinh va sy phat trién thinh
vuong cho khu vue./.
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CROSS-BORDER CYBER FRAUD POSES A CHALLENGE TO SUSTAINABLE
SOCIAL DEVELOPMENT IN SOUTHEAST ASIA

HOANG VAN CHUNG & KIM THANH SAN

Abstract: Cyber fraud is the use of the Internet to connect and commit fraud on cyberspace
with the purpose of appropriating other people's property. In recent years, cybercrime, or dig-
ital crime, has been constantly increasing, posing a great challenge not only to the security of
a country or region but also to the whole world, when geographical space and national bor-
ders are blurred by the development of the Internet. In Southeast Asia, different forms of
cyber fraud have been around for more than a decade, but cross-border cyber fraud has
become a serious problem since the COVID-19 pandemic. With a non-traditional security
approach, the article focuses on analyzing the factors that cause the increase in cross-border
cyber fraud activities in Southeast Asia, common methods of committing cyber fraud, and

issues for sustainable social development in the region.

Keywords: Southeast Asia, fraud activities, cyberspace, crime.
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