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Abstract: In the era of the Industry 4.0 explosion, controlling PLCs over the internet has become an essential
focus in modern industrial automation systems. This facilitates flexibility and globalization in production
management and brings outstanding benefits in operational efficiency, security, and data management.
With its remote connectivity and control capabilities, this technology is gradually reshaping the operational
dynamics of factories and manufacturing enterprises, enhancing global competitiveness and meeting the
increasingly high demands of the modern market. This article presents the results of research on building a
control model to monitor a remote PLC controller via the internet on the Node JS platform.
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1. Pit van dé

Cudc Cach mang Cong nghiép 4.0 dang dién ra
voi trong tam la tap trung vao cong nghé ky thuat
sO v6i su trg gitp cia két ndi thong qua Internet van
vat (IoT- Internet of Thing), truy cap dir li€u thoi
gian thyc va gi6i thiéu cac hé thong vat 1y khong
gian mang. Trong cong nghiép, PLC (viét tit cia
Programmable Logic Controller) 1a mot thiét bi diéu
khién 1ap trinh dugc su dung rong rai trong linh vuc
tw dong hoa cong nghié€p. Véi kha nang 1ap trinh
linh hoat va tich hop nhiéu chirc nang, PLC da tro
thanh mot cong cu quan trong trong viéc diéu khién
va quan 1y quy trinh san xuat. Viéc diéu khién PLC
tur xa qua Internet dang trd thanh mdt xu hudng quan
trong trong cac ung dung cong nghiép hién dai, mé
ra nhidu giai phap dot pha trong quan 1y va van hanh
hé théng tu dong. Tich hgp PLC vao mang Internet
cho phép ngudi van hanh c6 thé giam sat va diéu
khién qua trinh san xudt mot cach hiéu qua va linh
hoat hon bao gid hét.

Hién nay co6 nhiéu giai dé xay dung mot hé thong
diéu khién vira c6 thé diéu khién giam sat tai nha may
va vira co thé quan ly tir xa qua internet, nhung viéc
su dung mot phuong phap vura don gidn, hi¢u qua, bao
mat, tiét kiém chi phi xay dung va duy tri dang 1a vn
dé can phai cap nhat cong nghé thuong xuyén trong
b6i canh hién tai. Véi muc dich xay dung mé hinh linh
hoat ¢6 thé diéu khién giam sat tor xa dé phuc vu cho
giang day chuyén nganh Piéu khién va Tu dong hoa
tai Truong Pai hoc Su pham K§ thudt Vinh, nhom tac
gia thyc hién dé 4n “Nghién ctru xdy dung mo hinh

diéu khién giam sat PLC S7-1200 qua internet” trén
co s& ngon ngir 1ap trinh Web Node JS. Node js chinh
1a mot ngdn ngir 1ap trinh duoc xay dung va phat trién
tir nam 2009. Ngon ngir ndy duoc phat trién doc 1ap
trén mat trinh thong dich JavaScript cuia Chrome. Mot
trong nhiing 1y do chinh 14 tinh linh hoat va hiéu suat
cao cua Node JS trong viée xur Iy cac két nbi df)ng
thoi. Piéu nay cho phép hé thong diéu khién co6 thé
dap tmg nhanh chong cac yéu cau diéu khién tir xa ma
khong bi gian doan bdi céc tac vu khéc.

2. N§i dung nghién ciru

2.1. T 5ng quan gidi phap
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Hinh 2.1. M6 hinh diéu khién PLC qua internet.
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Phuong phap nay st dung nén tang Node JS chay
trén hé diéu hanh Windows 1am méi truong chay két
nbi v6i bo diéu khién PLC tir xa, tir d6 ngudi dung cd
thé diéu khién va giam sat hé thong ty dong hoa qua
Internet trén trinh duyét Web.

2.1.1. Céc thanh phan ciia hé thong bao gom:

- B9 diéu khién PLC: La thiét bi diéu khién h¢
thong cap truong, dong vai tro thu thap dir liéu tir cac
cam bién va tryuc tiép diéu khién cac thiét bi thudc co
céu chap hanh.

- May tinh Scada: May tinh scada dong vai tro
la mot may tinh giam sat hé théng san xuét tai hién
truong, dong thoi thu thap dir liéu tir PLC dé giri 1én
moi trudong internet cua VPS.

- Modem: Co chirc nang dan duong truyen
internet dé may tinh co thé thong qua dudng truyén
nay gui dir liéu 1én VPS.

- Network Switch: La bo chuyén mach internet
két ndi cac thiét bi trong mang lai véi nhau.

- VPS (Virtual Private Server- may chu riéng a0):
La trung tim dit liéu cua hé thong trén moi trudng
internet, dong vai tro thu thap dir liéu duoc gui 1én t
may tinh hién truong va 1a Webserver (may chi) dé
ngudi ding co thé truy cip tir xa trén trinh duyét Web.
2.1.2. Nguyén ly van hanh:

May tinh Scada tai hién truong dong vai tro trung
gian, thu thap dir liéu tor PLC, dir liéu sau khi xtr Iy
s& giri 1én VPS thong qua dudng truyén internet. VPS
dong vai tro nhu Webserver, sau khi nhan dit liéu tu
may tinh Scada, VPS thyc hién chuyén ddi va truc
quan hoéa dit liéu, giap nguoi diung co thé diéu khién
va giam sat hé thong trén trinh duyét Web.

2.2. Xdy dung méi trwong két noi PLC

May tinh Scada két ndi truc tiép v6i PLC thong
qua day mang Ethernet, nhi€ém vu chinh 1a thyc hién
2 chirc nang gém:

- Poc/Ghi dir liéu tir PLC.

- Truyén nhén dit liéu v6i may cha ao VPS.

Trén may tinh Scada cin cai dit phin mém
Node.js, dong thoi cai dit module nodes7, day la
mot mdé dun md ngudn mé sir dung dé két ndi cac
dong PLC cua hing Siemens bao gom ca dong: S7-
300/400/1200/1500 qua giao thirc TCP/IP. Dé truy
xut dit liéu tir PLC, may tinh Scada str dung phan
mém Visual Studio Code tao mot project Node.js va
thuc hién theo cac budc:

- Budc 1: Tao folder chira project

- Budc 2: Tao file index.js chua file 1ap trinh

- Budc 3: Lap trinh két ndi véi PLC.

- Budc 4: Mo terminal cia Visual Studio chay
cdu 1énh “node index.js” va kiém tra két qua.
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Sau khi may tinh scada doc dit liéu thanh cong
tir PLC, tién hanh giii dir lidu tir 1én Socket Server
(VPS) thong qua dudng truyén internet. Dé thuc hién
diéu nay can cai dat thém mo dun “socket.io-client”,
day 1a mdt mo dun hd tro truyén nhén di lidu gitra
may tinh Scada va may chu ao.

Dit liéu can guri 1én may chu 4o 1a gid tri cac tag
(thé doc dir liéu) da doc dugce tu PLC, nhan cac 1énh
diéu khién tir may chu dé thuc hién ghi dir liéu vao
PLC thong qua module NodeS7. Luu db truyén nhan
dit liéu gitra may tinh Scada va may chu thé hién trén
hinh 2.2.
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Hinh 2.2. Lwu do truyén nhdn div liéu giita mdy tinh
Scada va may chu.

2.3. Xay dung mé hinh diéu khién giam sit PLC

qua internet

Dé thyc hién didu khién giam sat PLC tir xa qua
internet, may chu do VPS phai dugc cai dat dé thuc
hién cac chirc ning theo yéu cau. Trong truong hop
nay may chu ao VPS thuc hién 2 chtic nang (hinh 2.3):

- Két ndi: Truyén nhan dir liéu véi PLC thong
qua kénh trung gian 1a may tinh hién truong (Socket
Client).

- La may chu Web (Webserver): Tao ra giao dién
Web gitp ngudi ding c6 thé diéu khién va giam sat
PLC mét cach truc quan nhét trén trinh duyét cua
may tinh hoac dién thoai.

Hai chirc ning trén sir dung nén tang ma ngudn
mo Node.js dé xay dung va Node.js ciing dugc cai
dat trén VPS dé 1am méi trudng van hanh cho may
tinh Scada va may chu.
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Hinh 2.3. VPS déng vai tro két néi va lam may chii
(Webserver) trong hé thong.

Co ché hoat dong cua giao thirc ¢6 2 phan: Két
nbi va truyén dit liéu. Ban dau may tinh Scada tai chd
s& giri yéu cau khoi tao két ndi dén may chi, may cha
kiém tra va guri tra két qua chdp nhan két ndi, sau d6
két ndi dugc tao va qua trinh guri dit liéu c6 thé dugc
thuc hién.

Sau khi doc di liéu tor PLC thong qua may tinh
Scada tai chd, may chii thuc hién chuyén dbi dir liéu
tryc quan 1én trinh duyét bang cac déi tuong xay
dung trén HTML va CSS. Quy trinh doc va xu 1y dit
liéu tr may tinh Scada tai chd v&i may chu thé hién
trén luu d6 hinh 2.4.
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Hinh 2.4. Lwu do truyén nhdn dit liéu ciia mdy tinh
Scada Socket Server

2.4. Xdy dung giao di¢n diéu khién gidm sit Web-
site

Trén may chi xdy dung giao dién diéu khién giam
sat thong qua ngdn ngir 1ap trinh HTML va CSS. Tuy
theo muc dich sir dung co thé xay dung hinh anh
hién thi trang thai va l1énh diéu khién cac chirc nang
tuong Umg. Hinh 2.5 mo ta mot truong hop giam sat
hé théng xur 1y nudc sach.
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Hinh 2.5. Giao dién diéu khién giam sat tram bom
tir xa qua internet xdy ding trén nén tang Node.JS.

Sau khi da xay dung va chay Socket server trén
VPS, nguoi ding chi can st dung trinh duyét web
truy cap vao dia chi IP:Port cia VPS dé co thé diéu
khién va giam sat hé thong tir xa qua internet. Céc
budc thuc hién nhu sau:

Budc 1: Chay chuong trinh PLC

Budc 2: Chay chuong trinh Node.js trén may tinh
Socket Client

Budc 3: Chay chuong trinh Node.js trén VPS
Windows.

Budc 4: Mé trinh duyét web nhap dia chi IP va
port cua VPS.

Budc 5: Kiém nghiém két qua.

3. Két luén

Bai viét da trinh bay viéc xdy dung mot hé thong
diéu khién PLC tir xa trén trinh duyét web trén nén
tang phan mém Node JS. Viéc trién khai nay khong
chi gitip t6i wu héa qua trinh san xuat va quan ly hé
théng ma con dem lai loi ich vuot troi vé giam thiéu
thoi gian ngimg may, nang cao ning suét lao dong va
tiét kiém chi phi van hanh. Dong thoi, viée sir dung
1ap trinh Web trén phan mém Node JS ciing da chig
minh dugc tinh Ging dung cao va tinh dang tin cay
trong viéc xir 1y truyén thong thoi gian thuc giita hé
thong didu khién va céc thiét bi két ndi.

V6i su phat trién khong ngimg cua cong nghé va
su hd tro manh mé& tir cong déng Node JS, huéng
diéu khién PLC qua Internet dang déan tré thanh tiéu
chuan trong nganh cong nghiép hién dai, hira hen
s&¢ mang dén nhiing cai tlen dang ké cho cac doanh
nghiép va hé théng san xuat trong twong lai gan.
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