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Abstract: Face recognition is a challenging field in computer vision and machine learning. Most existing
face recognition systems rely on powerful computational resources such as DSPs or general-purpose
computers, making them difficult to implement in medium and small-scale projects like biometric
identification for home security systems, timekeeping, and employee management in companies. We
introduce a new embedded hardware platform for image processing, specifically the Raspberry Pi 4,
utilizing Intel’s open-source image processing library OpenCV. We employ Haar-like features for
face detection and Principal Component Analysis (PCA) for face recognition, all implemented on the
Raspberry Pi 4 board. The system is designed with limited hardware resources, low cost, and low energy
consumption, ensuring good recognition performance and speed.
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1. Giéi thi¢u

Nhan dang méat nguoi la mot linh vuc nghién ctru
cua nganh Computer Vision, va ciing dugc xem la
mot linh vyc nghién ctru cua nganh Biometrics (tuwong
tu nhu nhan dang van tay - Fingerprint recogmtlon
hay nhéan dang méng mit - Iris recognition). Xét vé
nguyén tic chung, nhan dang mit cé sy twong dong
rat 16n véi nhan dang véan tay va nhan dang mdng
mét, tuy nhién sy khac biét nam & buéde trich chon
dat trung cua mdi linh vuec. Trong khi nhan dang van
tay va mong mét da dat toi do chin, tirc 1a c6 thé ap
dung trén thuc té mot cach rong rai thi nhdn dang mat
ngudi van con nhiéu thach thic va van 1a mot linh
vuc nghién cuu thu vi voi nhidu nguoi. So voi nhan
dang van tay va méng mat, nhan dang mit c6 ngudn
dir liéu phong phu hon va it doi hdi sy tuong tac co6
kiém soat hon.

Nhan dang khuoén mat dugc ung dung rat rong
rdi trong doi séng hang ngay clia con ngudi, nhur cac
hé théng bao mat, an ninh, giam sat, quan ly vao ra,
tim kiém thong tin, img dung trong mang xa hoi nhu
Facebook, google... Vi vay nhén dang khuon mat
dugc nhiéu nhom nghién ctru, cong ty cong nghé 16n
trén thé gidi quan tdm. Thém nra cung voi sy ra doi
va phat trién bung nd cua khoa hoc may tmh nhén
dang khuoén mat dang doi hoi nhiéu yéu cau cao vé
két qua, d¢ tin cdy, tinh bao mat.

Hién nay, tat ca cac thuat toan nhan dién khuon
mat duoc phat trién phén 16n déu dua trén nén
tang h¢ thong xur 1y tin higu sé DSP (Digital Signal

Processing) voi luong tai nguyén tinh toan rat 1on
va gia thanh cao, vi vy kho c6 thé tich hop vao cac
hé théng nhan dang yéu cau gia thanh thap. Dé giai
quyét van dé nay, bai bao huéng dén viéc toi vu hoa
thiét ké trén phan ctng 1a may tinh nhiing Raspberry
P1i, véi déc trung 1a tai nguyén tinh todn giéi han nho
gon, gi thanh thip nhung vin dam bao d¢ chinh xéac
nhén dang.

Bai bdo trinh bay vi¢c thuc thi va danh gia hé
thong nhan dang khudén mat trén may tinh nhung
Raspberry Pi 4 thong qua cac bd thu vién khac nhau,
tir d6 thu thap bo thong sé phu hop nhét cho tng
dung trén Raspberry Pi. Viéc giai quyét bai toan nay
¢6 thé mo ra mot hudng méi trong tng dung cong
nghé nhan dién khuén mat cho diéu tra toi pham,
kiém tra hanh khach ¢ san bay, diéu khién giao thong
hay céc hé théng bao mat khac, cho phép giam gia
thanh, thoi gian dap ung vira phai, do tin cdy cao.

2. Cac k¥ thuit nhin dang khuén mat

So d6 khéi téng quat cia hé théng nhén dang
khudén mat dwoc trinh bay & so db 2.1. Trong so dd
nay, qué trinh huén luyén hé théng v6i dit liéu hudn
luyén va qua trinh nhén dang véi dit liéu kiém tra
duogc trinh bay ddng thoi, trong d6 cac cong doan
phat hién khudn mat, tién xur 1y, trich chon déc trung
va ddi sanh duoc thuc hién tuong tu ¢ ca hai qua
trinh huan luyén va kiém tra. Trong qué trinh huan
luyén, cac dic trung dugc trich chon s& dugc luu vao
co so dir liéu dé thuc hién nhan dang thong qua dbi
sanh trong qua trinh kiém tra.
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So do 2.1. Kién triic tong quan ciia hé thong nhdn
dang khuon mat.

Céc ky thuat tuong tng dugc ching t6i st dung
trong hé thong nhan dang khuon mat 1a: k§y thuat phat
hién khuoén mat voi dac trung Haar- like, Ky thuat
trich chon déc trung phuong phép phan tich thanh
phan chinh PCA va k¥ thuat dbi sanh miu sir dung
khoang cach Euclidian.

2.1. Ky thudt phdt hi¢n khuén mat voi dic trung
Haar- like

Mobi dic trung Haar-like 1a cac hinh chir nhat
dugc phan thanh cic vung tring den khac nhau, c6
thé chira 2, 3 hodc 4 mién hinh hoc khac mau nhau.
Dé phat hién khuon mit, viéc dau tién 13 phai huin
luyén dua vao cac dac trung Haar-like. Anh dau vao
trude hét phai dugc xam hoa, sau d6 cho mét hoac
nhiéu hinh chir nhat chua dic trung Haar-like chay
khip birc anh, nhitng chd khac biét s& dugc luu trit
lai. Tap hop hang nghin diém khac biét cua hang
tram khudn mat khac nhau s€ cho ta mot tap dir li¢u
dung cho viéc phat hién mat nguoi.

Trong qua trinh huén luyén, bd phan loai phai
duyét qua tat ca cac dic trung ciia cac mau trong tip
training, Vi vay s€ ton rat nhiéu thoi gian. Thyc té 1a
trong cac mau dua vao, khong phai miu nio ciing
thudc loai khé nhan dang, c6 nhitng mau background
rat d& nhan ra (day la nhimg mau background don
gian). D6i voi nhitng miu nay, chi can xét mot hay
vai dac trung don gian 1a co thé nhén dién duoc chir
khong can xét tat ca cac dac trung. Mot ky thuat dugc
sir dung dé rat ngin thoi gian xtr 1y, giam thiéu ti 18
sai 1am 1a Cascade of Classifiers. Trong k¥ thuat nay,
Cascade tree gdbm nhiéu stage (hay con goi 1a layer),
moi stage cua cay sé 1a mot stage classifier. Mot mau
dé duoc phan loai 1a d6i twong thi n6 can phai di qua
hét tat ca cac stages cua cdy. Cac stage classifiers &
stage sau dugc huén luyén bang nhitng mau negative
ma stage classifier trudc no6 nhan dang sai, tic 1a no
s€ tap trung hoc tir cac mau background khod hon,
do d6 su két hop céc stage classzﬁers nay lai s€ giup
bd phan loa1 c6 false alarm thip. Vi ciu trac nay,
nhitng mau background dé nhan dién sé bi loai ngay
tir nhirng stages dau tién, gitp dap tmg tdt nhit ddi
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v6i d6 phirc tap gia ting cta cac mau dua vao, dong
thoi giup rat ngan thoi gian xir 1y.
2.2. Ky thudat trich chon ddc trung phwong phdp
phan tich thanh phéan chinh PCA

Phuong phap phan tich thanh phz‘”in chinh PCA
(Principle Components Analysis), 1a ky thudt hitu
ich trong cac ung dung nhan dang va nén anh, va la
mot ki thuat phd bién dé tim mau trong cac di lidu
nhiéu chiéu.

Mot bic anh khuén mat 2D c¢6 kich thude RxC,
¢6 thé xem nhu 1 vécto ¢6 chiéu N = RxC. Toan bd
burc anh dugc biéu dién bai 1 tap hop cac diém trong
1 khong gian rat rong 16n. Y tuong dugc dit ra 1a lam
thé nao co thé biéu dién khuén mit bang cac vécto
trong mot khong gian con khac nhung van chira duge
céc dic trung nhét ctia bire anh, khong gian nay duoc
goi 1a “khong gian mit ngudi”. Mdi vécto nay co
chiéu dai RxC, mé ta birc anh RxC 1a su két hop
tuyén tinh ciia birc anh gbe. Boi vi cac vécto nay
la cac eigenvector clia ma tran covariance cua buc
anh gdc va chung giéng mat nguoi khi biéu dién nén
duoc goi 1a cac eigenface. Cac budc trich chon dic
tinh v6i PCA:

- Bude 1: Tao mot tap S gdm M anh (anh hoc).
Mdi anh c6 kich thudc RxC. Mdi anh dugc chuyén
thanh mét vector N = RxC chiéu:

S={I.Ts ...Ty} (1)
- Buéc 2: Tinh anh trung binh ¥ cua tép hop
trén: W= %Zﬁl [; )

- Bude 3: Tinh sai 1éch cua cac anh dau vao so voi
trung binh: @, =T, — ¥ 3)

- Buée 4: Tinh ma tran hi€p phuong sai C:

C = —ZM O, =A4-A74)

C c6 kich thude NxN. Van dé vé tim vécto riéng
(eigenvector) ui ciia ma tran C kho thuc hién duoc vi
kich thudc qua 16n.

- Budc 5: Tim eigenvector u, cia C ta thyc hién:

Gia st la vécto riéng ctia ma tran ATA, tuc la:

AT Av; = &)

Nhan 2 vé cua (5) véi ma trén A ta dugc:
AATAUi = “['A’Uf (6)

Nhu vay Av; la eigenvector cua C.

- Budc 6: Tim eigenvector va eigenvalue cua ma
tran L: L =A™ (7)

Khi d6 L 1a ma tran co6 kich thudc 1a mxm, kich
thudc nay nho hon nhiéu so véi nxn nén viéc tinh
eigenvector s€ nhanh chong hon.
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Gia st V; 1a eigenvector cua L tinh dugc:
— VM
U = Yge=1Vi, P (3)

Sau khi tim dugc cac eigenface, mot anh trong
co s& dir liéu huan luyén hay mot anh méi dau vao
dugc chiéu 1én khong gian céc eigenface niy dé tao
ra vécto dac tinh. Vécto nay co6 kich thude nhd hon
nhiéu so véi kich thudc anh nhung van mang nhiéu
nhét thong tin chira trong anh.

3. Xay dung hé thong nhan dang khuén mit sir
dung Raspberry Pi 4

Qua trinh nhan dang khuon mat trén Raspberry Pi
4 nhu so d6 2.2. Pay la qua trinh nhan dang khudn
mat trén may tinh nhung Raspberry Pi 4 st dung thu
vién OpenCV. Vi dir li¢u 1a hinh anh khuoén mat
¢6 san, dugc téng hop lai trong bd co so dit ligu voi
nhiéu loai anh khéac nhau, cua rat nhidu ngudi.

=

Giai dogn 3: Nhan dang khudn mit

OpenCV
ao wthona

Hufn luyén

id=2 > Steve

Tép dit ligu

Sodo 2.2. Qua trinh nhdn dang khuon mat trén
Raspberry Pi 4.

Quy trinh dugc thyc hién gém 3 giai doan nhu
sau:

- Giai dogn 1: Phat hién khuon mat va thu thdp
dir liéu.

Phét hién khuén mit 1a phan c6 y nghia quan
trong trong hé thong nhan dang khuon mit, hé thong
sir dung phuong phap mang neural tich chap ndi tang
da nhiém dé thuc hién qué trinh phat hién va can
chinh khudén mat. Pau ra cia giai doan 1 14 hinh anh
khudén mit v6i 5 diém déu gdm 2 diém mit, 1 diém
mii va 2 diém miéng cua khudn mat.

- Giai doan 2: Trich xudt ddc trung.

Hinh anh khuon mat sau khi dugc phat hién va
can chinh dugc nhing qua mdt mang Neural tich
chap CNN. Hé thong str dung model MobileFaceNets
thue hién trich xut dic trung khuon mat. Dau ra cia
giai doan 2 1a vector 128 dac trung cua khudn mat.

- Giai doan 3: Nhdn dang khuon mat.

Anh nguoi can nhan dang duogc thu thap boi
Camera, sau d6 qua trinh xtr Iy anh khuoén mat duoc
thuc hién tuong tu nhu giai doan 1 va giai doan 2.
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Hinh anh sau xur 1y ciing dugc trich xuat 128 dic
trung va dugc ddi sanh véi co so dir licu trong hé
théng bang cach tinh khoang cach Euclidean. Qua
trinh ddi sanh tim ra khudén mat trong co s¢ dir diéu
¢6 khoang cach Euclidean so v&i khuén mit can
nhén dang nho hon mot ngudng (siéu tham s6) dé hé
théng dinh danh dugc khuén mat dau vao.

4. Két luan

Bai bao nay di thiét ké va thyc thi thanh cong
mot hé théng nhén dang mat nguoi trén board mach
nhung Raspberry Pi 4. Cac két qua cho thay hé thong
c6 thé dap tng duogc yéu cau cua bai toan nhan dang
mat ngudi (g dung trong bao mat trén cac hé thong
nhing. Véi nén tang phan cimg Raspberry Pi, bai
bao da thuc hién dugc cac thudt toan phat hién va
nhan dang khuén mat nguoi voi do chinh xac cao
hon 90% khi lua chon stt dung 10 anh cho mdi ddi
tuong va 10 eigenface cho mdi anh. So véi giai phap
nhén dang khuoén mat trén may tinh da muc dich, ti
1¢ nhan dang dung trén Raspberry Pi gan nhu twong
duong, ngoai trir réng tdc do nhan dang ch@m hon vi
nhiing gii han vé phan cimg cua Raspberry Pi 4 (tc
d6 vi xtt 1y, bd nhd). Viéc xur Iy cac anh offline cho do
chinh cao véi thoi gian nhan dang dap tng thoi gian
thue. Két qua nhan dang khuon mat online cho théy
cac co cau didu khién da chap hanh t6t, thoi gian mdi
lan nhan dang trong khoang 11s.

Viéc xdy dung thanh cong md hinh nhan dang
khu6n mit trén Raspberry Pi dd mo ra nhidu kha ning
g dung vao thuc t& nhu: hé thong kiém soat vao
ra bang nhan dang khuén mat ding cho cic co quan
cong sd, khu chung cu cao cp hodc biét thy dé kiém
soat dugc dbi twong va thoi diém ra vao. Bén canh do,
hé thong cham cong khong can dung thé dung trong
hé thong quan 1y, cham cong va giam sat nhan luc lao
dong phu hgp cho cac nha may, khu cong nghé cao,
co quan, don vi quan 1y nhan lyc lao dong. So voi
giai phap dung may tinh thong dung, cac san phim
xdy dung trén Raspberry Pi 4 c6 thiét ké nho gon, gia
thanh thap va tiéu thu dién ning rat thap.
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