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Abstract: In the context of cyber-attacks increasing in both number and complexity, traditional security
systems are having difficulty protecting important systems and data. This study proposes a security system
that uses artificial intelligence (Al) to detect and prevent cyber attacks. This system takes advantage of
machine learning and deep learning algorithms to detect unusual behaviors, thereby effectively classifying
and preventing attacks. The system development process includes data collection, preprocessing, Al
model training, and integration into real environments. Test results show that the Al model is capable of
accurately detecting cyber attacks, while improving self-learning capabilities and optimizing security.
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1. Giéi thi¢u

Trong bdi canh s6 hoa manh mé, an ninh mang
da tré thanh mot trong nhimg van dé quan trong nhat
d6i vai cac t6 chirc, doanh nghiép va chinh phu. Tan
cong mang khong chi gay thiét hai vé tai chinh ma
con anh huéng nghiém trong dén uy tin va hoat dong
ctia cac to chire. Theo cac bao céo, sb luong cac cudc
tan cong mang ting nhanh hang ndm, véi hinh thirc
ngay cang phirc tap va khé phat hién. Cac hé thong
bao mat truyén thong dwa vao chit ky (signature-
based) hodc phat hién dwa trén quy tic (rule-based)
khong con dap tng dugc yéu ciu bao vé trude cic
mbi de doa moi.

Trong bdi canh nay, tri tué nhan tao (AI) xuat hién
nhu mot giai phap tiém nang dé cai thién kha ning
phat hién va ngin chin cac cudc tan cong mang. Al
c6 kha nang hoc tur dir liéu qua khr, phan tich va du
doan cac hanh vi bt thuong, tir d6 gitip xay dung cac
hé thong bao mat manh mé& hon. Nghién ciru nay dé
xuat phat trién mot hé théng bao mat dua trén Al dé
phat hién va ngan chéan cac cudc tan cong mang mat
cach hi¢u qua va kip thoi.

2. N9§i dung nghién ciru
2.1. Muc tiéu nghién ciru

Muc ti€u chinh ctia nghién ctu 1a xay dung mot
hé thong bao mat sir dung Al v6i kha nang:

- Phat hién va ngan chan cac cudc tan cong mang
ngay khi chung xay ra.

- Tu dong hoc hoi tir cac cudc tAn cong moi dé cai
thién kha nang bao vé.

- Pam béao hiéu qua cao hon so véi cac hé thong
bao mat truyén thong.

2.2. T, 5ng quan vé tin cong mang va bdo mdt mang
2.2.1. Tdn c¢6ng mang la gi?

Téan céng mang la cac hanh dong c6 chi dich
nham vao hé thdng may tinh, mang ludi va cac dich
vu nham x4m nhép, pha hily hodc danh cép dir liéu.
Tan cong mang bao gdm nhiéu hinh thirc khac nhau
nhu:

- Tén cong tir chdi dich vu (DoS/DDoS): Tan
cong 1am qua tai hé théng, khién cac dich vu khong
thé phuc vu ngudi ding.

- Phan mém doc hai (malware): Cac phin mém ¢
hai duoc cai vao hé thong dé danh cap thong tin hodc
phé huy di ligu.

- Tén c6ng xam nhap hé thng: Cac phuong thic
nhu phishing, brute force dé xam nhap trai phép vao
hé thong.

2.2.2. Han ché ciia hé thong bdo mdt truyén thong

Cac hé théng bao mat truyén théng, bao gém
hé théng phat hién xam nhap (IDS), tuong lia, va
phﬁn mém chéng virus, dwa nhiéu vao viéc phat hién
dua trén chir ky hodc quy tic ¢d dinh. Tuy nhién,
cac phuong phap nay chi hi€u qua vdi cac cudc tan
cong da biét, va khé khin trong viéc phat hién cac
tan cong méi hodc cac tAn cong zero-day. Ngoai ra,
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h¢ thong bao mat truyén thong yéu cau cap nhat lién
tuc, d& gdy cham tré trong viéc phat hién tn cong.
2.3. Ung dung Al trong bdo mdt mang

2.3.1. Vai tro cua Al trong bao mdt

Al c¢6 kha nang tu hoc hoi va phan tich lugng
16n dit liéu trong thoi gian thuce, gitp hé thong bao
mat tré nén linh hoat va c6 kha nang phat hién cac
cudc tan cong chua tung dugc nhan dién trude do.
Béng céach sir dung cac thuit toan hoc may (machine
learning - ML) va hoc sau (deep learning - DL), Al ¢6
thé phan loai cac hanh vi binh thudng va bat thuong,
tir &6 phat hién kip thoi cac cudc tn cong mang.
2.3.2. Céc thudt toan AI phé bién trong bdao mdt

- Mang no-ron sau (Deep Neural Networks -
DNNGs): Giap hé théng c¢6 kha ning hoc hoi tir cac
dac trung cua dir liéu mang va nhan dién cdc mau
tan cong.

- Hoc tang cuong (Reinforcement Learning - RL):
Tu dong hoc cich phan tmg véi cac tinh hudng méi
bang cach sir dung co ché phan thudng va hinh phat.

- Cay quyét dinh (Decision Trees - DTs): Giup
phan loai va dy doan cac cudc tan cong dua trén dac
trung dir lidu.

- K-means clustering: Phan cum dir li¢u dé nhan
dién cdc mau hanh vi bat thuong ma khong can biét
trude.

2.4. Phuwong phap xdy dung hé théng bdo mdt s
dung Al
2.4.1. Thu thdp va tién xir Iy diF liéu

Dir liéu tin cong mang 1a yéu t6 ¢t 16i cho viée
huén luyén hé théng AL Dit liéu s& dugc thu thap tir
nhiéu ngudn khac nhau nhu tap dir liéu cong khai
(KDD Cup 99, NSL-KDD) hoac tir cac hé théng thuc
té. Dt lidu sau khi thu thap s& duoc tién xir Iy dé loai
b6 cac yéu td nhidu va chuan héa dir lidu. Cac bude
tién xir 1y bao gdm:

- Loc bo dir liéu thiéu, 131 hodc trung lap.

- Chuyén ddi dit liéu thanh céac dic trung s6 hoc.

- Chia dit liéu thanh tap huén luyén va tap kiém
tra.

2.4.2. Huan luyén mé hinh AI

Céc thuat toan Al nhu DNN, RL, hodc DT sé
dugc ap dung dé xdy dyng mé hinh bao mat. Qua
trinh huan luyén mo hinh bao gom:

- Xac dinh déc trung dir liéu: Lua chon cac dac
trung quan trong nhu dia chi IP, luu luong mang, loai
giao thuc, thoi gian phan hoi.

- Huén luyén mo6 hinh: D liéu huén luyén sé
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duoc st dung dé huan luyén mo6 hinh Al gitup né hoc
cach phén loai cac hanh vi tdn cong va hanh vi binh
thuong.

- Kiém tra va hiéu chinh md hinh: Sau khi huén
luyén, mo hinh s& dugc kiém tra trén tap kiém tra dé
danh gia hiéu qua va t6i wu héa cac tham sb.

2.4.3. Tich hop hé thong Al vao méi triuong thuc té

Hé théng bao mét Al sau khi dugc huin luyén sé€
duoc tich hop vao méi truong mang thyc té dé giam
sat va phat hién tdn cong mang trong thoi gian thuc.
Hé théng nay c6 thé hoat dong ciing véi cac cong cu
bao mat khac nhu tuong lua, IDS dé nang cao hiéu
qua bao vé.

2.5. Pdnh gid va két qua thir nghiém

Heé thong Al s& dugc danh gia thong qua cac chi
s6 quan trong nhur:

- B9 chinh xac (Accuracy): Kha nang phat hién
chinh xéc cac cudc tn cong.

- Do nhay (Sensitivity): Kha ning phat hién tat ca
céc cude tan cong, ké ca nhitng cudc tan cong nho.

- b6 dac hiéu (Specificity): Kha nang nhan di¢n
chinh xéc céac hoat dong binh thuong, tranh phat hi¢n
sai.

- Fl-score: Mot chi s6 tong hop giita d6 chinh
xac va do nhay, gitp danh gia hiéu suét tong thé cua
hé thong.

Két qua thir nghiém cho thdy hé thong Al co do
chinh xé4c cao hon dang ké so v&i cac hé thong bao
mat truyén théng, dac biét trong viéc phat hién céc
cudc tan cong chua dugc nhan dién trude do. Cac
thuat toan nhu DNN va RL cho thdy hiéu qua t6t nhét
trong viéc phan loai va du doan cac cudc tan cong.
3. Két luan va kién nghi
3.1. Két lugn

Viéc ap dung Al trong linh vyc bao mat mang
¢6 tiém nang 16n trong viée cai thién kha nang phat
hién va ngan chin cac cudc tin cong mang. Hé thong
bao mat su dung Al khong chi gitp tang cuong bao
vé trudc cac mbi de doa mdi ma con gitp tbi wu hoa
quy trinh bao mat bang cach ty dong hoc hoi va cai
thién theo thoi gian.

3.2. Kién nghi

- Tiép tuc nghién ctru va cai tién mo hinh AI: Cac
thuat toan AT hién tai van can duoc toi wu hoa dé cai
thién hi€u qua va do chinh xac, dic bi¢t trong céc
tinh hudng thuc té.

(Xem tiép trang 33)
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vién 1ap lai cau cua em voi ngilr di€u dé gitp em nhan
ra 11 va tu sira 16i”; Va cudi cung tuong tu trong cau
hoi khao sat 6:” Em mong mudn giang vién cho em 1
goi ¥ dé em chu ¥ vao 18i va cho em ty minh stra 15i”.

Bén canh viéc stra 151, giang vién can chu trong
viéc dong vién khich 1€ sinh vién tdng cuong giao
tiép, noi tiéng Anh bang cach té nhi khéo 1éo va nhe
nhang khi chi ra 156i va khen ngoi khi sinh vién biét
stra 16i
3. Két luan va kién nghi

Tac gia bai nghién ctru nay tim hiéu nhiing
phuong phap ma sinh vién mong mudn trong viéc
sira 161 néi. Giéng nhu cic bai nghién ctru khac, tac
giai str dung bang céu hoi khao sat bao gdm cau hoi
m¢d va cau hdi dinh dang likert-scale 4 cép do. Két
qua thu dugc nhu bang sd liéu théng ké, phan tich va
két luan cho thiy cac giang vién, ngudi day ciing nhu
tac gia bai nghién ctru s& ¢ su hiéu biét sdu sic hon
vé nhu cau hay mong muén ctia ngudi hoc trong viée
sira 16i. Tac gia mudn chi ra rang: c6 nhiéu phuong
phap sira 16i, nguoi day can hiéu 16 yéu cau cta bai
hoc, dic diém ctia ngudi hoc, trinh d6 hoc tap, hiéu
biét va tinh hudng dé chon lya phuong phép sta 15i
pht hop. Di v6i phan 16n sinh vién nam nhat khoa
Ngon Ngit Anh truong Pai Hoc Phan Thiét, giang
vién nén sir dung phurong phap chi ra 16i mot cach rd
rang, truc tiép cho sinh vién. Nén tranh phuong phap
st dung goi y d& gdy cho sinh vién hiéu sai tham chi
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khong hiéu va hoang mang. Trong mét sd truong hop
dic biét co thé dung phuong phap nay dé ting dan do
kho cho mdt sb sinh vién gioi mong cau tién, va thich
thir thach. Sau khi chi ra 18i sai, giang vién can dwa
ra 10 gidi thich va stra 16i.Giang vién nén tranh tinh
trang day sinh vién c6 cam giac khong rd rang, nhim
1dn va kho hiéu
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X4y dung hé thong bao mat sir dung AlL.. aidp theo trang 7

- X4y dung moi trudng md phong tan cong mang:
Mot moéi truong md phong thuce té s& gitip cai thién
qué trinh huan luyén va kiém tra hé théng bao mat
Al

- Phat trién chinh sach bao mat déng bo: Cac to
chuc nén ap dung Al cung voi cac cong cu bao mat
truyén thong va xay dung cac chinh sach bao mat
phu hop dé téi da hoa hiéu qua bao vé.
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