Journal of educational equipment: Applied research, Volume 2, Issue 323 (September 2024)
ISSN 1859 - 0810

X4y dung hé thong phat hién

xam nhap va giam sat mang noi bo

A

Kiéu Pirc Hong*
*ThS , Truong dai hoc Tai nguyén va Moi truong Ha Ngi
Received: 16/09/2024; Accepted: 26/09/2024, Published: 5/10/2024

Abstract: This paper presents an approach in order to build an intrusion detection and monitor system
for a local network area (LAN). This system is designed to monitor network and system activities for
malicious or unwanted behavior and can react, in real-time, to block or prevent those activities. When
an attack is detected, it can drop the offending packets and bring the message to network administrator.
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1. Pit vin dé

Trong mot hé thdng mang, cdc may chu thuong
12 myc tiéu chinh trong cic cudc tin cong, truy cap
trai phép. Mot hé thdng mang phai dugc bao vé theo
nhiéu tang dé tang cudng kha ning bao vé hé thong
[1,2,3]. Hién nay, cac chuong trinh bao mat, phong
chdng virus bao vé hé théng (BKIS, Kaspersky Anti-
Virus, BitDefender Antivirus, ...) déu ¢6 gia thanh cao
va chu yéu dugc phat trién & nude ngoai. Ngoai ra, cac
chuong trinh firewall bio vé mang hién nay hau hét
duoc tich hop trong céc thiét bi phan ctmg clia mang.
Bén canh d6, cac chuong trinh dugc phat trién riéng 1¢
vOi cac tinh nang tuong dbi doc 1ap v&i nhau cho nén
viéc khai thac cac chiic nang cia cac chuong trinh nay
nhiam phuc vu cong viéc giam sat va quan tri hé théng
bi han ché.

Xuét phat ttr nhu cau thyc tién trén, chung t61 tim
hiéu xay dung mot chuong trinh tich hop nhiéu chirc
niang hd tro giam sat hé théng mang va phat hién cac
xam nhdp trai phép c6 nhim giup cho cong viée quan
tri mang duoc tap trung va dat hi€u qua cao. Bao cao
nay trinh bay nhimng vn dé chu yéu lién quan dén hé
thong nay.

2. N9oi dung nghién ciru

2.1. Cac phwong thirc xdm nhdp mang va cdach
phong chéng

2.1.1. Cac ki thudt co ban xam nhdp mot hé théng
mang

Mot sé hinh thirc co ban tin cong xam nhap
mang phd bién nhu [1]: FootPrinting, Scanning,
Enumeration, Gaining Access, Escalating Privileges,
Pilfering, Covering Tracks, Denial of Service (DoS).
Ngoai ra con ¢6 mot s6 hinh thirc tan cong khac nhur:
tin cong khong qua chimg thuc (Deauthentication
attack), tan cong truyén lai (Replay Attack), tn cong
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dya trén sy cam nhan séong mang 16p vat 1y, gia mao
dia chi MAC, ...
2.1.2. Tan céng tir chéi dich vu va phong chong

Tén cong tur chéi dich vu (DoS) 14 cac cudc tin
cong trén hé thong mang nham ngan can nhiing truy
xuét téi mot dich vu bang cach lam tran ngap sb
luong két ndi, qua tai server hodc chuong trinh chay
trén server, tiéu ton tai nguyén cua server, hodc ngin
chan nguoi dung hop 1€ truy nhap téi dich vu mang.
C6 3 phuong phép tin cong DoS chil yéu: Smurf hay
Fraggle, SYN Flood va DNS attack [1,3,4].

Céc bién phap co ban phong ngira tan cong DoS
nhu sau:

- Phong ngira cic diém yéu cua ung dung
(Application Vulnerabilities).

- Phong ngtra viéc khai thac str dung cac zombie.

- Ngan ngua st dung cong cu tao cac kénh phat
dong tan cong.

- Ngan chin tin cong trén bang thong.

- Ngin chan tan cong qua SYN.

- Phat hién va ngan chan tan cong tdi han s6 két
nbi.

Muc ti€u cua viéc phat hién xam nhap la xac dinh
cac hoat dong trai phép, ding sai, lam dung ddi véi
hé théng may tinh gy ra boi ca ngudi dung trong hé
thong 1an ngudi xAm nhap ngoai hé théng. Pay 1a mot
cong viéc day kho khan do anh hudng cua su ting
truong nhanh chong cic két néi mang, moi trudong
may tinh khong dong nhat, nhidu giao thic truyén
thong, ... Viéc phat hién xam nhap dugc xay dung chu
yéu duya trén sy khac biét tng xtr ciia ké xam nhap so
v6i nguoi dung hop 1€.

2.2. Thiét ké xdy dung chwong trinh

Hé thong chuong trinh dugc phan tich, thiét ké bao

g6m nhiéu muc tiéu nhu giam sat luu thong géi tin IP,

Journal homepage: https://vjol.info.vn/index.php/tctbgd



theo doi cac tién trinh hé théng dang hoat dong, cac
user dang nhap trén hé thong, phat hién va canh béo
cac nguy co tan cong hay xAm nhdp vao hé théng trén
méy chu tir d6 ¢6 thé tac dong 1én chwong trinh dé bao
v¢ thong tin mang. Ngoai ra, chuong trinh con c6 cac
cong cu va tién ich mang giap cho ngudi quan tri c6
thé thao tic quan 1y tap trung. Véi muyc tiéu nhu vay,
h¢ thong ¢ nhimg chirc nang chinh sau:

- Giam sat goi tin ra/vao trén hé thong,

- Loc goi tin tir ngudn dén dich dua theo danh sach
tir khéa cho trudc dé phat hién thong tin khong hop
phép.

- Kiém soat va phong chong cac cudc tdn cong
DoS, DDoS, cac hanh vi tao ra backdoor vao hé diéu
hanh cua server.

- Kiém tra cac tién trinh, s6 hiéu tién trinh, cong
dich vu dang hoat dong trén Server dé tim ra céc dich
vu khong hop phéap.

- Quan ly cc user hé thong.

- Thong bao email canh bao cho cac nguoi st dung
lién quan.
2.2.1.Chirc nang loc goi tin

Churc nang loc goi tin (Packet Filtering) la cho phép
phén tich cac géi tin luu thong trén may chii (may nam
gifta mang ndi by va mang cong cdng) thanh cac thong
tin tryc quan hon: IP dich, IP nguon, Port dich, Port
nguén giao thuc... Trén co s¢ nay, ching ta cd thé
kiém soat dugc cac két nbi, nguy co tin cong hay xdm
nhdp vao trong mang cua ching ta thong qua cac tham
s0 loc goi tin. Cac tham s6 loc goi tin s& gitip ching ta
tinh toan dugc nhiling con s6 cu thé tr 46 dua ra canh
béo vé nguy co bi tin cong DoS.

Chirc ning loc géi tin bao gdm 2 médun chinh:

Mo dun Packet: Cho phep dinh nghia cho gai tin,

Journal of educational equipment: Applied research, Volume 2, Issue 323 (October 2024)
ISSN 1859 - 0810

2.2.2. Chikc nang canh bédo kha nang bi tan cong
DDoS

Tan cong tir chbi dich vu DDoS DDOS (Distributed
Denial of Service attack) 1a hanh dong gay qua tai hé
thong hodc bing thong cia mot may tinh, thuong 1a
cac may chu Web, 1am cho tai nguyén cua mot may
tinh khong thé str dung. Dya vao cac tham s6 loc toi tin
(giao thirc, dia chi, tan s giri,... ), ta ¢ thé dua ra cac
qui tic dé canh bao may co bi tin cong gitip cho nguoi
quan trj mang ¢ nhiing bién phap ddi phé kip thoi.

Giai thuat canh bao tin cong DDoS nhu sau:

1. Tinh toan cac tham s6 loc g0i tin.

2. Kiém tra cac tham s loc géi tin.

3. Néu cac tham s6 vuot ngudng cho phép thi thuc
hién canh bao tan cong DDoS.

4. Nguoc lai thong bdo tinh trang hoat dong binh
thuong ctia hé thong.

Céc tham s6 loc géi tin bao gdm: tong sb gdi tin
TCP, UDP, ICMP dén méy chi, Iuu lugng TCP, UDP,
ICMP dén may trong 1 phut.

2.2.3. Chirc nang giam sat dich vu mang (Services
Monitor)

Services Monitor ¢6 chttc nang quan ly cac dich vu
chay trén Server, cho phép

ngudi quan tri gidm sat, tit / mo cac dich vu dang
chay trén hé théng.Qua d6 cho phép nhan dang nhing
tién trinh hoat dong bat hop phap.

2.2.4. Giam sdt hiéu sudt mang

Viéc giam sat hidu sudt mang thong qua viéc do
luu lwong goi tin vao/ra mang va thé hién két qua &
dang biéu d6 phan anh truc quan.

Mot sd giao dién minh hoa cac két qua thyc hién
chuong trinh nhu sau:

bao gom cac truong
trong cau trac goi tin IP

[4] nhu VER, THL, Type |/®© ®@&#+BE

1P Soute.

RS GOLEYEE

| IPD=sinat

T
RACCIRONIICR: GAEDI0 104511 Pl Tog

SA3I010 104511 M Tep
SHI010 104514 PH
51872010 10:45:1 4 PH
5182010 104515 P1
518/2010 104520 P
532010 104520FK  Top
SHBI2010 10:45:

5131201
SHHCUIU NS PR p
5H8/2010 10:45:37 PH
SITHZUIUUAST P 1P

of Service, Total Leng,
Identification, Goi
tin chinh 14 cac ludng bit
dir liéu, mo6 dun Packet
s& phan tich cac ludng

dir ligu bit nay thanh

cac truong tuong ung. 3“23?55!3«‘3225223 T

| SERWICE MCRITOR
COMMECTING MANAGEMENT

[ perrormance

4527 P

SHAIIDI0ASITPH  Tep
SHVIU AL P fop
51812010 10:45:27 P
STHUIU S W icp
S32D10 104538FW  To

7613155780
182.168.1.10:3678

[ e
T 192.168.1.10:1850

I RETR ]
£9.180.219.561:80
TULT6E1 T4
©8.180.219.51:30
192.168.1.10:1950
68.180.219.51:80

921681 PACKET MONTTOR. WINDOWS SERVICES
761315
1921681
192.168.1
192.168.1
7613.15!
1921681
2034624
1921681
BEABUZ
62.480.31
1421681
62:480.21
1421681
1021681
818U
1821681
68.180.21
1921681

SERVICE MONITCR, Servce tme

NET Runtime Optimization Servce +2.0 50727 _¥86
Alertel

e
Stagped
Stagped
Ruming
Stopped
Stogped
Running
Stogped
Stogpeet
Stagpedt
Runing
Stopped
Ruming
Ruming
Running
Ruming

| conmecTRic mascEmENT

Application Layer Gatewsy Senice
Application Management

ASPNET State Senice

Ati Hotiey Poller

Automatic Updates

Background InteBigent Transfer Senice
ClipBook

COM-+ Event System

COM: System Apglication

Comguter Browser

Cryplographic Services

DCOM Server Process Launchar
DHCP Client

| PERFORMANCE

Ttr d6 ta s€ truy cap va Ir
xu ly dén cac truong dir
liéu mdt cach de dang.

W TCP Packets : 119
WUDP Packets: 23
o packers s 0

& Other Packsts: 0

Distriuted Link Tracking Client
Distruted Transaction Coordinator
@ TCP TracHfic: 656 byte's
DNS Client
@UDP Tracflic: 48 byte's Entor Repodting Service

B tracmc: Unvte's <

Rumning
Stopped
Running
Stagped

B Other Tractic: 0 byte’s

b. Mo dun

Captured 142 packetls) [42305 bytes]

St | siop Pause Resume

PacketMonitor:  Class

dinh nghia co ché liy

Hinh 2.1. Chirc nang loc goi tin.

Hinh 2.2. Chirc nang quan ly cac dich vu.

dir liéu cac goi tin di qua
cac giao dién.

Xem tiép trang 345

323

Journal homepage: https://vjol.info.vn/index.php/tctbgd



rang mic du quan 1y t6t co thé mang lai loi ich, nhung
hién tai chua duogc thuc hién dr:iy du, dan dén sy han
ché trong kha ning tiép can dich vu ciia bénh nhan.
Nhiing nhom nhu hd nghéo, can nghéo, va nguoi
¢6 trinh d6 hoc van — gido duc thip thudng gip kho
khan trong viéc tiép can thong tin va dich vu y té. Bao
céo cho thy ring cac nhom nay c6 kha ning tiép can
dich vu cao hon nh¢ cac chuong trinh hd tro tai chinh,
dac bi¢t 1a nhém hd can nghéo (Exp(B) = 15, 241)
. Diéu nay chi ra rang hoat dong cung cip thong tin,
gido duc kién thtrc trong linh vuc y té va hd tro tai
chinh cho cac nhém nay 1a can thiét dé giup ho vuot
qua cac rao can vé tai chinh va tiép can dich vu y té
mot cach hiéu qua hon. M6t trong nhimng yéu t chinh
anh huong dén kha nang tiép can dich vy 1a kha ning
tai chinh ctia bénh nhan. Cac nhom yéu thé khong chi
gip kho khin trong viée chi tra cho dich vu y t& ma
con thiéu cac kién thic va phuong tién dé tiép can
thong tin vé cac chuong trinh hd trg tai chinh va bao
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hiém y té.

Tém lai, viéc ting cudng hd tro tiép can thong tin,
truyén thong va gido duc vé dich vu y té noi chung va
dich vu CTXH trong bénh vién néi riéng danh cho cac
nhém yéu thé khong chi gitip ho tiép can dé dang hon
v6i dich vu y t& va thong tin, ma con goép phan giam
b6t su bat binh déng trong hé thong y té. Viéc dau tu
vao cac chuong trinh hd tro tai chinh va md rong cac
dich vuy té s& mang lai 191 ich lau dai cho ca nguoi
bénh va hé thong y té, giup nang cao chét luong dich
vuy té toan dién.
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