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Sir dung bao mat cho may tinh biang USB cam bién vén tay
phuc vu hoat dong day hoc
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Abstract: In the era of technological development, the security of personal information and data on
computers has become an extremely important issue. With the development of technology, USB fingerprint
sensor has become a convenient and safe security tool for personal computers. This article will introduce
the characteristics of USB fingerprint sensors for computer security and the benefits it brings.
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1. Pit van dé

Hau hét cac dong may tinh Laptop cao cap doi
m&i hién nay déu tich hop thém cam bién vén tay dé
hd trg cho viéc biao mat thong tin trong may tinh ciia
nguoi dung mot cach hiéu qua hon. Tuy nhién khong
phai may tinh x4ch tay nao ciing dugc nha san xuat
tich hop tinh ning bao mat sinh tric hoc nay, nhét 1a
v6i cac dong may tinh thé hé cii do d6 nguoi ding
chi c6 thé sir dung bién phap truyén thong la ding
nhdp vao méy tinh bang mat khau.

Hién nay trén thi truong da co dau doc dau van
tay dung két ndi USB, nho gon nhu mot dau thu phat
song khong day trén cac mau chudt khong day hién
c6 trén thi truong. Pau doc ddu van tay gon nhe nay
s€ gitp tang cuong kha nang bao mat khong chi cho
maéy tinh xach tay von khong dugc tich hop sin tinh
nang nay ma con c6 thé duoc dung cho ca may tinh
dé ban. Vi vay ngudi sir dung khong can phai ding
dén ban phim nhap mat khiu ma van co thé dang
nhap may tinh bang cach st dung ddu vén tay cua
minh mdt cach nhanh chong. Bai viét chi ra mot sd
dac diém va vu diém cua cam bién van tay dong thoi
dua ra mot s6 loai USB mé bang cam bién van tay
dugce sir dung phd bién hién nay.

2. Noi dung nghién ctru
2.1. Dic diém chinh ciia USB cim bién vin tay

Cong nghé sinh tric hoc 1a mot trong nhitng cach
dem lai su bao mat, tinh an toan cao nhit bdi mdi
ngudi déu so hiru dau van tay doc nhit ma khé long
c6 thé gia mao dugc. Dac biét voi su phé bién cua
dau doc dau vén tay trén nhitng dong Laptop gan day.

Cam bién van tay 1a mot loai cam bién dic biét
¢6 kha nang doc dugc van tay rat chinh xac. Khi sir
dung chuc nidng nay nguoi dung budc phai luu lai
mot ban van tay gbc dé di chiéu. Khi quét vén tay,

may s€ so sanh hinh anh van tay dang quét va van tay
gbc. Néu gidng nhau thi cho phép truy cap. Do hinh
dang vén tay cuia mdi nguoi 1a khac nhau nén cé thé
dg‘lggg n6 dé kiém tra truy cdp mot cach an toan.

2.2. Mgt Y loai USB cdm bién vin tay dwoc sw
dung phé bién

Hién nay trén thi truong c6 mot s6 loai USB cam
bién van tay dugc sir dung phd bién nhur:
2.2.1. Pqi My Lockey

My Lockey téi tor PQI mét hang cong nghé cua
bai Loan dugc thanh 1ap tr nam 1997 va lam nhiéu
san pham nhu trang thiét bi Wi-Fi, phu kién cho
iDevices ctia Apple, 6 cing SSD va HDD, USB va
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thé nhd, module bo nhé DRAM,,...

My Lockey duoc PQI gidi thiéu la cam bién van
tay gin ngoai dau tién dugc chimg nhan twong thich
v6i chtre nang Windows Hello. Thiét bi nay hitu ich
cho nguoi dung stt dung may tinh khong c6 cam
bién véan tay nhung vin mudn tan dung Hello dé
dang nhap vao Windows 10 nhanh chong khong can
password.

Do kich thudc nhé gon nén My Lockey co thé
nam thuong tryc trong cong USB cua laptop, khong
phai g& ra nén khong lo bé quén ¢ nha. My Lockey
duogc san xut VO’l su hop tac cia Synaptics, cling la
mot hiing san xuit cam bién van tay cho Smartphone
va Laptop, c6 thoi gian nhan biét chi 0,15 giy.

Ngoai ra My Lockey c6 thém ching nhan FIDO
(Fast Identity Online) lién quan dén cac tiéu chuan
bao mat va chirc ning phat hién hoi thé dé xem véan
tay dua vao c6 phai la that hay khong. Néu 1a ngon
tay that thi thiét bi méi tién hanh quét tiép dé kiém
tra xem dit liéu c6 khop véi dau tay da ding ki hay
khong. Nguoi ding co thé dang ki t6i da 10 déu van
tay v6i thiét bi.
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Khi cai thém phan mém cta PQI, My Lockey con
c6 thé ding dé ma hoa va giai ma file hoac folder chir
khong chi ding dé unlock méy tinh.

2.2.2. Kensington Verimark Fingerprint Key

Hang chuyén cung cip cac giai phap bio mat
cho may tinh Kensington vira ra mat thiét bi bao
mat quét van tay gin qua cong USB danh cho may
tinh Windows. V& co ban, day s& 14 thiét bi nho gon
bd sung bao mat quét van tay cho may tinh ctia ngudi
ding, ciing nhu quan 1y mat khau thong qua phan
mém VeriMark. Tén ddy du cia n6 1a Kensington
VeriMark Fingerprint Key.

Gio day voi khoa van tay Kensington VeriMark
nguoi dung da cd tuy chon bdo mat dua trén dau
van tay dé co thé st dung trén bat ky may tinh ca
nhan chay Windows 10 nao. Thiét bi USB nho bé
nay két hop mot khoa USB nho gon, cam bién van
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tay 360 do, chimg nhan FIDO U2F dé sir dung trong
dang nhéap hai yéu t6 va hoat dong véi cac trinh
quan ly mat khau phd bién nhu Dashlane, LastPass
va Keeper. N6 du nho dé cam vao bat ky may tinh
ca nhan nao, cho phép nguoi dung mang theo khi di
chuyén dé bao mat & bat ctr déu.

Ngoai kha ning dung van tay dé mé khoa may thi
thiét bi nay con di kém tmg dung giup ngudi ding
quan ly mat khéu cua cac trang web, dich vu truc
tuyén... cho phép ngudi ding truy cap vao cac dich
vu ndy chi bang mot cai cham tay. N6 ciing hd trg
cac phuong thirc bdo mat 2 16p tur cac dich vu nhu
Facebook, Dropbox, Google hay Github.

2.2.3. Kingmax Ikey

Kingmax iKey la thiét bi cho phép ngudi ding sir
dung diu van tay thay cho mat khau dé ding nhap
nhanh vao Windows, Website va ma hoa cac file
quan trong. Thiét ké nhoé gon cho phép ngudi ding
¢6 thé gan va xem n6 nhu mot phan ciia may tinh dé
ban va Laptop.

Kingmax 1Key 1a san phdm cua thwong hiéu Dai
Loan Kingmax, von rat quen thudc véi nguoi tiéu
dung Viét qua cac dong RAM danh cho may tinh.
Tuy nhién thyc té thi ddy 1a san phim OEM, nha
san xuat thuc su cta n6 1a Elan. Tuy kha xa la ddi
v6i nguoi dung cudi, Elan 13 thuong hiéu Pai Loan
chuyén cung cip cum cam bién van tay cho Laptop
cua ASUS va Dell.

Kingmax iKey co thiét ké kha nho gon, st dung
giao tiép USB. Khi cam vao thiét bi s& ty dong yéu
cau ngudi dung két ndi Internet dé cai driver va phan
mém Smart-ID.

Mdi loai USB cam bién trén c6 nhitng thong sd
k¥ thuat riéng song chiing déu co cac dic diém chinh
la:

- C6 kich thude nho gon nhu dau thu tin hiéu cua
chuot khong day, phia ngoai cung 13 mot cam bién
van tay ¢6 thé nhan dang khi nguoi ding dit tay theo
nhiéu huéng khac nhau.
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- Giao dién USB tiéu chuin. D& dang cai dit,
duoc thiét ké cho Windows 7.8, 10.

- Thich hop cho may tinh dé ban, may tinh xach
tay.

- USB cam bién vén tay lam viéc tot v6i Windows
Account Login va tuwong thich tr Windows 7 tr¢ [én.
Ngoai kha ning dung van tay dé mé khoa may, thiét
bi nay con di kém tmg dung quan 1y mat khau cua
cac trang web, dich vu truc tuyén..., cho phép truy
cap vao cac dich vu nay chi bé“mg mot cai cham tay.

- Twong thich véi chitc ning Windows Hello, hd
tro nguoi dung dang nhap nhanh vao may tinh chay
hé diéu hanh Windows 10 ma khong can mat khau.

- Cong nghé bao mat dir liéu giup chdng lai viéc
tao ra ban sao ddu van tay gia mao, dong thoi tao
thém 16p bao vé tot sy riéng tu cia nguoi ding.
Ngoai viéc hd trg quét ddu vén tay 360° tir moi goc,
ngudi ding con c6 thé thiét 1ap véi mudi déu van tay
khac nhau...

Tom lai: Mdi loai USB cam bién ¢ nhitng dac
diém riéng cho nguodi dung lya chon tuy thude vao
yéu cau cu thé khi sir dung dé bao mat cho may tinh.
Néu nguoi dung mudn sir dung phuong thirc bao
mat hai 16p thi lya chon tdi uu nhét 1a dung USB
VeriMark Fingerprint Key, con néu mudn thoi gian
truy cdp, mo may tinh nhanh hoac mé rong viéc sir
dung thiét bi cho tat ca cac thanh vién trong gia dinh
thi nén lya chon Kingmax iKey. Truong hop nguoi
ding mudn mé héa va giai mi file hoic folder ma
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khong cho thiy file dang dwoc mi hoa dé tranh sy to
mo cua nguoi khac thi nén lya chon My Lockey
2.3. Lyi ich ciia USB cim bién vin tay

- Sw tién loi va nhanh chong: USB cam bién van
tay mang lai su tién loi tuyét ddi khi st dung may
tinh. Thay vi phai nhap mat khau dai va phuc tap,
ngudi ding chi cin dat ngon tay 1én cam bién va may
tinh s& mo khoa ngay 1ap tirc. Qua trinh dang nhap
tr nén nhanh chéng va khong can phai nhé nhiéu
mat khau khéc nhau.

- Bdo mdt cao: V6i cong nghé cam bién van tay,
viéc xac thuc nguoi dung tré nén dang tin cay hon
bao gio hét. Mdi ngon tay ctia mdi ngudi déu ¢ dau
van tay riéng biét va khong thé sao chép. Diéu nay
dam bao rang chi nguoi dung di dang ky van tay méi
¢6 thé mo khéa may tinh, ting cuong bao mat cho dit
liéu quan trong va thong tin ca nhan.

- Bao vé dir liéu: USB cam bién vén tay khong chi
gitp bdo mat may tinh ma con giup bao vé dir liu
ca nhan quan trong. Véi kha nang xac thuc nguoi
dung, nguoi sir dung c6 thé ma hoa dir liéu trén may
tinh va chi nhitng nguoi ding da xac thuc méi ¢ thé
truy cap vao né. Didu nay dam bao rang dit liéu quan
trong cua nguoi dung khong bi truy cép trai phép.

- Kha nang sir dung da nén tang: USB cam bién
vén tay thuong twong thich v6i nhidu hé diéu hanh
va cac phan mém bao mat. Diéu nay cho phép nguoi
dung sir dung cam bién vén tay trén nhiéu thiét bi
khac nhau, tir may tinh dé ban dén Laptop va thim
chi ca dién thoai di dong. biéu nay mang lai sy linh
hoat va tién lgi cho nguoi dung.

3. Két ludn

USB cam bién vén tay 1a mot giai phap bao mat
tién lgi va an toan cho may tinh c4 nhan. Viéc su
dung cam bién vén tay gitp ngudi dung tiét kiém
thoi gian, dam bao bao mat dir liéu va thong tin ca
nhan, va mang lai su tién lg1 va linh hoat khi st dung
trén nhiéu thiét bi. Pay 1a mot cach hiéu qua dé bao
v€ may tinh va dir liéu trudc nhiing mbi de doa an
ninh ngay cang tinh vi, voi kha ning thay thé hoan
toan mat khau, no chic chin s& lam hai long nguoi
dung boi sy nhanh chéng trong khau dang nhap ma
van dam bao d tin cdy tuyét di khi sir dung.
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