Journal of educational equipment: Applied research, Volume 1, Issue 298 (October 2023)
ISSN 1859 - 0810

Quain ly khéa phén cap trén dam may nham chia sé
hé thong bao mat dir li€éu thué ngoai

Mai Trung Dong*
*TS. Hoc Vién Hanh chinh Quéc gia
Received: 5/9/2023; Accepted: 8/9/2023; Published: 19/9/2023

Abstract: As society develops, the need to store and use data is increasing, meeting data on the cloud
is not enough, so we need more data to be shared outside. A cloud outsourcing data sharing technology
based on linear geometric level key management is proposed to solve the full sharing of existing cloud
outsourcing data and complex hierarchical structure and access groups. Hierarchical Key Management
technical diagram and principles are explained, and three rules are designed. The article will design
and analyze in detail the system construction algorithm, key derivation algorithm and dynamic key
management. The algorithm is tested experimentally, and the verification results show that the solution is

safe and relatively effective.
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1. Mé diu

V6i sy phat trién nhanh chong ctia dién toan dam
may, dich vu luu trit ddm may ngay cang dugc nhiéu
nguoi dung su dung. Do nguoi quan ly dit ligu ¢
dang luu trir nay, tire 13 nha cung cip dich vu ddm
may, khong hoan toan dang tin cdy [1], nén can phai
thiét 1ap mot Co ché twong img dé dam bao tinh riéng
tu ctia dir liéu thué ngoai.

N6i chung, dit liéu gia cong phin mém dam may
ciia CSHDL s& dugc chia sé boi nhiéu ngudi va co
cac yéu cau chi tiét vé quyén chia sé [2], vi vy viéc
chia sé bao mat dir lidu gia cong phin mém dam may
cing rat quan trong. Thong thudng, viée chia sé dit
liéu thué ngoai co thé duogc coi 1a mot van d& kiém
soat truy cap phan cip, vi vy bai bao nay nghién ctru
va thiét ké mot cong nghé chia sé dir liéu thué ngoai
trén dam may dua trén QLKPC HHTT.

2. N§i dung nghién ctru
2.1.Qudn ly khoa phdn cd'p (OLKPC)

Su dung tap hop c6 thu tw (V, <) dé biéu dién
khung phan cap trong kiém soat truy cap phan cip,
trong do V= {V,V,, .., V } la tap hop cac nhom
nguoi dung, V., la mot ngudi dung hodc nhidu Mot
nhom truy cap bao gdm nhitng ngudi dung c6 cing
quyen truy cdp thuong duoc goi la mot 16p.

Méi quan hé nhi phan “<” 1a mdi quan hé thi
béc cia cac phin tir trong tip V, ching han V.=V,
co nghia la nguoi dung thude 16p V; ¢6 thé truy cap
tai nguyén dit liu twong Gng véi lop V, tic 1a cap
do truy cap cua 16p V la cao hon so v6i lop V.. Bét

ky (V, <) nao ciing co thé biéu dién dudi dang do thi
¢6 huong G = (V E) [3], neuV V eEvvay, <V
thi trong G c6 d6 thi tir \4 The canh hudng téi V
Pé thuan tién cho viéc bleu dién, hay xac dinh hal
tap hop: Anc (V,, G) va Des (V, G), néu ton tai mot
duong di tr V, dén V, trong G th1 VEAnc(V G)
Va V. € Des (V G ) thé hién rang cac quyen truy
cap tucmg ung véi mot nhoém truy cap trong cau truc
phan cip cao hon va thip hon so véi cac tdp nhom
truy cap khac, vi vdy ching dugc goi 1a cum cap cao
va cip thap cua V. tuong ung.

Dit T biéu dién tap do thi truy cap twong tng véi
hé théng truy cap phan cip va so d6 QLKPC bao
gbm hai thuét toan nhu sau:

1) Thuét toan thiét 1ap hé thdng [4]. Ban chét cua
né 1 x4c suit, dau vao 1a tham sd bao mat k va mot
c4u trac phan cap tuong ing véi do thi truy cap G =
(V, E) € T, dau ra la tham s} cong khai ctia hé thong
pub va mdi 16p V, € V tuong tmg v6i (p,, k), trong
do p, vaki lan luot 1a thong tin riéng tu va khoa ma
hoa déi ximg cua 16p V.

2) Thuat toan dan xuat khoa Der (pub V. Vi ps
k) [5]. Ban chét ciia n6 1a xac dinh, dau vao la tham
5O cong khai ctia hé thong pub hailop V, va V va (p,
k) tuong tmg véilop V, néu dau ra \4 <V thi xuat ma
hoa dbi xung tuong tng véi l6p V ph1m J-

2.2. Lugc do QLKPC hinh hoc tuyen tinh (HHTT)

Khung cta so ¢6 QLKPC st dung HHTT dugc
hién thi trong Hinh 2.1.
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Hinh 2.1: Khung chia sé bdo mdt dit liéu dung chung
diege thué ngodi trén nén tang dam mdy dwa trén
OLKPC

Theo d6, lugc dd bao gdm céc bén thir ba dang tin
cdy, chii s& hitu dir lidu, nguoi dung va nha cung cp
dich vu ddm may. Khi sir dung QLKPC dé giai quyét
vigc chia s¢ an toan dir liéu thué ngoai trén dam may,
CSHDL dong vai tro 1a trung tam uy quyen trong so
d6, ma hoa dir liéu duoc chia sé va truyén ban ma
dugc ma hoa dén may cha cta nha cung cap dich
vu dam may. Ngoai ra, CSHDL xéc dinh cu trac
phan cip ctia nhom chia sé, dong thoi hoan thanh
yéu ciu chia sé cta ngudi dung ddi voi dit liéu duge
thué ngoai. Tat ca nguoi dung c6 thé giri yéu cau truy
cap t6i nha cung cp dich vu ddm mdy va chi nhiing
nguoi dung c¢6 dugce thong tin ca nhan va khéa ma
hoa d6i xtmg méi ¢ thé giai ma ban ma twong mg
v6i quyén dugc chia sé cua ho.

Ham gia ngau nhién F [6] dugc dinh nghia la: K
x D—RG. Trong do, K 1a tap khoa cua F, D va RG 1a
mién va khoang ctia F. D6i voi k€K, F, (x) =F (k, x)
dai dién cho mét thé hién cua F, dat Rand={ gl g :
D—RG} 1a tap hop tit ca cac ham tir D dén RG va hF
1a ddi sb thoi gian da thirc . Pdi v6i mot chirc ning
g trong Rand hodc F: D — RG, dbi thi hF c6 quyén
truy cap vao loi tién tri.

bat nhom truy cdp V,, V, € V thi khoa gian tiép
trV, dén \4 la

)

Trong cong thirc: k;; va k lan Iugt 1a cac khoa
mi hoa ddi xtng tucmg ung v6i cic nhom truy cép
V. va V

L vaw, lan luot la thong tin riéng cua nhom
khach V thong qua ham gid ngau nhién F.

Quy the xdy dung dé an nhu sau:

1) Béi v6i bat ky nhom truy cap V. nao, tich bén
trong gitta vecto riéng X va vecto cong khai A bang
khoa ma hoa ddi ximg tuong ung cua nod [7- 8]
thé 1a ;
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2) NéuV, VEV va VEAne( V, , G ), thi tich
bén trong cua vecto riéng X, cua nhom truy cap V, va
vecto cong khai A, cia n6 bang v6i khoa gian tlep k,

[9] cuthéla;

Néu V., V EV vaV, € Anc (V G), thi tich trong
cua vector rleng X, cia nhom truy cap V. va vecto
cong khai Ai cua né bang 0[10], cu thé 1 ;

2.3 Xdy dung hé thong thudt todn Gen(l, G)

Cac budc xay dung thudt toan Gen(l , G) nhu sau:

1) Chon ngau nhién cac vecto khac 0 Y, =,
yivz) VaZ =(z,,z,) cho16p V, 1a thong tin riéng cua
no.

2) Anh xa tit ca cac vecto riéng Y, sang mot vecto
mo&i W, thong qua ham gia ngau nhién F, quy trinh cy
thé 1a:

(@ Chon ngiu nhién mot tham s6 cong khai r
trong truong hitu han sau do tinh w, = Fy, (1) va

=Fy,(n),i= ,n;
Neu wi,2 = 0 chon lai thong sb 1, sau d6 quay
lai budc @ dé van hanh lai

Chuyén dbi Zi thanh vecto n chiéu X, khii=1,
2, dat X =2 xi’zf Z X3~ X14’ e O Khii=3,
4,..,n,choxi,l ,X1,2 = chOJqél déu co X,
= 0 th1 véc to X ¢o the duorc the hlen nhu

3) Kiém tra xem X, X, ..., Xn ¢6 doc lap tuyén
tinh hay khong, néu khong doc lap tuyén tinh thi
chuyén sang budc 4); nguoc lai thi quay lai buge 1).

4) Chon khoa ma hoa dbi xtimg cho mdi 16p va
tinh ma tran cong khai A, cac budc tinh nhu sau:

@ Pbi voi mdi 16p Vi trong G, chon ngiu nhién
khoa ma hoa ddi ximg k., cua né trong truong hitu
han va str dung cong thire (1) dé tinh khoa trung gian
k.
"® Lap hé phuong trinh tuyén tinh vé ma tran
cong khai A theo c()ng thtrc (1), dat Kj = (k b
k )vaK=[K,K,. ,K]T, thi X x A= K

© Giai hé phu’ong trinh & budc ® dé duge A
=X"1xK.

5) Gui ((Y, Z), k) t6i tirng nguoi dung trong V,
thong qua kénh bao mat va guri F, r va A t&i nha cung
cap dich vu dam may.

Xay dung thuat toan dan xut Der (pub, V,, V
k) Néu nguoi ding trong A2 mudn lay du heu dJun
chung terong tng véi nhom truy cap cap thap V va
VEAnc(VJ G ), thi khoa ma hoa d6i xtng tuorng
g voi V. co thé duoc lay thong qua hai budc sau:

1) Ap dung cac quy tic 2) Tinh khoa trung gian

JZ’ ceey

*"2) Sau khi gidi phuong trinh k= w, k +w,2
k, , ngudi dung trong nhom truy cap v, co thé nhan
du:oc céc khoa ma hoa dbi xtmg tuong ung cua ho.

32 Journal homepage: www.tapchithietbigiaoduc.vn



2.4 Qudan ly khoa dong

Chén nit méi: Boi véi V,V,EVvaV < Vj, dé
chén mét nut mai V,, nghia la Vi<Vt< VJ truorc tién
hay chon ngau nhlen hai vecto khac 0 m&1Y vaZ va
mot k  twong ing dugc su dung lam thong t1n rleng
tu tu’orng ung v6i nhom V va khéa ma hoa dbi xtmg.
Néu c6 ngudi ding trong nhom truy cap V,, hay su
dung kénh bao mat dé truyén Y, Z).k,) cho nguoi
dung, sau d6 chon lai ma hoéa dbi xung cho tit ca cac
nhom truy cap co quyén truy cap thap hon than v,
Cubi cung, theo thuat toan xdy dung hé thong véan
hanh lai dé thu dugc ma tran cong khai A. Sau do
hoan thanh viéc ma hoa lai dir liéu lién quan va ddng
thoi guri dén nha cung cap dich vu dam may.

xéa mét niit: Néu cau trac phan cap chira n + 1
nhém va CSHDL mudn x6a mot nhom khoi nhom
do va dat nhom truy cap da xo6a thanh V, thi can cap
nhat tat ca cac nhom truy cép co quyén truy cap thap
hon V, khéa mé hoa d6i xtmg méi cia nd va tinh toan
lai theo cac budc cua thuat toan xdy dung hé thong
dé thu dugc ma tran cong khai A. Qua trinh ma hoa
lai dir li€u lién quan sau d6 dugc hoan tat va déng
thoi duoc truyén t6i nha cung cap dich vu dam may.
2.5. Phén tich thuc nghiém

Dit kich thudc ciia mot phan tir trong trudng hitu
han va s6 nhom truy cép trong hé thng 1an luot 1a L
van, va sd phan tfr trung binh trong tap 16p cap thap
twong tmg voi moi nhom  truy cdp la c.

M&i nhém truy cap can luu théng tin riéng Y, va
Z. cua minh, vi hai vecto nay chutra hai phan tor nén
ch1 phi luu trit cia nguoi dung trong moi nhom truy
cap l1a 4L va CSHDL phai luu thong tin riéng tuong
{mg v6i tit ca cac nhom truy cap, vi vay chi phi luu
trit ciia nd bang 4nL.

Goi H 1 chi phi tinh toan ctia ham gid ngau nhién
F va a, m va v lan luot 14 chi phi tinh toan ciia phép
toan cong, nhan va nghich dao trén truong hiru han.
Pé c6 duoc khoa ma hoa ddi xing twong Gng cia
nhom truy cép, mdi thanh vién trong nhom can thuce
hién hai phep nhan va mot phép cong trén truong
hiru han; Dé c6 dugc khoa mé hoa dbi xing twong
tmg v6i nhdm c6 quyén truy cap thap, nguoi ding &
16p céap cao can tinh F 2 14n, dong thoi thyc hién 4 1an
nhén 2 1an cong, nhur vay téng phép tinh tén bang 2H
+(4c+2)m+(2c+1)a.

CSHDL can tinh gid tri ham gia ngau nhién F cla
Y, tuong mg cua moi nhém va chi phi tinh toan la
2nH sau d6 can tinh khéa trung gian k; . va 2cn lan
nhan va n 1an nghich dao phép toan can hoan thanh;
ma tran cong khai A cling phai duoc tinh toan, dé
hoan thanh khong qua 3n2 + 2n + 6 1an phép nhan va
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n lan phép nghich dao, do d6 tong chi phi tinh toan
ctia CSHDL trong qua trinh khoa hé théng cach dung
bang 2nH + ( 3n2 +(2¢ + 2)n + 6)m + (3n2 + (¢ +2)
n+2)a+ 2nv.

Pat L = 160, chon nén tang van hanh cua
CSHDLva nha cung cip dich vu dam may la may
tram Dell T5610 va nén tang van hanh cua ngudi
dung 1a may tram HP XW4600. Chi phi thoi gian
dé CSHDLhoan thanh viéc xdy dung khoa hé thong,
dan xuat khoa va quan ly khoa dugc thé hién twong
ung.

Thoi gian ciia khoéa mi héa d6i ximg twong tng
v6i bat ky nhom truy cip cip thip nao 10,0019 ms.
Véi tién dé xac dinh tap nhom truy cap cap thap, khi
¢ =5 vac =10, thoi gian dé nguoi ding lay duoc
khoa ma hoa ddi xtmg twong g véi tat ca cac nhom
truy cdp cap thap lan luot 1a 0,0508 ms va 0,0689
ms. Khi nguoi dung trong bat ky nhom truy cip nao
lay dugc khoa, trudc tién hay kiém tra xem gi tri
ctia khoa trung gian c¢6 bang 0 hay khong, sau d6
tinh toan chi phi thoi gian ctia khoa ma hoa ddi xtmg
tuong ng voi tit ca cac nhom truy cp cap thip.

3. Két luan

So db chia sé bao mat dir liéu gia cong phan mém
dam may QLKPC dua trén HHTT dugc thiét ké va
ba quy tic bao gom thuat toan xay dung hé thong,
thuét toan dan xuét khoa va quan 1y khoa dong dugc
xdy dyng. CSHDL tiét 16 mot véc-to cho ting nhoém
truy cap va san phdm bén trong cua véc-to riéng va
véc-to cong khai cia mdi nhoém truy cap duogc sir
dung 1am khoa mi hoa dbi xtimg. Sir dung cac khoa
gian tiép, ngudi dung trong cic nhom truy cap cap
cao co thé lay cac khéa ma hoa dbi xtmg cua cac
nhom truy cép cap thdp. Trong qua trinh g1a1 quan ly
khoa chia s¢ quyén dong, CSHDL chi can cdp nhat
ma tran cong khai trong hé thong. Theo phan tich két
qua thtr nghiém, chuong trinh nay an toan va tuong
dbi hiéu qua.
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