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M3 hoéa dua trén dinh danh IBE, cung cap mdt giai phap
bao mat thong tin trong truwomg hoc
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Abstract: IBE identity-based encryption provides an easy-to-implement solution that still ensures data
confidentiality. Not only ensuring integrity, availability, authenticity and non-repudiation. They are more
easily provided by digital signatures because the keys are generated and managed by a traditional public

key system.
Keywords: IBE identifier.

1. Pit van dé

Gidu thong tin la mot ky thuat nhing thong tin
vao trong mot ngudn da phuong tién goi la cac
phuong tién chura ma khong can gy ra sy nhéan blet
vé su ton tai cta thong tin gidu. Phuo‘ng phap gidu
tin 12 1am cho ngudi khac kho co thé biét dugc co
thong tin gidu bén trong d6 do tinh chat an cua thong
tin dugc gidu.

Viéc giéu thong tin, cu thé hon, mat ma hoc 1a
nganh hoc nghién ctru vé nhiing cach thirc chuyén
d6i thong tin tir dang “co thé hiéu dugc” thanh dang
“khong thé hiéu duoc” va nguoc lai. Ma hoa dya trén
dinh danh tré thanh mot gidi phap hi€u qua trong s
dung mat ma khoa cong khai dé ma hoa thong tin.

2. N§i dung nghién ctru

Khai niém M3a hoa: Ma héa dua trén dinh danh
(Indetity based encryption -IBE) hién nay dang
dugc xem la mdt cong nghé¢ mat ma madi co nhiéu
thuan ti€n trong thyc thi tng dung so véi cac thuat
toan khoa cong khai khac. Pdi v6i cac hé mat ma
khoa cong khai truyén thong, viéc cai dat 1a kho
khan va tén kém, Gng dung thanh cong nhat cua
cong ngh¢ khoa cong khai 1a viéc sir dung rong rai
ctia SSL, n6 yéu cau tuong tac toi thidu véi ngudi
str dung khi duge ding dé xac thyc may chu va ma
hoa céc truyén thong véi may chu do. Cac tmg dung
ma yéu cau ngudi sir dung quan 1y hodc st dung cac
khoa cong khai thi khong thanh cong dugc nhu vay.
IBE 1a mot cong nghé ma hoa khoa cong khai, cho
phép mot nguoi st dung tinh khoa cong khai tir mét
chudi bat ky. Chudi nay nhu 14 biéu dién dinh danh
cua dang nao d6 va dugc st dung khong chi nhu la
mot dinh danh dé tinh khoa cong khai, ma con co
thé chira thong tin vé thoi han hop 18 cua khoa dé
tranh cho mdt nguoi st dung dung mai mét khod IBE
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hodc dé dam bao réng nguoi st dung s€ nhan duoc
cac khoa khac nhau tir cac hé thong IBE khac nhau.
Trong chudi nay c6 chira thong tin 13 duy nhat d6i
véi mdi cai dat IBE cu thé, chéng han nhu URL ma
dinh danh may chu dugc st dung trong cai dat ctua
cac hé thong IBE khac nhau. Kha ning tinh dugc cac
khoa nhu mong mudn lam cho cac hé théng IBE c6
cac tinh chat khac véi cac tinh chat ciia cac hé thong
khoa cong khai truyén théng, nhitng tinh chét nay
tao ra cac wu thé thyc hanh dang ké trong nhiéu tinh
hubng. Boi vy, c6 mot sd it tinh huéng khong thé
giai quyét bai toan bat ky vi cac cong nghé khoa
cong khai truyén thong, nhung lai c6 thé giai quyét
dugc v6i IBE va st dung IBE c6 thé don gian hon
nhiéu vé cai dat va it tbn kém hon vé nguén luc dé
hd tro
2.1. Mdt ma dwa trén dinh danh
2.1.1.Mat ma dua trén dinh danh

IBE (Indetity Base Encryption) 1a mdt cong nghé
ma hod khoa cong khai, cho phép mot nguoi str dung
tinh khoa cong khai tir mot chudi bat ky.
2.1.2.Uu thé IBE trong cdc vmg dung thuc té

IBE cho phép ngudi st dung giao tiép an toan,
¢6 thé xac minh chit ky d& dang ma khong can trao
ddi cac ma khoa cong khai hodc khoa riéng. Khong
can luu gitr bi mat cac thu muc quan trong, ciing nhur
khong can su dung dich vu ctia bén thtr ba.
2.1.3. Hé thong nhén dang IBE

Mot cach téng quan, hé théng bao méat IBE phu
thudc vao nhirng van dé sau ddy:

A. Bdo mat cua chirc nang ma héa co ban.

B. Luu trit va giit bi mat tuyét dbi cac thong tin ca
nhan tai trung tam tao ma.

C. Kiém tra triét dé danh tinh khach hang trudc
khi cap phat hanh thé cho nguoi dung.
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D. Cac bién phap phong ngura dugc thuc hién boi
nguoi st dung dé ngan chan sy mat mat, sao chép,
hodc st dung trai phép thé cua ho.

2.2. Ma hoa dwa trén dinh danh IBE
IBE lan déu tién dugc Adi Shamir néi téi vao nam
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1984, khi 6ng mo ta mdt cach khai lugc vé céc tinh
chét va cach thire st dung mot hé théng nhu vay. Mac
du 6ng chua thuc hién dugc mdt cong nghé an toan
va kha thi hoat dong nhu da mo ta, song cac uu thé vé
kha nang str dung ctia IBE so vdi cac cong nghé khac.

My chi tham s8
cOng kihad
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MNgudis nhzan

Ma hod bang hé thong IBE

Bo tao kKhoa
bi mat

Gidai ma bang hé thong IBE

3. Két luan

Mz hoa dua trén dinh danh IBE cung cap mot giai
phép dé thuc thi ma van dam bao tinh bi mat cta dir
liéu. Khong nhitng bao dam tinh toan ven, tinh sin
sang, tinh xac thuc va khong chdi bo. Ching duoc
cung cép dé hon boi cac chit ky s6 nho cac khoa da
dugc tao ra va quan 1y boi hé thong khoa cong khai
truyén thong. Uu thé cua IBE 1a cung cip mot giai
phap t6t cho mot sd trudng hop ing dung. Mot giai
phép pha tron str dung IBE cho ma hod va h¢ théng
khod cong khai truyén thong dé cung cip cac chit ky
s6 ¢6 thé 1a mot giai phap két hop duoc nhing dic
tinh t6t nhat ciia moi cong nghé.
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