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Abstract: This article presents some digital watermark schemes based on SVD and DWT transformations
applied in copyright protection on digital image data. This is a new research direction in the world, with

scientific significance and practical application.
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1. Pit van dé

Ngay nay, mang Internet da tré thanh mot trong
cac phuong tién truyén tai, chia sé thong tin, tai liéu
mot cach thuan tién, hi€u qua. Tuy nhién, vén nan sao
chép va str dung khong hop phap dir liéu sO ngay mot
tang. Tir d6, can thiét phai co cac giai phap chdng sao
chép dé han ché viéc vi pham ban quyén cac san pham
dit lidu sd. Mot trong nhirng giai phap hiru hiéu dé bao
vé ban quyén 1a k¥ thuat thuy van s6. Bai bao trinh bay
mot s6 luoc dd thuy van bén vitng dwa trén cac phép
bién d6i SVD, DWT g dung trong viéc bao vé ban
quyén trén dir liéu anh s6. Py 1a huéng nghién ctru
moi trén thé gidi, c6 y nghia khoa hoc va tmg dung
thuc tién.
2. No¢i dung nghién ciru
2.1.50 lwgc vé khdi nigm ky thudt thiiy vin sé

Thuy van s (tiéng Anh: digital watermark) 1a mot
loai “dau an s6” (thuy van) dugc nhing ngiu nhién
vao mot tin hiéu chéng nhiéu nhu dit liéu 4m thanh,
video hodc hinh anh. N6 thuong dugc sir dung dé xac
dinh quyen sO hitu ban quyén cua tin hiéu do.Thuy
van s0 dya trén két qua nghién ciru cia nhleu linh
vuc khac nhau nhu: Mat ma hoc, k¥ thuat glau tin,
Iy thuyét thong ké va xir 1y tin hiéu s6. Dya trén muc
dich su dung cac lugc dd thuy van duoc chia thanh
hai nhom chinh gdm thuiy vin bén viing va thiy vén
dé vé. Thuy van dé v& 1a ki thuat nhiing thily van vao
trong anh, khi ¢ bat ki su can thiép hay thay doi nao
t6i anh gdc thi ddu thuy van s& khong con nguyén ven;
ky thuat thuy van nay dugc ung dung trong bai toan
xac thyc tinh toan ven dit liéu sd. Trong khi dé thay
van bén _ving duoc ung dung trong bai toan bao vé
ban quyén ddi véi cac san pham sb.
2.2. Thiiy vdn bén vitng dwa trén cac phép bién doi
SVD-DWT
2.2.1. Thity vdn trén mién SVD

Dua trén khai trién, nhiéu tac gia d& xuat cac lugc
do thuy van trén mién SVD. Theo céc tai liéu nghién

clru, dir li€u anh duoc chia thanh cac khoi F, kich
thudc mxn,i=1,...,n. Véi mdi khdi F, cac thuat toan
ap dung phép khal trlen SVD d nhan duoc 3 ma tran
U, D, V tuong tng.

Sau khai trién SVD, mdi ma tran duoc nhiing mot
bit déu thiy van vao mot hodc hai phan tr ciia ma
tran dé nhan dugc ma tran U’. T U, béng phép bién
ddi SVD nguoc s€ nhan dugc khéi anh thiy van F’.

Thay viéc sir dung ma tran U dé nhung thuy vén,
mot s6 phuong phap nhung dau thuy vén trén cac ma
tran V, D. Theo két qua thuc nghiém cua cac phuong
phap thi nhing thily van trén ma trdn D c6 tinh bén
viing cao hon so voi nhiing thily van trén ma tran V
va D. Tuy nhién, chat lugng anh cta cac luge do thay
van trén cac ma tran U, V lai cao hon cac thuat toan
trén ma tran D.

Trén mién SVD, lugc db [7] duge xem 1a mot
trong nhitng luge d6 co tiém ning tng dung cao.
Theo [7], thuét toan sir dung anh gbc I, déu thay
van W=(w,....,w) ¢ d dai t bit va mot s6 nguyén
duong q dung lam hé s6 lugng tir. Pau ra 1a anh I’
chira dau thuy van W. Cac budc cua thuat toan
nhu sau:

Budrc 1: Chia anh I thanh t khdi khong giao nhau
tfrng doi m6t va c6 cung kich thudc mxn, ky hiéu la
L,i=1,2,..,t

Buéc 2: Ap dung phan tich SVD trén mdi khdi L:

I, =U,xD,xV}'

Buée 3: Nhing bit Wi vao phan tir D(1,1) cua
ma trdn duong chéo D, :

Buéc 3.1: Tinh: Z,=D,(1,1) mod q

qlahésd luong tu ‘cho trude, no thé hién tinh bén
viing cta luge do thiy van. Néu hé sb q cang nho
thi tinh bén viing cua luge dd cang thap, nhung chét
lugng anh thuy van cang cao. Nguoc lai hé s6 q cang
16n thi tinh bén viing cua luge dd cang cao, nhung
chat lugng anh thuy van cang thdp. Vi vay hé s q
nén dugc chon sao cho can bang giita tinh bén viing
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va chat lwong anh theo yéu cau thuc té sir dung.

Buwdc 3.2: Didu chinh D,(1,1) thanh D_(1,1):

Truong hop w, =0

NeuZ< 3q/4, D. A1,1)=D(1,1) +q/4-Z.

Nguoc lai, D, (1, 1) D(1, 1)+5q/4 Z.

Truong hop w =1:

NeuZ<q/4 D. A(1,1)=D(1,1)-q/4-Z,.

Nguoc lai, D, (1 1)= Dl(l 1)+ 3q/4 - Z1

Sau khi thyc hién nhung w, vao D, ta nhan dugc
D, chi khac D, tai vi tri (1,1).

Buéc 4: Tinh 7, =U, x D, xV, , anh I tao tir cac
khéi ' 1a anh chira d4u thity van W.

Nhén xét: Cong thic tinh D' (1,1) trong truong
hop w,= 1 va Z, < g/4 trinh bay trong bude 2 chura s6
hang Z nhung tZi la: Dy’(1, = Di(1, 1) q/4+21

Vvé mat ly thuyét Dj(1,1 ) can duoc bién ddi mot
cach it nhit dé roi vao tap:

Q, :{xeimx:%(modq)}

Hoac 0 = {x eR|x :%(modq)}

Tuy thudc bit thiuy van wi = 0 hodc wi =1 .
N6i cach khac néu wi = 0 thi Di’(1,1) thudc QO va
néu wi = 1 thi Di’(1,1) thugc Q1. Trén hinh duéi
day Qo gém céc diém o, Q1 gbém céac diém x:

a aq aq aq

| oot | | oo
I I A I

Khi d6, trong qua trinh trao ddi, anh thay van I’ ¢c6
thé bi tn cong boi cac phép bién ddi anh nhu thém
nhiéu, loc, 1am mo, nén JPEG..., khi do6 anh I bi bién
d6i thanh anh I* (goi I* 14 phlen ban tan cong cua I).
Thuat toan dudi day s& kiém tra su ton tai cua dau
thily van trong anh I* dé két luan vé ban quyén ddi
voi I* cla tac gia cd anh I°.

Budc 1: Chia anh I* thanh t khbi nhu trong thuét
toan nhing thuy van, ky higu la I*, i=1,....t

Budre 2: Ap dung phan tich SVD trén moi kh01 L™
I =U xD xV"

Budre 3: Xac dinh bit w* tir D, *(1,1)nhu sau:

Z*—D*(l 1) mod q

w = OneuZ* <q/2

w*— 1 neuZ*>q/2

Bll‘O'C 4: So sanh diu thay Van WH=(w*,.,w¥
trich ra tir I* v6i dau thity van goc W=(w,.. W) bang
cach dung hé s6 Err:  Err= —ZW XORw,

i=1
Ta nhan thiy Err 1a d6 sai khac trung binh giita W
va W*, n6 co gia tri trong doan [0, 1] va Err = 0 néu
w=w"(véi Vi), Err = 1 néu w,  w,” (v6i Vi). H¢
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s6 Err duoc so sanh voi ngudng 1€[0,1], néu Err <
T (tire 1a W* kha gan voi W) thi két luan anh I* ¢6
nhiing dau thiy van W va anh I* van thudc vé tac gia
c6 anh I’.

2.2.2. Phwong phdp DMA: Thity van két hop SVD va
DWT ba mirc

C6 nhiéu nghién ctru két hgp phép SVD va DWT
dé xay dung cac luge do thiy van nham lam ting
tinh bén viing voi cac phép tan cong, ting tinh on
dinh va tinh an cua cac lugc d6 thuy van. Ké thira
cac nghién ctu trude day, H. Danyali va cong su [5]
¢ dua ra mot luge dd thiy van. Chi tiét duoc trinh
bay dudi day:

a) Thuat toan chuyén d6i sang day nhi phan

Thuat toan 1: Chuyén doi tir s6 thuc sang day nhi
phan

Count = 1;

While(S~=0)

B(count)= mod(S, 2);

S= fix(S/2);

S = fix(S/2);

count = count + 1

end

Thuat toan 2: Chuyén ddi tir ddy nhi phéan sang
s6 thue

Algorithm 2

S=0;

k=1

for 1 =2: size(B)

S =S+B() x k;

K=kx2;

end

b) Thuat toan nhing thiy van

Input: Anh X dau thity van Wi,

Output:

Budc 1: Ap dung k muc phép bién d6i DWT cho
anh X thu dugc cac mién tan sé ki hiéu 1a X’ trong
do1</<Kvab& {LL,, LH,, HL,, HH}.

Budce 2: Ap dung phép blen 601 SVD cho cac
vung tan sd, thu duoc:

X =URSz (070)"

Ki hi¢u g7, i=1,...,n 1a cac (Singler Values) SV
cuaS’, 0€ {LL,, LHK, HL,, HH, } var la hang cta
ma tran A

Bude 3: Ap dung SVD cho dau thay van W va
chuyén déi cac SV sang sd nguyén € [0...255].

w :UWSW(VW)T ; a=255/p";

B =p"xasi=1,..,r.
Budc 4: Chuyén dbi sang day nhi phan

X,.v chira dau thuy van.

Thuat toan 1 ﬁW"’

ﬁi Thuattoan 1 ﬂ,'wm ﬁ N
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Budc 5: Chén g

B =" 1)
BT @=5" 2

vao A" nhu sau:

B @=5" (5
B @ =p"(6)

B =B"03) BT E=5" D

B @=4" @ AT @H=5"®

Budc 6: Khoi phuc cac gia tri SV tir cac chudi
nhi phan theo thuat toan 2 dugc S

Budc 7: Ap dung phép bién d6i SVD nguoc dugc

*9 *Q *

XK : XK _Ui-ng(V)f) ‘

Budc 8: Ap dung phép bién doi IDWT nguoc
duoc anh chtra dau thuy van véi (X, )-

Céc budc nay c6 thé mé ta qua so dd sau:

¢) Thuat toan trich thuy van

Input: Anh chira diu thity van X°

Output: Dau thiy van W.

Budc 1: Ap dung K mirc phép bién d6i DWT cho
anh x7 thu duogc cac mién tan sO X’ ,1<I<K,
e {LL o HL, HH, }.

Budc 2: Ap dung SVD cho cac mtc tan sb

X =UYS )

Budc 3: Chuyén dbi cac Singular Values (SV)
B sang chudi nhi phan g"*"

MxN *

Thuattoan 1

ﬁiw*O ﬂ*&
Budc 4: Trich cac bit nhi phan cua dau thay van
tir A" nhu sau:

ﬂicxt‘” (1) — ﬁ;‘[_lf‘r (1) ﬂicx[“' (5) — ﬂi*lllfr (2) ﬂicxt“' (2) — ﬂi*[‘[‘ar (2)
BO) =" @ =5 @) (=" ()

ﬂiext"' (4) — ﬂi*Llf“ (4) ﬁiext'” (8) — ﬂi*Hlf" (4)

Budc 5: Chuyén d6i cac gia tri sang so thuc:
ﬂiext :ﬁiext /a

Budc 6: Ap dung phép bién doi SVD nguoc thu
dugc dau thiry van

Wext — VWS:VXt (Vw )T

2.3. Thuc nghiém, phdn tich va so sanh cdc lwgc
do thiiy vin
2.3.1. Anh thir nghiém va cac do do

Dé thir nghiém, nghién ctru st dung cac anh da
cap xam, kich thudc 512x512 va thiy van 14 cac hinh
logo anh c6 kich thudc 64x64. Cac chuong trinh
dugc viét trén moi truong Matlab.

Mot s6 do do dé danh gia chét luong anh, tinh an,
bén ving cia luge dd thuy van:

D¢ do PSNR: PSNR:101ogm[fu5 ](db)
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> M,N[X(m,n)-Y(m-n)J’
M =N

trong d6:  MSE=

- Do do MSSIM: MSSIM (X,Y)= ZSSIM(X.,YI)

Jj=1

Qup,+C)20,+C,
(4 +p; +C )07 +0; +C,

1 N 1 N
:N;Xmuy :ﬁ;Y:
o, =(ﬁg(&*ﬂ,)2fﬁ, :[ﬁg(})’ﬂ,)lf

1 N
o, = ﬁ;(% = 1) — )

trong d6:  ssimM(x.Y)=

(Wi )= WIW ) - W)

Dédo tinhbénvimg: - Zu ) _
J(Z,_,“‘<W<r,j>—W>2>(Z, W)= W)

Yo WG HW G, )

M.N

S WG DF
Z,I,I[W(l N-WIW G, j)-W
\/[Z WG -WYILY (WG - W)

2.3.2. Két qua thir nghiém: Két qua heoc d6 DMA
Bang 2.1: Két qua thir nghiém vé chat lwong anh sau
khi nhung thuy vdn:

NC=

House | Pirate | Tree Lena | Pepper| Plane
PSNR(dB)| 63.78 | 63.41 | 63.11 63.44 | 63.32 | 63.83
MSSIM | 0.9999 0.9999 | 0.9999 | 0.9999 | 0.9999 | 0.9999

Bdng 2.2: Két qud thir nghiém tinh bén vitng ciia
hege do thity vin:

Tree

1.0000

Plane
1.0000

Lena
1.0000

Pirate
1.0000

House
p | 1.0000

Pepper
1.0000

3. Két luan

Bai bao tap trung xdy dung cac luge do thuy
van bén vimng dya vao su két hop ciia phép bién doi
DWT va SVD. Nhitng dong goép chinh cua bai bao
bao gom:1) Trinh bay chi tiét vé phép bién d6i DWT
va SVD; 2) Cai tién, phat trién lugc do thuy van ben
virng trén mién DWT - SVD; 3) Xay dung phan mém
thyc hién nhung va trich déu thily van nham khao sat
tinh bén viing cua luoc do thily van DWT — SVD.
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