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Abstract: From the practice of developing information on the Internet, the situation of law violations
and crimes on the Internet, inadequacies in the management of information content on the internet and
the problems posed to content management information on the internet is necessary to deploy
comprehensive solutions to promote the positive aspects and limit the negative aspects of the Internet,
meeting the country’s political tasks in the new situation.
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1. Pit Van dé

Internet bat ddu xudt hién tir nhitng nam thap nién
60 cuia thé ky XX. Tuy nhién, tai thoi diém d6 né chi
duoc st dung ndi bo va phuc vu chu yéu cho quan su.
Ngay 19/11/1997 1a ngay dau tién Viét Nam chinh
thitc hoa vao mang Internet toan cAu, sau hon 20
nam hoat dong Internet tré thanh mot thuat ngi hau
nhu ai ciing biét, mot phuong tién truyén thong ma
phan 16n con nguoi da va dang st dung phuc vu cho
nhu ciu cudc sdng, sinh hoat hang ngay. Do ban chat
cong nghé da dinh hinh, Internet 1a mot moi truong
mé hudng t6i ty do truyén thong cho cong dong trén
toan thé gidi, cho phép nguoi sir dung tu do cung
cép, tim kiém va st dung thong tin ma khong c6 gidi
han vé dia ly, lanh thd. Va trong da s cac truong
hop st dung dich vu thong tin trén Internet, thong
tin vé ca nhan ctia ngudi dung khong can xac thuc.
Diéu d6 mot mit tao diéu kién thuan loi mot cach tdi
da cho nguoi mudn cung cap, sir dung thong tin trén
Internet, loai bo t6i da nhiing rang budc vé phap 1y,
nhitng médc cam trong ¥ thirc dé tham gia vao mai
truong thong tin trén Internet; mat khac no cling 1a
moi trudng dé mot sb t6 chire, ca nhan véi dong co
xu c6 thé che d4u danh tinh dé cung cap thong tin
sai trai, doc hai; tham chi x6a bo dau vét dé thyc hién
hanh vi toi pham, ltra dao, trong do phé) bién nhit 1a
nhitng hanh vi toi pham xuyén qudc gia.

Nhan thuc dugc tinh hai mat cua cong nghé
Internet ciing nhu ndi dung thong tin trén Internet
gitp chung ta c¢6 dinh hudng chinh sach va giai phap
quan 1y thong tin phit hop véi tinh chét thong tin, ban
chat cong nghé nham phat huy mat tich cuc va han
ché nhitng tac dong tiéu cyuc cua thong thong tin sai

trai, doc hai. O Viét Nam, mic du cong tac quan ly
nha nudc vé thong tin trén Internet trong thoi gian
qua da tao dugc mdi truong thuan loi cho Internet
phat trién, dong gop tich cuc cho nen kinh té, x4 hoi,
tuy nhién van con ton tai mot sé vin d& nhu: cac
thong tin c6 ndi dung xuyén tac va chdng pha Pang,
Nha nudc, pha hoai khdi dai doan két dan toc van
dugc tuyén truyén, khai thac kha rong réi trén mang
Internet va phat tan trong mot bd phan nhan dan,
gdy nén tam 1y hoai nghi vao su 1anh dao ctuia DPang,
lam mAt uy tin cua lanh tu, giy chia ré trong mét bo
phén ton gido. Cac thong tin doc hai (bao luc, khiéu
dam, ma tay...), cdc chuong trinh tro choi dién tur tryc
tuyén (online games) ¢6 noi dung khong phu hop
v6i thuan phong my tuc, vin hoa cia Viét Nam van
tham nhap, Iy lan qua Internet dén nguoi ding trong
nudc, anh hudng ti€u cuc dén 16 séng, sinh hoat cua
mot bd phan cén bd, thanh thiéu nién, hoc sinh, sinh
vién ndi chung cling nhu SV Pai hoc Thai Nguyén
n6i riéng. Hoat dong sir dung Internet dé tin cong,
truy cap bat hop phap, phat tan ma doc va cac trang
tin, bdo mang cta co quan Dang, Chinh phi, cic t6
chirc va doanh nghigp do cac t6 chirc t6i pham thyc
hién van gia ting. Cac hanh vi loi dung Internet dé
lira d4o, danh cdp mat ma, thong tin riéng cta cac to
chirc va ca nhan, cac vu 19 lot thong tin bi mat qubc
gia trén moi trudng mang xay ra kha nghiém trong.
Tir thyc tién phat trién thong tin trén Internet,
tinh hinh vi pham phap luat va tdi pham trén mang
Internet, nhimg bat cap trong cong tac quan 1y ndi
dung thong tin trén Internet va nhimg van dé dit ra
cho cong tac quan Iy ndi dung thong tin trén Internet
can thiét dé trién khai cac giai phap tong thé nham
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phat huy mat tich cuc va han ché tinh tiéu cuc cua
Internet, dap tng yéu cau nhiém vu chinh tri cua dét
nudc trong tinh hinh méi.

2.Mét s6 bién phap gido duc an toan thong tin va
phong chong vi pham phap luit trén khong gian
mang cho sinh vién khi tham gia hoc tap tai Trung
tim GDQP&AN Dai hoc Thai Nguyén.

2.1. Gido duc ning cao nhén thirc vé bio vé chii
quyén qm?'c gia, cdc lgi ich va sw nguy hai dén tir
khong gian mang cho SV.

Ngay nay, quan niém vé lanh thd, chu quyen bién
gi6i ciia mot qudc gia khong chi 1a dét 1ién, hai dao,
ving bién va ving troi, ma ca lanh tho khong gian
mang, chu quyén khong gian mang. Theo do, lanh
thd khong gian mang la mét bo phan hop thanh lanh
tho quoc gia, noi xac dinh bién gi6i mang va thyc thi
chi quyén qudc gia trén khong gian mang.

Béo vé chu quyen quoc gia con la bao vé khong
gian mang cua quoc gia, bao gdm, bao vé cic hé
thong thong tin; cac chu thé hoat dong trén khong
gian mang; hé théng dit liéu, tai nguyén mang; cac
quy tic xur 1y va truyén sb liéu. Pam bao quyén binh
dang trong tham du quan 1y mang Internet quéc té;
doc lap trong van hanh ha tang co s& thong tin thude
lanh thd qudc gia; bao vé khong gian mang qudc gia
khong bi xam pham va quyen quan tri truyen tai cling
nhu xtr 1y s6 liéu cua qubc gia.

Céan bd, dang vién va cic tang 16p nhan dén
ma nhit 1a SV cin nhan thirc 16 cac nguy co dén
tir khong gian mang nhu: tdn cong mang, gian diép
mang, khing bd mang, t0i pham mang, dic biét la
nguy co chién tranh mang dang 1a thach thirc gay gat
vé an ninh, va bao dam an ninh mang dang tr6 thanh
trong tdm uu tién cua quoc gia. Vi vy, can quan triét
cac quan diém ctia Dang vé phat tr1en khoa hoc cong
nghé va chién luoc bao vé Té qudc trong tinh hinh
moi, cac dinh hudng hanh dong cua Viét Nam trong
bao vé chu quyén va loi ich quic gia trén khong gian
mang va nhan thtc rd ring, de doa trén khong gian
mang 12 mot trong nhitng mdi de doa thuyc té va nguy
hiém nhat d6i véi an ninh qudc gia hién nay cho cac
em hiéu biét duoc.
2.2.Tuyén truyén, phé bién, gido duc cic quy dinh
ciia phap Iudt vé quan Iy khong gian mang cho SV.

Phé bién cac diéu khoan cia Bo luat Hinh sy
2015 (Muc 2, Diéu 285-294) lién quan dén linh vuc
cong nghé thong tin, mang vién thong; Nghi dinh s6
72/2013/ND-CP ngay 15-7-2013 cua Chinh phu va
Thong tu s6 09/2014/BTTTT ngay 19-8-2014 cua
B0 Thong tin va Truyén théng vé hoat dong quan 1y,
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cung cip, str dung thong tin trén trang thong tin dién
tor va mang xa hdi, nhitng hanh vi bi nghiém cAm
trong st dung mang xa hoi.

Tuyén truyén, phd bién, gido duc Luat An ninh
mang ndm 2018. Luat An ninh mang duoc xay dung
nhiam béo vé ngudi dung hop phap trén khong gian
mang; phong ngira, déu tranh, lam that bai hoat
dong st dung khong gian mang xam pham an ninh
qudc gia, chong Nha nudc, tuyén truyen pha hoai tu
tudng, pha hoai ndi b, kich dong biéu tinh, pha roi
an ninh trén mang ctia cac thé lyc phan dong. Phong
ngua, ngan chan, Gmg pho, khic phuc hdu qua cia
cac dot tan cong mang, khung bd mang va phong,
chbng nguy co. chién tranh mang.

Tuyén truyén siu rong vé nhirg hanh vi bi cAm
trong Luat An ninh mang, nhét 1a cac hanh vi st dung
khong gian mang dé tuyén truyén chéng Nha nudc;
td chtrc, hoat dong, cAu két, xui giuc, mua chudc, Ivra
gat, 161 kéo, dao tao, huén luyén nguoi chéng Nha
nudc; xuyén tac lich st, phit nhan thanh tyu cach
mang, pha hoai khéi dai doan két toan dan toc, xac
pham tén gido, phan biét ddi xir vé gidi, phan biét
chung tdc; thong tin sai sy that; hoat dong mai dam,
t¢ nan xa hoi; pha hoai thuan phong, m¥ tuc; x1i giuc,
161 kéo, kich dong nguodi khac pham tdi; thuc hién
tAn cong mang, khung bd mang, gian diép mang, tdi
pham mang; 191 dung hodc lam dung hoat dong bao
v¢€ an ninh mang dé xam pham chu quyén, loi ich, an
ninh quéc gia, trat tu, an toan xa hdi, quyén va loiich
hop phap cua td chtrc, ca nhan hodc dé truc loi.

Céc hinh thtc gido duc can dugce van dung da
dang, phong phu va linh hoat nhu: Thong qua céac
bai hoc 1y thuyét to chtre noi chuyén chuyén dé, phd
blen phap luat; tuyén tuyen Ludt An ninh mang hoac
t6 chirc cac cudc thi tim hiéu vé an toan thong tin cho
SV; Qua d6 gop y xay dung chuong trinh gido duc
an toan thong tin mang cua cac co sé giao duc hoac
tham gia bién soan cac tai liéu lién quan dén an toan
thong tin mang.

2.3. Béi dwéng kj ning nhin dién cdc am muwu, thii
doan tin cong mang va cdc hinh thdi phat sinh trén
khéong gian mang cho SV.

Hoat dong tan cong khong gian mang rat da dang
va tinh vi nhu: 1am mat két ndi Internet, danh sap cac
website ctia chinh phu, co quan, don vi, nha truong,
doanh nghiép; gia mao cac website nham lira dao;
cai gidm vao may tinh ca nhan hodc lay tai khoan
va mat khiu; danh cip dit liéu ca nhan (hinh anh,
file, video); tan cong bing mi doc (theo tép dinh
kém trong email hodc an trong quang co Skype); tan
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cong an danh bang nhitng phin mém doc hai (phan
mém diét virus, cac trinh duyét); tan cong qua usb,
dia CD, dia chi IP, server...

O muc d6 cao hon, cac thé luc thu dich co thé
thong qua block ca nhan 16 kéo, kich dong cic phan
ttr bat man, tap hop luc lugng, thanh 1&p céac td chue
chéng d6i nhu Viét Tan, Chinh phii qubc gia Viét
Nam lam thoi, Thanh Nién Dan Chu,... nap dudi vo
boc cac td chie “xa hoi dan su”, “dién dan dan chu”
dé xuyén tac cuong linh, duong 16i, quan diém, nén
tang tu tudng cua Pang.

Céc thé lyc thu dich con lgi dung béo dién tu, cac
website, dich vu thu dién tr, mang xa hoi facebook,
Zalo, Twitter, dién dan, ... dé phat tan céc tai liéu, kéu
goi tudn hanh, biéu tinh, gdy mat 6n dinh an ninh
chinh tri, trdt ty an toan xa hoi, chéng phéa chinh
quyén, chia r& mbi doan két gitra Dang va Nhan dan
hodc sir dung “khoang tréng thong tin” dé tdn cong
vao sy hiéu ky cua cong chung; 1am méi thong tin cil,
bia dit thong tin m&i dé chdng pha. Cac trang mang
c¢6 nhidu ndi dung thong tin xdu, doc nhu Dan Lam
Bao, Quan Lam Bao; Boxit, Dan Luan, Chan Dung
Quyén Luec...
2.4.Ndng cao y thirc phong tranh, tu vé va sir bién
phdp kj thudt dé khdc phuc hdu qud trong truwong
hop bi tin céng trén khong gian mang cho SV.

Néu cao y thtic chinh tri, trdch nhiém, nghia vu
cong dan dbi voi nhiém vu bao vé khong gian mang
qudc gia. Tuan thi quy dinh cia phap luat vé bao vé
an ninh mang; kip thoi cung cap thong tin lién quan
dén an ninh mang, nguy co de doa an ninh mang va
cac hanh vi xdm pham khéac, thyc hién yéu clu va
huéng dan cua co quan quan 1y nha nude ¢6 thim
quyén; giup d, tao diéu kién cho ngudi co trach
nhiém tién hanh cac bién phép bao v¢ an ninh mang.

M&i SV can nghién ctru va sir dung t6t cac bién
phép k¥ thudt bao ddm an toan thong tin nhu bao vé
tai khoan ca nhan bang xac thuc mat khau da 16p; tao
thoéi quen quét virus trude khi mé file; thuc hién sao
luu dy phong trén o cirng ngoai, mang ndi bd hoac
trén cac dich vy luu trlt ddm may (Google Drive,
OneDrive); kiém tra 16 lot thong tin tai khoan ca
nhan qua Trung tdm xt 1y tn cong mang Viét Nam.

Nguoi dung khong nén vao nhiing trang web la
(hodc trang web den), nhiing email chua ro danh
tinh va duong dan dang nghi ngd; cap nhat ban trinh
duyét, hé diéu hanh va cac chuong trinh st dung;
dung nhitng phan mém diét virus uy tin va dugc cap
nhat thuong xuyén, khong tit chuong trinh diét virus
trong moi thoi diém. Khi phat hién bi tdn cong trén
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khong gian mang, nhanh chong ngit két ndi mang;
st dung céc cong cu giai ma doc; bao cho nguoi co
trach nhiém qua dudng day nong.
3.Két luin

Trén day 1a cac bién phap c6 y nghia rat 16n nham
nang cao dan tri mdt cach toan dién, dé mdi nguoi
dan, dic biét 1a thé hé tré, hoc sinh, sinh vién c6 y
thttc ty bao v¢ minh va tr¢ thanh bd loc thong tin,
huéng dan nhitng ngudi xung quanh nhan biét, sang
loc cac thong tin xAu, thong tin doc hai. Nhém bién
phap nay mang tinh tuyén truyén va gido duc, doi hoi
phai xdy dung mot dé an thong tin riéng, phu hop
v6i ddc diém tam sinh 1y, doi song, trinh d6 nhan
thie va diéu kién thue tién ctia Viét Nam; dic biét
tranh kiéu 1y luan mang tinh gido diéu, xa roi thuc
tidn cudc sdng. Cac co quan bao chi diy manh cong
tac tuyén truyén, gido duc vé& nguyén nhn, su nguy
hiém, tac hai va anh huéng do vi pham phép luat va
t01 pham trén mang Internet gay ra ddi vé6i an ninh
quéc gia, trat tuy an toan xa hdi; nang cao nhén thuc,
trach nhiém trong phong ngira, chéng vi pham phap
luat va tdi pham trén mang Internet cho toan dan,
nhit 12 SV dé cac em chii dong du tranh chéng lai
cac thong tin xuyén tac, chong pha tir cac thé luc
thu dich, phan dong; thuong xuyén cap nhat, dua
tin chinh xé4c, phan 4nh ddy du va kip thoi tinh hinh
chinh tri, quéc phong, an ninh, kinh té - x4 hoi; phan
bac hi€éu qua nhiing luan di¢u sai trai cta cac thé luc
thu dich trong va ngoai nudc; qua d6 lam tbt vai tro
cau ndi gitta Pang, Nha nude voi nhan dan; ning cao
nhén thue, ting cudng su théng nhét tu tudng trong
toan Pang, toan quén, toan dan. Lam tdt viéc tuyén
truyén trén cac phuong tién truyén thong dai ching
nhu béo chi, két hop véi truyén thong xa hoi, véi gia
dinh, nha truong, cac t6 chirc doan thé nhim hudng
dan, nang cao ¥ thic phong ngira, chdng vi pham
phap luat va toi pham trén mang Internet, y thurc su
dung thoéng tin trén Internet cia nguoi dan, dac biét
1a thé hé tré dé ty minh sang loc nhitng ndi dung XAu,
khai thac nhiing thong tin c6 191 phuc vu nhu cau hoc
tap, thong tin giai tri lanh manh.
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