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Abstract: The article addresses the awareness of manifestations and risks of sexual abuse on cyberspace
of secondary school students in Hanoi. The survey results are based on collecting opinions from 411
students in 2 Secondary schools in Hanoi. The results of the study show that students have some initial
understanding of behavioral manifestations, risks and how to respond to the risk of sexual abuse in
cyberspace. However, most students are still confused in identifying online sexual abuse. They only guess
based on their emotions and do not have a proper understanding of the risks from this issue. Therefore,
improving knowledge and skills to respond to the risk of sexual abuse in cyberspace for secondary school

Students is an urgent need in schools today.
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1. Pit van dé

Trong thoi dai ngay nay, sy phat trién cua internet,
cong nghé va thiét bi sb dong mot Va1 tro quan trong
trong cudc song thudng ngay véi mdi ngudi va ca
tré em.

Theo bao cao ciia UNICEEF, tinh t6i thang 8/2022,
c6 tdi 82% tré em Viét Nam trong do tudi 12-13 ¢o
sir dung Internet va con s nay ting 1én 93% dbi véi
tré tir 14-15 tudi. Pidu nay cho thdy muc do tham
gia cac hoat dong trén khong gian mang cuia tré em
dac biét 1a vi thanh nién ¢ Viét Nam 1a rat 16n [1].
Tré st dung mang internet cho nhiéu muc dich khac
nhau nhu hoc hanh, giai tri, tim kiém théng tin va
choi game. Nhiing 191 ich to 16n ma internet mang
lai 1a khong thé phu nhan trong doi séng noi chung
va tré em noi riéng. Bén canh do, nhitng mat trai cua
internet hay nhiing rui ro trén khong gian mang ciing
da va dang ton tai song song, mang lai nhiéu thach
thire d6i v6i an toan cua nguoi dung, dac biét 1a tré
em. Trong d6 van dé str dung internet, cong cu truc
tuyén dé tan cong, xdm hai tinh duc (XHTD) tré em
dang tré thanh moi de doa khong chi cia mét quoc
gia nao.

Nguy co vé XHTD trén khong gian mang c6 thé
dén tir nhimg hanh vi rai ro ma tré tham gia trong
qua trinh tryc tuyén nhu két ban véi nguoi la, chia
s¢ hinh anh goi cam cia c4 nhén, hay gap g& véi dbi
tuong quen qua mang [2] ...Viéc danh nhiéu thoi gian
hon trén cac nén tang 4o c6 thé khién tré em dé tiép

xuc vdi cac ndi dung doc hai, bao luc, gia ting nguy
co bi boc 16t tinh duc, du d va lira gat boi nhiéu ké
xau dang tim cach lgi dung tinh 4n danh cua internet
dé tin cong tré [3]. Trong khi chinh cac em lai chua
dugc trang bi nhiing kién thirc vé phong ngira xam
hai tinh duc ciing nhu nhiing ki ning déi phé véi cac
tinh hudng xay ra trén khong gian mang. Béi véy, cac
em c6 thé phai d6i mit véi nguy co cia XHTD qua
mang ngay cang cao.

Nghién ctu cu thé vé& hanh vi xam hai tinh duc
tré em trén khong gian mang, nhitng nguy co va biéu
hién ctia n6 qua goc do nhéan thirc va danh gia cta
HS s& 1a budc khoi dau dé gitip cho cac em c6 co hoi
nhan dién van d& ma ban than dang gip phai hoic co
thé di mat trong twong lai. Boi vdy, tim hiéu thuc
trang nhan thirc vé biéu hién va nguy co XHTD trén
khong gian mang & HS céac truong THCS tai thanh
phd Ha Noi 1a mot trong nhimng ndi dung ma ching
t6i tién hanh khao sat trong bdi canh hién nay khi nhu
cau sir dung internet ngay cang tang cao cua hoc sinh
(HS) tai day. Két qua nghién ctru s& 14 co s& quan
trong cho viéc dé xuat nhitng bién phap phu hop cta
nha trudng nham gitp cac em tng phod va ngin ngira
nhing nguy co vé XHTD c6 thé xut hién khi cac em
tham gia vao moi trudng mang.
2.Nhén thic ciia HS vé nguy co xam hai tinh duc
trén khong gian mang
2.1. Nhén thirc vé nguy co xdm hai tinh duc trén
khong gian mang tiv cdc hanh vi trwe tuyén ciia HS
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Bdng 2.1. Nhén thirc ciia HS vé nguy co xdam hai tinh
duc trén mang qua cdc hanh vi sir dung mang
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su dung mang vdi cac cong cy, phuong tién két noi
c6 thé dan dén kha nang bi xam hai tinh duc. Piéu

nay anh huéng dén kha ning phong

ilé (% ~ by 7 r 9. r r
Tile (%) vé va rng pho clia cic em trude nguy
Céc hanh vi tryc tuyén | Khong | Nguy Ncg;‘y Nguy | Newy | | €O bi xam hai tinh dyc trén khong gian
cO nguy | co rat mot | © kha | corat mang.
co thaj 3 cao cao - n . . A ghs
P | phan 2.2. Nhadn thire cia HS vé doi twong
e St |24 |97 |355 |100 |24 |240 | 1018 fré em c6 nguy co by xam hqi tinh
nhan, chat qua mang voi X . . . X . . A A .
ngudi khong quen biét d{fc tren khon;g 8 m’? mg{ng N ad.
2. Dung webcam (trd Bang 2.2. Nhdn thirc cua HS vé doi
chuyén ¢6 hinh anh) véi |0 122|501 |187 190 |345 [0934 | twong tré em co nguy co bi XHTD
nguoila : trén mang
3. Chia s¢ hinh anh goi - N " Ti 16 %
cam, cung cép thong tin ca | 0 204 294 |348 |153 |345 0982 bai t”‘-’“bg txrl‘flﬁg“tcf’ tie 7o
nhan trén mang xa hoi Eﬁgzgcog‘ia!n mang ren
4. Dung tinh néng két ban 1. Tré em gai 100
hodic chap nhan ket ban | 7 g 144 521|165 |92 [3.05 | 0.995
v6i nhitng nguoi khong 5y Tre trai 220
quen biét qua mang ’ re em trat :
5. Hen ho, gap go voi 3. Tré em co 18.0
ngudi khac thong qua 0 5.1 26.0 |47.7 21.2 |3.85 {0.809 }r:g?nk%elllnh tdtact blei1 (mién
mang yét tat, ngheo...)
. 4. Tré em du6i | 27.7
6. Xem cc hinh anhnhay |55 4 1158|516 |51 51 |255 | 1052 3 tudi
cam, khiéu dam trén mang 5 Tré em tir 243
7. Tham gia vao cdc game | 10 1519 1970|156 |175 |293 | 1340 36 o
online (tr6 choi tryc tuyén) |~ ’ ’ ’ ’ ’ ) 6. Tréemte 6— | 70.6
8. Dung cong cu Lives- 12 tudi
tream (phat truc tiép) trén | 5.6 34.1 28.7 243 7.3 294 |1.048 7. Tréeemtr 12 | 79.6
mang xa hoi — 18 tudi
DTB chung 3.07 0970 8. Batkitr¢em | 73.2
nao

Két qua trén cho thay, HS nhan thirc vé nguy co
dan dén xa4m hai tinh duc tir cic hanh vi rai ro truc
tuyén 1a chua cao va chua dong nhat (BTB=3.07,
PLC=0.970). HS cho biét vé cac hanh vi nay chi c6
nguy co “mot phan”, va “ nguy co thip”, tham chi
& mot sd hanh vi con duoc danh gia 1a “khong c6
nguy co”. Viéc “hen ho, gap gd voi nguoi khac thong
qua mang” 13 hanh vi c6 nguy co cao nhit (DTB=
3,85), tiép theo la “chia s¢ hinh anh goi cam, cung
cip thong tin cd nhan trén mang xa hoi” (DTB=3.45)
theo y kién HS. Pang chu ¥ khi cac em cho rang: viéc
giri tin nhan, chat qua mang véi ngudi khong quen
biét khong xay ra nguy co hodc nguy co rat thap bi
xam hai tinh duc (52.1%). Tham gia vao tro choi truc
tuyén 1a mot trong hai hanh vi ma cac em HS dénh
gi4 ¢6 nguy co thdp nhat (DTB=2.93). Tuy nhién,
viéc tham gia vao céc tro choi truc tuyén, ké xam hai
¢6 co hoi gia danh 1a ban choi, cing tudi, gioi tinh dé
d& dang tiép can tré, du dd, gay anh hudng toi tré lién
quan t6i XHTD qua mang.

Tir két qua khao sat cling chira rang da sd cac em
chua nhén thac t6t vé nhiing rui ro tiém an cua viée
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Nhan dinh cia HS qua khao sat cho
thdy, tré em gai 1a d6i twong d& c6 nguy co bi xam hai
& muc cao nhat voi 100% HS lua chon. Trong khi do6
vé d6 tudi, phan 16n HS cho rang do tubi 12-18 1a d&
¢6 nguy co bi xam hai trén mang véi 79.6% ¥y kién
dﬁ”)ng tinh. Cac em nhan dién vé cac dbi tuong tré
khac nhu tré dudi 3 tudi, tré dudi 3-6 tudi hay tré co
hoan canh dic biét it c6 co hoi hay kha ning dé tiép
can mang nén viéc xay ra nguy co bi xam hai tinh
duc it hon. Trong d6, xét vé goc do tudi, ddi voi tré
em 3 - 6 tudi dugc HS nhan thirc vé nguy co bi xam
hai thip hon ca so véi cac d6 tudi khac (24.3%). Trén
thuc té, nhom tré em nay c6 thé khong truc tiép tham
gia vao cac hanh vi tryc tuyén rui ro song nhiéu vu
viéc xam hai van xay ra voi cac em. Piéu nay phan
anh phan nao tinh trang sir dung hinh anh, clip hay
thong tin cua tré trén mang do nguoi than, cha me
tré dang tai 1én nhung lai khong ludng trudc duoc
nhing hinh anh, théng tin d6 co thé bi cac ddi tuong
trén mang “bién tuéng” thanh cac san phdm véi muc
dich lién quan t61 tinh duc nhu khiéu dam tré em,
quang cao san phém mai dam tré em [6], [8]...

Thong qua khao sat trén cho thay nhiéu HS da
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nhén thirc dugc nguy co cao bi xam hai tinh dyc qua
mang ctia mot sd nhom tré em cu thé song cac em
ciing bo qua hodc danh gia thip sy anh huéng cua
nan XHTD trén mang ddi véi cac tré em nho, tré trai
hay tré em c6 hoan canh dac biét. Diéu nay, da dugc
cac em giai thich ¢ trén theo suy nghi cam tinh cua
minh song suy nghi niy c6 thé lam han ché nhan thirc
clia cac em vé nhitng thi doan ma ké xam hai da va
dang thyuc hién véi dién bién rat phirc tap trén mang
hién nay.

2.3. Nhén thirc ciia HS vé nguy co tiv doi twong
xdm hai tinh duc trén khong gian mang

Bang 2.3. Nhdn thirc cua HS vé doi tuwong xam hai

tinh duc tré em trén khong gian mang

Dbi twong xam hai Ti 18 (%)
1. Nguoi la trén mang 96.4
2. Nguoi lam quen qua mang 53.0
3. Nguoi quen (hang xom, ban bé cung | 26.5
truong...)

4. Nguoi than, ho hang 26.0
5. Nguoi cung gidi 22.9
6. Nguoi khac gidi 91.7
7 Nguoi c6 ching du dam 95.1
8. C6 thé 1a bét ctr ai 78.6
9. Khong thé biét 1a ai do 4n danh hofic | 55.2
gia mao trén mang

Pa phén cac em cho rang ké di xam hai 1a ngudi
la trén mang (96.4%); nguoi c¢6 chimg 4u dam
(95.1%); ngudi khac gidi vai tré (91.7%). Tuy nhién
cac em khong danh gid cao ké xam hai c6 thé 1a
nguoi than, ho hang (26.0%) hay nguoi cung gioi
(22.9%). Trén thuc té, nhidu dbi tuong c6 hanh vi
gia mao nguoi than, ngudi quen ho hang cua tré
dé lira dao trén mang hay du dd tré cac van dé vé
tinh duc. Pic biét véi dic tinh 4n danh trén mang,
cac ddi twgng xam hai ciing c6 thé 1a nhitng ngudi
quen biét tré gidu mit, hiéu duoc cac thoi quen sinh
hoat, cic van dé cua tré va d& dang tim 1i do tiép can
[2]. Tt d6, chung thuc hién hanh vi xam hai ma tré
khong dé co thé phat hién dwoc d6 lai chinh 1a nguoi
than quen cua minh.

Nhu vay, thu pham cta hanh vi xam hai tinh duc
trén khong gian mang c6 thé 1a bat cir ai, gioi tinh va
dd tudi nao [2]. Viéc 4n danh trén mang la mét dac
tinh gay kho khan trong cong tac truy tim thi pham
va xu li nhitng hanh vi xadm hai tinh duc. Nhan dién
dbi twong xam hai gitip HS nhén dién dugc nguy co
dén tir cac d6i tugng ma cac em giao tiép trén khong
gian mang. Tu do, cac em can diéu chinh thai do, suy
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nghi va can trong trong hanh vi cia minh khi tiép can
cac mdi quan hé théng qua moi trudng mang.
3.Két luin

Két qua nghién ctru cho thy, HS da c6 nhan thic
nhit dinh vé cic nguy co va biéu hién cua XHTD
qua mang, song mot bd phan HS khac con chua nhan
dién dung vé cac nodi dung khao sat nay. Dua trén
nhitng nhan xét cam tinh ctia minh, HS dé c6 thai do
chu quan trong phong ngura nhitng hanh vi xam hai
tinh duc qua méi truong mang.

Trén co so cta viéc tim hiéu thyc trang nhan
thurc vé cac biéu hién va nguy co xam hai tinh duc
trén mang & HS, nghién ctru chi ra ring nguy co ctia
hanh vi nay c6 thé tiép dién khi nhan thic va ung
phé trude tinh hudng XHTD qua mang cta cic em
con nhitng han ché nhét dinh. Tir d6, can thiét phai
¢6 nhitng bién phap nang cao nhan thic, ki ning vé
phong ngtra va ing pho voi nguy co cia XHTD qua
mang cho HS mot cach thiét thuc va hiéu qua. bay
chinh 14 co s& cho viéc dé xuit cac hoat dong hd trg
tir goc do cua cong tac xi hoi trong trudng hoc nham
phong ngira va giam thiéu nguy co xam hai tinh duc
tré em trén khong gian mang cho HS THCS trong ndi
dung nghién ctu tiép theo.

Loi1 cam on: Nghién curu nay dugc hd tro va thudc
dé tai: “Cong tac xa hoi nhoém trong phong ngira va
ung pho voi nguy co xam hai tinh duc trén khong
gian mang cho HS Trung hoc co so tai Ha Noi”. Ma
s6: SPHN22-28
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