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Abstract: In recent years, high-tech crime has been increasingly infringing upon social order. In the
province of Hai Duong, there have been complex developments, with the severity of criminal behavior
escalating and negatively impacting the security and order of the area. This article analyzes the current
situation of high-tech crime affecting social order in Hai Duong province, clarifying the status of crime
prevention activities in this area. It highlights the strengths, limitations, and shortcomings of current
efforts, proposing solutions to enhance the effectiveness of crime prevention against this type of criminal

activity in Hai Duong province in the near future.
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1. Pit van dé

Nhfmg nam gan déy, Viét Nam dd ¢ nhiéu chu
truong ddy manh tng dung, phat trién cong nghé
thong tin phuc vu phat trién kinh té - xa hoi, bao dam
quoc phong, an ninh va da dat dugc nhiéu thanh tuu
rat quan trong. Viéc chu dong, tich cyc tham gia cudc
Céach mang cong nghiép lan thir trr va chuyén ddi s6
qudc gia 14 yéu cau tit yéu khach quan nhim mang
lai co hoi cho phat trién kinh té - xa hoi, dong thoi
giai quyét hiéu qua nhirng thach thirc vé an ninh qubc
gia, trat ty an toan xa hoi cua dat nude. Hai Duong la
tinh thudc vung kinh té trong diém khu vuc Bic Bo,
1a noi tap trung nhiéu tuyén duong sit, thuy, bo rat
quan trong trong giao thuong cic ving mién thudc
céc tinh phia Bic; cac trudng dai hoc, cao dang, khu
cong nghiép 1on; ddng thoi tiém 4n nhiéu nguyén
nhan, diéu kién phat sinh céc tdi pham, trong do dién
hinh 1a tgi pham st dung cong nghé cao xam pham
trat ty xa hoi (TTXH) gy ra nhiéu dién bién phirc
tap, hoang mang, bic xtc trong du luan xa hoi va
ciing dt ra nhiéu thach thirc trong cong tac dam bao
an ninh trat tu trén dia ban tinh Hai Duong.

Pé day manh cong tac phong ngira, Cong an
tinh Hai Dwong da chu dong phdi hop véi cac co
quan chirc nang va tryc tiép tién hanh cac bién phép,
cong tac nghiép vu phong chdng toi pham st dung
cong nghé cao xam pham TTXH. Tuy nhién, thuc
tién ciing cho thdy do nhitng nguyén nhén chii quan
va khach quan khac nhau, cong tac phong ngtra toi
pham sur dung cong nghé cao xam pham TTXH con
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boc 16 nhitng han ché nhét dinh. Do d6, can nghién
ctru chi ra cac mat han ché cta cong tac phong ngira
toi pham st dung cong nghé cao xam pham TTXH
va dua ra mot s6 bién phap nang cao hiéu qua cong
tac phong ngura trong thoi gian toi.

2. N§i dung nghién ciru

2.1. Nhan thire co bdn vé phong ngira toi pham suw
dung cong nghé cao xdm pham trit tw xa hoi

Nghi dinh s6 25/2014/ND-CP ngay 07/4/2014
ctia Chinh phu quy dinh vé phong chdng toi pham
va vi pham phap ludt cé st dung cong nghé cao, dua
ra dinh nghia “T¢i pham sir dung céng nghé cao la
hanh vi nguy hiém cho xa hoi dwoc quy dinh trong Bé
ludt hinh su, co sw dung cong nghé cao” [2]. TTXH
¢6 thé hiéu 1a trang thai 6n dinh ctia mot hé thong
cac moi quan h¢ trong mdt xa hoi va cac thiét ché
nham dam bao cho TTXH, chi sy ton tai, hoat dong
can béng, c6 su lién két chat chd trong cac thanh vién
trong co cdu xa hoi.

Phong ngira toi pham sir dung c6ng nghé cao xam
pham TTXH la hoat dong cia tat ca cac co quan,
t6 chtrc va moi cong dan trong xa hoi 4p dung tong
hop va ddng bo cac bién phap phong ngira hudng
vao khic phuc, han ché, triét tiéu nhiing yéu t5 hinh
thanh nguyén nhan va diéu kién lam phat sinh t01
pham su dung cong nghé cao nham vao su 6n dinh
cua cac moi quan hé¢ trong TTXH nhim timg budc
han ché déay i va tién t6i loai bo hanh vi gy mét
an toan thong qua cong nghé cao ra khoi doi séng
x4 hoi.
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Muc tiéu cua phong ngura to1 pham st dung cong
nghé cao xam pham TTXH la nham phat hién, loai
trir cdc nguyén nhan, diéu kién ddi tuong thu dich loi
dung dé thuc hién toi pham sur dung cong nghé cao,
kip thoi trién khai cac bién phap phong ngira khong
dé toi pham sir dung cong nghé cao xdy ra va gay hau
qua v& an ninh trat ty.

Yéu cdu cta phong ngira t6i pham str dung cong
nghé cao xam pham TTXH phai dét dudi sy lanh dao
cua Dang, su quan 1y ctia Nha nudc; huy dong duoc
strc manh tong hop ctia hé théng chinh tri, cac nganh,
cac cap va cua toan thé nhan dan, trong d6 dic biét a
LLCA cac cap. Phong ngira t6i pham sir dung cong
nghé cao xam pham TTXH phai phuc vu c6 hi¢u qua
su nghiép xdy dung va phat trién cia dat nudc trong
bdi canh cudc cach mang cong nghiép 4.0; hudng toi
xdy dung va phét trién mot khong gian mang lanh
manh, phuc vu muc tiéu xay dung “kinh té $6”, “xa
hoi s6”, “chinh phii s6” ctia Pang, Nha nude. Kip
thoi phat hién, ngan chén, khéc phuc nguyén nhan,
diéu kién cua toi pham st dung cong nghé cao; kip
thoi diéu tra, ngan chan cac hanh vi pham tdi; gop
phé”ln lam gidm céc vu viéc va hau qua do toi pham
gay ra.

2.2. Tinh hinh, dic diém c6 lién quan dén toi pham
sw dung cong nghé cao xam pham trdt tw xa hgi
trén dia ban tinh Hdi Duong

Trong thoi gian gan day, tinh hinh hoat dong cta
toi pham st dung cong ngh¢ cao xam pham TTXH
trén dia ban tinh Hai Duong dién ra ngay cang phuc
tap. Day la 1oa1 t6i pham dic biét nguy hiém, de doa
dén an ninh qudc gia, trat ty an toan xa hoi, quyén va
loi ich hop phép ciia to chiic va cong dan. Xét theo
phuong thtrc, thu doan pham tdi, chung dugc chia
thanh cac tdi pham: Tdi pham st dung cong ngh¢ cao
dé lira dao chiém doat tai san; toi pham st dung cong
nghé cao dé danh bac, ca dg, cho vay nang 1ai; toi
pham st dung cong nghé cao dé mua ban trai phép
thong tin cua co quan, td chirc, ca nhan...

Theo bado céo ciia Cong an tinh Hai Duong, tur
thang 05/2021 dén thang 12/2023, LLCA da phat
hién, khoi td 42 vu an su dung cong nghé cao xam
pham TTXH véi 156 doi tuong [3]. Trong do6 c6 30
vu tdi pham st dung cong nghe cao dé lira dao chiém
doat tai san, chiém 71,4% tong s6 vu 4n ciia céac toi
pham str dung cong nghé cao xam pham TTXH trén
dia ban tinh Hai Duong.

Céc dbi tuong thyc hién hanh vi pham toi voi
nhiéu phuong thue, thu doan da dang, kho phat hién
dién hinh nhu: Gia mao cac trang thong tin dién tir co
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quan, doanh nghi¢p (bdo hiém x4 hoi, ngan hang...),
danh cép, chiém doat thong tin dir liéu c4 nhan cua
ngudi dang nhap sau d6 thuc hién hanh vi chiém
doat tai san; théng qua hoat dong ctia cac san dau tu
chu’ng khoan quéc té, giao dich vang, ngoal héi, du
an bat dong san,... dé quang cdo, 16i kéo sb luong
16n nguoi tham gia dﬁu tu (voi cam két vé cac khoan
loi nhuan réat 1ém, s6 tién dau tu it) nham muc dich
lira ddo chiém doat sb tién ciia ngudi tham gia; gia
danh co quan cong an, vién kiém sat, toa 4n goi dién
qua giao thirc VoIP dé ham doa bi hal co lién quan
dén cac vu an dang diéu tra, yéu cau bi hai chuyén
tién den cac tai khoan do cac ddi tugng chi dinh hodc
yéu cau cung cip ma OTP dé xac thuc chuyén tién dé
kiém tra, xac minh sau d6 chiém doat; loi dung cong
nghé Deepfake thuc hién cudc goi video mao danh
la giao vién hodc nhan vién, bac si bénh vién lién
hé truc tiép v6i phu huynh béo tin vé viéc hoc sinh,
nguoi nha bi tai nan, dang dugc nhap vién céip curu tai
bénh vién, yéu cau phai chuyén tién nhanh dé d(’)ng
vién phi; goi dién cho phu huynh thong bao con cam
thé hoc sinh dé mua hang, dd an, quan 4o, vat dung,
bi tai nan... sau d6 ddi tuong s& yéu cau phy huynh
gui tién vao so tién khoan ma ddi tugng cung cap..

Mic du sb vu an st dung cong nghé¢ cao xam
pham TTXH chiém ty 1¢ khong cao nhung hau qua,
tac hai ma loai toi pham nay gay ra rat nguy hiém cho
x4 hoi. Nhiéu vu 4n tham chi c¢6 thé xam hai dén an
ninh quéc gia, gdy hoang mang, birc xtic trong quan
chung nhan dan, anh hudng x4u dén an ninh, trat tu
trén dia ban tinh Hai Duong.
2.3. Mt s gidi phdp phong ngiva tji pham siv dung
cong nghé cao xam pham trt tw xa hji

Thir nhdt, cac co quan chiic nang can ddy manh
cong tac tuyén truyén, phd bién, gido duc phap luat
va nang cao nhan thirc cho co quan, td chure, doanh
nghiép va nguoi dan nhim nang cao y thirc phong,
chdng t6i pham vi pham phap luat lién quan dén cac
hanh vi st dung cong nghé cao xdm pham TTXH;
lién tuc dua ra canh bao vé cac thu doan cia cac
dbi tuong thong qua cac phuong tién thong tin dai
chung, mang xa hoi. Chu dong phong ngira tdi pham
sir dung cong nghé cao xam pham TTXH can bit
dau tir viéc thay d6i nhén thirc, hanh vi cua nguoi
dan. Khi nguoi dan dugc trang bi day du kién thirc
va hiéu rd cach thuc pham t61, ho s€ biét cach tranh
xa, khong bi “sap bay”. Mit khac cac co quan chirc
nang s& c6 thém dugc thong tin vé t6i pham qua do
du doén trudc dugce nhiing loai tdi pham co thé xuét
hién trong twong lai. Thém vao d6, viéc tuyén truyén
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phép ludt con co6 tac dung ran de, canh bdo nhiing
nguoi dang thue hién toi pham, ¢6 y dinh pham tdi....
biét nhitng hau qua phép 1y c6 thé phai ganh chiu, dé
tir bo hodc chdm dirt hanh vi pham toi. Qua d6 tao
ra moi truong sdng an toan, lanh manh, ngin ngira y
dinh pham tdi nay sinh.

Thit hai, cac co quan chirc ning can chi dong
ra soat, kiém tra, phat hién va khéc phuc nhitng s&
h¢ trong nhiing linh vuc thuong xdy ra toi pham s
dung cong nghé cao xam pham TTXH nhu: linh vuc
dau tu, huy dong von, kinh doanh bAt dong san, kinh
té sb, thanh toan dién tu, ngan hang, hoat dong trén
khéng gian mang (tai khoan mang xa h¢i, thuong
mai dién tt, kinh doanh tién d0,...), website chinh
thong cta co quan nha nude... Pay 1a nhimng linh vuc
thudng xuyén bi cac ddi tuong st dung cong nghé
cao xdm pham TTXH nham dén. Két hop véi viéc ra
soat phat hien va khic phuc so ho trong cac linh vyc
trong diém, can phai chu dong phdi hop véi doanh
nghlep cung cép dich vy vién thong dé phat hién,
truy vét toi pham. Bén canh d6, can chii dong tham
muu cho Pang, Nha nudc hoan thién cac quy dinh
cua phap luat; xay dung, stra ddi, bd sung, hoan thién
céc van ban quy pham phép luat lién quan dén phong
ngua t0i pham cong nghé¢ cao; ting cudng ra soat,
khéc phuc céc 16 héng, so ha, thiéu sot, nghién ctru
danh gia stra d6i, bo sung vé 1y luan toi pham noi
chung va Iy luén tdi pham trong linh vyc cong nghé
cao noi riéng, khong dé cac ddi tuong loi dung dé
hoat dong xam pham TTXH bang cong nghé cao.

Thir ba, LLCA cac cip can trién khal manh mé,
quyét liét cac bién phap nghiép vy, nim chic tinh
hinh cac vy, viéc lién quan dén sir dung cong nghé
cao xam pham TTXH trén dia ban. Lanh dao cong
an cac cap chi dao cong an cac don vi, dia phuong
td chuc diéu tra, x4c minh, d4u tranh, xir 1y nghiém
d6i véi toi pham sir dung cong nghé cao xdm pham
TTXH. Chu dong trong qué trinh hoat dong dau
tranh voi cac ddi tugng pham t6i; nhanh chéng trong
cong tac diéu tra, x4c minh toi pham khi c6 don td
giac cia nguoi dan; khong dé lot cac ca nhan, td chirc
pham t6i, khong dé cac dbi tugng c6 co hoi tiép tuc
hoat dong lam anh huong dén tinh hinh an ninh trat
tw, gay hoang mang trong long dan. Cung voi hoat
dong dau tranh, can phai xay dung cic quy dinh, ché
tai, cac bién phép rin de, trimg phat nghiém khic d6i
v6i cac dbi tuong pham t6i sir dung cong nghé cao
xam pham TTXH.

Thit tur, ¢6 chién luoc dao tao, phat trién va thu hit
ngudn nhan lyc gioi vé cong nghé thong tin; dau tu
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mua sdm cac thiét bi phuc vu cong tac. T chire cac
chuong trinh ddo tao, tdp huan chuyén mén, nghiép
vy, ngoai nglr cho can bg, chién si luc lugng chuyén
trach nham cép nhat nhitng cong nghé, phuong thic
diéu tra méi. Timg budc dé xuit Chinh phu nang cap
trang thiét bi, phuong tién k¥ thuat hién dai theo 10
trinh phii hop nhim dau tranh c6 hiéu qua véi toi
pham st dung cong nghé cao xadm pham TTXH.

Thir nam, ting cuong hop tac qubc té trong linh
vuc phong, chdng toi pham st dung céng nghé cao
xam pham TTXH, tap trung trao ddi thong tin toi
pham, tranh thu tai trg cac thiét bi ky thuat cong
nghé cao va dio tao can bo,...Cac yéu cau phdi hop
quéc té phai dugc thyc hién nhanh chong, tham chi
thanh 1ap cac nhom tac chién c6 sy tham gia ciia co
quan thyc thi phap luat nhiéu qudc gia. Pong thoi,
can ¢6 su hd tro, trao ddi vé ca ky thuat, chién thuat,
kinh nghiém ciing nhu cac ngudn luc khac dé khong
ngung nang cao hoat dong cua luc lugng chuyén
trach timg quéc gia.

3. Két luan

Phong ngtra tdi pham su dung cong nghé cao xam
pham TTXH trén dia ban tinh Hai Duong la nhiém
vu cép thiét, chién lugc cua toan dan noi chung va
Cong an tinh Hai Duong ndi riéng. Dé phong ngira
toi pham st dung cong nghé cao xdm pham TTXH
can tang cuong cong tac quan Iy nha nude trén khong
gian mang, xay dung hé théng phap luat di manh,
duoc thuc thi ty gidc, nghi€ém minh. Can nang cao
nhén thuc ctua tung cd nhan vé tinh hinh toi pham
trén khong gian mang noi chung, t6i pham st dung
cong nghé cao xdm pham TTXH noi riéng dé phat
trién xa hoi toan dién./.
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