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Abstract: In recent times, criminals have increasingly used cyberspace to commit fraud and appropriate
property. The increase in quantity and diversity in methods and tactics of criminal activities has been
posing many risks and challenges, causing great consequences for society. One of the reasons why this
crime situation tends to increase is due to factors originating from the victims themselves, especially the
psychological weaknesses of internet users, social networks have created opportunities opportunities
for criminals to take advantage of to commit crimes offense. The article analyzes and clarifies the
psychological characteristics of victims of fraud, appropriation of property in cyberspace, on that basis,
raises a number of problems in prevention work Crime uses high technology today
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1. Pt van dé

Thoi gian qua, to1 pham st dung khong gian mang
dé lira déo, chlem doat tai san ngay mot gia tang vé so
luong, da dang vé cach thire, thu doan hoat dong pham
t6i di va dang dat ra nhiéu nguy co, thach thic, gay
hé luy 1on d6i voi xa hoi. Mot trong nhiing nguyén
nhan dan dén tlnh hinh t6i pham nay cé xu hudng gia
tang 1a do cac yeu t6 Xuat phat tir chinh céc nan nhan,
dic biét 1a cac diém yéu trong tam 1y ctia ngu(n dung
internet, mang xa hoi da tao co hdi cho cac dbi tuong
pham t0i 1gi dung dé thuc hién hanh vi pham tgi. Bai
viét di vao phén tich, 1am 13 cac ddc diém tam 1y nan
nhan cua t0i pham lua dao, chiém doat tai san trén
khong gian mang, trén co s¢ d6 dat ra mot s6 van dé
trong cong tdc phong ngua tdi pham su dung cong
nghé cao hi¢n nay.
2. N§i dung nghién ctru
2.1. Piic diém tim Iy nan nhén ciia tpi pham liva déo
chiém doat tai sin trén khong gian mang
2.1.1. Bic diém vé nhan thirc

Phan tich cac biéu hién vé& nhan thic tuong ng
véi kha nang bi lra ddo trén khong gian mang cho
thdy viéc ngudi ding cang nhan thic tot vé cac quy
dinh phap luat, vé cach st dung mang an toan thi cang
it co nguy co bi Ira dao trén khong gian mang.

Cac y kién phong van nan nhén ctia toi pham lira
dao chiém doat tai san trén khong gian mang cho thiy,
cac tinh hudng bi lira thuong xuat phat tir viéc cic nan
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nhan thiét hiéu biét Vé mét linh vuc cu thé nao d6, vi
du khong hiéu blet vé quy dinh xur phat giao thong,
khong nam duoc vé quy trinh gui tién, hang tir nudc
ngoai vé Viét Nam. Khi cac ddi tuong lira dao cung
cép thong tin chuyén khoan hodc huéng dan cac thao
tac trén thiét bi dién tir, nan nhan khong huy dong
dugc cac kién thire da c6 dé déi chiéu, dan dén bi dan
dat, bi ltra.

Bén canh d6, mot trong nhitng yéu t6 tac dong dén
viéc nan nhén bj lira chinh 13 sy han ché vé thoi gian
dé xir Iy thong tin. Cac di tuong lira dao thuong tao
ra cac tinh hudng khan cip, han ché vé thoi gian, thoi
han xit 1y, dira nan nhéan vao tinh thé, cam giac gép gap
phai hanh dong va quyét dinh nhanh. Quyét dinh dugc
dua ra trong thoi gian ngin khi ban than ngudi dua
ra quyét dinh con han ché vé nhan thac, dé dan dén
nhiing sai 1am, roi vao nhiing cai by cua ké lira dao.
2.1.2. Ddc diém vé thai dg, tinh cam cua nan nhén

Trueong hop thit nhdt, cac nan nhan c6 tam 1y s
hai, bat an, ling ting khi phai d6i mit véi nhimg
van dé phat sinh trong doi séng hang ngay hoic do
su de doa cua cac ddi tuong x4u. Cac dbi tuong Itra
dao sé loi dung tam 1y nay dé sir dung 15i noi, hinh
anh, thong tin tac dong nhdm tao ra su lo so, bat an
tur phia nan nhan.

Két qua khao sat cho thay, c6 128/150 (85,3%)
kién cho ring nan nhan boc 16 trang thai tam 1y lo 4u,
hoang loan va mat kiém soat cam xuc. Y kién phong
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vén céac nan nhan cho théy, 100% cac vu viéc Itra dao
din ra trén nén cam xuc lo s, bat an ciia cac nan
nhan. Trang thi thiéu an toan, lo ling cho ban than
va nhitng nguoi xung quanh da théi thuc cac nan nhan
thyc hién theo yéu cau cua cac dbi tugng lira déo, bi
cac dbi tugng lira dao “thao ting” tam ly.

Thu doan tao ra su lo s¢ cho nan nhan la phé bién
trong cac phuong thirc thao tung tam Iy. Nguyén nhan
1a do ban than mdi ngudi thudng it c6 kha ning phong
bi trong céac tinh hubng c6 tinh khan cép, c6 nguy co
de doa tinh mang, sy an toan, trong sach cta ban than
minh va ctia ngudi than trong gia dinh. Khi tinh hudng
khéan cdp bi cac ddi tuong déy 1én cao, s& khién cho
ngudi dan thiéu tinh tao, it c6 su tham khao ¥ kién tir
nhiling ngudi xung quanh va voi vang trong vi¢c dua
ra quyét dinh.

Truwong hop thir hai, nan nhan c¢6 xu hudng tin
tuong ngudi khac mot cach thai qua, ké ca ngudi
la, khién ho dé& bi loi dung. Khi tin tuéng nguoi qua
mirc, nguoi dung thiéu sy phan bién trong viée danh
gi4 thong tin va dua ra quyét dinh qua nhanh, thiéu
can nhic va kiém chimg. Ho d& dang tin vao cac
10i hira hip dan vé lgi ich vat chét, sy thanh cong
hodc hanh phuc, lac quan ky vong vé tinh kha thi ma
khong quan tim hodc khong mudn quan tam dén cac
nguy co, rui ro.

Trwong hop thir ba, nan nhan ¢ nhing dic diém
vé tinh cam nhu giau long tric an, vi tha, d& cam
thuong voi nhing sé phan, cudc doi bat hanh. Cac dbi
tuong lira ddo c6 thé tao ra cac cAu chuyén hodc chién
dich quyén gop gia mao, thudng lién quan dén cac tinh
hudng khan cip hodc nguy co nhu tham hoa, thién tai,
nghéo doi, bénh tat dé kéu goi su hd trg, quyén gop tur
nguoi dung mang xa hoi, sau d6 chiém doat s6 tién.
2.1.3. Bdc diém vé hanh vi

Céc nan nhan cua tdi pham lira ddo trén mang
thuong boc 19c su to mo, hiéu ky, tham chi hiéu
théng, muén chinh phuc mot muc tiéu dén cung. Do
o, cac ddi tugng lira dao lgi dung tam 1y nay, kich
thich sy to mo, mudn kham pha & chinh phia nan
nhan dé ¢ glang bay

Phong van ¥ kién cuia cac nan nhan va CBCS cho
biét, cac déi tuong loi dung tam 1y hiéu ky, to mo dé
chu dong lan truyén tin gia, cau view, cau like bang
nhiing hinh anh gidt gan, tin sdc hodc nhiing hinh anh
nhay cam. Cac duong dan gia mao véi tiéu dé ndi bat,
201 su to mo vé cac van dé thoi su, xa hoi, tiép can nan
nhan qua cac duong link doc hai, phan mém c6 chira
ma doc... Tir tim 1y to mo, hiéu ky, nan nhan chu
d6ng tim kiém cac thong tin theo dudng dan duogc giri
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ma khong c6 su suy nghi, chon Igc.

V& hanh vi ctia nan nhan, sy thiéu phan bién, thiéu
tinh d4u tranh cta ngudi dung khi phat h1en nhiing
hanh vi Itra dao cting vo tinh khién cho van nan nay
trd nén ngay mot pho bién. Cac y kién thu dugc tir qua
trinh khao sat cho thdy, nan nhan cho rang khi bi lira
trén mang 101 s& kho ¢6 thé léy lai s6 tai san da mat,
kho truy vét dbi tuong Ira dao nén khong c6 nhu cau
bao c4o vdi co quan chic nang. Do d6, nan nhan han
ché viéc bao céo toi pham, thiéu tinh phan bién, ddu
tranh v&i céc hanh vi lra ddo trén khong gian mang.
2.1.4. Bdc diém vé nhu cau

Nan nhan cta cac vu ltra dao boc 16 nhu ciu rd nét
vé tién bac, loi ich vat chit hodc nhu cau vé quyén luc,
loi ich khac.

Nhu cau vé tai chinh 1a mét trong nhitng yéu t6
quan trong ddy ho vao nguy co bi ltra ddo qua mang.
S6 ligu khao sat cho thiy 135/150 (chiém 90%) ¥ kién
ctia CBCS cho ring biéu hién “mudn kiém tién nhanh
phuc vu cho nhu cau tai chinh cta ban than” boc 16 rd
nét va rat rd nét & cac nan nhan.

Poi tuong lua dao da loi dung tam ly nay dé tao
ra cam giac sot sing, nén nong mudn kiém dugc tién
& nguoi dung mang x hoi, xay dung kich ban “kiém
tién nhanh chong” tur cac giao dich déu tu hodc wu da
dac biét nhan dugc tir cac cong ty tai chinh.

2.1.5. Cac ddc diém tam Iy khdc

Mot s6 biéu hién tim 1y khac khi nan nhan bi lia
dao chiém doat tai san trén khong gian mang nhu: thai
d6 “trAm tu”, thu minh va khong chia s¢ v&i ngudi
than xung quanh. Trang théi thiéu linh hoat trong suy
nghi ciing nhu hanh dong, tam 1y “mic ket” trong suy
nghf tiéu cyc, thiéu tu tin & ban than, thu dong trong
xtr 1y khic phuc hau qua. Diéu nay dan dén suy giam
kha nang giai quyét van d&, lam cho nan nhan it ¢6 co
hoi tim kiém giai phap kha thi, dan dén tam trang tiéu
cuc gia ting. C6 114/150 (76%) ¥ kién cho ring nan
nhan thuong boc 16 thai do nay sau khi bi Itra dao.

Mot s truong hop khao sat cho thdy, nan nhan
¢6 thé boc 10 trang thai tam 1y bat on nhu: ¢ don, tu
ti, chan nan va thiéu két ndi voi thuc tai. Nhing biéu
hién bat 6n vé tam 1y d6 co thé théi thiic cac nan nhan
tim kiém mdi quan hé méi trén mang, giai toa ndi c¢o
don, phién mudn bang cach két ndi voi mot ngudi la,
dat niém tin vao ho ma khong c¢6 su suy doan, tinh
toan. Trang thai thiéu phong bi nay 1a co hoi dé cac dbi
tuong Itra dao 191 dung.

Trong mdt sb tinh hudng, cac biéu hién tam 1y binh
thuong ctua nguoi dung internet, mang xa hdi cling
¢6 thé tro thanh can ctr dé cac déi tuong dan dung
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“kich ban” lira dao mot cach chi tiét, cong phu. Vi
tam ly “dién ra mot cach binh thuong” nén cac déi
tuong lira dao nam dugc quy luat do dé dua vao nhing
tinh hudng doi thudng dé dan dit va nhiéu truong hop
da Iva ddo thanh cong, dya trén chinh tam ly “binh
thuong”, “mat canh giac” ciia nguoi déan.

2.2. Phwong hwong phong ngira

2.2.1. Nang cao nhan thire, ndm bdt trudc cac van dé
¢6 lién quan téi cac hanh vi liva ddo chiém doat tdi san
(LDCDTS) trén khong gian mang.

- Nang cao nhén thirc vé muirc dd nghiém trong ciia
cac hanh vi lira ddo chiém doat tai san trén khong gian
mang.

Su canh tinh ctuia nguoi dan trong cac vu viéc lién
quan dén LDTDTS trén khong gian mang chinh 1a
méu chdt cia cong tac phong ngira. Boi chinh sy lo
1a trong hoat dong thuong ngiy ctia mdi ngudi, ma
ho tr¢ thanh nan nhan. Theo khao sat, cac nan nhan
thuong khong phat hién diu hiéu lira dao cho dén khi
su viée da xay ra, cho thiy kién thirc ciia mdi ngudi vé
loai toi pham nay con chua dugc ro rét. Thém nira, néu
nan nhan chua cé sy phd bién vé cac phuong thic cia
t01 pham, s€ cang kho hon trong vi¢c dua ra phuong
phap phong ngtra sau nay.

Do véy, cong tic phong ngira hién nay trudc mat
van phai gin lién voi tim hiéu biét ciia nan nhan vé
cac vu viéc pham toi LDTDTS trén khong gian mang.
Thong qua viéc nhan thirc dung, quan ching méi c¢6
mdt tam 1y phong v¢, c6 kha nang bdo v¢ ban than
trude cac dau hiéu toi pham. Sau d6, maéi co6 thé sur
dung kién thirc sin co ctua minh, dé khong nhing
phong ngu’a ma con ngan chan nhitng vu viéc tuong
tu tiép dién.

- Trang bi thém nhiing kién thirc phong ngira cac
loai lira ddo chiém doat tai san trén khong gian mang
cho nguoi dan.

Kién thirc vé nhitng vu viée c6 tinh chét lira dao
1a chua du, hiéu rd vé cach phong ngira cac vu viée
do ciing 1a yéu to chu chét trong cong tic nay. Moi
hanh vi LDTDTS trén khong gian mang s€ c6 nhiing
dau hiéu khac nhau, nhung ching déu c6 mot muc
dich nhat dinh, d¢ 1a chiém doat loi ich vat chat. Vi
vdy, phan 16n ddi twong pham toi s& hudng téi tim
ly t6 mo hodac ham mudn cta nan nhan, tr d6 dan
dan thao tung nan nhan dé thyc hién hanh vi lira dao.
Nhing quan ching khi di c6 day du kién thirc vé toi
pham LDTDTS trén khong gian mang, s€ chi dong
hon trong cong tac phong ngtra va c6 kha nang tu bao
v€ chinh minh. Thém ntra, khi dugc tiép thu cac bién

346

Journal of educational equipment: Applied research, Volume 2, Issue 309 (March 2024)
ISSN 1859 - 0810

phéap phong ngira vé nhitng vu viéc cu thé, ho con co
kha nang phat hién som, tranh viéc tré thanh nan nhan.
2.2.2. Boi dudng kién thirc vé cong nghé cao, tich
cue tim hiéu vé phdp ludt c6 lién quan t6i toi pham
LDTDTS trén khong gian mang cho nguoi dan.

- Hiéu rd duoc cach hoat dong cua moi nén tang
xa hoi trén khong gian mang, quy tac ung xu, st dung
khong gian mang hiéu qua, tranh tuong tac, tiép xuc
v6i nhitng nguén ma minh khong biét. Trong qué trinh
khao sat, c6 thé nhan théy su khac biét vé trinh do su
dung cong nghé ciia timg Itra tudi. Mdi c4 nhan khong
nén chi tu trau di kién thirc cong nghé cho ban thén,
ma con phai huéng din ngudi bén canh minh boi mirc
d6 tiép thu cua mdi ngudi 1a khac nhau.

- Nam 15 quy dinh phap ludt c6 lién quan toi
LDTDTS trén khong gian mang. Dé chu dong hon
trong viéc phat hién va phong ngua t0i pham LDTDTS
trén khong glan mang, tim hiéu v& phap luét co ban
cling 1a diéu hét suc quan trong. Dac bit la luat vé an
ninh mang, luét ve t0i lira dao chiém doat tai san, hiéu
16 duge cac van ban phap 1y s& phan nao giam bét tim
1y lo so trong ngudi dan. Khi da duoc trang bi cac kién
thirc vé phap luat, quan chung s& khong hoang mang,
tham chi con c6 thé sir dung nhiing kién thire d6 1am
vii khi dé chéng lai toi pham. Vi vay, moi nguoi s€ can
chuén bi sdn cho minh tu liéu vé phép luat, bai qua d6
s€ gop ph?m hiéu duoc cach hoat dong cua toi pham
LDTDTS trén khong gian mang.

3. Két luan

Tam ly nan nhan cua t§i pham Ira ddo chiém doat
tai san trén khong gian mang 1a mot trong nhiing van
d@ rat can duoc nghién ciru, 1am rd nham giai thich
nguyén nhan vi sao mot ngudi c¢6 thé bi lira déo, cac
yéu tb anh hudng dén qua trinh cac nan nhén bj lira dé
tir 6 dé xuat nhimng giai phap gdp phan phong ngira
to1 pham nay mot cach hi¢u qua. Voi cach tiép can
nghién ctru tir phia tim 1y nan nhan, bai viét dong gop
mdt goc nhin hudéng dén ngudi ding internet va mang
xa hoi nang cao y thic canh giac, phong ngira khong
dé ban than tré thanh nan nhan cua cac d6i tuong Iua
dao chiém doat tai san trén khong gian mang./.
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