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Abstract: The information hiding techniques arose to satisfy the need for covert communication.
Steganography is an extremely useful method for covert information transmission. Steganography
is the data hiding technique which allows hiding secret message or image within a larger image or
messagesuch that the hidden message oran image is undetectable. This paper proposes an image hiding
steganographic method, of hiding an image within a cover image. This steganographic method aimsto
minimize the visually aphwong phaparent and statistical differences between the coverimage and a stego
image withincrease in the size of the payload. The proposed algorithm uses the binary codes which is the
binary representation of pixels inside the image. This algorithm make use of least significant bit (LSB)
technique, which is a popular technique in steganography ,in which least significant bits of cover are
altered by secret data bits. The proposed method incorporate randomization algorithm which improvethe
security of LSB scheme. The bits of the secret image are embedded in random pixels of the cover image
and these random pixels are generated by RC4 algorithm.The system enhances the security of the LSB
technique by randomly dispersing the bits of secret image in the cover image which makes it harder for
unauthorized people to extract the original image. Since all the secret image bits are embedded in the
cover image the exact secret image can be regenerated from the stego-image and thereby the image
quality is preserved by the system. Thus the proposed system implements steganography for images, with
an improvement in both security and image quality.
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1. Pit vin dé

Béo mat trong giao tiép van 1a mot van dé quan
trong trong bao mat thong tin. Truyén dit lidu an toan
rat can thiét trong nhiéu linh vic ngay nay. Mot s6 giai
phép vé phan ctmg va phan mém di dugc dé xuét va
thuc hién cho thong tin bao mat cai ma han ché viéc
truy cap trai phép, tiét 16 va sir dung nhiing thong tin
ca nhan vv..Gidu dit liéu 1a mot cong nghé phd bién
dé bao mat thong tin. Gidu dit liéu 1a mot cong nghé
(CN) gidu thong tin vao trong mot ndi dung ma khong
bi phat hién. BPanh ddu, mat ma va giéu tinla3 CN phé)
bién dé gidu dir liéu.

Danh dau 14 qua trinh gidu tin ki thuat s trong
mét tin hi¢u truyén thong, ndi thong tin an khong can
chita ndi dung lién quan dén tin hi¢u truyén thong.
Hinh mo ki thuat sb c6 thé dugce sir dung dé xac minh
tinh xac thuc hoac tinh toan ven cua tin hiéu truyén
thong va ciing thé hién danh tinh ciia cha s¢ hiru cua
n6. D& thiy n6 dugc sir dung dé theo ddi vi pham ban
quyén va trong ching thyc tién gidy.Ca CN gidu va ki
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thuat danh dau st dung ki thuat gidu dé nhing dir lidu
bi mat tring tin hiéu on nhung wu tién khac nhau.CN
gidu uu tién cung cap kha ning khong dé bi phat hién
ctia ngudi dung,trong khi ki thuat danh dau ¢ ging
kiém soat .

Mat ma 1a mot ki thuat phd bién dugc sir dung dé
dam bao thong tin dugc truyén di k co su gop mit ctia
bén thir 3.Mat md dong nghia v6i viéc mi héa,lién
quan dén viéc chuyén ddi thong tin tir mot ma co thé
doc duge dén ma vo nghia. Mot ki thuat giai ma dac
biét s€ dugc yéu cAu giai ma hodc khoi phuc lai thong
tin ban dau tir mot méau mﬁ.Nguén cua mot mat ma chi
chia sé ma véi ngudi nhan, do do tranh viéc xam nhap
cua bén thir 3.

CN gidu thong tin 1a PP khong gidu thong tin sao
cho d6i phuong khong phat hién ra duoc bang mit
thuong. Mat ma cho phép chuyén thong tin thanh vo
nghia,trong khi d6 gidu tin 1a thong tin can gidu s&
duogc gidu di.Gidu tin lién quan dén bat ki quy trinh
gidu tin nao hodc thong tin bén trong dir lidu khac.
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Dong lyc chinh cia gidu tin 1a khong dé phat hién
thong tin va dam béo truyén tai thong tin mot cach an
toan. K¥ thuat gidu tin ciia Hy Lap duogc dinh nghia 1a
viét tit.CN gidu tin duoc st dung trong thoi Hy Lap
cd dai xua,béng cach x3m mot mau tin bi mat 1én du
cia mdt sur gia va dé toc moc lai tre khi dua anh ta qua
lanh tho ctia ké thii. Mot trong nhiing cach phd bién
va don gian dé tiép can anh gidu 1a PP chén it bit nhat
c6 thé (LSB). Ki thuat LSB nay c6 thé sir dung dé gidu
anh bén trong mot anh khac.Diéu nay lién quan dén
viéc thay thé LSB cua cac diém anh véi bit cta anh bi
mét. Do dé hinh anh dugc 4n bén trong mot anh khac
bang cach thay d6i LSB cua anh gbc. Su thay d6i LSB
khong lam anh huong dén anh gbc va do d6 né sé
khong 16 thong tin dugc gidu bén trong anh.

2. N§i dung nghién ctru

2.1 H¢ thong da ton tai

Hinh anh duoc biéu dién bang cac cuong d6 anh
sang khac nhau, c6 nghia l1a dugc dai dién bdi nhiing
diém anh ctia hinh anh va diém anh biéu dién cho 1
con 5. Do d6 hinh anh 1a mot bang diém anh c6 gia
tri khac nhau tai khu vuc khac nhau.Anh ki thuét sb
thuong dugc bicu didn boi 24 bit hoic 8 bit, tirc 1a 24
bit hodc 8 bit dé st dung biéu dién 1 diém anh. Hinh
anh 24 bit 1a hinh anh mau thuc va chiing c6 thé gidu
duogc nhiéu thong tin hon. Tuy nhién, hinh anh 24 bit
thuong c6 kich thudc 16n va khong phd bién,va no
s& thu hut sy cht ¥ khi dugc truyén di qua mang.Nén
nhin chung anh 8 bit nhu GIF dugc st dung dé gidu
thong tin, moi diém anh biéu dién boi 1 byte don.Nén
mdi diém anh c6 thé c6 gid tri tir 0 dén 255 va thé hién
duoc 256 mau séc.

Thuat toan LSB (Least Significant Bit) thuc hién
trén viéc xac dinh cac bit it quan trong nhét cua bire
anh dé thay thé bang cac bit thong tin can gidu. Bit
it quan trong ctia mot bur anh la bit ¢6 anh hudng it
nhét téi viéc quyét dinh t6i mau ciia mot diém anh,
vi vay khi ta thay doi bit it quan trong ctia mot diém
anh thi mau ctia mdi diém anh méi s& tuong doi gan
v6i diém anh cii. Nhu véy, ki thuat tach bit trong xur
Iy anh dugc st dung rat nhidu trong quy dinh gidu tin.
Viéc xac dinh LSB ctia mdi diém anh trong mat burc
anh phu thugc vao dinh dang anh va s6 bit mau danh
cho mdi diém cua anh do.

PP LSB s& thay thé bit it quan trong nhét, thuong
14 bit cudi ctia mdi mau dit liéu bang mot bit thong tin
mat. Nhu vy trén mdi pixel ciia mot anh BMP 24bit
¢6 thé gidu tir mot dén 3 bit mat. Qua trinh ma héa
(Encode) va giai ma (Decode)
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Qua trinh ma hoa:

Dau tién ching ta chuyén anh gdc va anh bi mat
sang dang nhi phan.

Duyét cac pixel trong ca anh gbc va anh bi mat,
doc cac gia tri RGB cua tung pixel mot.

Thay LSB cua ting gia tri RGB. Ct ba bit ciia anh
bi mat dugc gidu vao trong ba bit LSB cudi cling ctia
anh gdc. Do d6 ba bit cudi anh gbc duge thay thé boi
bit ctia anh bi mat.

Qua trinh giai ma:

Duyét ting pixel ctia birc anh nhan dugc.

Doc gia tri RGB, lay cac LSB cua timg gia tri
RGB, ta thu duogc cac bit ciia anh bi mat.

Chuyén tir dang nhi phan sang anh bi mat.

PP chén it bit LSB nhét 1a PP phé bién va don gian
cho gidu anh. CN nay cho phép gidu thong tin bén
trong anh bang cach thay d6i LSB cua anh gbc.Su
thay d6i LSB khong lam thay ddi anh gbc va do d6
ngudi dung s& khong thé biét duoc thong tin bi mat.
Céc PP hién tai ctia gidu anh sir dung LSB chi thay thé
bit quan trong nhét ciia mdi diém anh cua anh gbe,mot
bit don duoc thay thé bai mdi diém anh.Viéc thay thé
LSB cho phép gidu thong tin bén trong anh gbc chi
tiét. Va khi d6 né thay do6i mot chat va diém anh ma
khong gay ra su khac biét vé chit luvong cua hinh anh.

PP gi4u dir lidu 4 bit va 6 bit dwa vao PP LSB ¢6
thé sir dung dé phat trién dung luong thong tin ctia anh
géc dugc st dung. Trong PP LSB mot bit LSB dugc
stra d6i trong mdi diém anh va mdi diém anh biéu dién
v6i 8 bit,anh gdc yéu cau 1on hon 8 lan so véi anh bi
mat.PP 4 bit va 6 bit sira d6i nhiéu sd bit LSB va do
d6 kich thudc yéu cau cua anh gbc bi giam béi nhitng
PP nay. Trong PP gidu dit liéu 4 bit 4 bit cudi cing cua
LSB ciia mdi diém anh gbc duoc thay thé boi 4 bit
MSB du tién ciia anh bi mat,c6 nghia PP nay nhung
4 bit MSB cua anh bi mét vao trong 4 bit LSB cua
anh gbc.

2.2. H¢ théng dwoc ap dung

Bai bao biéu dién ki thuat gidu anh cua 3 bit dya
vao k¥ thuat LSB. LSB c¢ kich thudc 16n thi anh géc
nhu mét bat loi. Anh gbc yéu cu 16n hon 8 lan so
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v6i anh bi mat, PP gidu dir liéu 4 bit va 6 bit vuot qua
yéu cau vé kich thudc nay. Nhung chat lugng thu duoc
khong dugc cung cip boi PP nay. Mot bat loi 16n khac
ctia PP nay 1a van dé vé so d6 tuan ty. Co vo s6 so dd
chi tiét giita anh gdc va diém anh ciia anh bi mat.Do
tinh don gian cta PP nay dan dén V1ec ng dung phat
hién ra c6 mot vai thong tin sau anh gdc nay, ho ¢6 thé
d& dang thu thap LSB cta anh bi mat.Dé xuat phuong
phap 3 bit LSB 1a mot giai phap cua van dé nay.
2.2.1. PP gidu 3 bit dit liéu ciia anh bi mdt

3 bit dir liéu bi mat duoc chia lam 3 1an. Mdi 3
bit ctia anh bi mat dugc nhing vao 3 bit LSB cubi
cung cua anh gde. Do do 3 bit cudi anh gbe dugce thay
thé boi bit ctia anh bi mat.Sau d6 véi mdi 8 bit cua
anh gdc 3 bit s 1a thong tin bi mat. Hinh 1 biéu dién
phuong phap gidu 3 bit dir liu.Khi d6 tat ca bit ciia
anh bi mat dugc nhiing vao anh géc anh bi mat c6 thé
duoc 1iy ra mot cach chinh x4c nhat boi phuorng phap
nay.Cong ngh¢ gidu 3 bit dl tranh dugc cac van dé vé
so do tuan tu va tang cuong ky thuat LSB bang cach
két hop ngiu nhién véi chén LSB.Béng cach nay cac
bit hinh anh bi mat sé dugc phan tan ngau nhién vao
cac diém anh gdc va do d6 khién nguoi dung khong
thé phat hién duoc thong tin gidu trong anh.

Bdng 2.1: PP gidu 3 bit dit liéu
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2.2.2. Ky thudt LSB ngdu nhién
Céc k¥ thuat LSB 1a PP dé dang va tryuc tiép gidu
anh vao trong anh. Thong tin dugc nhing bang cach
sir 1ap so dd tuan tw. Tac gia ap dung k¥ thuat ngiu
nhién hoa dé nang cao tinh bao mat ciia PP LSB. PP
nay nhung bit anh bi mat vao cac diém anh ngau nhién
cta anh gbe. Va do d6 n6 cho phép vuot qua van dé vé
50 dd tuan ty va dam bao vé h¢ thong. Thudt toan RC4
duoc st dung dé nhung su ngau nhién nay Thuat toan
RC4 tao ra cac diém anh cua hinh anh gdc theo mot
thir ty ngau nhién va cac bit anh bi mat dugc nhing
vao nhitng diém anh nay theo thir tyr tvong tmg. RC4
¢6 ciu trac don gian va dugc st dung rong rii. RC4
ciing cung cip ké hoach chinh don gian va qua trinh
san xuat dau ra. Ké tir khi thong tin bi mat dugc nhiing
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ngau nhién né kho bi phat hién hon. Thuat toan nay st
dung mdt khoa stego trong qua trinh nhung va trich
xudt thong tin bi mat. Khoa stego nay co thé duge co
san tai cac may thu bang cch nhing vao hinh anh
hodc c6 thé cung cép cho ng nhan. Trong trudng hop
khong c6 khoa stego rat kho dé biét trinh tu trong
diém anh gdc dugc sir dung dé nhing. Do d6 dua trén
RC4 ngau nhién hé théng bao mat dugc cai thiét hon.

Cac buoc mo ta thuat toan RC4

Budc 1: Phan phdi hinh dnh

Budc 2: Tao mang vi tri anh gdc cho khoa stego
duoc chon st dung thuat toan RC4

Budc 3: Thay thé LSB ciia diém anh gdc trén man
hinh trong trinh tu tao ra trong budc 2, véi cac dir ligu
gidu.Do d6 PP dé xuit cung cap cai thién vé an ninh
va chat lugng
3. Két luan

Ky thuat gidu anh 1a mét CN hiéu qua duoc sur
dung dé chuyén thong tin bi mat. Ki thuat nay cho
phép gidu anh bi mét bén trong mot anh khac.Gidu
anh 1a PP hiéu qua nhat dé ké thu khong phat hién ra
sy hién dién ciia bi mat an gidu.Ky thuat dwa vao bit
LSB it nhat 14 pho bién va dé dang nhit cho nhung
thong tin trong anh.Chung t6i trinh bay PP LSB an
toan va manh hon.Chiing t6i d& xut mot ky thuat che
giau hinh anh cho phép gidu 1 anh trong 1 anh khac.
Str dung PP gidu 3 bit dit liéu dé nang cao chat luong
hinh anh.Dé ting cudng bao mat,thir ty diém anh cta
anh géc da duoc chon dé nhiing anh bi mat phu thudc
vao sb ngau nhién dugc tao ra boi RC4 st dung khoa
stego. Ngay ca khi nguoi st dung phat hién ra thong
tin bi mat cling 12 mot kho khan dé c6 thé phuc hoi
n6,boi cac bit duge nhiing theo thir tu ngau nhién.Sy
an toan cua hé théng duoc d& xuit co thé dugc cai
tién hon nira bang cach két hop ma hoa mat ma véi hé
thong. Hinh anh bi mat dwoc an ¢6 thé ma hoa trude
khi thuce hién k¥ thuat LSB. biéu nay co thé duoc xem
xét trong tuong lai.
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