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Ning cao nhin thirc vé an toan thong tin
va phong chong vi pham phap luat trén khong gian mang
cho sinh vién
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Abstract: In the current era of rapid development, along with the Fourth Industrial Revolution, ensuring
information security and social networking skills for students plays a particularly important role.
Therefore, raising awareness about information security and preventing violations of law in cyberspace
for students is an urgent need. The article clarifies the concepts and viewpoints of the Party and the
State’s laws and generally evaluates the current state of students’ awareness of information security and
prevention of law violations in cyberspace today. From there, propose scientific and feasible solutions to
contribute to building a healthy school environment and effectively applying social networks.
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1. Pit van dé

Trong thoi dai khoa hoc phat trién nhu vii bao
hién nay, mang xa h6i (MXH) 1a mot phf?ln khong thé
thiéu trong cudc song hién dai ngdy nay. Cac phuong
tién nay da thay ddi cach chung ta giao tiép, chia sé
va két nbi thong tin voi moi nguoi xung quanh. MXH
ciing anh huéng rat 16n dén cach con nguoi twong tac
va tiéu thy cac nodi dung trén nén tang truc tuyen
Khong dung lai & d6, MXH con tac dong dén rat
nhéu khia canh khac nhau ciia cudc séng nhu chinh
tri va gido duc. Chinh vi vay, dé tan dung nhiing loi
ich nay mot cach tot nhat nham bit kip xu thé cua xa
hoi hién dai, bét ct ai cling phai biét dén va su dung
MXH, biét tiép can ngudn thong tin an toan va nim
0 cac quy dinh cia phap luat khi sit dung MXH.

Phong chéng vi pham phap ludt trén khong gian
mang (KGM) la tong thé cac cach thic, bién phap
aé - phong ngtra, phat hién, ngan chan, dau tranh lam
thit bai cac hanh vi vi pham phap luét, biao dam an
toan cho cac hoat dong hop phap trén KGM, khong
gdy phuong hai dén an ninh qudc gia, trat tw, an toan
xa hoi, quyeén va lgi ich cla cac co quan, td chirc, ca
nhan nham bao vé doc 1ap, chi quyén, thong nhat,
toan ven lanh thd cua nudc Cong hoa XHCN Viét
Nam trén KGM, vira bao ham ca phong ngura, ngan
chan nguy co de doa, mbi de doa, khong dé hinh
thanh hanh vi trén thyc té.
2. N§i dung nghién ctru
2.1. Quan diém ciia Déng, phdp ludt ciia Nha nwdc
vé an toan thong tin va phong ché'ng vi pham phap
ludt trén khong gian mang

Nghi quyét s6 36-NQ/TW ngay 01/7/2014 ctia Bo
Chinh tri vé day manh (ng dung, phat trién CNTT,
dap ung yéu cau phat trién bén viing va hoi nhap
quc té da chi ro: “Gan két chat ché viéc ing dung,
phat trién CNTT phai di d6i v6i bao dam an toan,
an ninh va bao mat hé théng thong tin va co so dir
liéu quéc gia”, dac biét can “Phat huy vai tro cac luc
lugng chuyén trach béo vé€ an toan, an ninh thong tin
va bi mat nha nude. Thuc hién co ché phdi hop chit
ché gitra cac lyc luong Cong an, Quén doi, Ngoai
giao, Co yeu Thong tin va Truyén thong” dé co cac
bién phap vé to chirc va ky thudt, sin sang d6i pho
véi cac cudce chién tranh thong tin, chién tranh mang,
bao dam chii quyén qudc gia, trat ty an toan xa hoi.

Ngay 12/6/2018, Luat An ninh mang dugc Qudc
hoi khoa XIV théng qua gdm 7 chuong, 43 diéu, theo
do: “An ninh mang la sy bao dam hoat dong trén
khong gian mang khong gay phuong hai dén an ninh
quoc gia, trat tu, an toan xa hdi, quyén va loi ich hop
phap cua co quan, to chirc, c4 nhan”.

Su ra doi cia B luat Hinh sy nam 2015, stra
ddi b6 sung ndm 2017, ¢6 hiéu lyc thi hanh tir ngay
1/1/2018 (gdm 26 Chuong va 526 Diéu); luat An toan
thong tin 2015 c6 hi¢u lyc thi hanh tir ngay 1/7/2016
(gém 8 Chuong va 54 Piéu); Luit An ninh mang
2018 c6 hiéu lyc thi hanh tir ngay 1/1/2019 (gdm 7
Chuong va 43 Diéu) di thé ché hoa cac chu truong,
duodng 161, chinh sach cua Pang va Nha nudc vé an
toan thong tin, dap tng yéu ciu phat trién kinh té - xa
hoi, bao vé thong tin, gop phan bao dam qudc phong
- an ninh va chu quyén, loi ich qudc gia trén KGM.
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2.2. Thuc trang nhdn thirc ciua SV vé an thong
tin thong va phong chéng vi pham phdp lugt trén
khong gian mang hi¢n nay

a.Van dé vé an toan thong tin & Viét Nam hién
nay

KGM ngay nay da va dang trd thanh mdt thu
cong cu san xuét, tu liéu lao dong vo cung tién ich
cua xa hoi loai nguoi. Tuy nhién, mdt s6 ddi tuong
lai str dung cong cu nay vao muc dich xau. Khong
chi riéng bit cir mot qudc gia nao ma pham vi trén
toan thé gidi, cac muc dich lgi dung KGM vao muc
dich vi pham pham phap luat ngay cang gia tang. Cac
thé luc thu dich dang khong ngung loi dung MXH
dé thyuc hién chién luge “Dién bién hoa binh” nhdm
x4m pham an ninh quéc gia hay cac dbi tuong xau
hién nay ciing loi dung MXH dé dang céac thong tin
xau, doc hai, lira dao gy anh hudong khong nho dén
cac hoat dong kinh té, chinh tri, tu tuong nham xam
pham van dé an ninh cta quéc gia, dan toc.

Chinh vi vay, viéc nang cao nhan thuc, ky nang
vé dam bao an toan, an ninh mang cho céac co quan,
t6 chire va nguoi dung 13 rit quan trong va can thiét.
Ngoai thong qua cac hdi nghi, hoi thao cling nhu cac
chuong trinh tap huén, dién tap thi bén canh do, viéc
nang cao, phd bién cac quy dinh, ché tai phap luat
phai déy du va c6 tinh ran de. Pic biét, nhan thirc vé
an toan thong tin cua td chure, ca nhan duogc nang cao,
dé c6 cac bién phap phong vé chi dong t6t hon, cong
tac danh gia an toan thong tin dugc thyc hién nhiéu
hon, xay dung hé théng MXH an toan, gop phan xay
dung va bao vé dét nudc.

b.Thuc trang nhén thic cua SV vé an toan thong
tin va phong chéng vi pham phap luat trén KGM hién
nay

SV 1a mét luc lwong dong dao cia xa hdi; vai dac
diém ndi bat 1a tré tudi, nang dong, dé tiép thu cai
moi, trong d6 co tiép thu cac thong tin trén KGM.
Hién nay, sinh vién da y thitc dugc vai tro cuia minh
tich cuc tham gia vao viéc dau tranh phong, chong
cac tin gia, tin x4u doc trén KGM. Nhiéu thanh nién
da tham gia tich cuc va ndi bat trong viéc d4u tranh
truc dién véi tin gia, tin xau doc tréen KGM cua cac
co quan, don vi va cac dia phuong. Nhiéu t6 chirc
Doan Thanh nién da 1ap cac trang Bloge nhom/ ca
nhan; cac Fanpage trén Facebook; cac Nhom trén
Zalo; cac chudi video clip trén youtube. .. trién khai
cac c¢o hi€u qua cac hoat dong d4u tranh, thuong
xuyén ding tai, chia sé cac tin, bai viét dau tranh voi
tin gia, x4u doc trén KGM.

Tuy nhién, hién nay khi tin gia, tin xau doc trén
KGM xuét hién ngay cang nhiéu, voi nhiéu thi doan
tinh vi nhu cai cdm link ung dung co bac, cong tac
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vién ban hang online, chimg khoan, tién 4o..., toi
pham sir dung cong nghé cao dé dang lira gat long
tin tu cac nan nhan. Theo do, SV 1a mét trong nhiing
nhom ddi tugng ma t61 pham st dung cong ngh¢ cao
hudng dén vi da s6 SV c¢o su thay doi vé moi truong
song khi dén thanh pho hoc tap, cong thém su thiéu
thong tin vé cac hinh thirc lira dao, cho nén dé tro
thanh nan nhan cho cac di tuong nay.

¢.Su can thiét cua cua viéc nang cao nhan thtrc vé
an toan thong tin va phong chéng vi pham phap luat
trén KGM cho SV

Thong qua mang Internet, SV phat huy duoc hét
tinh nang (mg dung dé phuc vu cho qua trinh hoc tap,
néu biét sir dung MXH an toan va nhan dién t6t cac
hinh thai phét sinh trén KGM, SV ¢6 thé ma ra kho
tang tri thirc méi, két n6i, hoi nhap va hoan thién cac
k¥ ning ctia ban than. Biét tuan thu mot s6 nguyén tic
khi sir dung MXH an toan nhu khong lam nhimg diéu
trai phap luat, tuén thu cac quy tic tmg xir trén mang
va bao v€ thong tin, hinh anh, tai li€u ca nhéan, biét
phong tranh nhitng phuong thirc tan cong trén KGM.

Hién nay van con khong it SV chua nhan di¢n
duoc thm quan trong cua vi¢c st dung MXH an toan,
SV chua ty trang bi cho minh nhiing kién thirc co ban
vé mit trai phat sinh tr KGM. Khong it SV chua y
thirc d?ly du vé nhiém vu bao vé T quéc trong tinh
hinh méi, thdm chi nhidu SV con mo hd trude 4m
muu tha doan chéng phé cia ké thu, mdt bo phan SV
khac phai nhat ly tuong cach mang, tha hoa vé dao
duc 16i sdng, chay theo 16i song vat chat tim thuong,
tu do, budng tha, vo nguyén tic, thd o voi cac van dé
chinh tri xa h¢i. Bung trudc tinh hinh d6, viéc nang
cao vé an toan thong tin va phong chdng vi pham
phap ludt trén KGM cho SV trong tinh hinh méi la
diéu hét sirc can thiét trong bbi canh sy nghiép CNH,
HDPH dét nudce theo dinh hudng XHCN va gop phan
vao bao vé dét nudc trong giai doan hién nay.

2.3. Gidi phdp ning cao nhén thivc vé an toan thong
tin va phong chong vi pham phdp lugt trén KGM cho
SV hi¢n nay

*Tang cuong su 1anh dao, chi dao va quan ly cua
cép iy Dang vé an toan thong tin va phong chong vi
pham phép luat trén KGM

Tang cuong su lanh dao, chi dao va quan ly cua
ce”ip uy Pang trong cong tac trién khai cac nghi dinh,
nghi quyét, chi thj vé an toan thong tin va phong
chéng vi pham phap luat trén KGM.

Tap trung boi dudng nang cao nhan thirc cua cac
cép uy Dang, can bg, vién chure, nhén vién va SV
trong truong vé an toan thong tin va phong chong vi
pham phép ludt trén KGM.

Thuyc hién cong tac kiém tra, giam sat, thanh tra kip
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thoi phat hién, d4u tranh, ngan chan cac d4u hiéu dang
vién, SV vi pham trong cong tac bao v¢ an toan thong
tin va phong chéng vi pham phap luat trén KGM.

*Phat huy vai trd ctia cac t6 chirc Poan thé, don vi
¢6 lién quan gop phan nang cao hiéu qua cong tic vé
an toan thong tin va phong chéng vi pham phép luét
trén KGM cho SV

Poan thanh nién, Hoi SV cin ting cudng quan
triét huong dan, dinh hudng cua cip trén, thuong
xuyén d6i méi noi dung, hinh thirc ddu tranh phong,
chong tin gia, xau doc trén KGM. Duy tri, mg rong
céc dién dan, cac Cau lac b, cic nhém dé kién tao ra
moi truong d4u tranh cho SV. Cha trong hon viéc két
ndi giita cac to chirc Doan trong viéc dau tranh phong,
chdng tin gi, tin x4u doc cho thanh nién & cac trang
mang; Cong thong tin dién tir; trén cac Fanpage, cic
Group Facebook, Zalo.. . dé SV ¢o thém dién dan
dang cac bai v1et bai bao ¢6 chét luong, nham lan
tda, tuyén truyen cac thong tin chinh thong, tin tot
dep, cu thé hoa trong cac phong trao va hoat dong
cua to chtre, cau lac bd, hoi nhém cho SV, thong qua
do giup SV thém tu tin, nang dong, ¢ y thirc vuon
1én trong hoc tap va cudc song, tranh xa cac t¢ nan xa
hoi va biét sé chia vi cong dong.

* P6i moi hinh thire, phuong phép giang day gop
phén nang cao nhan thic an toan théng tin va phong
chdng vi pham phap luat trén khong gian mang cho SV

Pay manh tng dung CNTT, cong nghé mo
phong trong day hoc cling la mét phuong phap tao ra
hiéu qua tot trong gido duc qudc phong - an ninh, két
hop véi mot s6 phuong tién nghe nhin s€ giup cho
SV hung thi hon. Mudn lam duogc diéu nay, trudc
tién GV can dén dau xu thé, dam thay d6i va khong
ngai thay di, can chi trong bdi dudng ning lyc tin
hoc, kha nang ing dung CNTT va cac cong ngh¢ mo
phdng vao bai giang va PP giang day ctia minh, nang
cao hiéu qua day hoc va ning luc huéng dan SV co
kha niang doc tin, phan biét noi dung an toan c6 thé
tiép can va loai bo nhimng ndi dung, thong tin sai léch,
thong tin vi pham phép ludt

* Boi dudng ki nang cho SV v& an toan thong tin va
nang cao phong chong vi pham trén khong gian mang.

Chu trong bdi dudng k¥ ning vé an toan thong tin
va phong chdng vi pham phép luat trén khong gian
mang, phé bién nhiing k¥ nang st dung mang xa hoi
an toan, gitip SV co cai nhin linh hoat dé khai thac
cac thong tin, kién thirc chinh thong 1am ngudn tai
liéu phuc vu cho viéc hoc tép dat hi€u qua cao, xay
dung nhimg Gng xu thong minh va lanh manh trén
cong dong mang, gop phan 6n dinh chinh tri, kinh
té - x4 hoi. SV can tudn thu phap luat néi chung va
ludt an ninh mang noi riéng, tuyét d6i khong st dung
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mang xa hdi dé thuc hién cac hanh vi vi pham quy
dinh cua phép luat, c6 hanh vi tmg xt phu hgp trén
khéng gian.

* Pam bdo co sd vat chat, tai liéu va didu kién
trién khai cong tic nang cao nhén thirc cho SV vé an
toan thong tin va phong chong vi pham phéap luat trén
khéng gian mang.

Tang cudng doi ngii can by, GV, nang cao chit
luong giang day, d6i méi phuong phap va ting cudng
xay dung co so vét chét, trang thiét bi, tai liéu va cac
diéu kién trién khai cong tac nang cao nhén thirc vé an
toan thong tin va phong chéng vi pham phép luat trén
khong gian mang, tang cudng xay dung co so vat chit,
trang thlet bi, tai liéu, gi4o trinh, dam béo cac diéu kién
kinh té, chinh tri, van hoa, x3 hoi, tao diéu kién cho
SV linh héi, tiép thu kién thirc mot cach c6 hiéu qua.
3. Két luan

'Nang cao nhén thire vé an toan thong tin va phong
chéng vi pham phap luat trén khong gian mang cho
SV hién nay luén 1a van dé quan tam. Pic biét, trong
giai doan hién nay khi cd nudc ta dang qua trinh di
1én CNXH, c6 rat nhiéu thé lyc thu dich, phan dong
sir dung khong gian mang chéng pha Pang va Nha
nuée. Y thic va hleu biét rd rang, viing chic cua
SV la diéu kién cdp thiét dé bao vé an ninh qudc
gia va giit gin an toan xd hoi, gop phan vao cong
cudc xay dung va phat trién dit nuéc ngay mot giau
manh. Dé thyc hién hiéu qua nhiém vy trén, doi hoi
can ¢6 sy quan tim cua cip uy Pang, co quan Nha
nudc, la trach nhiém cua toan xa hoi. Chinh vi vay
can c6 nhiing giai phap phi hop, gan véi thuc tién,
ndi dung, hinh thirc da dang, phong phi mang lai loi
ich cho SV nham gop phan néng cao nhan thire vé
an toan thong tin va phong chéng vi pham phap luat
trén KGM dé tir do SV phat huy t6i da vai tro, trach
nhiém, nghia vu gép phan xay dung va bao vé T6
qudc VN xi hoi chi nghia.
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