THANH NIEN, VAN HOA VA PHAT TRIEN

NANG CAO HIEU QUA HOAT PONG HQP TAC GIUA
VIET NAM VOI LAO, CAMPUCHIA TRONG PAU TRANH PHONG,
CHONG TQI PHAM SU DUNG CONG NGHE CAO
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Tom tit: Toi pham sir dung cong nghé cao la mét trong nhitng van dé thoi sy néng
nhdt hién nay, la méi de doa nghiém trong dén an ninh quéc gia, trdt tir an toan xd héi. Trong
thoi gian gan ddy, Lao va Campuchia néi 1én la mét trong nhitng quéc gia c6 tinh hinh t3i
pham sir dung cong nghé cao dién bién phirc tap, anh hieong truc tiép dén Viét Nam. Bai viét
phan tich thiee trang hop tac gitta Viét Nam véi Lao va Campuchia trong cong tac ddu tranh
phong, chong t6i pham sir dung céng nghé cao, trén co sé dé dé xudt mét sé gidi phdp gép
phdn ndng cao hiéu qua cong tac ndy trong thoi gian tJi.
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Abstract: High-tech crime is one of the most pressing issues today, posing a serious
threat to national security and social order. Recently, Laos and Cambodia have emerged as
countries with a complex situation regarding high-tech crime, directly affecting Vietnam.
This article analyzes the current state of cooperation between Vietnam, Laos, and Cambodia
in combating high-tech crime, and based on this, proposes several solutions to enhance the
effectiveness of this work in the future.
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1. Pat van dé

Tir cudi thé ky XX cho dén nay, sy phat
trién nhu vii bio cua khoa hoc — cong nghé,
ddc biét 1a cong nghé¢ thong tin va Internet
dd thay d6i hoan toan nhan loai. Tai Viét
Nam, sau hon hai thap ky két n6i véi mang
Internet toan cau, su phat trién manh mé& cua
cong ngh¢ thong tin, vién thong, Internet da

1 D54, Hoc vién An ninh nhan dan
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va dang tao cho Viét Nam nhiéu thoi co dé
don dau nhting thanh tgu khoa hoc — cong
nghé tién tién, nhat 1a nhiing cong nghé
ma&i mang tinh dot pha nhu tri tu¢ nhan tao
(AI), Internet van vat (IoT), dir li¢u 16n (Big
Data), di¢n toan ddm may va blockchain...
Cung v6i do6, “Chwong trinh Chuyén doi
s6 quoc gia dén nam 2025, dinh hidng dén
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nam 2030 ciia Chinh phu va Nghi quyét 57-
NQ/TW ctia Bo Chinh trj vé& dot pha phat
trién khoa hoc, cong ngh¢, ddi méi sang tao
va chuyén ddi sd qudc gia di tao xung luc
manh mé thuc day Gng dung cong nghé tién
tién vao moi linh vuc tir kinh té, gido duc, y
té dén quan 1y nha nudc, hu(')'ng to1 xay dung

thanh cong “chinh phii s6”, “kinh té s6” va
“xd hoi s6”.

Tuy nhién, bén canh nhitng thanh tyu
va tién bo vuot bac do, sy hinh thanh va phat
trién ctia toi pham str dung cong nghé cao
la mot hé qua tiéu cuc tat yéu. Su gia tang
manh mé cua tdi pham st dung cong nghé
cao dang tr¢ thanh mot trong nhitng thach
thirc an ninh phi truyén thong nguy hiém
nhét d6i v6i an ninh quéc gia va trat ty an
toan xa hoi. Toi pham st dung cong nghé
cao la mot trong nhimg van dé thoi su nong
nhat hién nay, 1a mdi de doa nghiém trong
dén an ninh quéc gia, trat tu an toan xa hoi.
Trong thoi gian gan day, Lao va Campuchia
no6i 1én 12 mot trong nhimng qudc gia 6 tinh
hinh t6i pham st dung cong nghé cao dién
bién phuec tap, anh huong truc tiép dén Viét
Nam. Bai viét phan tich thuc trang hop tac
gitra Viét Nam vé1 Lao va Campuchia trong
cong tac dau tranh phong, chong tdi pham st
dung cong nghé cao, trén co so d6 dé xut
mot s6 giai phap gop phan nang cao hiéu qua
cong tac nay trong thoi gian toi.

2. Phuong phap nghién ctru

Bai viét thu thap, phan tich cic vin
ban phap ly, bdo cdo chuyén nganh, dir li¢u
thong ké tir cac co quan chirc nang ba nudc
vé tinh hinh toi pham cong nghé cao, danh
gi4 hidu qua ciia cac co ché hop tac hién tai.
DPdng thoi, bai viét cling sir dung phuong
phap phan tich trudong hop dién hinh dé lam
r0 nhitng thach thue, han ché trong hoat dong
phéi hop va tir 46 dé xudt cac giai phap thiét

thyc nham ting cuong hiéu qua hop tac ba
nudc trong cong tac dau tranh phong, chéng
loai td1 pham cong ngh¢ cao.

3. Két qua va binh luin

3.1. Tinh hinh tpi pham swr dung cong
nghé cao cé lién quan dén hoat dpng hop
tac giiva Viét Nam voi Lao, Campuchia

Nhitng nim gan ddy, t6i pham str dung
cong nghé cao lién quan dén Viét Nam, Lao,
Campuchia tiép tuc 1a mit trin nong va phirc
tap. Pac biét, sy bung phét cua Pai dich
Covid-19 da lam thay d6i dang ké phuong
thirc 1am viéc, trao d6i thong tin, mua sam,
giao dich... tir truc tiép sang truc tuyén, tir
d6 lam gia ting cac mdi de doa ciing nhu
an ninh, an toan trén moi truong khong gian
mang. Tinh dén thang 1/2024, c6 78,44 triéu
nguoi su dung Internet tai Viét Nam, trong
do6 c6 72,7 triéu nguodi st dung mang xa hi,
tuong duong véi 73,3% dan sd. Tong cong
6 168,5 triéu két ndi di dong, tuong duong
v6i 169,8% dan s (theo Datareportal, 2024).
Tuy nhién, sy phé cap rong rai Internet da
tao moi truong cho tdi pham st dung cong
nghé cao gia ting manh m& vé quy mo, tinh
chat va hau qua. “Trong ndm 2023, Céng
canh bdo an toan thong tin Viét Nam ghi
nhdn khodng 13.900 vu tin céng mang vdo
cac co quan, t6 chire, doanh nghiép; gan
16.000 phan énh lira ddo truc tuyén, gdy
thiét hai hon 390.000 ti dong (twong dwong
3,6% GDP)”, tang 1,5 1an so v&i ndm 2022
(theo Nguyén Dinh Luyc, 2025). Cung véi
do, “Theo théng ké ciia Cuc An ninh mang
va phong, chong téi pham sir dung cong
nghé cao (A05), ¢6 khodang hon 3.000 hé so
e Idp tai co quan cong an véi sé tién hon
2.300 ty dong trong ndm 2023, va khodng
700 ho so trong 6 thang dau nam 2024 dwoc
ldp tai hon 30 co quan cong an dia phuwong
V6i s6 tién hon 1.000 ty dong” (theo Nguyén

NGUON LUC VA PHAT TRIEN SO 1 (THANG 3/2025) 85



THANH NIEN, VAN HOA VA PHAT TRIEN

Pinh Luc, 2025). Dién hinh nhu vu tin cong
ctia nhom tin tic Lockbit nhdm vao hé théng
kinh doanh ching khodn VNDIRECT vao
thang 3/2024 da gay ra gian doan dich vu
trong thoi gian dai.

Céc dbi tuong toi pham sir dung cong
nghé cao lién tuc thay d6i phuong thuec, st
dung nhiéu thu doan pham tdi moi; hoat
dong tinh vi, chuyén nghiép, cé td chirc, ¢o
su moc ndi cau két chit ché voi cac loai toi
pham khac nhu t6i pham mua ban nguoi,
t6i pham ma tay... Pic biét, cac ddi tuong
to1 pham su dung cong nghé cao triét dé loi
dung céac dic tinh ciia moi truong mang: (i)
Tinh 4n danh va tinh xuyén bién giéi; (ii)
Hoat dong pham t6i c¢6 to chiic va cau két
chit ché; (iii) D6i twong am hiéu va c6 trinh
do cao vé cong nghé thong tin; (iv) Quy md
hoat dong pham tdi rong, tinh chét phtc tap;
(v) Hanh vi pham tdi dugc thyc hién trén dia
ban nudc ngoai. Mot s6 loai hinh toi pham
sir dung cong nghé cao dién hinh nhu sau:

Thir nhdt, toi pham sir dung céng nghé
cao dé lira dao, chiem doat tai sdan

Tai Viét Nam, theo bao cdo cua Hiép
hoi An ninh mang quéc gia, té)ng thiét hai
do lira dao truc tuyén gy ra trong nam 2024
wdc tinh 1én t6i 18.900 ty dong. Ti 16 nguoi
ding thiét bi di dong, mang xa hoi... nhan
tin nhén, cudc goi Itra dao truc tuyén 1a 73%
(theo Nguyén Dinh Luyc, 2025). Theo bao
cdo cua Cuc An toan thong tin, BO Thong
tin va Truyén thong, trong 9 thang nim
2024 da tiép nhan hon 22.200 phan anh vé
truong hop lira dao truc tuyén do nguoi dung
Internet giri vé Cong canh bao an toan thong
tin Viét Nam, trong d6 hon 80% vu viéc lién
quan dén chiém doat tai san thong qua cic
hinh thte lira dao ky thuat sb nhu gia mao
ngan hang, vi di¢n tr, va Itra ddo dau tu. Pac
biét, 70% céc trudng hop lira dao dén tir cac
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nén tang mang xa hoi nhu Zalo va Facebook
(theo Minh Thién, 2024). Mot s6 tha doan
duogc cac dbi twong sir dung dé lira dao chiém
doat tai san nhu: (i) Ltra ddo thong qua hinh
thirc tuyén cong tac vién online trén cac san
thuong mai dién tur, dé nghi thuc hi¢n nhi¢m
vu chuyén tién, thanh toan don hang; (ii) Gia
danh co quan thuc thi phép ludt nhu Co quan
Cong an, Vién kiém sat, thong bao nan nhan
c6 lién quan dén vu 4n nghiém trong, yéu cau
nguoi dan ndp tién tai khoan ngan hang dé
phuc vu diéu tra rdi chiém doat tai san voi sd
tién tir hang chuc triéu 1én dén hang ty dong;
(i11) Tao lap tai khoan mang xa hoi gia danh
nhan vién ngan hang, siéu thi dién may 1én
thong bao chuong trinh khuyén mai hap dan,
dé nghi lam theo huéng dan, chuyén tién
thué, phi dé nhan qua tang 161 chiém doat
sd tién cua nan nhan; (iv) Lira dao bang thu
doan goi dién, nhén tin lam quen trén mang
xa hoi (Facebook, Zalo, Viber, Whatsapp)
v6i nhiéu kich ban khac nhau dé lam quen,
tao 10ng tin, hira gui tién, qua ting c6 gia
tri cao, sau do6 gia mao nhan vién hai quan
goi dién yéu cau nan nhan chuyén tién lam
cac thu tuc thong quan... Pac biét, 1oi dung
nhing tién bo dot pha ctia cong nghé tri tué
nhan tao, cac dbi twong da sir dung Deepfake
(mot tmg dung ciia Al) dé lam gia cudc goi
video. Théng qua mang Internet, cac ddi
tuong thu thap hinh dnh, giong néi cua nguoi
dung trén mang xa hdi, st dung cong ngh¢
Deepfake dé tao video gia mao ngudi ding
dang néi chuyén truc tuyén voi cung khudn
mat, giong ndi va cach xung ho vaéi do chinh
xac cao, dé nham 1an khi nhin bang mat
thuong. Cac ddi tuong lira dao thuong xuyén
nghién ctru xu huéng, thi hiéu, nhu cau cua
nguoi dan dé xay dung cac kich ban, phuong
thirc pham t01 chuyén nghiép, hoat dong co
t6 chirc, triét dé loi dung cong nghé cao phuc
vu hoat dong pham ti. Hi¢n nay, t01 pham
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lira ¢ao qua mang dang ngay cang pho bién,
¢6 xu hudng hinh thanh “nghé” véi mirc loi
nhuén cao, cic dbi twong thudng xuyén trao
ddi, hoc hoi cac phuong thtrc Itra ddo moi,
cach thurc tiép can nan nhan méi dé thuc hién
hanh vi chiém doat tai san.

Tai Lao va Campuchia: Theo Lién Hop
Qudc, Pong Nam A da tro thanh trung tdm
to1 pham mang véi s6 tién ltra déo 1én t6i 37
ty USD vao nam 2023 (theo Taylor Herzlich,
2024), trong d6 Lao va Campuchia ndi 1én 1a
nhirg diém nong vé hoat dong lra dao truc
tuyén xuyén qudc gia. Tai Campuchia, udc
tinh c6 khoang 100.000 nguoi bi giam gitr
trong cac trung tdm tra hinh dé hoat dong
lira dao truc tuyén, trong khi & Lao 14 85.000
ngudi (theo Eric Priezkalns, 2024). Cac tb
chtrc t6i pham lira dao truc tuyén xuyén
qudc gia ndy c6 mbi lién hé chit ché voi toi
pham buon ban ngudi, véi thi doan du dd
nan nhan tir cac qudc gia khac, trong d6 c6
cong dan Viét Nam. Tu sau khi mé ctra bién
gidi sau Pai dich Covid-19 cho dén nay, ghi
nhan hang nghin nguoi Viét Nam bi Itra sang
lam vi¢c va bi cudng buc lao dong. Phan 16n
cong dan Viét Nam bi du do, 16i kéo dudi
hinh thic tuyén dung “viéc nhe, luong cao”
sau d6 xuat canh sang Lao va Campuchia
lam viéc trong cac cong ty trd hinh hoat
dong lira ddo cac ddi twong ngudi Trung
Quéc cam dau. Cac co s nay thuong tap
trung chi yéu tai cac dic khu kinh té nhu Ba
Vet — Tinh Svayrieng, Banteay Meanchay —
tinh Poipet; thanh phd Shihanoukvile — tinh
Preah Shihanoukvile... tai Campuchia va
bac khu Tam Giac Vang — tinh BoKeo... tai
Lao. Nhitng nguoi nay bi dua vao lam cac
cong viéc nhu diéu hanh website Ira ddo,
danh bac, kinh doanh tién 4o, bi cuong buc
lao dong, tham chi bi danh dap néu chong
cu hodc khong hoan thanh chi tiéu. Cha yéu
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trong sd nay 1a cong dan Viét Nam c6 trinh
dd hoc van thép, hoan canh kinh té va gia
dinh khé khan, tim dén cac dau méi viéc
lam trén mang xa hoi (Facebook, Tiktok...)
hodc nghe theo 161 gidi thi¢u viée nhe luong
cao cua nguoi quen. Theo bao cao cua Cuc
Phong chdng ma tay va toi pham (B6 Tu
1énh Bo d6i Bién phong), phan 16n nan nhan
ctua toi pham budn ban nguoi bi dua sang
Lao (chiém 36%), Campuchia (chiém 32%)
(Tran Mg, 2025) dé tham gia lira dao truc
tuyén, trong do6 ty 1é nam gi6i trong cac vu
mua ban nguoi da tang tir 16% nam 2021
lén dén 64% vao nam 2024. Ho bi thu giir
ho chiéu, dién thoai, x6a hét dit lidu c6 lién
quan dén hoat dong lira dao cua ddi tuong.
Néu khong dat chi ti€u ltra ddo, hodc mudn
vé Viét Nam, ho bj ban di cac casino khac,
nhiéu ngudi bi nhét, danh dap, tham chi b
chich dién va doi tién chude voi s6 tién 16n.

Thir hai, t6i pham t6 chire danh bac va
danh bac qua mang Internet

Bén canh td1 pham str dung cong nghé
cao dé lira dao chiém doat tai san, toi pham
t6 chic danh bac va danh bac qua mang
Internet dang gia ting dang ké, c6 nhiéu
dién bién phic tap va lién quan dén mang
ludi xuyén qudc gia tai Lao va Campuchia.
Chi trong nam 2024, sb vu danh bac, t6 chuc
danh bac trén Internet da bi luc lugng chirc
nang phat hién va triét pha 1a 1.100 vy, tang
hon gip 2 lan so v&i nam 2023; s6 luong
ddi tuong pham tdi 1a 529 ddi tuong, tang
gﬁn 24% so v6i nam 2023; sb bi can khoi
t6 méi 13 658 bi can, ting trén 57% so voi
ndm 2023 (theo Minh Thuy, Thuy Giang,
2024). Cac hoat dong td chuc danh bac va
danh bac truc tuyén khong chi dién ra trong
nude ma con o su lién két chit ché véi cac
trung tam t0i pham tai Lao va Campuchia,
noi nhiéu song bac truc tuyén duoc van hanh
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dudi vo boc hop phap nhung thyc chat 14 cac
trung tadm lra ddo va danh bac xuyén bién
giéi. Cac dbi tugng pham toi loi dung cac
dia ban ¢ Campuchia va Lao dé dat may
chu, nup bong dudi hinh thirc cac cong ty tra
hinh hoat dong trong cac dac khu kinh té, str
dung cac phuong thire giao dich kho truy vét
nhu Bitcoin hoac Vi di¢n tir, thu hat nguoi
choi théng qua cac nén tang mang xa hoi
(Facebook, Telegram...). Gan day, t6i pham
danh bac va t6 chic danh bac trén khong
gian mang ¢6 xu huéng chuyén dich tir hinh
thirc c4 do bong da sang céc tro choi truc
tuyén c6 tinh chit co bac, thé thao dién tir,
hinh thure dat cudce tai chinh chon nhi phan —
BO qua cac san forex.

Ngoai hai loai hinh td1 pham str dung
cong nghé cao ndi trén, tinh hinh tdi pham
stt dung cong nghé cao c6 lién quan dén
Viét Nam, Lao, Campuchia dién bién hét
suc phuc tap & mat s6 loai hinh khac nhu:
t6i pham lién quan dén tién dién tir va rira
tién; t0i pham tin céng mang va gian diép
mang;... Thoi gian tdi, nhiing loai hinh tdi
pham nay tiép tuc gia ting voi muc do, quy
mo, thiét hai ngay cang 16n; cac to chirc toi
pham tiép tuc triét dé loi dung diaban Lao va
Campuchia dé né tranh co quan chirc ning,
nhung van nhim téi cac muc tiéu trong nudc.

3.2. Mét so két qud hop tic giiva Viét
Nam véi Lao va Campuchia trong diu
tranh phong chéng tgi pham sir dung cong
nghé cao

Hop tac gita Viét Nam voi Lao va
Campuchia trong trao doi théng tin cé lién
quan dén céng tac phong, chong téi pham sir
dung cong nghé cao

Thoi gian qua, hoat dong trao d6i thong
tin gitta co quan chirc ndng Viét Nam vdi cac
co quan chtic nang cua Lao va Campuchia
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phuc vu cong tac du tranh phong, chong
toi pham st dung cong nghé cao khong
ngung dugc mo rong va da mang lai nhiing
két qua thiét thuc. Cu thé, Viét Nam, Lao,
Campuchia hop tic trao ddi thong tin vé
phong, chéng t6i pham st dung cong nghé
cao théng qua cac co ché song phuong, an
ninh ba bén va qua cac sang kién khu vuc
ASEAN. Céc kénh hgp tac song phuong, ba
bén gitra B Cong an Viét Nam voi Bo Cong
an Lao, BO N¢i vu Campuchia va cac co ché
hop tac da phuong nhu Hoi nghi Bg trudng
ASEAN vé Phong, chong T6i pham Xuyén
qudc gia (AMMTC) di duoc thiét 1ap va duy
tri hi¢u qua.

Vi dy dién hinh 1a Hoi nghi thuong
nién Bo trudng Cong an, NOi vu 3 nudc
Campuchia - Lao - Viét Nam lan tht I duoc
t6 chirc vao ngay 29/3/2024 tai thanh phd Pa
Ning da thong nhat thong qua cac ndi dung
trong Tuyén b6 chung gdm 8 diém, trong d6
¢6 ndi dung vé viéc: trao d6i thong tin toi
pham xuyén quéc gia, nhat 1 t6i pham ma
tuy, t6i pham mua ban nguoi, t6i pham sur
dung cong nghé cao...; phbi hop diéu tra, xac
minh, truy bat, chuyén giao cac dbi tuong vi
pham phép luit & nude nay trén sang nude
kia; hop tac dao tao, nang cao nang lyc can
bo, trao d6i doan nghién ctru, hoc tap kinh
nghiém...

Bén canh do, hoat dong hop tac song
phuong gitra Viét Nam vi Lao va Viét Nam
v6i Campuchia duoc to chire thuong nién,
di vao chidu sau, mang lai nhiéu két qua tich
cuc trong trao ddi théng tin vé dau tranh
phong, chdng t6i pham sir dung cong nghé
cao. Pién hinh nhu vao ngay 19/2/2025, tai
Ha N¢i, B§ Cong an Viét Nam va Bo Noi
vu Vuong qubc Campuchia di to chirc Hoi
nghi tong két K& hoach hop tac nam 2024
va ky Ké hoach hop tac nam 2025. Su kién
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nay nham nang tim hop tac phong, chong toi
pham gitra hai nudc, dic bi¢t trong bdi canh
t01 pham stir dung cong nghé cao ngay cang
gia tang.

Hop tac gita Viét Nam voi Lao va
Campuchia trong tiwong tro tw phdp, dan dg,
ddu tranh chuyén én, truy bdt, truy nd doi
VvOi toi pham swr dung cong nghé cao

Hop tac trong tuong tro tu phap, dan
d6, dau tranh chuyén 4n va truy bat, truy na
to1 pham str dung cong ngh¢ cao gitra Viét
Nam, Lao va Campuchia duogc tién hanh trén
co s& cac khudn khod phéap 1y song phuong
va da phuong da dugc ky két. Dién hinh nhu
Hiép dinh Tuong tro Tu phap vé Dan su va
Hinh sy gitra Viét Nam va Lao (ky két lan
dau vao nam 1998); Hiép dinh Tuong tro Tu
phap vé Hinh sy giita Viét Nam va Lao (ky
két vao nam 2020, gdm 24 diéu, quy dinh
chi tiét vé thim quyén, trinh tu, tha tuc thuc
hién cac hoat dong twong tro tu phap vé hinh
su giita cic co quan ¢ tham quyén ciia hai
nuoc, trong dé co tuong tro tu phap hinh sy
vé toi pham su dung cong nghé cao); Hiép
dinh twong tro tu phap vé hinh su va giita
Viét Nam va Campuchia (ky nam 2016);
Hiép dinh dan do nim 2014... DAy la cac co
s& phap 1y quan trong dé 3 qudc gia danh cho
nhau sy tuong trg tdi ta trong qua trinh hop
tac ddu tranh phong, chdng toi pham sir dung
cong nghé cao.

Vi du, trong nam 2024, Viét Nam va
Campuchia da ph6i hop diéu tra chung nhiéu
chuyén an, trong d6 c6 cac chuyén an lién
quan dén toi pham sir dung cong nghé cao.
Dién hinh nhu trong chuyén 4an 0924L, luc
lwong Cong an Viét Nam di phéi hop vai luc
luong Canh sat hinh sy Campuchia dot kich
6 nhom tdi pham lira dao tryc tuyén xuyén
qudc gia tai biét khu Venus2, Thanh phd
Bavet, bét gitr 12 dbi tuong dang thuc hién

hanh vi lra ddo, tong sb tién giao dich bét
hop phap 1én dén hang tram ty dong, v6i hon
200 nan nhan & 29 tinh thanh trén ca nudc.

Hop tac giita Viet Nam voi Lao va
Campuchia trong trao doi doan, trao doi
kinh nghiem, hé tro dao tao, boi duong can
b trong céng tac dau tranh, phong chéng
toi pham swr dung cong nghé cao

Hop tac trong trao ddi doan, trao ddi
kinh nghiém, hd tro dao tao va bdi dudng
can bd gdp phan ning cao nang luc tmg pho
v6i td1 pham stir dung cong nghé cao cua luc
luong thuc thi phap luat ba qudc gia. Trong
giai doan 2020-2024, Viét Nam da t6 chirc
nhiéu doan cong tac sang Lao va Campuchia
dé chia sé kinh nghiém vé cac linh vue nhu
phan tich dir lidu 16n, diéu tra s6 va ung
pho vé6i tan cong mang. Nguoc lai, Lao va
Campuchia cling ctr cdc doan sang Viét Nam
dé bdi dudng kinh nghiém trong cong tac déu
tranh phong, chong t6i pham st dung cong
nghé cao nhu trién khai h¢ thong giam sat
mang, st dung cong nghé blockchain trong
truy vét giao dich bat hop phap...

Cu thé, ngay 23/01/2025, doan cong
tac Cong an cac tinh Attapu (Lao), Ratanakiri
va Stung Treng (Campuchia) da sang tham,
chic mung nam madi Cong an tinh Kon Tum
(Viét Nam). Trong budi gip mit, cic bén da
trao d6i két qua dat duoc trong cong tac phdi
hop, phuc vu bdo ddm an ninh trat tu, gilr
virng 6n dinh tinh hinh khu vuc bién gioi;
phéi hop d4u tranh phong, chéng t01 pham,
vi pham phap luat trén tuyén bién gidi, trong
do6 c6 toi pham st dung cong ngh¢ cao.

Vé hd tro dao tao, tir ndm 2018 dén
nay, Viét Nam di cung cdp cic suit hoc
bong dao tao nghiép vu vé an ninh mang va
phong, chdng t6i pham sir dung cong nghé
cao cho can bo Lao va Campuchia tai Hoc
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vién An ninh nhan dan, Hoc vién Canh sat
nhan dan va Truong Pai hoc K¥ thuat - Hau
can Cong an nhan dan. Pién hinh nhu ngay
03/10/2024, Hoc vién Canh sat Nhan dan
khai giang 16p boi dudng nghiép vu phong
chdng t6i pham sir dung cong nghé cao cho
32 can bo thudc Bo Noi vu Vuong qudc
Campuchia.

T thyc tién hoat dong hop tac giita
Viét Nam véi Lao va Campuchia trong dau
tranh phong, chong toi pham st dung cong
nghé cao, bén canh nhiing uu diém, két qua
dat duoc, hoat dong hop tic van con mot $6
kho khin, han ché nhét dinh anh huong dén
hi€u qua cong tac phong ngura, ngan chan,
dau tranh vé6i t6i pham st dung cong nghé
cao, cu thé nhu sau:

Thir nhdt, hiéu qua hoat dong tuong
trg tu phap vé hinh su, dan do, chuyén giao
nguoi dang chap hanh an phat t, truy bat,
truy nd, ddu tranh chuyén an chua dap ung
dugc yéu cau cong tac phai gidi quyét sb
luong 16n d6i twong va vu viée ¢6 lién quan
dén toi pham st dung cong nghé cao.

Thir hai, hé théng phap luat, co so
phap 1y va co ché hop tac lién quan dén hoat
dong hop tac gitra Viét Nam va Campuchia,
Lao trong d4u tranh phong, chéng toi pham
sir dung cong nghé cao con chua dong bo,
théng nhit. Hé thdng phap luat trong nudc,
dic biét 1a phap luat vé phong, chdng toi
pham st dung cong nghé cao chua theo kip
v6i nhitg bién chuyén nhanh chéng cua tinh
hinh td1 pham v6i phuong thuc, thu doan
pham t0i ngdy cang tinh vi hon trong bdi
canh toan cau héa va hoi nhap quéc té sau
rong.

Thir ba, sy chénh léch vé nang luc,
trinh do, nguén luc, co s& vat chat, trang
thiét bi k¥ thut ctia 3 qudc gia anh hudng
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dén két qua hoat dong hop tic trong dau
tranh phong, chong tdi pham st dung cong
ngh¢ cao.

Thir tw, hoat dong trao doi, chia sé
thong tin vé t6i pham st dung cong nghé cao
giita 3 qudc gia chua dugc thyc hién thuong
xuyén, hiéu qua, hé thong trao d6i théng tin
chua dong b, chua c6 co ché két ndi nhanh
chong, kip thoi, dac biét trong cac vu viée co
tinh chat xuyén qudc gia.

3.3. Gidi phap ndng cao hiéu qua
hoat dong hop tdac giita Viét Nam vdi Lao,
Campuchia trong diu tranh phong, chong
toi pham svw dung cong nghé cao

Thoi gian téi, tinh hinh t6i pham st
dung cong nghé cao co lién quan dén Viét
Nam, Lao, Campuchia tiép tuc gia ting va
dién bién hét suc phuc tap vé ca phuong
thirc, thi doan va quy mo hoat dong, dat ra
nhimg yéu cau cip thiét vé& hop tac giita cac
qudc gia dé dau tranh ngin chin c6 hiéu qua
voi loai to1 pham nay. Pé hoat dong hop tac
duoc trién khai déng bd, thuc chat, mang
lai hiéu qua, thoi gian t6i can quan tAm giai
quyét nhirng van dé sau:

Mot la, can tap trung xdy dung, bd
sung, hoan thién co s& phép 1y, co ché phdi
hop trong hoat dong hop tac phong, chng
t01 pham mang, t61i pham str dung cong nghé
cao véi co quan thyc thi phap luat Lao va
Campuchia, tao thuan logi trong viéc Ung
pho, xir 1y kip thoi cac sy ¢d tAn cong mang
va hanh vi vi pham phap luat trén khong gian
mang, dac biét la td1 pham lra dao chiém
doat tai san, tdi pham td chirc danh bac va
danh bac trén mang. Tang cuong to chirc
cac hoi nghi, dién dan song phuong va da
phuong, ky két cac hiép dinh, vin ban, bién
ban ghi nhd, thoa thuan hop tac, thong nhat
vé nhan thirc va hanh dong cia 3 quéc gia
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d6i v6i van dé an ninh mang, phong, chong
t6i pham st dung cong nghé cao, tién t6i
xay dung cac khuon khé phap 1y chung cho
viéc phdi hop, hop tac trong linh vuc nay.
Bén canh do, chu trong tham gia va phat huy
hiéu qua céac co ché hop tac da phuong nhu
INTERPOL, ASEANPOL, cac cong udc
qudc té, phdi hop chit ché, ung ho 1n nhau
trong cac khuon khé da phwong vé phong,
chbng t6i pham xuyén quéc gia.

Hai la, Viét Nam, Lao, Campuchia can
day manh cong tac nghién ciru, chuyén giao
cong nghé, phan mém, giai phap ky thuat,
trang thiét bi hién dai, cong tic dao tao
nguén nhan lyc trinh d§ cao phuc vu c6 hi¢u
qua cong tac phong, chng tdi pham sir dung
cong nghé¢ cao va cac hoat dong hop tac co
lién quan. Tang cudng cac hoat dong hop tac
trao ddi, chia sé kinh nghiém, hop tac dao
tao nang cao nang lyc chuyén moén cho doi
ngil can bg, dao tao chuyén gia hoach dinh
chinh sach, phap luat, chuyén gia hop tac
quéc té...

Ba la, tap trung huy dong, phat huy t6i
da moi nguén lyc cua cac BO, ban, nganh,
dia phuong, co quan, doanh nghiép, nguoi
dan tham gia vao hoat dong hop tac véi Lao,
Campuchia trong dau tranh phong, chdng
to1 pham st dung cong ngh¢ cao. Nang cao
hiéu qua phéi hop luc lwong cua cac co quan
chtrc ning ctia B4 Cong an, B6 Qudc phong,
Ban Tuyén gido Trung wong, B6 Khoa hoc
va Cong ngh¢ (sau khi sap nhap BO TT&TT
va B KH&CN), cic co quan ban nganh
dia phuong trién khai ¢6 hiéu qua cong tac
phdi hop véi co quan chirc ning tuong tng
ctia Lao, Campuchia trong phong, chong toi

pham sir dung cong ngh¢ cao. Mat khac, can
chu trong cong tac nang cao kién thirc, tuyén
truyén phd bién cho nhan dan chi dong tu
phong ngtra trudc hoat dong cua to1 pham st
dung cong ngh¢ cao, dac biét 1a tdi pham ltra
dao truc tuyén.

Boén la, nghién ctru phdi hop to chirc
trién khai cac dot cao diém tan cong, tran ap
to1 pham st dung cong nghé cao ¢ lién quan
dén Viét Nam, Lao va Campuchia, chu trong
nang cao hon nita hiéu qua cong tac trao doi
thong tin, tuong trg tu phap vé hinh sy va
dan d6 lién quan dén t6i pham str dung cong
ngh¢ cao.

4. Két luan

C6 thé noi, su phat trién nhu vii bio
cua khoa hoc — cong nghé, dac biét 1a cong
nghé thong tin va Internet da thay ddi hoan
toan nhan loai. Bén canh nhitng thanh tyu va
tién bo vuot bac do, sy hinh thanh va phat
trién ctia toi pham st dung cong nghé cao
1a mot hé qua tiéu cuc tat yéu. Su gia ting
manh mé cua tdi pham sir dung cong nghé
cao dang tr¢ thanh mdt trong nhitng thach
thirc an ninh phi truyén théng nguy hiém
nhat d6i véi an ninh qudc gia va trit tw an
toan xa hoi. Xuat phat tir tinh hinh toi pham
str dung coéng nghé cao dién bién phirc tap
& Lao va Campuchia, anh hudng tryc tiép
dén Viét Nam, tic gia bai viét da phan tich
thuc trang hop tac gitta Viét Nam véi Lao va
Campuchia trong coéng tac ddu tranh phong,
chdng toi pham st dung cong nghé cao, trén
co s d6 dé xuat mot sé giai phap gop phan
nang cao hi¢u qua cong tac nay trong thoi
gian toi.
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