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TGM TAT

Ha thdng giam st va quén |y nang lrgng thang minh dong vai tra
quan trong trong qué trinh tigt kiem dien nang, gidp gidm chi phi
va nang cao higu qud. Trong qua trinh chuyén ddi sd va phat trién,
he thaing nay hd try ra quyét dinh dua trén dir ligu thu thap thuc
t€. Bai bao dé xuat xay dyng mat he thing giam sat thang sd dien
ndng tir xa dua trén cong nghé truyén thang LoRa, cang to dign
thang minh va mt ma hinh tri tug nhan tao. He thang cho phép thu
thap céac thang sd dién ap. dong dién va cong suét thang qua giao
thirc Modbus dén trung tam. Dira trén mang no-ron nhan tao (ANN)
trén Matlab gidp duv bao phu tai tigu thu va phat hién su cd trong he
thiing dign. K&t qué nghién ciru cho théy he thing hoat dang dn dink
viri dd chinh xac va tin cay cao, dg tré thap va kha nang truyén dir
lidu xa ng dung cho cac khu virc ca nang lrgng téi tao. He thing
cd khé nang irng dung trong gigm sat dién nang cho lrai dién phan
tan va céc giai phap do lrang thang minh trong tuang lai.

Tir khda: Tri tué nhan tao; dang hd do thang minh LoRa; giam sat
tir xa; dur bao t&i, mang no-ron nhén tao.

1. DAT VAN PE

Trong b&i cdnh chuyén d6i s6 va céng nghiép héa manh mé,
nhu cau giam sat va tu déng héa trong linh vuc nang luogng dugc
trién khai dong bo, dac biét trong ludi dién phan tan. Hé théng do
ludng va giam sat thong minh gitp theo déi cac thong so luéi dién
theo thai gian thuc, canh bao sy c6 va nang cao do tin cdy trong
van hanh. Cac phuang phép truyén théng hién nay chd yéu ding
giao thuic day nhu RS485, Ethernet hodc chuén giao tiép IEC 61850
thudng gap han ché vé khoang céch, chi phi dau tu va kha nang
hiéu qua ma réng phat trién hé théng trong tucng lai [1, 2]. Mot s6
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ABSTRACT

Smart energy monitoring and management systems play an important
role in the process of saving electricity, helping to reduce costs
and improve efficiency. In the process of digital transformation and
development, this system supports decision-making based on actual
collected data. This paper proposes to builld a remote system for
monitoring power parameters based on LoRa communication technology,
smart electricity meters, and an artificial intelligence model. The system
allows the collection of voltage, current, and power parameters via
Modbus protocol to the center. Based on the Artificial Neural Network
(ANN) on Matlab, it helps to forecast consumption load and detect
faults in the power system. The research results show that the system
operates stably with high accuracy and reliability, low latency, and the
ability to transmit data far away for applications in areas with renewable
energy. The system has the potential to be applied in power monitoring
for distributed power grids and smart metering solutions in the future.
Keywords: Artificial intelligence, smart meter LoRa, remote
manitoring, load forecasting, artificial neural netwark.

van dé thudng gap la su c6 dudng cap truyén tin hiéu, mat két ndi
dir liéu khién qua trinh giam sat va diéu khién trg nén kho khan,
giam dé tin cdy. Trong khi d6, cac cdng nghé truyén théng khong
day phét trién nhu wifi, 4G, LoRa (LongRange) v&i kha nang truyén
d liéu véi khodng cach xa Ién téi hang chuc km, nang lugng tiéu
thu va chi phi dau tu thap dang dugc iing dung réng rai trong cac
hé thong Internet van vat (IoT). Trong céng trinh [3, 4], mot hé thong
giam sat thong minh chi phi thap cho hé théng PV lugi vi mé su
dung c6ng nghé LoRa, nham cai thién hiéu suat va khac phuc su
c6. Két qua cho thay, hé théng nang cao d6 chinh xac di liéu, mé
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rong pham vi truyén va giam tiéu thu nang lugng. Bén canh do, vai
su phat trién manh mé cla tri tué nhan tao (Al) cdc mé hinh du bao
hoc sau (ANN), CNN, LSTM dugc ting dung trong dy bao phu tai [4].
Céc mé hinh hoc sau Al tich hgp trong hé théng giam sat, diéu khién
gilp gidi quyét cac bai toan ti uu cong suat, chi phi van hanh va
1ap lich van hanh cho lugi dién. Ngoai ra, cdc mé hinh nay c6 thé du
bdo va canh bao sém cac nguy ca bat thudng hoac su ¢é trong ludi
dién. Tur ly do trén, nghién cdru dé xuat hé théng gidam sat va phan
tich dién nang théng qua céng nghé truyén nhan LoRa vai dong hé
théng minh va phan tich bang mang ng-ron nhan tao ANN.

N6i dung bai bao dugc chia thanh cac phan sau: Muc 2 trinh
bay co s& ly thuyét xay dung cdu tric mé hinh hé théng. Xay dung
thuat toan giam sat va du bao dua trén Al thé hién trong Muc 3. Muc
4 thuc hién cac budc thi nghiém két qua va danh gia hiéu suat mé
hinh. Cudi cling, phan Két luan va huéng phat trién dugc moé ta &
Muc 5.

2. XAY DUNG MO HINH CAU TRUC THU THAP DU LIEU

2.1. Kién tric phan ciing hé théng

M6t m6 hinh cau trac thiét bi ta thu thap di liéu phu tai dugc
tac gia dé xuat nhu Hinh 1.
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4. Geed cleakd

Hinh 1. Sa d0 kién tric hé thdng thu thap, giam sat dua trén LoRa.

M6 hinh thu thap di liéu c6 cau tric nhu sau [5]:

- Ho tiéu thu: Méi ho tiéu thu, toa nha cé thé 1ap dit PV duagc
trang bi déng hé théng minh do cac thong sé dién ap, dong dién,
céng suat. DU liéu nay sé guri dén cac LoRa Gateway.

- May tinh giam sat: May tinh dugc xay dung phan mém giam
sat va mé hinh dy bao ANN c6 chic ndng giam sat va cadnh bao bat
thudng.

- Thiét bi luu tr: Toan bé dir liéu thu thap dugc luu trir trén
cloud gitp lam dit liéu phuc vu huan luyén mang trong tuong lai.

DE dap (ing nhiing yéu cau nay, nghién cliu dé xuat hé théng
thu thap dir liéu dya trén cong nghé st dung LoRa (Long Range) [6,
7]. LoRa la cong nghé mang dién réng cong suat thap (LPWAN), co
uu diém la tiéu thy dién ning thap va truyén tin hiéu tam xa hon.
Pham vi pht séng ly thuyét ctia LoRa la 15 km déi véi ving ngoai 6
va 5 km d6i vé6i khu vuc dan cu, lugi microgrid.

2.2.B6 dir liéu huén luyén

Thu thap d liéu cac thong s6 dién nang dua trén quy trinh
truyén nhan dir liéu thé hién trén Hinh 2.

2. Truyén dif 1iéu thing

— quaLoRa —

4. X I vé phin tich dua

1. Thm thip & lidu 3. N v hru it ¥ i A

Hinh 2. Quy trinh truyén nhén va x{t Iy dit liéu

- Khéi thu thap di liéu: Cac théng s6 dién nhu dién ap, dong
dién, codng suat tac dung va tan sé dugc lay tir cong to dién thong
minh qua Modbus RTU. Khoang thai gian |dy mau dit liéu khoang 5
phut méi lan.

- Khéi truyén dit liéu qua LoRa: DU liéu sau khi thu thap dugc

truyén tu thiét bi LoRa phét t&i cac LoRa Gateway trudc khi dua vé
may tinh.

- Khéi nhan va luu trir di liéu: Thiét bi thu sé ti€p nhan di liéu
va gui vé may tinh cht hodc thiét bi diéu khién trung tdm qua céng
UART hodc USB.

- Khoi xtt ly va phan tich dua trén ANN: Dt liéu tho dugc dua
vao moé-dun xU ly trudce khi huan luyén cé thé 1a tién xt ly di liéu,
loai bé nhiéu.

Bo6 di liéu ghi nhan dinh ky 5 phut, trong thdi gian 7 ngay lién
tiép, tdng céng 10.080 dong dir liéu. M&i dong ghi nhan cac théng
s dién thai gian thuc tai mot thai diém cu thé nhu trén Bang 1.

Bang 1. D{t liéu thong s6 dit liéu luyén mang

The&i gian VA (V) [IA(A) | P(kW) | PF f(Hz) | Trang thai(Label)

2025-02-01 08:00:00 |226,3 |3,25 |0,725 |0,91 [50,02 |0 (Binhthudng)

2025-02-01 08:05:00 | 227,1 3,30 |0,749 |0,92 [50,01 |0 (Binhthudng)

2025-02-01 08:10:00 | 228,0 (3,45 |0,780 [094 (50,00 |O (Binhthudong)

1 (B4t thuong -

2025-02-01 08:15:00 | 229,5 |[560 |1,290 |0,80 [4997 PN
qua dong)

1 (B4t thudng -

2025-02-01 08:20:00 | 230,2 585 |1,320 |0,78 |49,95 DN
qua dong)

2.3. Xay dung mo hinh hoc sau mang ANN

Trong nghién cu nay, tac gid s dung mo hinh hoc sau ANN
thé hién trén Hinh 3 vdi uu diém hoc nhanh chéng gitup phan loai
trang thai hoat dong clia hé théng dién dua trén cac théng sé do
ludng thai gian thuc thu thap ti cdng to dién théng minh. M6 hinh
dugc xay dung duédi dang mang truyén thdng (feedforward) véi cau
tric gém ba I6p chinh: Lop dau vao, 16p 8n va l6p daura [4, 8].

Hinh 3. Kién trdc minh hoa ctia md hinh ANN

L&p dau vao bao gém 5 nut tuang ting vaéi 5 dac trung dau
vao la: U - Dién &p (V), | - Dong dién (A), P - Cong suit tac dung
(kW), Q - Céng suat phan khang (kVAR), F - Tan s6 (Hz). Tat ca cac
dac trung déu dugc chudn hoa vé dai [0, 1] d€ dam bao hiéu qua
hudn luyén va hoi tu ctia mé hinh. Lép dn (Hidden Layer) ¢6 10 nut
(neuron) mau xanh ducng. Mbi neuron trong I6p an dugc két néi
day du (fully connected) vai tat ca cac dau vao. Lép dau ra (Output
Layer) chi c6 1 neuron mau nau, dau ra la: Label = 0 chi bao tin hiéu
binh thuang; Label = 1 chi béo tin hiéu bat thudng (canh bao).

3. PHAT TRIEN THUAT TOAN CANH BAO BAT THUONG HE
THONG

3.1. Xay dung thuat toan canh bao bat thuéng

Thuat toan canh bdo sém su c6 hé thong dién dugc thiét ké
vGi muc dich phat hién kip thai cac trang thai bat thudng cua ludi
dién théng qua dit liéu thu thap. Khi phat hién nguy co su ¢6, thuat
toan sé kich hoat dong thai hé théng canh bao tai ché gui théng
bdo dén SCADA giam sat trung tam, truyén dit liéu 1én may chd va
phét tin hiéu canh bao. Thuat toan 1 dugc dugc trinh bay dudi dang
Pseudo code nhu sau:
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//Thuat toan 1 S e it
BEGIN
1. /I =STEP 1: KHOI TAO HE THONG =
2. Initialize LoRa_Transmitter, SCADA_Connection, Buzzer_and_
Light, Server_Connection
3 Load pre-trained ANN_Model
4 Set warning_threshold « 0.5
5. /1 =STEP 2: THU THAP DU LIEU =
6. Read U,|,PQ,f from SELECT_Meter
7 Append current data to Feature_Buffer
8 // =STEP 3: DU DU LIEU MGI PHAN TiCH =
9. IF Feature_Buffer is full (60 seconds):
10. /I =STEP 4: XU LY DU LIEU =
11. Normalize all values (min-max or z-score)
12. Extract statistics: mean, max, min, std
13. Feature_Vector « [V_stats, |_stats, P_stats, Q_stats, PF_stats]
14. // =STEP 5: DU' BAO BANG ANN =
15. prediction < ANN_Model.predict(Feature_Vector)
16. // =STEP 6: RA QUYET PINH CANH BAO =
17. IF prediction = warning_threshold THEN
18. alert_msg « “POWER SYSTEM FAULT DETECTED at time T" Hinh 4. Phén ciing hé théng gidm st va thu thip
19. GUi canh bao 1én hé théng SCADA : . ; : .
20. g/end alert_msg and r'aw da?a to SCADA_Connection , H‘",]h 5 théﬂhié‘n giao dié’n giéf“ sat cac tl:am ca h,é thong va
91, // G dit “gu lan Server - tha ngh@m\ su coAbéng,; thaolt.ac.rjgén mach théng qua cac aptomat
99. ELSE trong mé hinh mo phéng lugi dién.
23. // Tat coi va gui trang thai binh thudng &
24. Deactivate Buzzer_and_Light; Update SCADA with “Normal ==
Status”; Send status =“Normal” to Server k
25. END IF E
26. Clear Feature_Buffer
217. END IF @
28. END LOOP -
29. END @
3.2.Panh gia hiéu suat mé hinh =
Danh gia hiéu suat mé hinh ANN cho cénh béo bat thusng i d

yéu cau mot so chi tiéu nhu Accuracy, F1-Score, Precision va ma tran

nham lan (Confusion Matrix). Hinh 5. Giao dién cénh béo su ¢
AW=% (M i:)é.nh gia d6 chinh xac qué trinh luyén mang ANN, téc g.ié chié
P tap dir liéu ra 70% cho training set dé huan luyén mé hinh giup t6i
Precision = 2 uu trong s6 mang. Tiép theo, 15% cho Validation set gitp diéu chinh

siéu tham s8, 15% cho Test set d€ danh gia mé hinh véi di liéu hoan

Recall = Wj;PFN 3) toan biét Iap. Biéu d6 danh gia dé chinh xac ciia mé hinh thé hién
9% isiomsxrecall @ trén Hinh 6.
FM = B e — e Bénh gid 8§ chinh xdc ma hinh ANN
Trong d6: TP, TN, FP va FN dugc biéu dién theo Bang 2. =t o
Bang 2. Tham s6 du doan va gia tri thuc F e y——
Dudoan=1(Sucé) |Dudoan = 0 (Binh thudng) I B aronliiv
Thucté=1(Sucé) | TP (True Positive) FN (False Negative) # & 4
P ) g f
Thuc t€ = 0 (Binh . ) E Lo d
thuong) FP (False Positive) TN (True Negative) E .l I:I‘!I'
{
4. THU NGHIEM KET QUA VA DANH GIA o ;
Tac gia thi nghiém kha nang truyén nhan va giam sat ti xa el f
trong phong thi nghiém va may tinh diéu khién cach xa 4 km. Hai {
ta thu thap dir liéu dugc két ndi véi bién dong va bién ap, déng L . . " p = =
thoi két ndi véi méd hinh moé phéng dudng day 80 km va phu tai g Erech
RLC. Phan cling td gidm sat do ludng théng minh dugc thé hién
nhu Hinh 4. Hinh 6. D9 chinh xdc accuracy cia mé hinh
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Hinh 6 thé hién d6 chinh xac Accuracy theo Epoch trong qua
trinh hudn luyén két qua tir epoch 1 dén 10 gia tri Accuracy tang
nhanh dat tir khodng 63% lén han 90% cho thay kha nang hoc tét
ctia mé hinh. Tirepoch 11 tr& di, c ba tap déu gitt 6n dinh va khéng
c6 overfitting dan dén sai léch nhé.

Hinh 7 thé hién gi4 tri cla ma trdn nham 1an (Confusion Matrix)
nhu sau: Gia tri Accuracy dat 96,3% thé hién su phan biét gitia binh
thudng va bat thudng trong hé théng. F1-Score khoang 79,2% phan
anh su mat can bang nay gilra do chinh xac va kha nang thu héi [9].

Confusion Matrix - ANN (Ace= 96.3%)
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Hinh 7. Ma tran nham lan (Confusion Matrix)

Trong khi d6, Hinh 8 cho thay dugc hiéu suat cia mé hinh tét
tai Epoch 18 vdi gia tri 0,22067. Trong khoang thoi gian dau epoch
1 dén epoch 5, tén that gidam nhanh cho thdy mé hinh hoc t6t va
c6 hoi tu.

Best Validation Performance is 0.22067 at epoch 18
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Hinh 8.Th{ nghiém phan loai dnh qua Faster R-CNN
Két qua du bao ctia thuat toan 1 dugc thé hién trong Bang 3 [10].
Bang 3. Két qua du béo cua thuat toan 1

Voltage | Current Active | Reactive Power |Thucté|Dudoan| Trang
STT ) () | Power | Power | . or |(Label)|(Predict)| thai
(kW) (kVar)

1| 2205 | 52 114 0,45 0,89 0 0 Binh
thudng

Bat
2| 1983 | 68 1,42 1,22 0,72 1 1 thudmg
3| 2210 | s 1,10 0,41 0,90 0 0 Binh
thudng

4 | 1802 | 75 1,60 1,85 0,65 1 1 Bat
! ! ! ! ! thudng

5 | 2100 | 48 1,05 035 091 0 0 Binh
thudng
Sai (Canh
6 | 2301 | 55 1,20 0,50 0,88 0 1 béo
nham)
7 | 1904 | 72 1,52 1,40 0,69 1 0 sai (B6
sot su o)
5.KET LUAN

Bai bao nay da xay dung phan clng ta thu thap, giam sat
théng sé dién nang ctia mét cum phu tai thuc té trong phong thi
nghiém Ung dung mang khéng day LoRa va déng hé théng minh,
déng thai xay dung mo hinh ANN duy bao su ¢6 bat thudng trong
qua trinh giam sat va diéu khién. Cac thiét bi nay c6 thé dugc trién
khai trong cac luéi microgid trong khu cong nghiép véi quy mo
nho, chi phi thap. M6 hinh mang na-ron gitp phan tich, canh béo sy
¢6 bat thudng tai cac nat phu tai gép phan nang cao tinh én dinh
trong lugi dién phan tan. Trong tuong lai, nghién ctu can trién khai
nhiéu nut phu tai ing dung cong nghé nay dé c6 thé kiém tra kha
nang truyén tai va dé tin cay cta ludi dién.
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