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Tom tit

Bai bdo nay khao st va danh gia hiéu ndang bao mdt I6p vt Iy ciia mang vé tuyén nhan thire
dang nén (UCRN - Underlay Cognitive Radio Netwwok) véi thong tin kénh truyén Rayleigh khong
hoan hao. Pau tién, tdc gid khao sat anh huong cua cdc thong so6 hoat dong quan trong nhu cong
sudt phat cuwc dai, cong sudt can nhiéu nguong, dung lwong bao mdt cho trudc dén xdc sudt dirng
bao mdt (SOP - Secrecy Outage Probability) ciia hé thong. Tiép theo, tdc gia khdo st anh hu’O’ng cua
khodng cdch giita cdc mit trong mang dén SOP ciia hé thong. Sau ciing, tac gid dwa vao cdc két qua
khdo sat dé danh gid bao mat lop vat Iy (PLS - Physical Layer Security) cua hé thong. Cdc két qud
cho thdy céng sudt phat cuc dai hodc cong sudt can nhiéu ngudng tang sé cdi thién kha ning bdo
mdt I6p vt Iy; thong tin kénh truyén khéng hodn hdo tang cé anh hieong tiéu cwe dén hiéu nang PLS;
dung hrong bdo mdt cho trude ting lam giam kha ndang bdo mdt I6p. Ngodi ra, cdc két qud khdo sat
con cho thdy khodng cdach gitta mdy thu thir cdp va mdy phdt thir cap ¢é anh hwéng ddng ké dén hiéu
ning PLS, khodng cdch nay cang 16n thi hiéu nang PLS cang thap. Hon nita, cac két qua con cho
thdy UCRN kho dat dwoc hiéu nang PLS 16t vi SOP ¢6 cdc gia tri kha cao, dac biét khi khoang cach
gitka mady thu thir cap va mdy phdt so cap nhé hodc khi khodang cach giita may thu va mdy phat thir
cdp 16m hé théng hau nhw khéng thé dat dwoc bdo mdt.

Tir khoa: 16p vit Iy, mang vé tuyén, nhin thirc dang nén, kénh truyén Rayleigh, xdc sudt dimg
Abstract

PHYSICAL LAYER SECURITY IN UNDERLAY COGNITIVE RADIO NETWORK WITH
IMPERFECT RAYLEIGH CHANNEL INFORMATION

This article investigates and evaluates the physical layer security (PLS) performance of an
Underlay Cognitive Radio Network (UCRN) with imperfect Rayleigh fading channel information. First,
the author examines the impact of important operational parameters such as maximum transmit power,
interference power threshold, and predetermined security capacity on the system's secrecy outage
probability (SOP). Next, the author studies the influence of the distance between network nodes on the
SOP. Finally, the author utilizes the survey results to assess the PLS of the system. The findings indicate
that increasing the maximum transmit power or the interference power threshold improves the physical
layer security capability. However, imperfect channel information negatively affects the PLS
performance. Moreover, increasing the predetermined security capacity reduces the PLS capability.
Additionally, the survey results reveal that the distance between the secondary receiver and the primary
transmitter significantly impacts the PLS performance, with a larger distance leading to lower PLS
performance. Furthermore, the results demonstrate that achieving good PLS performance in UCRN is
challenging due to relatively high SOP values, especially when the distance between the secondary
receiver and the primary transmitter is small or when the distance between the secondary transmitter
and the primary receiver is large, making it nearly impossible to achieve security.
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1. Gi6i thiéu

Kénh truyén fading Rayleigh dugc sir dung rat phd bién dé tinh toan thiét ké cac hé thong thong
tin vO tuyén (Karimi-Bidhendi va cs., 2024; Bhattacharjee va cs., 2023; Yu va cs., 2024). Hon nira,
kénh truyén nay mé ta duoc trudng hop fading twong ddi x4u cia tin hiéu nhan duoc tai may thu. Mt
khac, do cac bd udc luong kénh truyén khong thé nao dat dugc do chinh xac tuyét ddi nén 131 uée
luong kénh truyén ludn tdn tai trong thuc té (Nassirpour va cs., 2024; Zhang va cs., 2024; Hamza va
cs., 2023). Do d6, thong tin kénh truyén khong hoan hao cin phai duoc xét dén khi phéan tich SOP
ctia mang v tuyén nhan thirc. Ngoai ra, khao sat cac cong trinh nghién ctru lién quan (Bin Azaman
va cs., 2017; Yang va cs., 2016; Zhang va cs., 2017; Nguyen va cs., 2017; Zhao va cs., 2015, 2017,
Shim va cs., 2016) cho thy rang khong ¢ cong trinh nao phan tich x4c suat dimg bao mat cia UCRN
v6i thong tin kénh truyén khong hoan hao dudi cac diéu kién van hanh nghiém ngit va gan véi thuc
té, cu thé duoc liét ké nhu bang 1. Bai bao nay s€ phan tich va danh gia PLS trong UCRN v¢i thong
tin kénh truyén fading Rayleigh khong hoan hao khi c6 xem xét day du cac thong sd nhu cong suit
phat cuc dai, cong suat can nhidu ngudng, can nhiéu tir mang so cip va nhidu AWGN (Additive White
Gaussian Noise).

1.1. Phwong phap nghién ciru

Pau tién, bai bao str dung phuong phap tong hop dé hé théng cac cong trinh nghién ctu lién
quan. Tiép theo, tac gia dé xuat mo hinh hé thong va st dung phwong phap mé phong Monte-Carlo
dé c6 duoc cac két qua SOP cuia hé thong. Cudi cung, bai bao phan tich va danh gia hiéu niang PLS
cua mo hinh hé théng dé xuét dua vao cac két qua minh hoa.

Bing 1. Cdc ddc diém dién hinh trong (Bin Azaman va cs., 2017; Yang va cs., 2016;
Zhang va cs., 2017; Nguyen va cs., 2017; Zhao va cs., 2015, 2017; Shim va cs., 2016)

Tai liéu tham khao |Cong suat phat cuc Nhiéu tir PN Nhiéu nhiét Thoéng tin kénh truyén
dai khong hoan hao
(Bin Azaman va cs., X X
2017

Yang va cs., 2016 X X

Zhang va cs., 2017 X X
Nguyen va cs., 2017 X X

Zhao va cs., 2015 X X

Zhao va cs., 2017 X X X

Shim va cs., 2016 X X X

1.2. Nhitng dong gop chinh

Bai b4o phan tich va danh gia hiéu ning PLS ciia mang vo tuyén nhéan thirc dang nén dudi cac
dicu kién van hanh nghiém ngét va gan vdi thyce t€. Diém madi cia bai bao do la cd xem xét tac dong
cua nhi¢u thong s6 nhu: cong suat phat cuc dai cia may phat thir cap, cong suat can nhiéu ngudng va
thong tin kénh truyén fading Rayleigh khong hoan héo.

2. M6 hinh h¢ thong

Bugc minh hoa nhu hinh 1, mé hinh UCRN gdm mang so cap (PN) c6 may phat so cap (T) va
may thu so cdp (R) cing ton tai véi mang thir cap (SN) c6 may phat thir cap (S) may thu thir cap (D)
va may nghe 1én (W).
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Hinh 1. M6 hinh UCRN
Qua trinh truyén tin gitta S va D dién ra dong thoi v6i qua trinh truyén tin gitta T va R. Do do,
SN va PN tao ra can nhiéu lan nhau qua cac kénh truyén S—>R,T—>D, T— W. Giasuxét cac kénh
truyén fading Rayleigh phang. Hé s6 kénh truyén thuc h, va hé s6 kénh truyén udc luong h, gitta may
phat t e{T, S} vamady thu r € {R, D, W} ¢0 lién h¢ v6i nhau (Zhang va cs., 2013) nhu sau:

r:;tr = Ktrhtr + Vl_Ktzrgtr (1)

Trong d6, «, 1a hé sb twong quan giita h,_ va h_, &, 1a18i udc lugng kénh truyén, «, biéu dién
d6 chinh x4c udc lwong kénh truyén.

Hé théng duoc gia st hoat dong ¢ co ché nén. Do d6, S truyén tin hiéu x, cung lic T truyén tin
hiéu x, véi cac cong sudt phat cua S va T lan luot 1a P, va P..Cong sudt phat ciia S phuy thudc vao
cong suit can nhiéu ngudng I, ma R co thé chiu dung, cong suét phat cuc dai P, cua S vathong
tin kénh truyén khong hoan hao [14] nhu sau:

~ 2
PS:min(PSm,lt/hSR j 2)
Tin hi€u nhan duoc tai D :
Yp = SDXS+hTDXT+nD (3)
Tin hiéu nhan duoc W:
Yw = hswxs + hTWXT + Ny (4)

trong d6 n, va n, la cdc nhi€u tring Gaussian cong tai D va W, 1a ciac bién ngau nhién

n, ~CN (0,0'é) va n, ~CN (0,0‘5\,) vOl1 o-é :05\, = o2,

Thay (1) vao (3), ta duogc:
— X~ = EspXs t hTD X; +Np (5)

Thay (1) vao (4), ta duogc:
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- 2
sw 1- KSW
XS —

Yw = EswXs + Ny Xy + 0y, (6)
K.

SW K

SW

Tt (5), ty s6 tin hiéu trén can nhiéu cong nhidu (SINR) tai D dugc tinh nhu sau:

D, = .
_ 1- KSZD l
zesD,xs,xT,nD J Moo Xg + 1 = EspXs (7)
[ Kso
A ]2
hSD
2 2 2 2 2
(1_ Ksp )pSD Ps + |hTD| Ksp PT *+ KspOp
trong d6 =, , {. biéu dién toan tir ky vong trén cc bién ngdu nhién X, ¥, ... Ca h, va g, dugc md

hinh héa 1a CN (0, p, ).

Tuong tu, tir (6), SINR tai W duogc tinh nhu sau:

3l:

|
E J[h X; + Ny, \/T

Esw 1 X X7 Ny
2

_SW_

Ksw

Xg

|_\

SWS

L ®)
J

A

P

S

SW

2 2 2 2 2
(1_ sz)psw Ps + |hTW| Ksw PT T KswOw

Dung lugng kénh truyén S — D dugc xéac dinh boi:
Csp =log, (1+®@,) )

Dung lugng kénh truyén S — W duoc xac dinh béi:
=log, (1+®,,) (10)

Khi do, dung lugng bdo mat C.,_ dugc xac dinh bdi cong thirc:

[ (1v@,) ]
=max(CSD—CSW,O)=max|IogZL - DJ,0| (11)
| 1+0,, ]

Xac xuat dimg bao mat 1a tiéu chi danh gia hiéu nang PLS quan trong theo Iy thuyét thong tin.
Theo d6, SOP 1a x4c suat ma dung lugng bao mét (C,,. ) nhd hon dung lugng bao mét cho trude (C,)

. Do d6, SOP duogc xac dinh nhu sau:

Sec

C

Sec

S(C ) Pr{CSec CO} (12)
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3. Céc két qua va thao ludn

St dung phan mém Matlab dé viét chuong trinh mé phong Monte-Carlo v6i sé 1an hién thuc
kénh truyén trong mé phong 10° va sé mii suy hao dudng truyén r = 4.

Khoang cach giira cac nit trong hé thong, ...

Dé c¢6 duogc cai nhin thiu dao V‘é’ hi¢u nang bao mét 16p vét ly cua hé thong dudi tac dong cac
thong s6 hoat dong dén SOP cua h¢ thong, trong phan nay gia s cho ngau nhién toa d¢ cac nut T, R,
S, D va W lan luot tai (0.3, 0.8), (0.8, 0.7), (0.0, 0.0), (1.0, 0.0) va (0.9, 0.5).

Bing 2. Cdc théng sé hoat dong khi minh hoa SOP theo P, /o’

Thong s6 (don vi) P. /o* (dB) I,/o° (dB) C, (bits/s/Hz) x, =0.9

uv

Gia tri 18 16 0.05,0.1 va 0.15 0.9

SOFP

C. = 0,05 (bits/sthz)
C, = 0,1 (bitsisihz)
— — —C, = 0,15 (bits/s/hz)

_ID_“] e T I T I 1 L I L I L 1
0 2 4 5] 8 10 12 14 16 18 20 22

P /o ? (dB)

Hinh 2. SOP ciia UCRN theo P, | o*

Hinh 2 cho thay tac dong ciia ty s6 cong suat phat cuc dai trén phuong sai nhiéu ( P, /o%) dén
xac suat dimg bao mat cia UCRN khi cho cac thong sb hoat dong ctia hé thong nhu bang 3. Két qua
minh hoa cho thiy khoang P, /o? c6 gid trj nho (vi du: P, /o? <20 dB v&i C, = 0.1 bits/s/Hz) thi
ting P, /o? lam SOP giam déng ké. Tuy nhién, & cac gi trj 1on cia P, /o?(vidw: P, /o® > dB
vo1 C, =0.1 bits/s/Hz) thi gia tri cua SOP s€ khong ddi. Do cong thire phan bd cong suit ciia S 1a

A

hSR

P, = min(psm, 1,1 ) nén khi P, 16n hon mot gid trj nhit dinh (vi du: 20 dB theo hinh 2) thi

A

2 5 7
Py =1,/|hsz| doclap voi P, , lam cho SOP khong doi khi tang P, . Hon nita, két qua nay con cho

thdy SOP ty 1¢ thuan v6i dung lugng bao mat cho trude C,. Diéu nay 1a hoan toan hop 1y boi vi véi
cing mot tap cac thong sé hé thong, nghia 1a khi diéu kién hoat dong khong doi néu C, 16n hon sé
lam SOP tang nhiéu hon.
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Hinh 3. SOP ciia UCRN theo 1, | o*
Bdng 3. Cac thong s06 hoat dong khi minh hoa SOP theo 1 | *

Thong s6 (don Vi) | p /52 (B)| P, /o?(dB) | C, (bits/siHz) | x,, = 0.9

uv

Gia tri 18 14, 16, 18 0.05 0.9

Hinh 3 minh hoa anh hudng cua ty sb cong suit can nhiu ngudng trén phuong sai nhidu
(1,/0%) dén xac sudt dimg bao mat cia UCRN khi cho céc thong s6 nhu & bang 3. Két qua cho thay
khi I, /o* tang thi SOP giam va SOP s¢€ dat gia tri khong d6i & cac gia tri 16n ctia I /o, Diéu nay

A

hSR

) 2
¢6 thé duge giai thich do P, =min(p5m, 1,1 ) nén khi I, /o? 1onhon P, thi P, =P, doc lap

v6i 1, /o, lam cho SOP khong d6i khi ting 1,/ o2.

('8
(@]
(73]
0.2
Py jo=14dB
————— P Jo=16dB
- = —thazz 18 dB
0.1 -

0.1 02 0.3 0.4 05 0.6 0.7 0.8 09
C, (bits/s/Hz)

Hinh 4. SOP cua UCRN theo C
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Bing 4. Céc théng sé hoat dong khi minh hoa SOP theo C,

Thong s (donvi) | p /o?(dB) | P, /o?(dB) | I,/0°(dB) | , =09
Gia tri 18 14, 16, 18 16 0.9

Hinh 4 minh hoa tic dong cua dung lugng bao mat cho trude (C, ) dén xéac sudt dimg bao mat

ctia UCRN khi cho cac thong sé hoat dong nhu & phan bang 4. Két qua cho thay khi C, tang thi SOP

s€ tang. Diéu nay 14 hoan toan hop 1y vi v6i cung mot he thdng va mot tap cac thong s6 nhu nhau thi

néu muc do bao mat yéu cau cao hon s€ dan to1 SOP 16n hon. Ngoai ra, cac két qua con cho thay SOP

c6 xu huéng giam véi cc gia tri P, /o 16n hon. Diéu ndy 1 hién nhién béi vi trong giéi han phan

bd cua P, khi P, /o’tang 1am cho tin hiéu nhén dugc ¢ may thu tha cap tang dan t&i SOP cua hé
thng giam.

Hinh 5 cho thay anh huong cta do chinh x4c wéc lugng kénh truyén (x) dén xéc suat dimg bao
mat cia UCRN khi cho cac thong sé hoat dong nhu bang 5. Két qua nay cho thdy SOP giam manh
trong khoang « nho (vidu: x <0.85 v6i P, /o® =16 dB) va SOP tang khong dang ké trong khoang
x 16n (vi du: x>0.85). Nhu vdy, thong tin kénh truyén khong hoan hao 1am ting SOP mét cach
dang ké.

Bing 5. Cdc théng sé hoat dong khi minh hoa SOP theo «

Thong s6 (don vi) | p /o2 (dB)| P, /o (dB) |1, /o2 (dB)| C, (bits/s/Hz)
Gid tri 18 14, 16, 18 16 0.05

SOFP

Hinh 5. SOP ciia UCRN theo «

Trong phan tiép theo, dé c6 cac s lidu khao sat anh huong cua khoang cach giira cac nut dén
SOP cua hé thong cho cac thong s6 nhu bang 6.

Bing 6. Cdc théng sé hoat dong khi minh hoa SOP theo khodng cdch cdc nit

3 PT/O'Z (dB) | P, / % (dB) I, /o (dB) | C, (bits/s/Hz) | «, =0.9
Gia tri 18 14, 16, 18 16 0.05 0.9
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Hinh 6. SOP cua UCRN theo d.

Hinh 6 minh hoa dnh hudng ctia khodng céch gilta cic nat T va D (d,,) dén SOP ctia UCRN
khi cho toa d¢ cac nat: T(0.0,d,.), R(0.8,0.7), S(1.0,0.0), D(0.0,0.0) va W(0.9,0.5) . Két qua cho
thay rang khi d,, tdng thi SOP gidm manh.

Hinh 7 cho thay anh huéng cua khoang céch giita S va D (dg, ) dén SOP ctia UCRN khi cho
toa do cac nit T(0.0,1.0), R(0.8,0.7), S(d,, 0.0), D(0.0,0.0) va W(0.9,0.5). Két qua cho thay
rang khi khoang cach d, ting thi SOP ting.

SOP

P lo®=14dB
—== P lo? = 16dB

2 _
— = =P, fa"=16dB

04 02 0.3 0.4 0.5 0.6 07 0.8 09

dSD

Hinh 7. SOP cua UCRN theo dg

Céc két qua nay cho thiy gia tri cac SOP trong UCRN co ban kha cao (SOP>10"). Pic biét khi
khoang cach gitra may thu thtr cp va mdy phat so cAp nho hodc khi khoang cach gitra may thu va
may phat thtr cap 16n SOP—1, hé thong hau nhu khong thé dat duoc bao mat. Pay 1a cac vi tri can
tranh dé dam bao bao mat PLS trong UCRN. Ngoai ra, cac két qua nay chinh xac va gan véi thuc tién
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hon so véi két qua cua cac cong trinh nghién ctru lién quan (Bin Azaman va cs., 2017; Yang va cs.,
2016; Zhang va cs., 2017; Nguyen va cs., 2017; Zhao va cs., 2015, 2017; Shim va cs., 2016). Diédu
nay duoc khang dinh 1a do cong thirc SOP ¢6 xét day du cac thong sb hoat dong dudi cac diéu kién
vén hanh nghiém ngét va gan voi thyuc té ma khong c6 cong trinh lién quan nao trudc diy da thuc
hién. Cu thé 1a (Bin Azaman va cs., 2017; Yang va cs., 2016; Zhang va cs., 2017; Nguyen va cs.,
2017; Zhao va cs., 2015) khong tinh d&én can nhiéu tir mang so cap va thong tin kénh truyén khong
hoan hao, Zhao va cs. (2017) bo qua nhiéu AWGN, Zhao va cs. (2015) bd qua can nhiéu tir mang so
cAp va cong suit phat cuc dai.

4. Két luan

Bai bao di khao sat danh gia hiéu ning bao mat 16p vat 1y trong mang vo tuyén nhan thirc dang
nén voi thong tin kénh truyén fading Rayleigh khong hoan hao. Cac két qua di mang lai nhitng kién
thirc sau vé hiéu niang PLS trong UCRN. Cu thé 1a: i) cong suat phat cuc dai hodc cong suét can nhiéu
ngudng tang s€ cai thién kha nang bao mét 16p vét ly. Tuy nhién, cac thong s6 nay chi tang dén mot
gia tri nhat dinh thi kha ning bao mat 16p vat 1y bao hoa; ii) thong tin kénh truyén khong hoan hao
tang c6 anh hudng tiéu cuc dén hiéu nang PLS. Tuy nhién, cac thong sb nay ting ciing tac dong lén
may nghe 1én nén kha nang bao mat 16p vat ly cai thién it trong trudng hop may thu thir cap ¢ gan
may phat so cp; iii) dung luong bao mat cho trude tang lam giam kha nang bao mat 16p; iv) khoang
cach gitra may thu thr cap va may phat thu cap c¢6 anh huong dang ké dén hiéu nang PLS, khoang
cach nay cang 16n thi hiéu ning PLS cang thdp. Ngoai ra, bai bio nay con cho thdy UCRN co ban
nay kho dat dugc hiéu ning PLS tt vi gia tri cac SOP kha cao nhat 1a khi khoang cach gitta may thu
thir cap va may phat so cdp nho hoic khi khoang cach giita may thu va may phat thi cip 16n hé théng
hau nhu khong thé dat dugc bao mat.
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