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TOM TAT

Bai bao trinh bay két qua danh gia hién trang va dé xudt giai phap ning cao chit lugng hé thdng
diéu khién va bao vé tai tram bién ap 110kV Sam Son 1, tinh Thanh Hoa. Thong qua khao sat hién
treong va phan tich dir liéu van hanh, nhom tac gia xac dinh cac tdn tai chinh nhu: tin hiéu SCADA
chua thu thap day du, thiét bi role thiéu dong bo va chua ap dung chuan truyén théng IEC 61850.
Trén co s& do, bai bao dé xuit nhom giai phap dong bo bao gdm: nang cép hé thong SCADA, thay
thé role s6, chuan héa mang truyén thong va mo rong kha ning tich hop diéu khién tir xa. Két qua
danh gia dinh lugng cho théy su cai thién r6 rét: thoi gian tac dong role giam tr 250 ms xuéng con
85 ms; ty 1& thu thap tin hiéu SCADA ting tir 65% 1én 98%; dap tng yéu ciu van hanh tram khong
nguoi tryc. Nghién ctru ¢6 thé 1am tai liéu tham khao hitu ich cho céc tram bién ap 110kV trong qué
trinh hién dai hoa va chuyén ddi sd.

Tie khoa: SCADA; IEC 61850; Tram diéu khién xa; Bdo vé role; Tram bién ap $6.

EVALUATION AND IMPROVEMENT OF CONTROL AND PROTECTION SYSTEM
FOR 110KV SAM SON 1 SUBSTATION

ABSTRACT

This paper presents a comprehensive assessment of the current status and proposes technical
solutions to enhance the control and protection system of the 110kV Sam Son 1 substation, located
in Thanh Hoa province, Vietnam. Through on-site inspections and operational data analysis, several
major limitations were identified, including incomplete SCADA signal acquisition, non-uniformity
in protection relays, and the lack of standardized communication protocols such as IEC 61850. To
overcome these issues, the study recommends an integrated modernization approach involving
SCADA system expansion, deployment of IEC 61850-compliant digital relays, standardization of the
substation communication network, and implementation of GPS-based time synchronization and
remote control capabilities. The proposed solutions were quantitatively evaluated, showing a
substantial improvement: relay response time was reduced from 250 ms to 85 ms, while SCADA
signal coverage increased from 65% to 98%, thus meeting the technical criteria for unmanned
substation operation. This research contributes a practical reference model for upgrading 110kV
substations towards smart grid development and digital transformation.

Keywords: SCADA; IEC 61850, Substation automation,; Digital relay; Digital Substation.
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1. GIOI THIEU phdi, gop phan dam bao an toan, on dinh cung
cép dién cho cac phu tai khu vuc. Trudc xu thé
chuyén ddi s6 nganh dién, viéc hién dai hoa cac
TBA 110kV theo hudng tu dong hoa, tich hop
sau cong nghé diéu khién — bao vé thong minh,
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Trong hé théng dién qudc gia, cac tram
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van hanh khong nguoi truc dang tré thanh yéu
cdu cdp thiét, nhu cic cong bd cua
V5 Vin Phuong,  Nguyén CongMinh &
Nguyén Van Hiéu (2021), Téng cong ty
Truyén tai dién Qudc gia (EVNNPT) (2022),
Tap doan Dién lyc Viét Nam (EVN) (2021).
Mot trong nhitng gidi phap trong tam 1a ap
dung tiéu chuan IEC 61850 — chuédn truyén
thong cong nghiép cho tu dong hoa tram, cho
phép tich hop cac thiét bi dién théng minh
(IED), role bao vé sd, giao tiép theo thoi gian
thuc, va nang cao kha nang van hanh tr xa. Cac
nghién ctru trong va ngoai nudc di khang dinh
hi€u qua vuot trdi cia [EC 61850: Bhanu, B.
T., Rao, P. S., & Kumar, R. S. (2020) chung
minh it ngan 60% thoi gian dap tmg role,
trong khi Zhang, L., Wang, X., & Huang, Y.
(2019) ghi nhén ty 1é TBA tai Trung Qudc trién
khai dong bo thoi gian theo GPS vuot qua
80%, hay cac nghién ctru néi 1én tinh cap thiét
va hi€u qua cua [EC 61850, International
Electrotechnical Commission (IEC) (2013),
Nguyén Trung Kién & Vii Birc Phiic (2020).

Tai Viét Nam, nhiéu TBA 110kV van
dang st dung role dién ti cii, hé théng SCADA
bi phan tan hodc khong dong bo, truyén thong
cht yéu dua trén Modbus/RS485 hoic IEC
101, gay han ché trong phéi hop diéu khién —
bao vé nhu cac cong bd ctia VS Vin Phuong,
Nguyén CongMinh &  Nguyén Vian Hiéu
(2021), Hoang Ngoc Hoai Quang & Lé Tién
Diing (2022), Huynh Tan Linh (2019), Tran
Minh Phuc (2019). Bao cdo cia EVNNPT
(2022) cho thdy hon 60% TBA 110kV chua dat
yéu cau vé kién tric tich hop va chua hd tro
giao tiép IEC 61850. Cac nghién ctru Nguyén
Trung Kién & Vi Buc Phuc (2020), Huynh
Tan Linh (2019), Tran Minh Phuc (2019) chi
moi tap trung mé phong hodc dé xut 1y thuyét,
chua cé danh gia thyc tién cu thé tir hé thong
dang van hanh tai cac TBA cu thé. Bén canh
d6, tiéu chuan ky thuat vé role IEC 60255
(2013), SCADA IEEE C37.1 (2007), va huéng
dan k¥ thuat tir EVN (854/EVN-KTSX) (2021)
cling nhan manh yéu cau dam bao dong b tin

hiéu, truyén thong thoi gian thuc, va tich hop
toan dién v6i trung tim diéu do. Nghién ctru
ctia Lé Xuan Sanh & Tran Vii Kién (2018) con
cho thay vai tro ctia hé thong giam sat tir xa
trong tdi wu hoa van hanh va giam thoi gian xir
Iy su cd.

Thuec tién, tai nhiéu TBA nhu Sam Son 1
(Thanh Hoba), hé thong gébm nhiéu chung loai
role khac nhau (ABB, Siemens, GE), SCADA
khéng day du, truyén thong khong chuédn hoa,
va chua c6 giai phap tong thé dé trién khai van
hanh khong nguoi truc. Viéc nghién clru danh
gia hién trang mot cach hé théng va dé xuét cai
tién ddng bd — bao gdm SCADA, role, truyén
thong va kha nang tich hop — 1a rit can thiét.
Trén co sé d6, bai bao nay trinh bay két qua
khao sat, danh gia va dé& xuat giai phap nang
cao chat lugng hé théng diéu khién — bao vé tai
TBA 110kV Sam Son 1. Céc ndi dung chinh
bao gom: phan tich hién trang hé thdng
SCADA va thiét bi role; dé xuat nang cap theo
chuan IEC 61850; md hinh héa kién triic
truyén thong; va danh gia dinh luong hiéu qua
sau cai tién. Muc tiéu cua nghién ctru 13 cung
cép mot mo hinh tng dung thuc tién, c6 kha
nang nhan rong cho cac tram 110kV khéac trong
ludi dién Viét Nam hién nay.

2. PHUONG PHAP NGHIEN CUU

Quy trinh nghién ctru dugc chia thanh ba
giai doan chinh: (1) Khao sat, thu thap di liéu
thue té tai tram 110kV Sam Son 1; (2) Dbi
chiéu, phan tich theo tiéu chuan va yéu cau ky
thuat; (3) D& xudt giai phap cai tién va danh gia
hiéu qua theo phuong phap dinh lugng.

Dt liéu dugc thu thap tai tram, bao gém:
So dd bd tri thiét bi trong tu diéu khién — bao
vé, ciu trac hé thong SCADA hién hitu, danh
muc thiét bi role dang str dung va cac thong s6
cu hinh chinh, dit liéu tin hi¢u vao/ra
SCADA, trang thai role va lich st log HMI,
nhat ky su ¢ trong 24 thang gan nhat. ...

D6i chiéu tiéu chudn va phan tich ky
thuat: D6i chiéu cu trac truyén thong, tich hop
tin hiéu va kha nang déng bo thiét bi vai céac

So6 18(2025), 102-108

Tap chi Khoa hoc va Cong nghé




KY THUAT VA CONG NGHE

Lé Minh Chii va Nguyén Tién Diing

tiéu chuan nhu: IEC 61850 (truyén thong cong
nghié¢p), IEC 60255 (role bao v¢), IEC 60870-
5-104 (giao thirc két ndi diéu do); Phan tich
mirc 46 dap tmg ciia hé théng hién hitu theo 5
tidu chi: d6 phu tin hiéu SCADA, téc do tac
dong role, kha ning lién dong IED, tinh dong
bd thoi gian, va tinh sin sang van hanh khong
nguoi truc.

Dé xuat mé hinh cai tién va danh gia hiéu
qué: Thiét ké mo hinh tong thé hé théng dicu
khién — bao vé sau cai tién theo kién trac ba
16p: thiét bi théng minh (IED), 16p mang
truyén thong, 16p giam sat diéu khién; Dya trén
s6 liéu thue té va mo phong, tién hanh so sanh
dinh lugng trude/sau theo bang ma tran hi€u
qua

3. KET QUA NGHIEN CUU VA BAN
LUAN

3.1. Giéi thiéu tong quan vé tram bién ap
110KV Sam Son 1

Tram bién ap 110kV Sam Son 1 dugc xay
dung nhim muyc tiéu dam bao cung cip dién
cho toan bd khu vuc thanh phé Sam Son va
ving phu can. Day 1a khu vuc c6 tinh chat phu
tai da dang, bao gdm ca sinh hoat dan cu, du
lich dich vu va cong nghiép nhe, dan dén yéu
cau cao vé do tin cay va chit lugng dién ning.

Tram hién dang van hanh hai may bién ap
luc, ky hiéu T1 va T2, véi cing cong sut
40MVA, cép dién ap 115/38.5/23kV. Hinh 1,
hién thi c4u tric chinh cua tram bao gém:

Phia 110kV: Thiét bi duoc lap dat ngoai
troi, so dd mét thanh cai co cac ngan 1§ duong
day (171, 172), ngan lién lac (112), va ngan
may bién ap (T1, T2).

Phia trung ap (35kV va 23kV): Pugc bd
tri trong nha, sir dung so dd hai thanh cai, két
nbi véi cac ngin 16 téng, ngan do luong, va
hang loat ngin xut tuyén nhu: 471, 473, 475,
477, 479, 481,472,474, 476, 478...

Hé thong thanh cai trung thé: Gom hai
thanh cai chinh C41 va C42, cho phép chuyén
tai linh hoat gitra cic ngn 16 trung thé va may
bién ap.

Tram duoc cap nguon tir hai 16 duong day
171 va 172. Sy da dang vé céu trac ngén 10 va
cap dién ap yéu cau hé thong diéu khién — bao
v€ phdi c6 dd linh hoat cao, déng bo va sin
sang dap ung kip thoi trong cac tinh hudng sy
cb.

3.2. Hién trang hé thong diéu khién — bao vé

Tram 110kV Sam Son 1 dang van hanh
v6i hé théng didu khién va bao vé dugc xay
dung tir nhiéu giai doan, voi thiét bi thudc cac
hang khac nhau nhu ABB, Siemens, GE. Piéu
nay dan dén thiéu tinh ddng b, kho khin trong
bao tri va vin hanh. Mot sb role nhu ABB
SPAJ140C khong hd tro giao thic IEC 61850,
trong khi cac role khac (Siemens 7SJ62, GE
L90) chi hd trg mot phan, giy han ché trong
phdi hop lién dong.

Vé SCADA, Bang 1 cho thay hé thong
hién tai chi thu thap dugc khoang 65% téng sb
tin hi¢u diéu khién va bao vé can thiét. Cac tin
hiéu con thiéu chu yéu ¢ cac ngin 16 trung thé
va thiét bi phu tro. Viéc thiéu dong bo thoi gian
gifta cac thiét bi (khong co6 GPS clock) khién
viéc phan tich log sy kién va su ¢ thiéu chinh
xac. HMI van hanh tai hién truong khong truc
quan, khong hién thi dwgc toan bd trang thai
thiét bi.

Bang 1. Tong hop tin hiéu SCADA hién tai ciia tram bién 4p 110KV Sam Son 1

Nhém thiét Tin hi€u trang Tin hi¢u do Tin hiéu Tin hiéu
bi thai (Digital | lwong (Analog | dieu khién | chwa két noi Ghi chi
i Inputs) Inputs) (Outputs) (Missing)
Ngan 16 Thiéu tin hiéu
110kV 43 16 24 > canh bao role
May bién ap Thiéu tin hiéu
T1, T2 36 12 16 3 nhiét 4o, ép luc
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Thanh’ cai 28 ] 12 4 Mot s6 t}'n I;iéu
trung ap analog bi tré

< N Chua thu tha
Nean tubi va 30 10 18 6 i di Tiu tir to
phu tai bl
Negin  xudt Nhiéu tin hieg
tuyén 22kV 52 18 22 8 chua dua vé

SCADA

Hé thong Canh bao ic
ngudn 14 6 6 2 quy chua két
DC/UPS ndi du
Téng cong 208 70 98 28 —

Nguén: Tai liéu huong dan ky thudt tai tram bién ap 110kV Sam Son

Hinh 1. Man hinh hién thi ciu tric chinh tram bién 4p 110kV Sam Son 1
Nguon: Tram bién dp 110kV Sam Son 1

3.3. Giai phap cii tién h¢ thong

Viéc dé xuat cac giai phap nang cao chat
lugng diéu khién va bao vé tai tram bién ap
110kV Sam Son 1 khong thé tach roi bbi canh
phat trién chung ctia nganh dién lyc Viét Nam
trong thoi ky chuyén doi s6 va hién dai hoa hé
thong. Theo dinh hudng chién lugc ciia Tap
doan Dién lyc Viét Nam (EVN), cac tram bién
ap 110kV sé ting budce duge nang cap theo mod
hinh tram khong nguoi truc, hudng toi viée toi
uu hoa nhén luc, ting cuong do tin cay va kha
nang tu dong hoa trong giam sat — diéu khién
— bao vé. DBé xay dung cac giai phap hiéu qua,
can dya trén mot s6 co so Iy thuyét va nguyén
tac nhu cac cong bd cua Nguyén Trung Kién &
Vii Pac Phic (2020), Nguyén Hitu Tuédn
(2023).

Tinh tin cay: Hé thong diéu khién va bao
v¢ phai dam bao hoat dong lién tuc, on dinh,
kha ning dy phong cao dé khong gay gian doan
cung cap dién.

Tinh thoi gian thuc: Cac phan tng bao vé¢
phai nhanh chong, cac thao tac diéu khién phai
duoc thyc hién chinh xac va kip thoi.

Kha nang mé rong: Thiét ké hé thong phai
cho phép mé rong khi can bo sung thiét bi hodc
nang cap cong nghé.

Tinh tich hogp: Céac thanh phan hé théng
(SCADA, bao vé, do ludng...) can c6 kha ning
giao tiép va trao ddi dit liéu v6i nhau trén nén
tang giao thirc chuan.

Phu hop vdi tiéu chun hién hanh: Tuin
thu cac tiéu chuan k¥ thuat quoc té nhu IEC
61850, IEC 60870-5-101/104, Modbus RTU,
DNP3...

Trén co s& cac nguyén tic trén va két qua
phan tich hién trang, nhom nghién ctru dé xuat
giai phap dong bo hoa toan dién hé thong diéu
khién — bao vé nhu sau:
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Hinh 3. CAc thiét bi gateway ho trg' chuyén doi giao thire trong tram dién

Nguon: MESIDAS. (2023)

TRAM TRUYEN THONG

Hinh 4. Céu tric hé¢ thong truyén thong tram sau khi cai tao

Nguon: Mo hinh dé xuat lya chon cua nhom tac gia

Nang cép role k¥ thuat so: Thay thé cac
role cii bang cac role thé hé¢ méi nhu ABB
REG670, GE L90, SEL 351A... c6 hd trg IEC
61850, GOOSE, MMS, SNTP. Viéc nay giup
tang toc do tac dong va giam thiéu sai sd van
hanh (hinh 2,3).

Mo rong SCADA: Cap nhat phan mém
SCADA trung tam va HMI tai hi¢n truong
(ding thiét bi Siemens TP1200), bd sung day
da tin hi¢u trang thai, canh bao tu tAt ca cac
ngan 10 va thiét bi phu tro.

Trién khai mang truyén thong ndi bod
chuin hoa: Xay dung hé thong mang LAN
cong nghi€p dang PRP/RSTP vdéi cac switch
cong nghiép nhu Hirschmann RSPE35, dong
bd thoi gian toan tram thong qua GPS/NTP.

Bao mat va két nbi diéu do: Bo sung
firewall cong nghiép, sit dung giao thuc IEC

60870-5-104 dé truyén dir liéu vé trung tdm
diéu do Al (hinh 4).

3.4. Panh gia dinh lwong hiéu qua cai tién

Cac giai phap duoc xay dung theo hudng
hién dai hoa, s6 hoa, dam bao tinh dong b, do
tin cdy cao va kha nang mé rong trong tuong
lai. M6t s6 hiéu qua cua cac giai phap cai tién
duogc phan tich, trinh bay trong cac bang 2 va
3. Bang 2 trinh bay so sanh giita thiét bi hién
trang va thiét bi dé xut thay thé, thé hién rd
dinh hudng dong bd hoa va nang cao ning luc
diéu khién — bao vé tram.

Viéc thay thé dong bo cac thiét bi theo
bang trén khong chi gitp nang cao chét lugng
bao vé va diéu khién, ma con gidm rui ro van
hanh sai, ting kha niang phdi hop lién dong
giita cac thiét bi va sin sang két néi mé rong
khi c6 yéu cau phat trién hé thong trong tuong
lai.
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Béng 2. So sanh thiét bi dieu khién — bdo v¢ trwéc va sau cai tién

Thiét bi hién trang

Thiét bi sau cai tién (dé

Nhan xét vé mire do

16

hang

Hang myc (truére cai tién) xufit / da thay thé) ddng bd

Role bao vé duong | ABB SPAJ 140C, | SEL351A, GE L90 (hd trg | Dong b tot, tich hop
day 110kV MICOM P123 IEC 61850, GOOSE) giao thirc [EC

A SIEMENS 7SJ62, Hd tro nhiéu chirc nang,
Role bao vé MBA ABB REF610 ABB REG670, SEL 787 giao tiép 6
Thiét bi do da ning | Selec ~ MFM384, | Schneider PMS000, a? éL”"ng chinh th’glc’
trung 4p CHINT PD7777 Janitza UMG103 Mgdbus RSASS £

P 2 .| Doosan Relay IED, A A1 AL 1X

B¢ diéu khi¢n ngn khong déng b6 theo | IED déng bo cua GE / SEL Bong b6 héa tot, ho tre

céu hinh tap trung

Gigo dién HMI tai
cho

Man hinh OMRON
don gian

Siemens TP1200 Comfort
Panel

Tryc quan, da diém
cham, tich hgop ban do
tram

ABB RTU560 ci,

ABB RTU560 moi, dong

Tang d6 chinh xac, hd

truyen thong

RTU trung tam chua c6 dong bo || .o . trg bao cao thoi gian
thoi gian GPS bd thoi gian NTP/GPS thue

ig}:itgh niZEg Switch thuong Hirschmazm / Cisco cong | Tang dd tin cay truyén
N M8 | (khong quan 1) nghiép (hd trg PRP/RSTP) | thong

Tu DC ngudn phu

Chua dong bo trang
thai voi SCADA

Tu DC giam sat dugc qua
giao thirc Modbus

Tang kha nang giam sat
va bao dong som

Nguon: Két qua phan tich tong hop ciia nhém tac gia

Bang 3. So sanh cac chi tidu k§ thuit trudc va sau khi cai tién hé thong diéu khién — bio vé

Tiéu chi ky thuit Trude cii tién Sau cii tién Mikc cii thién
Toc d6 phan ung role 250 ms 85 ms Gidm 66%
Ty 1€ tin hiéu SCADA 65% 98% Tang manh
Phoi hop lién dong IED (GOOSE) Khoéng co bay du Pat chuan [EC
Pong bo thoi gian toan tram Khoéng Co6 (GPS/NTP) Chinh xac hoa
Kha nang van hanh khong nguoi truc 2/5 5/5 Dat yéu ciu EVN

Nguon: Két qua phan tich tong hop ciia nhém tac gia

Nhin chung, cac chi tiéu k¥ thuat sau cai
tién déu dat muc tét, tiém can cac yéu clu cua
tram bién 4p hién dai. Viéc nang cap dong bd
ca ba hé thong — diéu khién, bao vé va truyén
thong — cho phép xay dung mot nén tang viing
chic huéng téi tram bién ap sd (Digital
Substation), phi hop voi xu thé chuyén doi sd
trong nganh dién lyc Viét Nam.

4. KET LUAN

Qua qua trinh khéo sat, phan tich va mé
phong k¥ thuat, bai bao da dua ra danh gia toan
dién vé thuc trang hé théng diéu khién — bao
vé tai tram bién ap 110kV Sam Son 1. Céc ton

tai bao gém: tin hiéu SCADA thu thap chua
day du, thiét bi role khong dong b, khong co
hé thdng dong bo thoi gian, va chua ap dung
giao thtc truyén thong IEC 61850. Nhitng han
ché nay anh hudng tryuc tiép dén do tin cay, toc
d6 xir 1y sy c¢b va kha nang tich hop hé thong.

Giai phap cai tién duoc dé xuét 1a tong thé
va dong bd, gdm nang cap SCADA, thay thé
role ki thuat s, thiét 1ap hé thong truyén thong
cong nghiép va dong bo thoi gian GPS. Dic
biét, viéc ap dung chuan IEC 61850 da tao nén
tang cho su phéi hop lién dong, giam thiéu thoi
gian tac dong va huéng dén mo hinh tram
khong nguoi truc.
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Céc két qua dinh luong thu duoc cho thiy
hiéu qué 13 rét: tdc do phan tng role giam tir
250ms con 85ms, d phu tin hiéu SCADA tang
tir 65% 1én 98%, hé thong dap Gmg day du cac
tiéu chi cho van hanh ty dong hoa.

V6i tinh kha thi va hiéu qua da duoc kiém
chung, giai phap dé xuét hoan toan co thé trién
khai cho céc tram 110kV khac trong Iuéi dién
qudc gia. Trong tuwong lai, viéc tich hop phan
tich dir liéu du doan va tri tué nhan tao vao
SCADA s& giup tdi wu héa van hanh, nang cao
d6 tin cdy va an toan hé thong.
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