NHUNG THACH THUC CUA AN NINH PHI TRUYEN THONG
VA VAN DE HOAN THIEN PHAP LUAT HINH SU VIET NAM
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Tém tit: Cac moi de doa an ninh phi truyén thong tuy khong théch thiic truc tiép chii quyén lanh
thé quoc gia nhung uy hiép truc tiép dén cd nhdn con nguoi hodc cong dong, va quéc gia - din tdc;
uy hiép va hity hoai cdc yéu to tao nén tang cho sinh ton va phdt trién ciia cd nhin con nguoi, cong
dong xd hoi, quoc gia dan toc va todn nhin logi. Phdp ludt néi chung va phdp ludt hinh sy ndi riéng
ciing can kip thoi thay déi va hoan thi¢n dé ting phé v6i nhiing thdch thiic lién quan truc tiép téi
doi song xd hoi ciia an ninh phi truyén théng nhu: Téi pham c6 t6 chikc, toi pham xuyén quoc gia,
toi pham cong nghé cao... Trong khuon khé bai viét, tdc gid tap trung lam ré cdc thdch thiic ciia an
ninh phi truyén thong dudi géc do tiép can ciia phdp ludt hinh su, tir d6 dua ra cdc két ludn va kién
nghi hodn thién phdp ludt hinh sy Viét Nam.
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nghé cao, t9i pham xuyén quoc gia
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CHALLENGES OF NON-TRADITIONAL SECURITY AND PROBLEMS IN
COMPLETING VIETNAMESE CRIMINAL LAW

Abstract: Although the threats of non-traditional security do not directly challenge the national
territorial sovereignty, they threaten human as individuals, communities, and the nation - state. They
also threaten and destroy the elements that create the foundation for the survival and development
of individuals, social communities, nations and all humanity. There is also a need for the timely
change and improvement in the general law and the criminal law to deal with the challenges facing
social effects of the non-traditional security, including organized crimes, transnational crimes,
cybercrimes, etc. In this article, the author clarifies the challenges of non-traditional security under
the approach perspective of the criminal law, then makes conclusions and recommendations for

Vietnamese criminal law.
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1. Sw anh hwong ctia an ninh phi truyén
théng t6i phap luat hinh sw qudc t€, khu vyc
va cac qudc gia

Khéi niém “an ninh phi truyén théng”
(non-traditional security) c6 xuat phat diém ttr
khai niém an ninh - “trang thai 6n dinh an
toan khong c6 dau hiéu nguy hiém de doa su
ton tai va phat trién binh thuwong ctia ca nhan,
cua ting to chite, cua tirng linh vuc hoat dong
xa hoi hodc ctia toan xa hi'”. Vi vay, an ninh
phi truyén thong (ANPTT) tuy khong tach
roi khoi nhitng van dé co ban néu trén cta an
ninh ndi chung nhung c6 dé cap dén cac khia

1 B Quéc phong (2004), Tir dién Bich khoa quin sy Viét
Nam, Nxb. Quan ddi nhan dan, Ha Noi.
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canh m&i?, doi hoi cac qudc gia phai c6 nhiing
hanh dong mdi, phu hop dé ang pho.

Mob6t dic diém co ban cua ANPTT la
nguon gdc phi quan sy’. Ngudn gdc xuat

*Email: Yenhh@tks.edu.vn

Thac si, Pho truong khoa Phdp ludt hinh sy va
Kiém sdt hinh su, Truong Dai hoc Kiém sdat Ha Noi
2 Trinh Tién Viét, Duong Van Tién, “Phap luat hinh sy
Viét Nam trudce thach thic an ninh phi truyén théng”,
Tap chi Khoa hoc Dai hoc Qudc gia Ha N§i, s6 32/2016, tr.
82-91.

% Ta Ngoc Tuan, Pham Thanh Dung, Boan Minh Huén,
An ninh phi truyén thong - Nhirng vin dé ly thuyét va thiec
tién, Nxb. Ly luan Chinh tri, Ha N6i, 2015; Nguyén Van
Huong, An ninh phi truyén thong: Nguy co, thdch thirc, chil
trivong va gidi phdp doi phé ¢ Viét Nam, Nxb. Dai hoc Qudc
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hién cac méi de doa cia ANPTT gom: Bién
d8i khi hau, 6 nhiém moi treong, khan hiém
nguodn luc, dich bénh lay lan nhanh, khiang
hoang tai chinh, tdi pham nguy hiém xuyén
bién gidi, cht nghia khung bd*. Co thé thay,
ANPTT m¢ rong pham vi anh huong khong
chi trong mot qudc gia, mot dan tdc ma con
anh hudéng dén khu viee va toan cau. Boi 1€,
nhing tdc nhan de doa dén nhiing do6i twong
trén déu xudt phat tir yéu t6 tu nhién hodc
tir mot nhom nguoi khong kem theo yéu to
chinh tri hay quan suw. Kha nang tac dong
cua nhitng moi de doa trén ciing khong chi
goi gon trong ndi bo qudc gia ma con nhanh
choéng di chuyén, cong hudng tdi cac quoc gia
khac trong khu vuc va trén thé gidi. Nhitng
moi de doa cia ANPTT gay hau qua nghiém
trong do6i véi cac qudc gia va xa hoi cting nhuw
rat kho dé khac phuc®. Nhin chung, cac giai
phap qudc gia vé ANPTT thuong khong day
du va do d¢6, vé co ban sé doi hoi su hop tac
khu viec va da phuwong®.

Tl nhing phan tich trén, c6 thé xac
dinh nhing dac diém sau cia ANPTT c¢6 anh
hudng sau sic nhat dén phap luat hinh su
quoc té, khu vuc va cac qudc gia:

Thir nhdt, tinh chat xuyén qudc gia

Déc thu cua nguon gbc xuat phat khién
cho ANPTT c6 thé tac dong ¢ nhiéu pham
vi, quy mo khac nhau tr hep dén rong nhu:
An ninh ctia m§t nhom, tang 16p, cong dong
dan cu hay an ninh ctia mot qudc gia, dan
tdc, tham chi an ninh cta khu vuc, toan cau.
Clng vi dac thu nay ma c6 nhiéu tranh luan
ddt ra d€ 1am rd mdi quan hé gitta cht quyén
va trach nhiém qudc gia dudi goc do phap
luat hinh sy trong viéc ttng pho nhitng thach
thitc cia ANPTT”. Phap luat hinh sy cta mdi
quoc gia la cong cu httu hiéu dé€ Nha nwédc bao

gia Ha Noi, Ha N6i, 2014; Dam Trong Tung (2016), Bio
vé doc lgp cua din tdc Viét Nam truéc moi de doa an ninh phi
truyén thong, Luan an tién si lich s, Ha Noi.

4 Ta Ngoc Tuén, Pham Thanh Dung, Doan Minh Huaén,
Tldd.

° A. Acharya, M. C. Anthony, R. Emmers, Non-Traditional
Security in Asia: Dilemmas in Securitisation, 2006.

® M. Caballero-Anthony, Ed., An Introduction to Non-
Traditional Security Studies - A Transnational Approach,
London: Sage Publications, 2016.

7 M. Caballero-Anthony, Ed., Tldd.
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vé quyeén va loi ich hop phap cta con nguoi,
cong dan khi cé nhitng hanh vi gay thiét hai,
de doa gay thiét hai dang ké cho xa hoi. Khac
v&i nhitng nganh luat khac, hiéu lyc cua phap
luat hinh sw vé co ban duoc xac dinh theo
lanh thd va qudc tich. Tuy nhién, diéu nay
khong cé nghia la phap luat hinh sy khong
phai d6i mat, ciing nhu khong déng vai tro
httu ich trong viéc ting phé voi ANPTT.

Thir hai, tinh lién két gitta cdc mdi de doa

Maic du cdc moi de doa caa ANPTT xuat
phat tir nhitng nguén khac nhau nhung lai ¢6
su lién két chdt ché, ¢ thé trd thanh nguyén
nhan va diéu kién ctua nhau®. Diéu nay doi
hoi phap luat hinh su ctia mdi qudc gia tuy
chi tap trung quy dinh t6i pham va hinh phat
nhung cling can ¢6 sw dy bao nhat dinh vé xu
hudéng hinh thanh, phat trién va thay d6i cua
nhitng t0i pham mdi; nhitng hoan canh, dia
diém, phuwong phap, cong cu pham toi moi;
nhitng tinh chat ngay cang tinh vi, xao quyét
va c6 t6 chtec ctia toi pham.

Thir ba, tinh chat phi quan su va chinh trj

ANPTT gan nhu da loai bo tinh chédt quan
sw va chinh tri ctia an ninh truyén thong. Boi
1€, ANPTT khong dat ra van dé bao vé chu
quyén qudc gia bang xung dot vii trang hodc
cac hoat dong chinh tri, ANPTT dat ra van
dé bao vé con nguoi, cong dong, qudc gia,
dan tdc, tham chi la toan cau khoi nhiing hau
qua (thiét hai) quy mo6 16n°. Day la mot thach
thitc 16n véi phap luat hinh sy, khi ma trach
nhiém hinh sy duwoc xac dinh dya trén quyén
tai phan ctia moi qudc gia chit khong dua trén
phap luat quoc t€. Do d6, cau hoi dat ra la liéu
ap dung phap luat hinh sy cia mot quoc gia
riéng 1é c6 phan ting mot cach day du va phu
hop véi cac hau qua do tdi pham xuyén bién
gidi gay ra?"

Tk nhing ddc diém trén, ¢ thé rut ra
mot s8 doi hoi ma phép luat hinh sy ctia mdi
quoc gia noéi chung, phép luat hinh su Viét
Nam noi riéng phai xem xét. D6 la:

8 Cambridge Univ. Libr, Non-traditional security, May
2002, tr. 173-178, 1998.

® M. C. Anthony, Alistair D.B. Cook, Eds., Non-Traditional
Security in Asia: Issues, Challenges and Framework for
Action, Institute of Southeast Asian Studies, 2013.

10 Trinh Tién Viét, Dvong Van Tién, Tldd.
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Mgt la, phap luat hinh su can kip thoi
ghi nhan nhitng hanh vi méi c6 tinh nguy
hiém dang ké cho xa hoi, c6 tinh chat xuyén
quoc gia

Trén thuc t€, nhitng moi de doa cua
ANPTT, cu thé la ti pham xuyén bién gidi
yéu cau mdi qubc gia can phai di tit, dén dau
nhitng xu hudng, duy bao vé td6i pham mdi,
cho du ti pham d6 da xay ra trén lanh tho
cua quoc gia d6 hay chua. Day la yéu cau tat
yéu, tao nén tang cho suw hgp tac, dau tranh
voi nhitng loai t0i pham nay. Ngoai ra, viéc
som ghi nhan nhitng hanh vi mdi, ¢ thé du
dodn trudc vao thanh tdi pham trong phap
luat hinh sy sé gitp cac qudc gia c6 day dua
cong cu phap ly d€ chu dong xtt 1y, ngan chan
trong tuong lai.

Hai Ia, phap luat hinh sy phai cé tinh
twong thich cao v6i cac chudn muc qudc t€

Trong nhiing nam gan day, c6 khong
it cac chuan muc qudc t€ da duoc xay dung
d€ tao hanh lang phap ly trong cong cudc
phong, dau tranh chdng cac loai toi pham
xuyén quoc gia. Tiéu biéu c6 thé ké dén Cong
wdc qudc t€ vé chong tdi pham cd t6 chuc
xuyén qudc gia (UNTOC), Cong uwdc qudc te
vé chong tham nhiing (UNCAC)... Day duoc
coi la nhitng chudn muc qudc té chung nhat
vé khai niém, cac yéu t6 cau thanh tdi pham
ma cac quoc gia thanh vién phai xem xét, noi
luat hoéa.

Ba la, m§t s6 quan niém trong phép luat
hinh su can thay ddi cho phtt hop véi yéu cau
chung ctia quoc t€

Tinh twong thich ctia phap luat qudc gia
daéi véi phap luat qudc t€ con duoc hiéu la
c6 thé dan dén nhitng thay d6i vé mat quan
niém trong viéc xac dinh hanh vi pham t6i;
do6i tuong tac dong cua tdi pham hodc cong
cy, phrwong tién pham t¢i... Vi du: Hanh vi
“lam giau bat chinh” (illicit enrichment) duoc
mo ta trong Cong uwdc qudc t€ vé chong
tham nhiing dat ra thach thitc 16n trong viéc
xac dinh “hanh vi” thu loi bat chinh trong
phép luat ctia mdi qudc gia. Hoéc sw ton tai
va phat trién caa tién do (virtual currency,
cryptocurrency) cing dat ra cau hoi vé loai
tién va tai san duoc che gidu tinh bat hop
phap ctia toi pham rta tién...
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2. Mot s6 van dé cua phap luit hinh
sy Viét Nam lién quan dén diu tranh véi
nhitng nguy co t¢i pham cta an ninh phi
truyén théng

2.1. Nhém vin dé lién quan dén toi pham
tham nhiing

Hai hanh lang phap ly tiéu biéu lién quan
dén toi pham tham nhiing phai ké dén la Cong
wdc qudc t€ vé chdng téi pham b to chuic
xuyén qudc gia (UNTOC) va Coéng wdc qudc
t€ vé chdng tham nhing (UNCAC). Trong do,
van con mot s6 “khoang tréng” phap ly ma
Viét Nam chwa dap tng trong viéc ghi nhan
hanh vi pham toi “lam giau bat chinh”.

biéu 20 Cong wéc UNCAC quy dinh:
“...can thiét quy dinh la t¢i pham, néu dwoc thiec
hién mgt cach cd'y, hanh vi lam giau bat hop phap,
nghia la viée tai san cua myt cong chirc tang lén
ding ké'so voi thu nhdp hop phdp ciia cong chirc
ma cong chirc nay khong giai thich dwoc mot cich
hop 1y vé ly do ting ding ké”. Nhw vay, Cong
wéc dat ra yéu cau mang tinh khuyén nghi
ddi véi quoc gia thanh vién trong viéc hinh
s hda hanh vi lam giau bat chinh véi cac dau
hiéu phap ly co ban nhu'":

- Tai san tang lén dang ké la tai san bat
hop phdp vi ban than cong chitc 1a chu so
httu, nguoi dang thuc té€ quan ly, chiém hitu
tai san cling khong dwa ra dwgc bang ching
vé can ct xac lap quyén so htru, khong dua ra
duogc ly do tang 1én dang ké cta tai san hodc
dua ra nhitng bang ching gia di, khong xéc
thuee vé diéu do;

- Nguoi pham t0i phai thuc hién hanh vi
pham toi mot cach c8y (16i 8 ¥ truc tiép) va
dwong nhién la c6 yéu t6 vu loi (dwoc loi vé
tai san).

Viéc ghi nhan hanh vi lam giau bat chinh
nht mot t0i pham mdi tai Viét Nam dang
gdp vedng mac 6 mot s6 quan niém truyén
thdng vé hanh vi pham t6i'2, nguyén tac suy
doan vo tdi va nguyén tac trach nhiém chiing

' Lé Van Sua, Cong wéc Lién hop quoc vé xir Iy hanh vi lam
gidu bat chinh, https://www .toaan.gov.vn/webcenter/
ShowProperty?nodeld=/UCMServer/TOAAN009772,
truy cap ngay 10/11/2023.

12 Thanh tra Chinh phta va UNODC (2012), Bdo cdo dinh
gid quoc gia cua Viét Nam, Ddnh gid thiec thi Cong wdc Lién
hop qudc vé chong tham nhiing cua Viét Nam.
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minh thudc vé co quan tién hanh t& tung®.
Theo do6, bi can, bi cdo khong c6 trach nhiém
phai t minh ching minh vé viéc “giau 1én
mot cach bat hop phap” ctia minh va duoc
&p dung nguyén tic suy doan vo toi khi cac
co quan tién hanh t6 tung khong chitng minh
duoc vé hanh vi pham t6i ctia bi can, bi cdo.
bong thoi, cach quy dinh tai Diéu 20 Cong
uwdc UNCAC la chua ¢6 sy 10 rang vé hanh
vi pham t0i, trong khi mat khach quan cua
bat ct tdi pham nao ciing can duoc thé hién
thanh hanh vi pham t¢i (hanh vi hanh dong
hodc hanh vi khong hanh dong). Tuy nhién,
viéc mo ta trong Cong wéc UNCAC vé hanh
vi lam giau bat chinh la chwa bao dam duoc
viéc mo ta vé hanh vi pham t6i'.

2.2. Nhém vin dé lién quan dén toi pham
rita tién

biéu 324 B luat Hinh sy (BLHS) nam
2015 hién da quy dinh r6 rang vé toi pham rira
tién; Nghi quyét sd 03/2019/NQ-HDTP ngay
24/5/2019 ctia Toa an nhan dan t6i cao da giai
thich mot s6 thuat ngt, tinh tiét dinh tdi, tinh
tiét dinh hinh phat lién quan dén ti rira tién.
Tuy nhién, phap luat hinh sy Viét Nam van
ton tai mot s6 bat cap, vudng méc sau:

Thir nhit, su khac biét trong ly luan va
quy dinh so véi cong wdc, khuyén nghi qudc
t€ vé toi pham rura tién

- Hanh vi “chuyén d6i hay chuyén giao
tai sdn, di biét rang nhitng tai sin nay do pham
toi ma c6... nham gitip do bat cie nguoi nao lién
quan dén viéc thwc hién mot hanh vi t9i pham
nguon lin tranh nhitng hdu qua phdp 1y do hanh
vi ctia nguwoi do gdy ra” dwgc néu trong Diéu 6
(1) (a) (i) cua Cong wdc UNTOC khong thudc
quy dinh tai Diéu 324 BLHS Viét Nam®. Quy
dinh nay dwoc hiéu rang hanh vi chuyén d6i

3 Ta Thu Thuay, Hinh sw héa hanh vi lam giau bat hop phdp -
Quy dinh ciia Cong woc Lién hop quoc vé chong tham nhiing
va mot s6 vin dé dat ra véi Viet Nam, Vién Khoa hoc thanh
tra - Hoc vién Canh sat Nhan dan, http://csnd.vn/Home/
Nghien-cuu-Trao-doi/773/Hinh-su-hoa-hanh-vi-lam-
giau-bat-hop-phap-Quy-dinh-cua-Cong-uoc-Lien-Hop-
quoc-ve-chong-tham-nhung-va-mot-so-van-de-dat-ra-
voi-Viet-Nam, truy cap ngay 30/11/2023.

14 Lé Van Sua, Tldd.

15 Chat Nguyen Le, The Growing Threat of Money Laundering
to Vietnam: The Necessary of Intensive Countermeasures, J.
Money Laund. Control, p. 1-17, 2013.

22 Khoahoc Kiémsat

hay chuyén giao tai san, dit biét rang nhiing
tai san nay do pham t6i ma c6 khong can chi
c6 muc dich che gidu ngudn gdc bat hop phap
cua tai san d6 ma c6 thé bao goém ca muc dich
giup d6 nguoi thuc hién tdi pham ngudn lan
tranh nhitng hau qua phap ly. Theo phap luat
hinh sw Viét Nam, hanh vi véi cac muc dich
néu trén chi c¢d thé dugc xem xét xt ly véi
vai tro dong pham (giup stc) doi voi hanh vi
thuc hién toi pham ngudn, trong khi yéu cau
cta Cong wdc UNTOC la ghi nhan cac hanh vi
c6 muc dich nay nhu mét ddu hiéu dac trung
cuia tdi rira tién. Bat cap nay gay kho khan cho
qua trinh hop tac gitra cac qudc gia trong viéc
diéu tra, truy t0 nhitng nguoi ti€p tay cho qua
trinh rtra tién xuyén qudc gia, vi cac qudc gia
c6 lién quan dén hanh vi rira tién cling can
&p dung nguyeén tac “toi pham kép”' trong
tuong tro tue phap hinh su.

- Céc khai niém vé “cac giao dich khac”
va “cac hoat dong khac” duoc dé cap trong
diém a, b khoan 1 Diéu 324 BLHS van chua
dugc giai thich cu thé. Trong khi d6, BLHS
cting xt ly hinh s¢ hanh vi cha chép, tiéu
thu tai san do nguoi khac pham t6i ma co:
“Ngueoi nao khong hira hen trwéc ma chiva chdp,
tiéu thu tai san ma biét r6 la do nguwoi khdc pham
toi ma c¢6” (Diéu 323). Hon nita, do cac thuat
ngtt “chira chap” va “tiéu thu” trong Diéu 323
khong ro rang nén dé gay nham 14n, trung ldp
gitta hai Diéu luat lién quan dén cac hanh vi
ctua bén thtt ba trong qua trinh tau tan, che
gidu nguodn tién do pham tdi ma co".

- Nghi quyét s6 03/2019/NQ-HDTP quy
dinh: “Viéc truy cieu trdach nhiém hinh sw vé tgi
riva tien co thé dwoc tién hanh dong thoi voi viéc
truy cieu trdach nhiém hinh sy vé toi pham nguon”.
Tuy nhién, quy dinh nay da tao ra nhiéu tranh
luan vé moi quan hé gitta viéc truy to toi rira
tién va toi pham nguodn cling nhu sy can thiét
phai hinh sy hdéa hoat dong rra tién doc lap
(stand-alone money laundering)'. Pa s6 cac hoc

16 H6 Thi Ngoc Huong, Nguyén Van Thuyét, “Nguyén
tc toi pham kép trong dan do toi pham mot s6 van dé
1i luan va thue tién”, Tap chi Nha nuwéc va Phip ludt, s6
01/2016.

7 Chat Le Nguyen, The International Anti-Money
Laundering Regime and Its Adoption by Vietnam, Asian J.
Int. Law, vol. 4, no. 1, p. 197-225, 2014.

'8 Huyen Quang Tran, International Cooperation to Combat
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gia déu cho rang trudc khi két toi rira tién,
cac co quan thuec thi phap luat Viét Nam phai
xtt Iy “tdi pham nguon” d€ thu thap du bang
ching budc toi rira tién.

Thir hai, mot s6 van dé phap ly dat ra d6i
véi tién ao

Bang cac phuwong thiic truyén thong, rira
tién thuong duoc thuc hién boi cac hoat dong
nhu “con la tién” (money mules), chuyén tién
qua tai khoan ¢ nudc ngoai hoac giao dich
nhiing mat hang xa xi”®. Nhitng nam gan day,
mot sO phuong thire thanh toan méi dang trd
thanh mot yéu t6 trong yéu cta hoat dong
rira tién®, trong do6 phai ké dén tién dién ti
(cryptocurrency) va tién ao (virtual currency)?.
Véi tu cach 1a thanh vién ciia Nhém Chau A
- Thai Binh Duwong vé phong chdng ria tién
(APG), Viét Nam cling can can nhéc yéu cau,
khuyén nghi cta t6 chtic nay vé cac phuong
thic rira tién thong qua tién ao.

Vi cac ddc diém cua tién ao, cac ngan
hang khong con can thiét trong viéc thuc
hién cac giao dich gitra cac ca nhan vdi tién
ao. Két qua la, cac giao dich tién ao duoc
thuc hién gitra cac dia chi nguwoi so httu mot
cach tryc tiép*. Diéu nay tao diéu kién rat dé
dang cho ti pham rra tién van dung va gay
kho khan trong viéc nhan dién cac giao dich
dang ngo. Tuy nhién, phap luat Viét Nam
noi chung va phap luat hinh sy Viét Nam
noi riéng lai chua ghi nhan va thé ché hda
cac van dé lién quan dén tién ao nhu: Chua
c6 sy thong nhat vé khai niém va dac diém
cua tién do trong nhéan thic ly luén ciing nhw
cac van ban phap luat; chua cong nhan tién
ao nhu mot loai tai san va khong bao ho cac

Money Laundering in the Southeast Asia: A Narrative
Perspective in Vietnam, J. Law. Policy Glob., vol. 76, 2020.
19 FATF, Methodology for assessing technical compliance
with the FATF Recommendations and the effectiveness of
AML/ CFT systems, no. February, p. 1-163, 2013.

2 FATF, Tldd.

2 FATF, Virtual currencies: key definitions and potential AML/
CFT Risks, http://fatfgafi.org/media/fatf/documents/reports/
Virtual-currency-key-definitions-and-potential-aml-cft-
risks.%0Apdf, truy cap ngay 20/11/2023.

2 R. van Wegberg, J. J. Oerlemans, O. van Deventer,
“Bitcoin money laundering: mixed results? An
explorative study on money laundering of cybercrime
proceeds using bitcoin”, Journal of Financial Crime, vol.
25, no. 2 (2018), p. 419-435.
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giao dich ctia cac chu thé lién quan dén tién
a0%. Nhitng vuéng mac nay gay ra thach
thire 16n trong viéc ddu tranh, phong chéng
toi pham rtra tién noi chung cling nhu mot
s0 t0i pham xuyén qudc gia khac nhu tham
nhiing, t6i pham mang ndi riéng.

2.3. Nhém vdn dé lién quan dén tdi
pham mang

To6i pham mang, t0i pham cong nghé
cao (cybercrime) la mot trong nhitng van dé
moi khong chi d6i voi phap luat Viét Nam.
Hién nay, trén thé gi¢i méi chi ¢ Cong wde
Budapest nam 2011 vé t6i pham mang cta
Lién minh chau Au nhung duwoc md rong
ra qudc t€ cho mét s6 nude khéac ky két, gia
nhap nhue Hoa Ky, Nhat Ban. Do do, trong
qua trinh hoan thién phap luat hinh sy vé t6i
pham mang, day ciing la mot ngudén tham
khao bd ich d6i voi Viét Nam. Mot s6 van dé
lién quan dén t6i pham mang la:

Thir nhdt, vé khai niém va phan loai toi
pham mang

Phap luat hinh sy Viét Nam chua c6 dinh
nghia cu thé vé khai niém t0i pham mang ma
chi tap trung liét ké cac hanh vi dwoc coi la toi
pham mang. Trén thé gidi, cac hoc gia da s6
dong thuan véi cach phan loai tdi pham mang
thanh hai loai nhu sau: (1) Téi pham cé muc
tiéu chinh la mang mdy tinh va thiét bi bao
gom: Virus may tinh, tdn cong ttr chdi dich vy,
ma doc; (2) Toi pham sit dung mang may tinh
hodc thiét bi dé lam gia tang hiéu qua pham
t0i bao gom: De doa qudy r6i trén mang, ltra
dao trom cap thong tin nhan than, chién tranh
thong tin, giri thong diép lira dao™.

Tai Viét Nam, theo Huéng dan s6 16/HD-
BCA-C41 ngay 31/12/2013 cua Bo Cong an
huéng dan thue hién mot s& quy dinh trong
cac Thong tu 18, 19, 20, 21, 22 ngay 01/4/2013
ctia BO tredong Bo Cong an thi toi pham mang
duwoc phan chia thanh: Hanh vi xam pham

2 Tran Van Bién, Nguyén Minh Oanh, “Tién a0 va mot
sO van dé phap ly ddt ra ¢ Viét Nam hién nay”, Tap chi
Nha nwéc va Phdp ludt, s6 4/2020.

% B. D. Thomas, D. Loader, Introduction - cybercrime: Law
enforcement, security and surveillance in the information
age, Cybercrime: Law enforcement, security and
surveillance in the information age, 2000; Tari Schreider,
Cybersecurity Law, Standards and Regulations, 2020.
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hoat dong ctia mang mady tinh, vién thong va
Hanh vi loi dung mang mdy tinh, vién thong
dé hoat dong bat hop phéap. Co thé thay, dang
hanh vi tht hai c6 thé xay ra ¢ cac toi pham
“truyén thong” nhung dugc thuc hién véi thu
doan mdi, d6 la st dung cong nghé thong tin
dé thuc hién t6i pham® nhu lira dao chiém
doat tai san, khiéu dam nguoi dwdi 16 tudi,
danh bac... Nhu vay, viéc xac dinh ngoai dién
cta toi pham mang hién nay trong phap luat
Viét Nam dang c6 sy khdac biét 1on gitta chinh
cac quy dinh cé lién quan.

Thir hai, vé mot sO t6i pham moi, tinh
tiét dinh khung tdng ndng, tinh tiét ting nang
TNHS c6 lién quan

Tham khao Céng wdc Budapest cho thay
cac hanh vi sau day duoc chap nhan phd bién
la t6i pham st dung cong nghé cao nhu: Truy
cap bat hop phap; can tro bat hop phap viéc
truyén tai di liéu may tinh; can thiép trai phép
vao dit liéu, can thiép trai phép vao hé thong;
st dung trai phép thiét bi; gia mao lién quan
dén may tinh; gian 1an lién quan dén may tinh;
vi pham lién quan dén hinh anh tré em khiéu
dam; vi pham quyén tac gia va quyén lién
quan qua hé thdng may tinh. Ngoai ra, Cong
wdc Budapest con ghi nhan hanh vi thuong
dwoc coi la téi pham st dung cong nghé
cao vi pham vé ndi dung, do6 la: Lam dung
tinh duc trén mang (Cyber Sexual Abuse);
Xtc pham danh dg, nhan pham nguoi khac
hodc uy tin cua cdc t6 chtc trén mang (Cyber
Defamation); DPe doa, qudy rdi trén mang
(Cyberbullying, Cyberstalking); Truyén ba cac
noi dung ky thi chting toc, phi bang ton gido,
doi truy, bao luc, cd xuy, 16i kéo thuc hién cac
hanh vi pham t0i va vi pham phép luat; Str
dung trai phép thong tin riéng qua mang. Cac
toi pham st dung cong nghé cao vé cac ndi
dung néu trén hién chwra duoc quy dinh thanh
nhitng t6i danh doc lap hodc dwoc ghi nhan la
mot tinh tiét tang nang dinh khung hinh phat,
tinh tiét tdng nang trach nhiém hinh sy trong
BLHS Viét Nam?.

% Lé Thi Hong Xuan, Nguyén Thi Thuy Linh, “Téi pham
mang trong ky nguyén cach mang cong nghiép 4.0”, Tap
chi Toa dn Nhdn din, s6 18/2018.

% Hoang Viét Quynh, “Mot sO trao d6i vé tdi pham st dung
Cong nghé cao theo quy dinh ctia phap luat Viét Nam”,
Tap chi Khoa hoc gido duc Canh sit nhan din, s6 79/2016.
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3. M6t s6 kién nghi hoan thién quy dinh
cua phap luat hinh sy nhim nang cao hiéu
qua dau tranh v6i nhitng nguy co tdi pham
ctia an ninh phi truyén théng

3.1. Kién nghi déi véi cdc quy dinh lién
quan dén i pham tham nhiing va rita tién

Thir nhit, kién nghi toi pham hoa ti lam
giau bat chinh. T4c gia cho rang, kha niang ghi
nhan hanh vi nay 1a téi pham trong moi lién
két voi hoat dong ké khai tai san cta can bg,
cong chiic va vién chiic cling can phai dugc
xem xét, danh gia”. Boi 1€, cadc nghia vu phai
ke khai tai san trung thuc, nghia vu giai trinh
nguodn goc tai san da duoc quy dinh kha day
du trong Luat phong, chéng tham nhiing nam
2018 va Nghi dinh s6 130/2020/ND-CP ngay
30/10/2020 ctia Chinh phu vé kiém soat tai
san, thu nhap cua nguoi cd chirc vy, quyén
han trong co quan, t6 chirc, don vi. Hanh vi
khach quan cua tdi rira tién cd thé duoc quy
dinh dudi dang “khong hanh dong pham t6i”
- khong khai bao trung thuc va khong giai
trinh day da nguon gdc tai san khi c6 nghia
vu va diéu kién thuc hién.

Dé két toi rira tién, cac co quan thuec thi
phap luat Viét Nam phai xx ly “toi pham
nguon” dé thu thap du bang ching budc toi
rira tién. Trong truong hop cac co quan thuec
thi phap luat khong chiing minh duwoc ngudn
goc t0i pham (t0i pham ban dau) thi khong
thé két toi rira tién. Viéc khan treong xem xét
hinh sy hoa toi lam giau bat chinh c6 1€ la giai
phap tot hon cho viéc ngdn chdn rira tién va
ngdan chan cac hanh vi pham t6i nhdm thu loi
bat hop phap.

Thit hai, can ghi nhan hanh vi “chuyén
doi hay chuyén giao tai sdn, di biét rang nhitng
tai sin nay do pham tdi ma cd... nham gitip do
bat cir nguoi nao lien quan dén viéc thic hién
mot hanh vi t6i pham ngudn lan tranh nhitng hiu
qua phdp ly do hanh vi cua nguwoi dé gdy ra” vao
quy dinh cua t0i rira tién tai Diéu 324 BLHS
Viét Nam. Quy dinh nay sé md duong va tao
diéu kién cho hoat dong twong tro tu phap
hinh sy trong giai quyét cac vu an vé tdi rira

¥ Bo Tu phap, Hoan thi¢n quy dinh ciia Bg ludt hinh sy vé
hinh sy hoa cdc hanh vi tham nhiing theo tinh thin Cong wéc
Lién hop quoc vé chong tham nhiing, Chuong trinh phat
trién Lién hop qudc tai Viét Nam, Ha N6i, 2013, tr. 72-74.
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tién, tham nhang.

Thir ba, can c6 van ban phap luat giai
thich cu thé hon cac khai niém vé “cac giao
dich khac” va “cac hoat dong khac” duwoc dé
cap trong diém a, b khoan 1 biéu 324 BLHS
nam 2015 (stra d6i, b6 sung nam 2017) vé toi
rira tién. Diéu nay gitup lam ro cac ddu hiéu toi
pham cua tdi riza tién, tao diéu kién thuan loi
cho viéc nhan dién t6i pham cting nhu phan
biét ro nét hon toi rira tién vdi toi tiéu thu tai
san do pham tdi ma c6 (Diéu 321 BLHS).

Thir tw, can thay doi vé nhan thac dé te
d6 ghi nhan viéc diéu tra, truy td, xét xu toi
pham rtta tién duoc thuwc hién doc lap voi
t0i pham ngudn. Noi dung nay c6 thé tham
khéo quy dinh mau cua cac qudc gia chau My,
quy dinh trong phap luat hinh sy Hungary?,
Vuong qudc Anh® va Ha Lan® vé viéc mo
rong thém mot dang hanh vi cua t6i pham
rira tién, dugc goi la hanh vi ria tién doc ldp
hoac rira tién tw chit dong (stand-alone money
laundering). Trong d6, nguwoi thuc hién hanh
vi pham t0i rira tién doc lap khong hé co su
lién két d6i véi hanh vi toi pham ngudn va
nguoi thuc hién téi pham nguoén. Viéc md
rong pham vi xac dinh t0i pham rtra tién trén
duoc cho 1a can thiét vi trong qua trinh diéu
tra, truy t0, xét xit, khong phai ltc nao cac co
quan tién hanh t6 tung cting chiing minh dwoc
hanh vi t6i pham ngu6n cu thé hodc ching
minh dugc nguén goc ctia khoi tién/tai san bi
rira tién la do pham t6i ma c6. Tham chi, quy
dinh mau ctia cac qudc gia chau My con xéc
dinh hanh vi rira tién va hanh vi thiyec hién toi
pham nguon la hai loai hanh vi doc lap, mac
du, la do cung mot ca nhan thiec hién, hai loai
tdi pham nay van dugc truy t6 va xét xit nhuw

% Dr. Adam Péceli (2019), “Recent changes in the judicial
fight against money-laundering: Practical issues to be
solved, achievements and good practices”, Criminal
Law Aspects of the Protection of the Financial Interests of the
European Union, p. 312.

?» Jan Davidson, Martin Gill, How to build a stand
alone money laundering case in the UK, http://www.
policefoundation.org.uk/uploads/holding/annual _
conference/follow_the_money.pdf, cap ngay
20/3/2024.

%0 Netherlands - Tax and Customs Administration,
Indirect Method of Proof Providing Evidence in stand-alone
money laundering investigations, thang 4/2019.
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truy

hai t6i danh riéng biét*'.

Thir nam, tng buedc co cac quy dinh lam
co s& cho viéc xtir ly cac hanh vi gay thiét hai
lién quan dén cac giao dich tién do. Tién ao da
dugc cong nhan 6 mot s6 nudc trén thé gidi va
tro thanh mot phuong thirc thanh toan wu thé
trong thoi dai thé gi¢i mé va mua sam xuyén
bién gidi. Tuy nhién, Viét Nam chua co6 quy
dinh vé van dé nay va cting khong cong nhan
tién a0 la mot loai tai san. Diéu nay da dan
dén lugng thiét hai vé kinh t€ cua Viét Nam
khi cac ngudn tién da chay sang nudc ngoai
qua cac giao dich mua ban, cic khoan thué
phi cling khong thé thu duoc. Bén canh do,
hoat dong rtra tién cting dwoc thuc hién thong
qua giao dich tién do. Diéu nay c6 thé khién
cho toi pham rtra tién dé dang loi dung va gay
kho khén trong viéc nhan dién cac giao dich
dang ngo.

3.2. Kién nghi déi vdi cdc quy dinh lién
quan dén t0i pham mang

Phap ludt hinh sy Viét Nam can dua
ra dinh nghia cu thé vé khai niém t0i pham
mang v6i cac dac diém nhan dién bao gom:
Mot 1a, tdi pham c6 muc tiéu chinh la mang
mady tinh, mang vién thong va thiét bi s&; Hai
la, toi pham st dung mang mady tinh hoac
thiét bi d€ lam gia tang hiéu qua pham tdi; Ba
la, de doa dén trat ty an toan thong tin ctia ca
nhan, nha nwdc hodc to chiec®.

Bén canh d9, phap ludt hinh su Viét Nam
cting can phai ghi nhan la tdi pham d6i véi
cac hanh vi nguy hiém cé stt dung cong nghé
cao ma chwa quy dinh la t6i pham trong BLHS
Viét Nam hién hanh, bao gom: Hanh vi truy
cdp bat hop phdp; can tro bit hop phdp viéc truyén

31 The SHERLOC (1998), Quy dinh mdu ciia cdc quéc gia
chau Mij lién quan dén t9i riva tién gdn v6i cdc toi budn bin
bit hop phdp ma tiy va cdc toi nghiém trong khic, http://
www.imolin.org/imolin/en/cicadml.html, truy cap ngay
20/2/2024.

%2 Tham khao dinh nghia “T¢i pham sit dung cong nghé
cao la toi pham stk dung tri thike, kij ning, cong cu, phiong
tién cong nghé ¢ trinh do cao tic dfng trdi phdp ludt dén
thong tin, div lidu, tin hidu dwoc luu triv, xit Iy, truyén tai
trong hé thong mang mdy tinh, mang vién thong, thiét bi so,
xdm pham dén trdt tw an toan thong tin, gdy ton hai lpi ich
ciia Nha nuweée, quyén va cdc li ich hop phép cia cdc 6 chike,
cd nhdn”, trich ti Lé Thi Hong Xuan, Nguyén Thi Thity
Linh, Tldd.
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tai div ligu may tinh; can thiép trdi phép vao dir
ligu; can thiép trdi phép vao hé thong; st dung trdi
phép thiét bi; gid mao lién quan dén mdy tinh; gian
lan lién quan dén may tinh.

DPong thoi, BLHS Viét Nam can quy dinh
la tinh tiét dinh khung tang nang, tinh tiét
tang ndng trach nhiém hinh sy d6i véi mot s6
t0i pham c6 sit dung cong nghé cao dé thuc
hién toi pham bdi viéc nay lam cho thiét hai
do t6i pham gay ra nghiém trong hon va dé€'lai
nhiéu hé luy lau dai. C4c tinh tiét d6 bao gom:
Vi pham lién quan dén hinh anh tré em khiéu dim;
Vi pham quyén tdc gia va quyén lién quan qua hé
thong mady tinh; Lam dung tinh duc trén mang; Sir
dung tré em vao muc dich khiéu dam hodc phit tan
cdc hinh anh khiéu diam tre em; Xiic pham danh
dw, nhin phdm nguwoi khdc hodc uy tin ciia cic
t6’ chirc trén mang; De doa, qudy rdi trén mang;
Hanh vi ¢6'suy, 16i kéo thuwc hién cdc hanh vi pham
t6i va vi pham phap ludt; Str dung trii phép thong
tin riéng qua mang.

4. Két luan

Nguy co de doa truc tiép dén sy phat
trién, 6n dinh chinh tri va an ninh xa hoi, an
ninh con nguoi xuat phat tie nhitng nhan to
phi quéan s ngay cang gay gat®. Cac van dé
thudc ANPTT c6 thém diéu kién phat trién
v6i nhitng biéu hién mdi, quy mo ngay cang
16n, tinh chat hanh vi va hau qua ngay cang
kho luong cho an ninh toan cau, an ninh qudc
t€, an ninh khu viec, an ninh qudc gia, an ninh
xa hoi va an ninh con nguwoi*. Do d6, phap
luat hinh su can phai c6 tinh cap nhat, tuong
thich ting pho so véi dién bién thuc t& ctia toi
pham dang dién ra nham dau tranh kip thoi
va ¢ hiéu qua véi toi pham. Dong thoi, véi
tinh chat xuyén qudc gia cta cac toi pham vé
ANPTT, viéc hoan thién cac quy dinh phap
luat trong su twong thich, phtt hop véi phap
luat qudc t€ sé tao diéu kién thuan loi cho
hoat dong hop tac qudc t€ trong ngan chan va
trirng tri cac t6i pham nay./.

% Thay Hoang, Toi pham mang de doa an ninh nang lwong
toan ciu, 2011, http://www.vinhphuctv.org.vn/, truy cap
ngay 26/10/2023

% Lé Van Cuong, “Tac dong ctia nhan t6 an ninh phi
truyén théng do6i véi van hda va con nguoi 6 mot s6
nuéc Dong A”, Tap chi Thong tin Khoa hoc Xd hgi, s6
9/2008.
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