_ PHAP LUAT MOT SO QUOC GIR TREN THE GIGI
VE NGAN CHAN VA XU LY TIN GIA TREN KHONG GIAN MANG
VA KINH NGHIEM CHO VIET NAM

PO THIPHUONG*

Tém tit: Tin gid trén khong gian mang dang la mot van nan ma nhiéu quoc gia, trong 6 cé
Viét Nam dang hdng ngay phai doi mdt. Viéc khong kip thoi ngdn chdn va xit I cdc tin gia trén
khéng gian mang cé thé gay ra nhiing thiét hai 16n cho cdc quyén va lgi ich hop phdp cia Nha
nudc, té chitc va cd nhin. Vigt Nam va cdc quéc gia dd dwa ra nhiéu quy dinh ciia phdp lugt dé
ngdn chdn va xi jj tin gid. Bdi viét phdn tich vé cdc quy dinh trong phdp ludt ciia mét s6 quéc
gia trén thé gici vé xi 1y tin gid trén khong gian mang, dong thoi dua ra nhiing kién nghi cho Viét
Nam trén co s6 tiép thu cé chon loc kinh nghiém ciia nuéc ngoai nham hoan thién cdc quy dinh
ciia phdp ludt va bao dam viéc thyc hién cdc bién phdp xw 1y tin gia tai Viét Nam c6 hiéu qua.
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LAWS OF SEVERAL COUNTRIES IN THE WORLD ON PREVENTING AND
HANDLING FAKE NEWS ON CYBERSPACE AND EXPERIENCES FOR VIETNAM

Abstract: Fake news on cyberspace has emerged as asignificant challenge faced by numerous
countries worldwide, including Vietnam. The inability to effectively and promptly prevent
and address the spread of fake news can lead to serious consequences, infringing upon the
legitimate rights and interests of the State, organizations and individuals. Therefore, Vietnam
and other countries have enacted legal provisions aimed at preventing and combating fake
news. This article analyzes provisions in laws of some countries in the world on addressing
fake news on cyberspace. On the basis of selectively absorbing these international experiences,
it proposes several recommendations for Vietnam to enhance its legal system and ensure the
effective enforcement of measures against fake news.
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bit van dé

Ngay nay, sy phat trién cta khong gian
mang da goép phan quan trong trong phat
trién kinh t€ - xa hoi, song cling tao ra moi
treong thudn loi cho su phat trién ctia cac loai
toi pham mang khi khong duoc ngan chén va
xtr ly kip thoi. Hanh vi stt dung cac thong tin
gia nham muc dich khac nhau nhu lira dao,
chiém doat tai san, vu khong, lam nhuc, cong
kich, boi nhg... Theo tir dién Cambridge: “Tin
Qid la nhitng ciu chuyén khong co thit dwoc lan
truyén dwéi dang tin tiec trén Internet hodc cdc
phwong tign truyén thong khdc, thwong dirgc tao

! Nguyén gdc: “False stories that appear to be news, spread
on the Internet or using other media, usually created to
influence political views or as a joke”, https://dictionary.
cambridge.org/dictionary/english/fake-news, truy cap
ngay 01/3/2025.
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ra dé tic dgng dén quan diém chinh tri hodc tao
ra nhw mot tro dua”'. Tin gia thuwong c6 nhitng
dac diém chung la thé hién tinh chat giat gan
v6i chu dé, ndi dung va hinh anh goi tinh
dau x6t hoac gay kich dong... cho nguoi doc,
xem cac thong tin d6 dan dén nhitng cii click
chia sé thiéu trach nhiém, khién sw lan toa ciia tin
gid ngay cang manh hon’. Nhu vay, tin gid trén
khong gian mang la nhirng thong tin sai sy that
dwoc c6'y ding tdi, lan truyén nham muc dich
khong chinh ding, ¢dy hiéu ldm cho nguoi doc,
nguot xem hodc nhitng thong tin c6 mot phin sw
that nhwng khong hoan toan chinh xdc do khong

* Email: Phuonghlu@gmail.com

Phé Gido su, Tién si, Truong Dai hoc Ludt Ha N§i

2 Trang thong tin dién tr Cuc Phét thanh, truyén hinh
va théng tin dién tir (2018), Anh hwdéng ciia tin gid l6n
thé' nao?, https://abei. gov.vn/vn/anh-huong-cua-tin-gia-
lon-the-nao-/106984?, truy cap ngay 01/3/2025.
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dwoc kiém chirng, xic minh hodc bi phong dai, suy
dién, lam thay doi ban chét cia sw viée, thuong
xudt hién dwéi dang tin tirc va dwoc lan truyén
chii yéu trén mang xa h¢®. C6 03 loai tin gia pho
bién hién nay trén khong gian mang la: Tin
gia vé chinh tri, tin gia vé thuong mai va tin
gia vé doi séng xa hoit.

Viéc cung cap, chia sé tin gia, tin sai
su that c6 thé dé lai cac hau qua rat nghiém
trong, gay ran nit cdc mdi quan hé; gay ra
nhtng phién toai, phan biét, d6i xt, co lap, xa
lanh cho nhitng nguwoi lién quan; anh hwong
dén uy tin, danh du ctia ban than va nguoi
khac; gay ra nhiing ton thwong vé strc khoe,
tinh than cho nguoi khac. Do d6 hién nay,
Viét Nam va nhiéu nudc trén thé gidi da cd
nhiéu quy dinh cta phap luadt vé viéc ngan
chan va xtt ly tin gia trén khong gian mang voi
cac muc do vi pham khéac nhau sé c6 nhiing
ché tai twong ing. Tuy nhién, qua nghién ctru

quy dinh ctia phdp luat mot s6 nude trén thé

gioi vé ngan chdn, xtt ly tin gia cho thay, Viét
Nam can c6 nhfrng tiép thu va chon loc kinh
nghiém tr cac nuwdc nhiéu hon dé€ hoan thién
khung phap ly ctia minh nham ngan chdn va
xt ly cac hanh vi cung cdp, chia sé cac tin gia
trén khong gian mang, nham dam bao quyeén
va loi ich hgp phap ctia cac cad nhan, co quan,
t0 chire khi bi cac hanh vi nay xam pham.

D¢ tham khao cho Viét Nam trong viéc
hoan thién phép luat nham ngan chan vaxtly
tin gia trén khong glan mang c6 hiéu qua, tac
gia Iya chon mot s6 nwdc chau Au gom Cong
hoa Lién bang Dttc, Cong hoa Phap, Lién bang
Nga va mot s§ nude chau A 1a Smgapore
Ph111pp1nes va Nhat Ban boi cac nuéc nay déu
c6 nhitng quy dinh phap luat kha ro rang va
nghiém khac vé xt ly hanh vi dua tin gia trén
khong g1an mang. Voi muc dich nang cao an
ninh truyen thong trén khong gian mang cta
cac qudc gia trong khéi, Lién minh chau Au
da thanh 1ap Co quan vé An ninh mang va An
ninh thong tin (ENISA) vao nam 2004°. Lién

® BO Thong tin va Truyén thong, Cim nang phong chong
tin gid, tin sai sy thdt trén khong gian mang, Nxb. Thong tin
va truyén thong, Ha Noi, 2022, tr.27.

* Hoang Lé Khanh Linh (2021), Khdi ni¢m tin gid?
Hanh vi tung tin gid sé bi xit phat nhw thé¢' nao?, https://
luatminhkhue.vn/khainiem-tin-gia-hanh-vi-tung-tin-
gia-se-bi-xu-phat-nhu-the-nao.aspx?, truy cap ngay
27/12/2022.

5 Nguyén Viét Lam (2019), Chinh sich an ninh mang trong
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bang Nga la mot qudc gia ludn coi trong an
ninh truyén thdng va an ninh mang. D€ bao
dam an ninh truyén thong quoc gia, Nga da
xay dung hé thong co quan gom: Co quan
An ninh lién bang Nga; B6 Noi vy; B Qudc
phong va cac co quan khac. Co quan An ninh
lién bang 6 vai tro diing dau trong viéc diéu
phdi cac cong tac an ninh trén mang, diéu
phoi cac chién dich truyén ba thong tin; kiém
soat cac danh sach den vé thong tin va quan
ly truyén thong®... Bén canh d6, tai chau A,
cac nudc Singapore, Nhat Ban va Philippines
ciing la nhiing qudc gia di tién phong trong
viéc ngan chdn tdi pham mang, trong d6 bao
gom ca ngdn chan va xtt ly tin gia trén khong
gian mang. Dién hinh la gan day, Luat Cac tac
hai cta téi pham truc tuyén (Online Criminal
Harms) ctia Singapore c6 hiéu lwc nam 2023
da cho phép cac co quan c6 tham quyén hanh
dong som khi c6 nghi ngo dé chong lai cac toi
pham tryc tuyén.

1. Quy dinh cta phap luit mot s6 nuéc
trén thé gi¢i vé ngin chin va x& ly tin gia
trén khong gian mang

1.1. Quy dinh cua phup ludt mot s6 nudce
chiu Au vé ngdn chéin va xi lij tin gid trén
khoéng gian mang

1.1.1. Quy dinh ctia phdp ludt Cong hoa Lién
bang Dikc

DPé ngan chdn va xi ly cdc hanh vi cung
cap cac thong tin gia trén khong gian mang,
thang 10/2017, Cong hoa Lién bang Dtc da
ban hanh Ludt Thic thi mang hay con goi la
Ludt Facebook, trong d6 quy dinh vé thoi gian
g0 bo va murc phat cu thé d6i véi cac hanh vi
dang tai noi dung khong ro rang trén khong
gian mang. D6 la quy dinh vé yéu cau gd bo
ndi dung dang tai bat hop phap trong thoi
gian 24 gio sau khi nhan dwoc khiéu nai tir
nguoi dung. Néu ndi dung dang tai c6 dau
hiéu khong rd rang, bén cung cdp mang xa
hoi c6 07 ngay hodc dai hon dé diéu tra va x6a
bd. Va néu mot mang xa hdi nao ¢ tinh hoac
v0 tinh vi pham cac noi dung da duoc dé cap
¢ trén c6 thé sé bi phat 1én t6i 50 triéu euro’.

quan hé quoc té hién nay va doi sich ciia Vigt Nam, Nxb.
Chinh tri qudc gia Sw that, Ha Noi, tr.84.

6 Nguyén Viét Lam, sdd, tr.61.

7 Act on regulatory offenses, 1987, BGBL. I at 602, as
amended.
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Nam 2018, Chinh phta Cong hoa Lién bang
Purc da ban hanh Ludt Cai tién chdp phip tai cic
mang xd hoi, viét tat 1a NetzDG. Luat nay dugc
dua ra nham ngén chin sy phat tin nhiing
dich bénh kinh hoang tirt mang xa hoi, trong
d6 tram trong nhat la tin gia va phat ngon gay
thu han (hate speech). Luat 4p dung cho cac
nha cung cap dich vu trén mdi truong vién
thong c6 02 triéu thanh vién trd 1én. Tuy nhién,
d6i twong xi ly theo NetzDG khong phai la
cac cd nhan nguoi dung mang xa hoi, ma la
cac doanh nghiép cung cdp mang xa hoi nhw
Facebook, Twitter va Google (v6i YouTube)...
Nhitng ndi dung bi coi 1a vi pham phap luat
déu dwgc quy dinh trong Bo luat Hinh sy
(BLHS). Cac quy dinh ctia NetzDG nham ting
cwong trach nhiém cua cac nha cung cap mang
xa hoi, b6 sung tang hinh phat tién va quy dinh
thoi han cu thé cho cac doanh nghiép cung cap
dich vu mang xa hoi®.

Bén canh d6, hanh vi cung cap, chia sé
tin gia trén khong gian mang cling sé bi truy
ctu trach nhiém hinh sy vé tdi phi bdng trong
BLHS Cong hoa Lién bang Dtec. Toi phi bing
sé bi phat t1 khong qua 01 nam hoac bi phat
tién. Néu c¢d tinh phi bang nguoi khac sé bi
phat tu khong qua 02 ndm hodac phat tién. Néu
phi bang cong khai trong mot cudc hop hodc
qua tuyén truyén bang van ban, thi nguoi vi
pham sé bi phat tu khong qué 05 nam hodc
phat tién. Néu phi bang chinh tri gia do, thi
nguong khung hinh phat ap dung la tir 03
thang téi 05 nam tu. Ngoai khoi kién hinh sw,
nguoi phi bang cing cé thé bi khoi kién 1én
Toa an dan su.

1.1.2. Quy dinh ciia phdp ludt Céng hoa Phip

Qudc hoi Phap da thong qua “Ludt vé siét
chat kiém sodt thong tin trén mang xd héi” vao
thang 12/2018 nham han ché cac thong tin that
thiét c6 thé anh hudng dén két qua caa cac
cudc bau ctr tai Phap. Hanh vi tung tin that
thiét khong chi bi phat hanh chinh véi mtc
phat cao ma Dao luat nay con “hinh sy héa” t4i
danh tung tin that thiét, theo d6 phat tu dén 01
ndm va phat tién dén 75.000 euro d6i v6i hanh
vi phat tdn mot cach cé cha y va véi sd luong

8 Pham Van Nghia (2020), X ly thong tin gid trén thé gioi
va khuyén nghi bai hoc cho Viét Nam, https://ictvietnam.
vn/xu-ly-thong-tin-gia-tren-the-gioi-va-khuyen-nghi-
bai-hoc-cho-viet-nam-2020090415474425 htm?, truy cap
ngay 31/12/2022.
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16n thong tin sai léch anh hudng dén két qua
bau ctr. Tuy nhién, theo gidi chuyén gia, viéc
kho khan la xac dinh thong tin that thiét, nhat
la 1am sao c6 thé phan biét dugc dau la tin gia
voi cac muc dich, tht doan chinh tri va thong
tin theo kiéu ty do ngdn luan (khong ¢ chu
dich). Vi th€, cac ché tai trong treong hop nay
ratnhay cam, béi ranh gidi gitra hai loai thong
tin trén la hét stec mong manh’.

1.1.3. Quy dinh ctia phap ludt Lién bang Nga

Trudc thuctrang tin gia tran lan trén mang
xa hoi, ngay 18/3/2019, Nga da ban hanh dao
luat méi co tén goi “Ludt vé tin gia va thong tin
xtic pham chinh quyén trén Internet”. Muc dich
ban hanh dao luat 1a nham kiém soat va diéu
chinh hanh vi con nguwoi trong khong gian
mang; ngan chdn cac nguy co nay sinh khi st
dung cong nghé thong tin, dac biét la mang xa
hdi, trong bdi canh cac phuwong phép, ky thuat
va cOng cu cua cac toi pham mang ngay cang
trd nén tinh vi hon; chong lai nhitng “ké khiing
bd" mang”, chuyén phao nhting tin don that
thiét xung quanh cac vu viéc 16n, de doa xa
hdi va an ninh qudc gia. Luat ciia Nga khong
hinh sy hda viéc ddng tai tin tirc gia mao. Doi
teong diéu chinh phan dinh r6 rang: nguoi
dung va nha cung cdp dich vu. Mtc phat
hanh chinh sé ting dan theo 03 cdp do: T
tao ra méi de doa dén gay nhiéu loan trong
doi song xa hoi va cao nhat la gay chét nguoi.
Déi véi cac doanh nghiép cung cap dich vu:
Néu trong vong 24 gio khong thuc hién yéu
cau cua co quan chirc ndng, trang web chtta
thong tin vi pham sé bi dong'’. Theo do, mttc
phat ddi vdi cong dan ¢ vi pham sé bi phat
tte 30.000 dén 100.000 rap. Trong treong hop
tai pham sé€ bi xt phat tixr 100.000 dén 300.000
rup; d6i véi can bo nha nuwdc mic phat cao
hon véi mac phat tir 200.000 dén 500.000 rap
va tich thu cong cy, phuong tién thuec hién
hanh vi vi pham phap luat. Trong trueong hop
tai pham, muc phat 1a ttr 300.000 dén 600.000
rup. Néu viéc tuyén truyén thong tin gia gay
ra nhitng thiét hai dén tinh mang, sttc khoe
va tai san ctia con nguoi, anh hudng nghiém
trong dén trat tw xa hoi hodc an ninh trat tu xa
hoi hodc gay can tro chitc nang ctia cac co so
hd tro ctru sinh, van tai hodc két cAu ha tang
xa hoi, truyén théng, cac to chirc tai chinh,

® Pham Van Nghia, tldd.
10 Pham Van Nghia, tldd.
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nang liong cong nghiép... thi mtrc xt phat c6
thé nang hon''.

Bén canh d6, BLHS cta Lién bang Nga
ciing quy dinh vé tdi si nhuc va phi bang
ngroi khac sé bi xit phat vdi cac hinh thttc
khac nhau: phat tién, lao ddng cong ich, phat
tu. Theo d9, khoan 2 Biéu 128.1 quy dinh: Toi
phi bang trong loi phat bi€éu cong khai, cac
vdn ban cong khai hodc qua truyén thong sé bi
phat tién lén t6i 1.000.000 rap hodc mét khoan
tién tuwong duong vai tién thu nhap khac cta
nguoi bi két tdi trong khoang thoi gian t6i da
01 nam hodc lao dong bt budc trong khoang
thoi gian 1én tdi 240 gio.

1.2. Quy dinh ciia phdp ludt mot s6 nude
chdu A vé ngin chdn va xi Iy tin gid trén
khong gian mang

1.2.1. Quy dinh ctia phdp ludt Singapore

Singapore la mot trong nhiing qudc
gia di dau khu vuc da ban hanh chinh sach
manh tay dé€ x& ly van nan tin gia trén cac nén
tang mang xa hoi. Ngay 08/5/2019, Qudc hoi
Singapore da thong qua “Ludt Bdo vé khoi sy
thao tiung va lira doi triec tuyén”, hay con goi
la Luat Chong tin gia va chinh thitc c6 hiéu
luc tir ngay 01/10/2019. Luat ap dung doi voi
cac nén tang truc tuyén. Tuy nhién, muc tiéu
quan trong ma Luat nham t6i 1a cac mang xa
hoi nhu Facebook, YouTube, Twitter va Luat
chi xt ly thong tin sai sy that, con cac binh
luén, y kién khéng thudc pham vi ché tai, tic
la Luat nham dén tin sai su that cht khong
can thiép vao t do ngdn luan. Luat cua
Singapore dua ra nhiéu mttc phat khac nhau
tuy vao murc d6 hanh vi vi pham. Mtic thap
nhat la phat hanh chinh va cao nhét la hinh
su hoa d6i véi cac ca nhan tung tin gia mao ¢
chu dich véi mte phat 1én dén 100.000 d6 la
Singapore hoac toi da 10 nam ti hodc 4p dung
ca hai. D&i vdi nha cung cap dich vu mang
xa hoi, néu khong tuan tha cac quy dinh, cac
cong ty mang xa hdi ¢ thé bi phat 1én dén
1.000.000 d6 la Singapore'.

" Hoc vién Béo chi va Tuyén truyén, Quan 1y thong tin
trén mang xd hoi trong boi canh bung nd thong tin, Nxb.
Chinh tri qudc gia sw that, Ha Noi, 2021, tr.469.

2 Singarpore (2019), Protection from online falsehoods
and manipulation act 2019, https://www.parliament.
gov.sg/docs/default-source/default-document-library/
protection-from-online-falsehoods-and-manipulation-
bill10-2019.pdf, truy cap ngay 06/01/2023.
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1.2.2. Quy dinh ctia phdp ludt Philippines
Tai Philippines, viéc truyén ba cac thong
tin gia mao cling bi coi la pham t6i hinh sy.
biéu 2 Luat s6 1492 vé xtt phat viéc phat tan
tin titc sai su that va cac vi pham lién quan
khac c6 hiéu luc vao ngay 17/6/2021 (stva doi
Luat Ngan chdn tin gia nam 2017) quy dinh cu
thé vé hanh vi ¢0 y sang tao va cung cap tin
gia nhdm xuat ban, phéan phdi, luu hanh va
lan truyén cac tin tic hodc thong tin sai 1éch
gady ra viéc xudt ban, phan phdi, luu hanh
hoac lan truyén nhiing tin gia d6 trén khong
gian mang, dan dén cac hau qua nhu hoang
loan, chia ré, hon loan, bao luc, thu ghét hodc
thé hién sy tuyén truyén nham boi nho hoac
lam mat uy tin ciia mot nguoi va nguoi cd y
thue hién hanh vi nay véi day da nhan thic
rang thong tin 1a sai léch. Bat ky nguoi nao
c6 hanh vi vi pham néu trén sé bi phat tién tir
100.000 pesos t6i 5.000.000 pesos va bi phat tu
ttr 01 dén 05 nam. Néu nguoi nao d6 ¢d hanh
vi tro gitp cho nguoi khac d€ pham toi trén
thi s€ bi phat tién ttr 5.000 pesos dén 3.000.000
pesos va phat tu tir 06 thang dén 03 nam'.
1.2.3. Quy dinh ctia phdp ludt Nhit Ban
Trong BLHS Nhat Ban c6 cac diéu khoan
c6 thé€ dugc st dung d€ tring phat nhiing
nguoi dang tin gia. Lién quan dén su phi
bang, khi mot nguoi cong khai boi nho nguoi
khéac bang cach vién ra nhitng bang chiing thi
o thé bi phat tu khong qua 03 nam hoac phat
tién khong qud 500 nghin yén, bat k& bang
chiing d6 dang hay sai. Néu nhan thay hanh
dong do co lién quan dén cac van dé lgi ich
cong cong, duoc thyec hién chi vi lgi ich caa
cong dong, va néu nhitng bang chiing duwoc
vién ra duoc chitng minh la dang su that,
nguoi nay sé khong bi trirng phat. Twong tu,
khi nhitng bang chiing nay lién quan dén mot
vién chitc nha nirdc hodc mot trng ctr vién cho
cudc bau ctr dugc chting minh la xac thuc,
ngroi do sé khong bi phat. BLHS cting duwoc
ap dung cho hanh vi lan truyén tin gia gay can
tro viéc budn ban. Nguoi gay ton hai dén tin
dung hodc can tro viéc kinh doanh ctia nguoi
khac bang viéc lan truyén tin don sai léch sé

B Seventeenth Congress of the Republic of the

Philippines (2021), Penalizing the malicious distribution
of false news and other related violations Act, http://legacy.
senate.gov.ph/lisdata/2624822593!.pdf, truy cap ngay
06/01/2023.
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bi phat tu khong qué 03 nam hodac phat tién
khong qua 500 nghin yén'.

Nhw vdy, nhiing quan diém, chinh
sach va quy dinh trong phap luat cia mot
sO0 quoc gia trén thé gidi vé ngan chdn, xw
ly tin gia trén khong gian mang da cho thay:
(1) Sw quyét tam cua cac Chinh phu trong
viéc ngdn chdn hanh vi dua thong tin sai
sur that, gia mao trén khong gian mang; (2)
Vé co ban, cac qudc gia déu quy dinh muirc
xtt phat hoac truy cttu trach nhiém hinh su
ddi v6i hanh vi nay; (3) Cac qudc gia cling
lién tuc cdp nhat va diéu chinh cac van ban
quy pham phap luéat lién quan dén viéc ngan
chan cac tin gid duwoc ddng tai trén khong
gian mang, dac biét tinh nghiém khac trong
viéc xtr ly cac hanh vi vi pham.

2. Cac quy dinh cua phap luat Viét Nam
vé ngin chin va xt ly tin gia trén khong
gian mang

Tai Viét Nam, ché tai x&x ly d6i voi hanh
vi dua thong tin sai sy that trén khong gian
mang duoc quy dinh tai Diéu 8 Luat An toan
thong tin mang nam 2015 va Diéu 9 Luat An
ninh mang ndm 2018, bao gom: Tinh chat,
mttc do vi pham ma nguwoi thic hién hanh
vi vi pham bi xt ly ky luat, x@ phat vi pham
hanh chinh hodc bi truy cttu trach nhiém hinh
su; néu gy thiét hai thi phai boi thuong theo
quy dinh cta phap luat. Nhuw vay, ché'tai duoc
ap dung d6i voi hanh vi dua thong tin sai sy
that, gia mao trén khong gian mang goém ché
tai hanh chinh, ché tai hinh sw va ché tai dan
sw. Tuy ting tinh chat va mic d6 ma nguoi
thuc hién hanh vi vi pham c¢6 thé bi ap dung
mot, hai hodc nhiéu ché tai d6i véi mot hanh
vi vi pham®.

Theo khoan 1 Dbiéu 101 Nghi dinh s&
15/2020/ND-CP ngay 03/02/2020 cua Chinh
pht quy dinh x& phat vi pham hanh chinh

" Truwong Thi Kién, “Kinh nghiém xt& ly tin gia cta
Vuong quéc Anh va Nhat Ban”, Tap chi Ly ludn va chinh
tri, s6 06/2020, tr.113-121.

15 Pinh Chién - Thai Duong (2022), Nghién citu hoan thién
hanh lang phdp Iy tdng ndng ché'tai hinh sy x1r 1y nghiém hanh
vi thong tin sai sw thit trén mang xa hgi dé’bdo vé quyén lgi
ich hop phdp cia doanh nghiép nha diu tu, https://phaply.
net.vn/nghien-cuu-hoan-thien-hanh-lang-phap-ly-tang-
nang-che-tai-hinh-su-xu-ly-nghiem-hanh-vi-thong-tin-
sai-su-that-tren-mang-xa-hoi-de-bao-ve-quyen-loi-hop-
phap-cua-doanh-nghiep-nha-dau-tu-a256047.html, truy
cap ngay 31/12/2022.
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trong linh viec buu chinh, vién thong, tan s&
v0 tuyén dién, cong nghé théng tin va giao
dich dién t&¢r thi mot nguoi vi pham cac quy
dinh vé trach nhiém s dung dich vu mang
xa hoi sé bi phat tién ttr 10.000.000 dong dén
20.000.000 dong d6i voi hanh viloi dung mang
xa hoi dé thuc hién mot trong cac hanh vi:
a) Cung cdp, chia sé thong tin gia mao, thong
tin sai su that, xuyén tac, vu khong, xtic pham
uy tin ctia co quan, t6 chitc, danh dy, nhan
pham cuia ca nhén; d) Cung cap, chia sé thong
tin bia dat, gay hoang mang trong Nhan dan,
kich dong bao luec, tdi 4c, té nan xa hoi, danh
bac hodc phuc vu danh bac; e) Quang cdo,
tuyén truyén, chia sé thong tin vé hang hoa,
dich vu bi cdm; g) Cung cap, chia sé hinh anh
ban d6 Viét Nam nhung khong thé hién hodc
thé hién khong dung chu quyén qudc gia;
h) Cung cdp, chia sé duong dan dén thong tin
trén mang cd ndi dung bi cdm. Ngoai viéc xtr
phat, co quan c6 thdm quyén sé yéu cau cac
ca nhan, t6 chirc cung cdp, chia sé cac tin bao
gia phai gd bo thong tin sai sy that hodc gay
nham 1an hoic thong tin vi pham phap luat
do thuc hién hanh vi vi pham nay (khoan 3
biéu 101). Ddi véi hanh vi vi pham quy dinh
trang thong tin dién t& sé bi phat tién ti
5.000.000 dong dén 10.000.000 dong doi véi
hanh vi cung cap khong day du hodc khong
chinh xac thong tin vé tén cua t6 chirc quan ly
trang thong tin dién tt, tén co quan chu quan
(néu ¢d), dia chi lién lac, thu dién tk, s6 dién
thoai lién hé, tén ngwoi chiu trach nhiém quan
ly ndi dung trén trang chu ctuia trang thong tin
dién t& (khoan 1 biéu 99). Mtic phat tién sé
tte 10.000.000 dong dén 20.000.000 dong doi
v6i hanh vi cung cap, chia sé dwong dan dén
thong tin trén mang c6 noi dung vi pham quy
dinh cta phép luat (diém a khoan 2 Diéu 99)
va phat tién ttr 20.000.000 dong dén 30.000.000
dong d6i véi hanh vi dua thong tin sai su that,
xuyén tac, vu khdng, xtiic pham uy tin cua té
chtre, danh du va nhan pham cua ca nhan, gia
mao trang thong tin dién t cta to chic, ca
nhan khéc (diém a, d khoan 3 Diéu 99). Bén
canh d¢, hinh thiic xt phat b6 sung la tich thu
tang vat, phwong tién vi pham hanh chinh
d6i v6i hanh vi vi pham quy dinh tai khoan 3
Diéu 99 (khoan 4 Piéu 99); bién phap khac
phuc hau qua 1a budc go bo duwong dan dén
thong tin sai sy that hodc gdy nham 1an, thong
tin vi pham phap luat déi véi hanh vi vi pham
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va budc thu hoéi hodc budc hoan tra tén mién
do thurc hién hanh vi vi pham quy dinh tai cac
khoan 2 va 3 Biéu 99.

Viéc xtr ly d6i vdi cac vi pham cua to chire,
doanh nghiép thiét 1ap mang xa hoi sé bi phat
tién ttr 50.000.000 dong dén 70.000.000 dong
d6i voi mot trong cac hanh vi sau: a) Chu dong
luu tri, truyén dua thong tin gia mao, thong
tin sai su that, vu khdng, xuyén tac, xtic pham
uy tin cua t6 chiec va danh dy, nhan phdm
cua ca nhan; d) Chu dong luu trit, truyén dua
thong tin bia dat, gay hoang mang trong Nhan
dan, kich dong bao luec, tdi 4c, té nan xa hoi,
danh bac hoac phuc vu danh bac; &) Chua dong
luu trit, truyén dwa ndi dung thong tin khong
phu hop véi loi ich dat nudc; e) Chu dong
dang, phat, truyén dwa, sit dung hinh anh ban
do6 Viét Nam khong thé hién day du hodc thé
hién sai chu quyén qudc gia; i) Khong thuc
hién viéc ngan chdn, loai bo thong tin vi pham
theo quy dinh phap luat (khoan 3 Biéu 100).
Kem theo mutc phat tién 1a hinh thire x(t phatbo
sung: Tich thu tang vat, phuong tién vi pham
hanh chinh d6i véi hanh vi vi pham quy dinh
tai khoan 3 Piéu 100; va Tudc quyén st dung
Gidy phép thiét 1ap mang xa hoi tir 08 thang
dén 12 thang d6i voi cac hanh vi vi pham quy
dinh tai cAcdiémb, ¢, d va d khodn 2 vakhoan 3
biéu nay (khoan 4 Diéu 100). Bong thoi, cac to
chirc, doanh nghiép thiét lap mang xa hoi sé bi
budc gdbo thong tin sai su that hodc gay nham
1an, hodc thong tin vi pham phép luat d6i véi
hanh vi vi pham va bugc thu hoi tén mién do
thirchién hanh vi vi pham quy dinh tai khoan 3
biéu 100.

Ngoai ra, Nghi dinh s6 129/2021/ND-CP
ngay 30/12/2021 ctia Chinh pht bd sung
khoan 2a vao khoan 2 Biéu 38 muc 2 Nghi dinh
0 38/2021/ND-CP ngay 29/03/2021 ctia Chinh
phu trong viéc xi¢ phat vi pham hanh chinh
trong linh vic van hdéa va quang cdo cling
quy dinh vé hinh thitc phat tién tix 5.000.000
dong dén 10.000.000 dong d6i voi hanh vi
khong thong bao hodc thong bao khong dung
thong tin lién hé dén Bo Thong tin va Truyén
thong vé nhitng noi dung theo quy dinh cua
t0 chttc, cd nhan nude ngoai kinh doanh dich
vu quang cao.

BLHS nam 2015 (stra d6i, bd sung nam
2017) quy dinh d6i véi cac chu thé c6 hanh vi
cung cdp, chia sé cac tin gia trén khong gian
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mang dén murc bi truy cttu trach nhiém hinh
sw thi sé bi x& ly vé cac toi lam nhuc nguoi
khac (Diéu 155); tdi vu khong (Diéu 156); toi
lam, tang trt, phat tdn hodc tuyén truyén
thong tin, tai liéu, vat phdm nham chong
Nha nudc Cong hoa xa hoi chu nghia Viét
Nam (biéu 117); t0i loi dung cac quyén tu
do dan cht xam pham l¢i ich ctia Nha nudc,
quyen, loi ich hop phap cua t6 chiic, cd nhan
(biéu 331) va t6i v y lam 16 bi mat nha nuédc;
toi lam mAt vat, tai liéu bi mit nha nudc
(Diéu 338). Theo d6, mirc d0 trach nhiém hinh
sw doi voi cac loai toi sé la: Nguoi nao xtc
pham nghiém trong nhan pham, danh du cta
nguoi khac, ma c6 st dung mang may tinh
hodc mang vién thong, phuong tién dién tt
dé pham tdi thi sé bi phat tu ttr 03 thang dén
02 nam (Diéu 155). Nguoi nao bia dat hoac
loan truyén nhiing diéu biét ro la sai sy that
nham xuc pham nghiém trong nhan pham,
danh du hodc gay thiét hai dén quyén, loi ich
hop phédp ctia ngroi khac hoac bia dat ngwoi
khac pham t6i va t6 cao ho trudc co quan cd
tham quyén ma c6 st dung mang may tinh
hodc mang vién thong, phuong tién dién tr
dé€ pham t0i sé bi phat tu tr 01 ndm dén 03
nam (Diéu 156). Trong treong hop lam, tang
trt, phat tan hodc tuyén truyén thong tin, tai
liéu, vat pham c6 ndi dung xuyén tac, phi bang
chinh quyén nhan dan; lam, tang tri, phat
tan hodc tuyén truyén thong tin, tai liéu, vat
phadm cb ndi dung bia dat, gy hoang mang
trong nhan dan; lam, tang trx, phat tan hodc
tuyén truyén thong tin, tai liéu, vat pham gay
chién tranh tam ly sé bi x&t ly vé hinh sy theo
biéu 117. Truong hop loi dung cac quyén tw
do ngdn luén, te do bao chi, ty do tin ngudng,
ton giao, tw do hoi hop, 1ap hdi va cac quyén
tue do dan chu khac xam pham loi ich cia Nha
nudc, quyeén, 1oi ich hop phap cta t6 chic, ca
nhan thi bi x& ly vé hinh sy theo Diéu 331 va
nguoi nao vO y lam 10 hodc lam mat vat, tai
liéu bi mat nha nuwdc sé bi xtx ly vé hinh sy
theo Diéu 338. D4i voi hanh vi dwa 1én mang
may tinh, mang vién thong nhitng thong tin
trai v6i quy dinh cua phap luat dé thu loi bat
chinh hodc gay thiét hai; gay du luan xau lam
giam uy tin ctia co quan, t6 chitc, ca nhan, cd
thé bi xtr ly vé toi dua hodc st dung trai phép
thong tin mang mdy tinh, mang vién thong
theo Diéu 288.
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3. Mot s6 kién nghi cho Viét Nam tw
kinh nghiém cta phap luit cic nudc vé ngian
chan va xtt 1y tin gia trén khong gian mang

3.1. Kién nghi hoan thién phdp luit
Viét Nam

Tuy cac quy dinh ctia phap luat Viét Nam
hién nay la kha day du vé viéc ngan chén va
xtt ly tin gia trén khong gian mang nhung van
chuwa ddm bao su chit ché va chi tiét, do do
dan dén kho khan trong thuec tién thue hién.

Thir nhadt, nghién cttu quy dinh cta phap
luat mdt s6 nwde chau Au, chdu A trén va
phap luat Viét Nam cho thdy, mitc xt phat
ddéi véi cac hanh vi cung cap, chia sé cac tin
gia trén mang cua cac quoc gia khac la rat 16n,
trong khi mtrc x phat cta Viét Nam van con
kha khiém ton, khong du dé ran de d6i véi
cac to churc, ca nhan vi pham. Do do6, tac gia
cho r.%mg Viét Nam can ti€p tuc nghién ctu,
stra d6i, b0 sung dé tang mic xt phat cao hon
nita so véi quy dinh hién tai d6i véi nhirtng
to chirc, doanh nghiép, ca nhan c6 hanh vi vi
pham. Mtic phat tién d6i véi cac vi pham cta
t6 chirc, doanh nghiép thiét 1ap mang xa hoi
nhu quy dinh hién nay la tir 50.000.000 dong
dén 70.000.000 dong van con qué thap so véi
nhing loi nhuén thu duoc tir viéc sd luong
nguroi truy cap khi cé dang tai cac tin gia, hon
nita van chwa du mutc ran de véi cac td chire,
doanh nghiép c6 hanh vi vi pham. Bén canh
d6, mtrc xtt phat vi pham hanh chinh d6i véi
hanh vi lgi dung mang xa hoi dé cung cép,
chia sé thong tin gia mao, thong tin sai sy that,
xuyeén tac, vu khong, xtic pham uy tin cua co
quan, t0 chitc, danh du, nhan phdm cua ca
nhan 1a t 10.000.000 dong dén 20.000.000
dong cling con qua thdp. Vi vay, Viét Nam
can nghién cttu d€ stra doi, tdng mitc phat tién
nay d6i v6i cac hanh vi trén.

Song song vai viéc tang muc phat tién,
phéap luat Viét Nam can c¢6 nhitng quy dinh
cu thé hon vé yéu cau cac t6 chirc, doanh
nghiép cung cdp mang xa hdi phai go bd ndi
dung dang tai tin gia trong thoi gian 24 gio
sau khi nhan duoc khiéu nai tir nguoi dung.
Néu ndi dung dang tai c6 dau hiéu khong rod
rang, bén cung cap mang xa hoi c6 07 ngay dé
diéu tra va xda bo céc tin gia. Trong truong
hop doanh nghiép, t6 chitc d6 ¢6 y vi pham
khong thue hién theo yéu cau c6 thé tang mikc
xtt phat cao hon nita. Nhu vay, viéc tang mttc
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xtr phat hanh chinh ciing la hinh thirc d€ ran
de nghiém khac d€ ngan chin hanh vi cung
cdp, chia sé tin gia trén khong gian mang.

Thir hai, BLHS nam 2015 (stra d6i, b0 sung
ndm 2017) can c6 nhiing diéu khoan cu thé va
quy dinh riéng vé hanh vi pham ti ctia nguoi
cung cap, chia sé cac tin gia trén khong gian
mang va muc hinh phat cao hon hién nay. Viét
Nam chwa c6 ché tai hinh sy riéng d6i véi hanh
vi phat tan tin gia, tin sai sy that trén Internet,
mang xa hdi ma moéi chi quy dinh Iong ghép
vao cac diéu luat nhu da phan tich ¢ trén.
Do d6, Viét Nam can bd sung mot diéu luat
riéng vé toi phat tan tin gia, tin sai sy that trén
Internet, mang xa hdi véi cac hanh vi cu thé va
muc phat tién, phat tu cao hon so véi cac quy
dinh trong cac diéu luat trén boi muc do rat
nghiém trong, ddc biét nghiém trong do hanh
vi pham t6i nay gay ra. Bén canh d6, c6 nhiing
quy dinh con chua cu thé, r6 rang trong BLHS,
vi du thé nao la hanh vi duwa 1én mang may tinh,
mang vién thong nhitng thong tin trdi voi quy dinh
cua phdp ludt trong Diéu 288? Can c6 van ban
hudéng dan cu thé thé nao la trdi véi quy dinh cia
phdp lugt d€ viéc &p dung trong thuc tién duoc
chinh xac va khach quan.

Thir ba, viéc thu thap cac dit liéu dién ti
dé ddu tranh d6i voi cac hanh vi pham t6i trén
khong gian mang cling gép nhiéu vudéng mac.
Theo d6, d€ dam bao thuan lgi, nhanh chéng
cho viéc xac minh, kiém tra va giai quyét cac
nguon tin bao, B luat T6 tung hinh su ndm
2015 cling can c6 nhitng stita doi, bo sung
theo hudng cho phép Co quan diéu tra duoc
stt dung cac bién phéap k¥ thuat dac biét nhuw
st dung ky thuat dé phuc hoi lai cac di liéu
bi xda... d€ thu thap cac dix liéu dién ti. Bén
canh d6, Bo luat nay cling can quy dinh mo
rong quyén han hoat dong thu thap ching ct
cho Co quan diéu tra nhuw quyén yéu cau cac
nha cung cdp dich vu mang cung cap thong
tin, quyén truy cap may tinh dé ldy d@ liéu...
Vién khoa hoc hinh sy ciing can ¢ Phong
gidm dinh dién tt va ¢ Phong ky thuat hinh
sw, Cong an cép tinh, thanh phd can c6 cac
do6i giam dinh dién ti d€ tang cuong cong tac
giam dinh cac vu viéc hinh su ¢d lién quan dén
khong gian mang. Viét Nam cling can nghién
ctu cdc Luat mau vé chting ct dién tt ctia cac
quoc gia trén thé gidi dé xay dung mot dao
luat riéng vé chiing ctt dién ti. Viéc xay dung,
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stra doi, b sung phap luat vé ngan chan xu ly
tin gia trén khong gian mang ndi riéng va cac
vu viéc khdc trén khong gian mang nodi chung
can duoc tién hanh dong thoi, dong bd va
khan treong dé dam bao tinh hiéu qua trong
khi thi hanh.

3.2. M¢t s6 kién nghi khdc

Thir nhdt, can nang cao y thirc cia nguoi
st dung Internet, mang xa hoi. Hién nay, s6
lwong ngroi st dung cac trang mang xa hoi,
Internet ¢ Viét Nam la vd cung 1én nén khi
tham gia khong gian mang, moi nguoi can
c6 y thtrc tuan thu cac quy dinh phap luat.
Cac co quan, td chuc c6 trach nhiém bao vé
an toan khong gian mang can c6 nhitng pho
bién nham gitp cac cong dan hidu duoc cac
kién thtrc ctia phap luat dé ho biét va hoan
toan chiu trach nhiém vé ndi dung thong tin
do minh lwu tri, cung cdp, phat tan trén moi
treong mang. Nguoi tham gia khong gian
mang khong duoc cung cap, trao doi, truyén
dua, lvu trit, st dung thong tin xuyén tac, vu
khong, xtic pham uy tin cua t6 chire, danh du,
nhan pham, uy tin cua cong dan, khong duoc
phat tan thu rac, phan mém doc hai, thiét lap
hé thong thong tin gia mao, ltra dao, khong
dang tai nhitng noi dung vi pham phap luat,
cac thong tin xtic pham danh dy, nhan pham
anh hudng dén quyén va loi ich hgp phap cua
cac to chirc, ca nhan khac, khong duoc st dung
ngon ngl phan cam, vi pham thuan phong
my tuc; tung tin gia, tin sai su that; quang cao,
kinh doanh dich vu trai phép... gay bttc xtc
trong du luan xa hoi, anh huong dén trat tu
an toan xa hoi. Khi ngwroi dan nang cao dwoc
y thttc st dung mang xa hoi, ton trong cac
quy dinh cta phap luét thi sé han ché duoc
viéc chia sé, cung cdp, phat tan tin gia.

Thir hai, can nang cao trach nhiém cua
cac doanh nghiép, t6 chirc cung cap dich vu.
Céc doanh nghiép, t6 chitc cung cap dich vu
Can nam ving cac quy dinh ctia phap luat Viét
Nam, khong dugc cung cdp, dang tai, truyén
dua thong tin c6 ndi dung vi pham quy dinh
cac khoan 1, 2, 3, 4 va 5 Diéu 16 Luat An ninh
mang, Diéu 5 Nghi dinh s6 72/2013/ND-CP.
Bén canh d¢6, can phdi hop véi co quan quan ly
nha nuwdc ¢6 thdm quyén dé loai bo hodc ngan
chan thong tin ¢6 ndi dung vi pham khi c6 yéu
cau, dong thoi ngan chan viéc chia sé thong
tin, x6a bo thong tin c6 ndi dung lam nhuc, vu
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khong, thong tin bia dat, sai sy that trong 58
linh vuc (quy dinh tai cdc khoan 1, 2, 3,4 va 5
biéu 16 Luat An ninh mang) trén dich vu hodc
hé thong thong tin do t6 chic d6 quan ly, theo
yéu cau cua Bo Cong an hodc co quan cd tham
quyén trong thoi gian cham nhat 24 gio.

Thiz ba, ddy manh ting cuong hop tac
qudc t€ trong viéc ngan chdn va xwi ly tin gia
trén khong gian mang. Thoi gian gan day, Viét
Nam da c6 nhiéu hoat dong tich cuc trong viéc
hop tac thong tin vdi cac nwdc ASEAN va cac
qudc gia khac nham bao vé an ninh mang ciing
nhu ngén chan cac hanh vi cung cap, chia sé
tin gid. Tuy nhién, tin gia phat tan nhanh trong
khi viéc xt¢ ly, ngan chan ctua cac mang xa hoi
xuyén bién gioi con cham so voi mang xa hoi
trong nuwdc nén tin gia ton tai lau, anh hudng
trén pham vi rdng & cac mang xa hoi xuyén
bién gidi. Vi vay, cac co quan chitrc ndng can
tang cuong phdi hop vdéi cac cong ty mang
xa hoi pho bién tai Viét Nam nhu Facebook,
Youtube, Tiktok... d€ phat hién kip thoi nhing
tin sai léch, xuyén tac, yéu cau cac doanh nghiép
nay phai tuan thu phap luat Viét Nam, nhanh
chdéng gd bo cac thong tin gia khi co yéu cau.
Bén canh do, cacloai tdi pham mang ndi chung
cling c6 chiéu huéng gia tang va dién bién
phtec tap nén Bo Cong an can phoi hop c6 hiéu
qua vdi cac nude trong khu vuc dé thuc hién
cac cam két quoc té€ trong phong, chdng cac
loai t0i pham mang. B Cong an can tiép tuc
hop tac chat ché véi cac to chite ASEANAPOL,
INTERPOL trong dau tranh phong, chong tdi
pham mang dé€ ngan chén, xt ly cac tin gia.

Két luan

Hién nay, Viét Nam va nhiéu quéc gia
trén thé gidi da c6 cac quy dinh cua phap
luat dé x& ly d6i véi cac hanh vi cung cap,
chia sé cac tin gia trén khong gian mang. Tuy
nhién, cac quy dinh cta phdp luat nuwdc ta
con nhiéu diém chua phu hgp, chwa dam bao
tinh rdn de dé€ ngan chdn va xt ly cac hanh
vi nay. Viéc phan tich cac quy dinh cta phap
luat Viét Nam va phap luat mot s6 quoc gia
khac trén thé gidi vé ngan chan va xw ly tin gia
trén khong gian mang dé€ tim ra nhiing diém
twong dong va khac biét gitta cac quy dinh
nay la mot van dé can thiét nham tiép thu co
chon loc kinh nghiém ctia cac nudc dé€ hoan
thién cac quy dinh cta phap luat Viét Nam vé
van dé nay./.
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