THUC TRANG PHAP LUAT VE HE THONG TRi TUE NHAN TAO
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Tém tiat: Ciing véi sw bing né cia cudc Cach mang cong nghiép 4.0, tinh trang cdc d6i tuong
sir dung hé thong tri tu¢ nhin tao (TTNT) dé thuc hién hanh vi vi pham phdp ludt nhu cong nghé
Deepfake dé lita dao'?, ChatGPT dé tdn cong mang’... ngdy cang phd bién. Trudc thuc trang trén,
thiét lgp khung phdp lj viing chic vé TTNT dong vai tro quan trong trong kiém sodt nhiing riii
ro phdt sinh trong qud trinh thiét ké, cung ving va sir dung TTNT. Do dd, bdi viét tdp trung lam
10 nhiing vin dé 1y ludn va thuc trang, dua ra mot s6 dé xudt hodn thién phdp ludt diéu chinh hé
thong TTNT ¢ Viét Nam.
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THE EXISTING LEGAL FRAMEWORK FOR ARTIFICIAL INTELLIGENCE
SYSTEMS IN VIETNAM AND PROPOSED IMPROVEMENTS

Abstract: With the Fourth Industrial Revolution, criminals are increasingly using artificial
intelligence systems to apply violations against regulations, such as Deepfake technology
for duping and ChatGPT for cyberattack... In consideration of the foregoing, a strong legal
framework for artificial intelligence is critical to control risks that are created throughout the
creation, supply, and use of artificial intelligence. As a result, the paper focuses on analyzing
theoretical issues, current legal situations, and makes some recommendations for enhancing the

law governing artificial intelligence systems in Vietnam.
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1. Khéi quat chung vé hé thong va phap
luat vé hé théng tri tué nhan tao

1.1. Khdi niém hé thong tri tué nhan tao

TTNT (Artificial Intelligence - Al) dwoc
hiéu don gian la nghién cttu va phat trién
chwong trinh mdy tinh c6 thé sao chép hanh
vi tri tué ctia con nguoi®. Dudi goc do phap ly,
Lién minh chau Au (EU) dua ra dinh nghia
hé thong TTNT (AI system) 1a mot hé thong

1 Hung Quan (2024), Lira ddo bang cong nghé Deepfake lgi
bung phdt, https://cand.com.vn/khoa-hoc-quan-su/lua-
dao-bang-cong-nghe-deepfake-lai-bung-phat-i722392/,
truy cap ngay 20/4/2024.

2 Thai Son (2024), Canh gidc cao voi t9i pham lira ddo sir
dung TTNT, https://nhandan.vn/canh-giac-cao-voi-toi-
pham-lua-dao-su-dung-tri-tue-nhan-tao-post746314.
html, truy cap ngay 20/4/2024.

3 Tiéu Minh (2023), ChatGPT dwgc siv dung dé viét phin
mém dgc hai, https://plo.vn/ky-nguyen-so/chatgpt-duoc-
su-dung-de-viet-phan-mem-doc-hai-post717954.html,
truy cap ngay 20/4/2024.

4+ Tr dién Oxford: Artificial intelligence is the study and
development of computer systems that can copy intelligent
human behavior, https://www.oxfordlearnersdictionaries.
com/definition/english/artificial-intelligence?q=artificial+i
ntelligence, truy cap ngay 01/4/2024.
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dua trén may tinh duoc thiét k&€ dé hoat dong
voi cac mirc do te dong hda khac nhau va céd
thé thich nghi sau khi trién khai, véi cac muc
tiéu ro rang hodc phai suy luan ti dau vao
ma né6 nhan duoc dé tao ra cac két qua dau
ra nhu du bao, ndi dung, dé xuat hodc quyét
dinh c6 thé anh huong dén moi truong vat ly
hodac 40°. Con theo phap luat Viét Nam, TTNT
duoc hiéu 1a viéc thuc hién bf?mg dién tr cac
nang luc tri tué cua con nguoi, bao gom hoc
tap, suy luan, nhan thirc, phan doan va hiéu
ngon ngl tu nhién; con hé thong TTNT la hé
thong dua trén may, duoc thiét k& dé thuc
hién cdc nang lwc TTNT vdéi cac miee do tuw
cht khac nhau, cé kha nang tu thich nghi sau
khi dwoc trién khai; can c vao cac muc tiéu
dwoc xac dinh 16 rang hoac duoc hinh thanh
mot cadch ngam dinh, hé thong suy luan tue dv
liéu dau vao dé tao ra cdc dau ra nhu dw doén,
ndi dung, khuyén nghi hodc quyét dinh c6 thé

* Email: Hongnghiapt87@gmail.com
Tién si, Khoa ludt, Hoc vién An ninh nhan dan
5 Khoan 1 DBiéu 3 Pao luat TTNT cta EU nam 2024.
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gay anh huong téi moi truong vat ly hodac moi
truong ao. Cac quy dinh trén cho thdy, mdc
du c6 sy khéc biét vé dién dat nhung cach
dinh nghia ctia phdap luat Viét Nam vé TTNT
va hé thong TTNT v6i cach giai thich twong
ddi twong dong voi quy dinh cua EU®. Hién
nay, TTNT da phat trién sang thé hé méi véi
mot s6 dac trung co ban nhu sau: (1) Tinh tw
dong. Hé thong TTNT ngay cang phat trién
kha ndng ty hanh dong, tw duwa ra quyét dinh
ma khong can su can thiép, tham chi ca su
hiéu biét ctia con nguoi; (2) Kha nang hoc.
TTNT c6 kha nang tu thu nap, mé mang kién
thirc thong qua dit liéu va kinh nghiém, ddc
biét, con cé kha nang hoc sau thong qua di
liéu 16n; (3) Tinh khong thé doan trudc. Do
tinh tu dong va kha nang hoc, TTNT c6 thé
tao ra nhitng san pham con nguoi kho ¢6 thé
doan trudc dwoc’.

1.2. Khdi qudt chung vé phdp ludt vé hé
thong tri tué nhin tao

Vi su phat trién nhanh chong cua TTNT,
viéc thié€t 1ap khung phép ly cho linh viec nay
la can thiét d€ bao dam su 6n dinh va phat
trién xa hoi, dong thoi hd tro cho hoat dong
quan ly ctia Nha nuwéc duoc tién hanh hiéu
qua hon. Tuy nhién, TTNT ciing c6 thé gay
ra nhitng tac dong tiéu cyec, nhw viéc st dung
TTINT d€ vi pham phap luat va xdm pham
quyén loi hop phap cua t6 chirc, ca nhan
nhu quyén riéng tw, quyén d6i véi div liéu
ca nhan, ddc biét la cac dix liéu phap ly nhay
cam®. Do d6, phap luat diéu chinh hé thdng
TTNT phai dwogc thiét 1ap theo hudng han
ché va loai bo cac rai ro ma hé thong TTNT
c6 thé gay ra cho toan xa hoi cing nhu cho
mdi t8 chirc, cd nhan trong xa hoi’.

Phép luat vé TTNT la hé thong cac nguyén
tic phap 1y va vin ban phap luat duoc nha
nude ban hanh hodc thira nhan nham diéu
chinh cac quan hé xa hoi gitta cac chu thé
trong quan ly nha nuwdc cling nhu nghién ctru,

6 Khoan 1, khoan 2 Diéu 3 Luat TTNT nam 2025.

7 Nicholas Berente, Bin Gu, Jan Recker, Radhika Santhanam,
“Managing artificial intelligence”, MIS Quarterly, Vol.
45, No. 3/2021, p. 1437, https://www.researchgate.net/
publication/352400557_Managing_Aurtificial_Intelligence,
truy cap ngay 05/4/2024.

8 Joel Paul (2024), Privacy and data security concerns in
Al https://www.researchgatenet/publication/385781993_Privacy
and_data_security_concemns_in Al truy cap ngay 25/4/2025.
° European Parliament, Shaping Europe’s digital future,
https://digital-strategy.ec.europa.eu/en/policies/
regulatory-framework-ai, truy cap ngay 25/4/2024.
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phat trién, cung cap, trién khai va st dung hé
thong TTNT™. Phap luat vé hé thong TTNT
c6 mot s6 dac diém gom: (1) Trach nhiém han
ch€ rui ro do hé thong TTNT dau tién thudc
vé ban than mdi t6 chitc, cd nhan trong xa
hoi''. Theo &6, cac td chitc va cd nhan can tw
nguyén ap dung tdt ca cac bién phap co thé
dé giam thiéu, loai bo cac rui ro ma hé thong
TTNT c6 thé gay ra. Phap luat diéu chinh
TTNT can quy dinh nguyén tic trach nhiém
han ché rui ro trong sudt qua trinh thiét k&,
trién khai va st dung hé thong TTNT, dong
thoi xac dinh trach nhiém ctia Nha nudc
trong viéc hd tro phéap ly va ky thuat, gitp
cac t0 chitc, ca nhan thwc hién tot trach nhiém
nay; (2) Phap luat diéu chinh hé thong TTNT
huwéng dén muc tiéu han ché va loai bo rui ro
trong qua trinh thiét k&, cung tng va st dung
hé thong TTNT song song voi viéc phat trién
hé thong TTNT' D¢ thuc hién duoc muc tiéu
nay, phap luat diéu chinh hé thong TTNT can
phan loai o cdc loai rtii ro phat sinh trong qua
trinh thiét k€, cung tng va sit dung hé thong
TTNT, tit 46 dua ra cac bién phdp nham han
ch€, loai bo (nhu cdm) cac loai rui ro nay.

Do déc thu cua hé thong TTNT ciing nhuw
phap luat vé no, hé théng cac van ban phap
luat diéu chinh hé thong TTNT gom nhém cac
quy dinh sau: (1) Nhom quy dinh diéu chinh
quan hé gitta cac co quan nha nudc trong hoat
dong phan cong, phdi hop d€ quan ly hé thong
TTNT; (2) Nhoém quy dinh diéu chinh quan hé
gitra cac co quan nha nudc c6 tham quyeén véi
cac cha thé thiét k&, cung tng va stt dung hé
thong TTNT; (3) Nhom quy dinh diéu chinh
quan hé phat sinh gitra cac cha thé truc tiép
thiét k€, cung tng va st dung hé thong TTNT.

Dai chiéu cdc nhdém quy dinh trén, Luat
TTNT nam 2025 quy dinh ba nhém quan hé
chinh: (1) Quan hé gitta cadc co quan quan ly
nha nudc, voi quyén quan ly duoc giao cho
Chinh phu, B6 Khoa hoc va Cong nghé va cac
bd khac nhu Bd Cong an, B6 Qudc phong...;
(2) Quan hé gitra co quan quan ly va cac chu
thé thiét ké, cung cdp, st dung TTINT, trong
do viéc quan ly dwoc thuc hién theo mic do
rui ro, dong thoi, phdp luat xac dinh nghia
vu cu thé cho doanh nghiép va trach nhiém
cua cac chu thé (Chuong II, V); cung véi do6

10 Khoan 1 Diéu 1 Luat TTNT ndm 2025.
1 Khoan 2 Diéu 4 Luat TTNT ndm 2025.
2 Khoan 2, khoan 4 Diéu 4 Luat TTNT nam 2025.
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con ¢ cac hoat dong hd tro ctia Nha nuéc
(Chuong 111, IV); (3) Quan hé gitra cac chu thé
thiét k&, cung ting va stt dung hé thong TTNT,
v6i quy dinh vé boi thuong thiét hai phat
sinh tir hoat dong TTNT (Diéu 29).
2. Danh gia thuc trang phap luit vé hé
thong tri tué nhén tao 6 Viét Nam
2.1. Nhiing wu diém ctiia phdp ludt vé hé
thong tri tué nhin tao 6 Viét Nam
Thir nhat, Viét Nam da ban hanh vin ban phdp
ludt diéu chinh triec tiép hé thong TTNT
bé€ tao khung phap ly diéu chinh TTNT,
Viét Nam da ban hanh nhiing van ban chinh
sach tao co sO nén tang dé xay dung hé thong
cac van ban phap luat diéu chinh TTNT. C6
thé ké dén nhu: Quyét dinh s6 127/Qb-TTg
ngay 26/01/2021 ctia Thu twéng Chinh phu
ban hanh Chién luoc qudc gia vé nghién ctru,
phat trién va tng dung TTNT dén nam 2030;
Quyét dinh s6 552/QD-BTP ngay 12/4/2021
ctua Bo Tu phdp ban hanh K& hoach thuc hién
Chién luoc qudc gia vé nghién cttu, phat trién
va tng dung TTNT dén nam 2030 va Chién
lugc quéc gia vé Cach mang cong nghiép 4.0
dén nam 2030 ctia B6 Tw phap; Quyét dinh s
44/Qb-BTC ngay 13/01/2022 ctia B6 Tai chinh
ban hanh k€ hoach hanh dong ctia B Tai chinh
trién khai thuechién Quyétdinhs6127/Qb-TTG
ngay 26/01/2021 ctia Tha twdéng Chinh phu vé
viéc ban hanh “Chién lwgc qudc gia vé nghién
ctu, phat trién va tng dung TINT dén
nam 2030”; Quyét dinh s6 575/QD-UBND
ngay 23/02/2021 cta Uy ban nhan dan
(UBND) Thanh phd Hb Chi Minh phé duyét
Chuong trinh “Nghién ctru va phat trién tng
dung TTNT (Al) tai Thanh phd H6 Chi Minh
giai doan 2020-2030”;... Cung vdi do, su ra
doi cta Quyét dinh s6 3298/QD-BKHCN
ngay 29/12/2023 ctia B6 Khoa hoc Cong nghé
vé viéc cong bd tiéu chudn qudc gia (TCVN),
trong d6 cong b6 02 TCVN vé TTNT gom:
TCVN 13902:2023 ISO/IEC 22989:2022 Cong
nghé thong tin - TTNT - Cac khai niém va
thuat ngt TINT (TCVN s6 02); va TCVN
13903:2023 ISO/IEC TR 24028:2020 Cong nghé
thong tin - TTNT - Tong quan vé tinh dang
tin cay trong TTNT (TCVN s& 03). Ngoai cac
van ban truc tiép, Viét Nam con c6 nhitng van
ban lién quan khac diéu chinh hé thong TTNT
nhu Chi thi s6 16/CT-TTg ngay 04/5/2017 cua
Thua twdéng Chinh phu vé tdng cuong nang luc
tiép can cudc cach mang cong nghiép 4.0. Dac

S0 12 - 2025

biét, Luat TTNT nam 2025 ra doi tap trung
vao quan ly cac rui ro do viéc ting dung hé
thong TTNT (theo 04 cdp do rui ro) nhuw cach
quy dinh cta EU. Cac van ban phap luat trén
da tao nén tang dau tién cho viéc thiét lap
khung phap ly diéu chinh, quan ly hé thong
TTNT o Viét Nam.

Nhiing vanban phéap luat nham taolap cac
co quan ho tro cho su phat trién ctia hé thong
TTNT nhuv Quyét dinh s6 168/QD-UBND
ngay 20/01/2024 ctia UBND Thanh phé Pa
Néng vé viéc quy dinh chitc ndng, nhiém vu
va co cdu to chiee d6i voi Trung tam Nghién
citu dao tao thiét k& vi mach va TINT Dba
Nang; Thu twéng Chinh phu ban hanh
Quyeét dinh s6 1269/QD-TTg ngay 02/10/2019
vé viéc thanh 1ap Trung tam d6i méi sang tao
Qudc gia voi vi tri la don vi sy nghiép cong
lap trong linh vuc su nghiép kinh té tu bao
dam chi thuong xuyén va chi dau tu, truc
thuoc By Tai chinh nhdm thuc hién ho tro,
phat trién hé sinh thai khoi nghiép, d6i moi
sang tao, gop phan doi méi mo hinh tang
treong trén nén tang phat trién khoa hoc va
cong nghé, trong do6 c6 hé thong TTNT. Su ra
doi cta cac don vi ho tro trén da tao nén tang
vé ky thuat va ngudn von cho viéc phat trién
hé thong TTNT ¢ Viét Nam.

Thir hai, noi dung cic TCVN vé TTNT da
phin nao tiép cdn toi phdp ludt quoc té’

No6i dung tai TCVN s6 02 va TCVN s 03,
Luat TTNT nam 2025 da dwa ra kha nhiéu cach
hiéu cac thuat nglt vé hé thong TTNT tuong
thich voi Pao luat TTNT caa EU. Cac thuat
nglt co ban, quan trong nhat lién quan dén
hé thong TTNT déu duoc liét ké trong Tiéu
chuan v6i cach hiéu nhu nhitng quy dinh tai
Dao luat TTNT cta EU. Vi du: Thuat ngr “hé
thong TTNT”"® tuong tng voi thuat ngte “Al
system”!; thuat ngt “rai ro”" va thuat ngt
“risk”’%; thuat ngtr “d@ liéu hudn luyén”?
voi thuat ngtr “training data”’®... Sy twong doi
thong nhat trong cach hiéu cac thuat ngt lién
quan dén hé thong TTNT da tao tién dé thuan
loi trong xay dung khung phap ly truc tiép
quan ly, cting nhu qua trinh quan ly caa Nha
nudc doi voi hé thong TTNT ¢ Viét Nam.

¥ Piém 3.14 TCVN s6 02.

4 Khoan 1 Diéu 3 Dao luat TTNT ctia EU nam 2024.

15 Piém 3.31 TCVN s6 03.

16 Khoan 1(a) Diéu 3 Dao luat TTNT cta EU nam 2024.
7Piém 5.11.6 TCVN s6 02.

18 Khoan 29 Diéu 3 Dao luat TTNT ctia EU nam 2024.
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TCVN s6 03 da tiép can nguyén tac bao
dam tinh dang tin cay ctia hé thong TTNT theo
Pao luat TTNT cua EU nam 2024 (khoan 14 (a)
ly do dua ra Pao luat). Cu thé, cac 16p tin
cay duoc xac dinh gom: (1) Lop tin cdy vat
ly dwoc do dac hodc kiém tra thong qua do
tin cay va ché do an toan ky thuadt, twong ting
véi nguyén tac bao dam d6 bén va an toan
ky thuat caa TTNT trong Pao luat cta EU;
(2) Lop tin cay vé khong gian mang dwa trén
cac yéu cau bao mat co sd ha tang thong tin
nhu kiém soat truy cap va cac bién phap bao
vé tinh toan ven cta hé thong va dw liéu,
tuong tng véi nguyén tac quyén riéng tu va
quan tri dit liéu trong Dao luat TTNT cua EU;
(3) Lop tin cay vé xa hdi dua trén cac yéu to
nhu tinh c4ch, niém tin ctia mdi c4 nhan trong
xa hoi, bao dam tinh minh bach va cong b:?mg,
tuong tng véi cdc nguyén tac vé minh bach,
da dang, khong phan biét d6i xir va phtc loi
xa hoi trong phap luat caa EU". Viéc bao dam
tinh dang tin cdy ctia hé thong TTNT la rat
quan trong dé bao vé an toan cong dong va
quyén loi ca nhan, trong do, cac quy dinh
trong Dao luat TTNT cta EU la tiéu chuan
chdt ché va rd rang nhat. Vi vay, viéc ap dung
cac nguyén tac cua phap luat EU trong tiéu
chuan danh gia tinh tin cdy ctia hé thong
TTINT & Viét Nam thé hién wu diém ndi bat
trong viéc diéu chinh linh vuc nay.

Thir ba, Ludt TTNT nam 2025 dwoc xdy dung
theo hwéng tiép thu nhitng wu diém trong phdp

ludt vé TTNT cuia cic qudc gia phdt trién trén thé’

Qioi la EU, Trung Qudc, Hoa Ky

Truéc nguy co lam dung TTNT gay
phuong hai dén trat tw phap ly va quyén,
loi ich hop phdp ctia cac chu thé trong xa
hoi, dong thoi nham dinh huéng phat trién
TTNT phuc vu doi séng, nhiéu qudc gia da
ban hanh cac khung phép ly chung dé€ diéu
chinh linh vyc nay. C6 thé ké dén nhu: (1)
DPao luat TTNT nam 2024 cta EU, hé thong
TINT sé dwoc quan ly ¢ cac mirc do khac
nhau trén co so phan loai theo mttc d§ anh
hudng tiéu cyec dén nguoi dung, gom 04 cap:
Hé thong bi cam do rai ro nghiém trong, hé
thong cd rui ro cao can kiém soat chat ché, hé
thong co rui ro trung binh yéu cau minh bach,
va hé thong ruai ro thdp. Dong thoi, EU ciing

19 Khoan 14, khodn 14bb Phan md dau Dao luat TTNT
nam 2024 cua EU.
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dwa ra co s& phap ly cho viéc thanh lap co
quan giam sat, thuc thi cac ché tai d6i voi cac
chu thé vi pham quy dinh vé quan ly trong
Dao luat®; (2) Trung Qudc da ban hanh nhiéu
van ban phap luat dé€ diéu chinh TTNT, bao
gom: “Ké& hoach phat trién TTNT thé hé mdi”
(2017), “Bo nguyén tac quan tri TTNT thé hé
maoi” (2019), “Chuan muc dao dteec cho TTNT
thé hé mai” (2021), va “Du thao kién nghi cho
luat TTNT” (2024). Cac quy dinh nay cho thdy
Trung Quéc ap dung co ché diéu chinh linh
hoat, can bang gitta d6i méi va an toan, phong
ngtra rui ro va khuyén khich phat trién. Mac
du khong ap dat yéu cau bat budc hay ché tai
trong cac van ban nhu K& hoach va By nguyén
tic, Du thao Luat TTNT niam 2024 cta Trung
Qudc dua trén 04 nguyén tac: LAy con nguoi
lam trung tam, tuan thu phap luat, cong khai
minh bach, va bao vé quyén s¢ httu tri tué va
bao mat thong tin ngudi dung?; (3) O Hoa
Ky, Sac lénh Hanh phap ngay 23/01/2025 ctia
Tong thong Hoa Ky Donald J. Trump duoc
ban hanh d¢& huy bo Séc 1énh Hanh phap ctia
Joe Biden (dugc cho la can trd s ddi mdi cua
TTNT va ap dat cac quy dinh kiém soat chat
ché khong can thiét tir Chinh phu doéi véi sw
phat trién ctia TTNT). Muc tiéu Sic 1énh Hanh
phap ngay 23/01/2025 1a duy tri va cing ¢8 vi
thé dan dau toan cau vé TTNT, nham thic day
su phat trién cia con nguoi, ndng cao nang
Iuc canh tranh kinh t& va bdo dam an ninh
quoc gia*. Nhu vay, cach thic phap luat caa
cac qudc gia diéu chinh hé théng TINT duoc
thurc hién theo hai hudng: Mot [a, ghi nhan rai
ro phat sinh tir viéc ing dung hé thong TTNT
va kiém soat chat ché cac rui ro theo cach quy
dinh ctia chau Au; Hai la, cAn bang gitta phat
trién hé thong TTNT va kiém soat rui ro nhw
phap luat ctia Trung Qudc va Hoa Ky.

So voi Luat TTNT nam 2025 cua Viét Nam,
6 thé thdy, mac du hudng téi viéc can b.%mg

20 Pao luat TTNT nam 2024 cua EU,

2 Nguyén Ngoc Phuong Héng, Liu Minh Sang (2024),
Lugt vé TINT va tim nhin chién lwoc cua Trung Qudc,
https://thesaigontimes.vn/luat-ve-tri-tue-nhan-tao-va-tam-
nhin-chien-luoc-cua-trung-quoc/, truy cap ngay 12/02/2025.
2 Whitehouse, Removing barriers to American leadership
in artificial intelligence, https://www.whitehouse.gov/
presidential-actions/2025/01/removing-barriers-to-american-
leadership-in-artificial-intelligence/, truy cap ngay 12/02/2025.
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gitra phat trién va kiém soat rai ro nhu Trung
Qudc va Hoa Ky, nhung khong ap dung cac
bién phap kiém soat chat ché nhu EU. Tai
khoan 3 Diéu 4 Luat TTNT nam 2025, nguyén
tdc quan ly twong xtng cdp dd rai ro va chi
quan ly bat budc ddi véi cac hé théng cb
nguy co gay hai rd rang, thé hién sy linh hoat
hon trong viéc quan ly rai ro. Pong thoi, cac
Chuong Il va IV cua Luat TTNT nam 2025 xay
dung khung phap ly wu dai va khuyén khich
thir nghiém c6 kiém soat, thé hién quan diém
thtc ddy phat trién AL, Chuong II cua Luat da
ti€p thu nhiéu quy dinh ctia EU vé phan loai
va kiém soat rui ro. Nhu vay, Viét Nam da két
hop cac yéu td tir phap luat EU, Hoa Ky va
Trung Qudc d€ vira quan ly rui ro, vira thuc
day su phat trién cua hé thong TTNT.

2.2. Nhiing ton tai ctia phdp ludt vé hé
thong tri tué nhan tao 6 Viét Nam

Thir nhat, Viét Nam chiea c6 co quan nha nwdc
truec tiép kiém sodt cdc riii ro phdt sinh trong qud
trinh nghién citu, phit trién, cung cdp, trién khai
va s dung hé thong TTNT

Nhu da trinh bay ¢ tiéu muc 1, cac quy
dinh diéu chinh hé thong TTNT sé lién
quan dén cong nghé thong tin va bao dam
an toan trong hoat dong thiét k&, cung ting
va st dung hé thong TTNT. Theo phap luat
hién hanh, chu thé c6 thim quyén quan ly
truc ti€ép vé cong nghé thong tin la Chinh
phu va la Bo Buu chinh, Vién thong® (Bo
Thong tin va Truyén thong); con cha thé
chiu trach nhiém vé an ninh mang la Chinh
pht, Bo Cong an*; B Qudc phong; Ban Co
yéu Chinh phu; cac B, co quan ngang B9,
co quan thudc Chinh phta; UBND cép tinh?®,
day déu la nhitng co quan kiém nhiém chw
khong phai co quan chuyén trach. Con Diéu 6
Du thao Luat TTNT lan hai ngay 21/11/2025
dé xuat thanh 1ap Uy ban Quéc gia vé TINT
do Thu twéng Chinh phu lam Chu tich dé chi
dao, diéu phdi cac hoat ddong mang tinh lién
nganh va chién lwgc vé TTNT. Tuy nhién,
dén du thao lan 3 (ngay 10/12/2025) - Du
thao dugc thong qua thi bo di quy dinh vé
co quan nay, trén thuc t&€ Uy ban Qudc gia
vé TTNT cting chua duoc thanh lap gay kho

% Khoan 1, khoan 2 Biéu 7 Luat Céng nghé thong tin
nam 2006.

2 Khoan 2 Biéu 27 Luat An ninh mang nam 2025.

% Khodan 3, khoan 4, khoan 5, khoan 6 Diéu 39 Luat An
ninh mang nam 2025.
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khan nhat dinh cho cdng tac quan ly, phat
trién tng dung hé thong TTNT 6 Viét Nam.

Thit hai, quy dinh vé kiém sodt rii ro phit
sinh trong qud trinh nghién citu, phdt trién,
cung cp, trién khai va siv dung hé thong TTNT
con ton tai han ché’

Thuee t€ cho thay, rui ro phat sinh trong
qua trinh nghién ctru, phat trién, cung cap,
trién khai va st dung hé thong TTNT la rat da
dang, do d6 kiém soat rui ro phat sinh déng
vai trd quan trong trong phat trién bén ving
hé thong TTNT cling nhu bao vé quyén va lgi
ich cua cac t6 chitc, ca nhan trong xa hoi. Hién
co nhiéu d6i twong st dung hé thong TTNT dé
thiec hién cdc hanh vi vi pham phap luat, gay
mat on dinh vé trat twe xa hoi, anh hudng dén
an ninh qudc gia cling nhw gay hoang mang,
lo léng cho cac t6 chtrc, ca nhan trong xa hoi.
Co thé ké dén nhu nhiing vu viéc cac doi
twong sit dung cong nghé Deepfake dé€ tao ra
cac doan video vdi hinh anh, khudén mat nhan
vat giong hét nhu hinh anh ctia nguoi dung
mudn gia mao dé€ thuc hién hanh vi ltra dao
tai chinh va gay ra nhing thiét hai vé vat chat
va tinh than cho cac nan nhan trong pham vi
ca nuoc®?. Bén canh do, cac chuyén gia an
ninh mang tai Check Point Research da phat
hién tin tdc dang sit dung chatbot ChatGPT
dé viét phan mém doc hai va cai thién hoat
dong tdn cong, tir d6 cang dan dén nguy co
cac td chire, ca nhan trong xa hoi bi Itra dao,
bi tdn cong mang ngay cang cao hon*. Theo
Kaspersky thi hé thong TTNT c6 thé bi toi
pham mang st dung trong ting giai doan
cua mdt cudc tdn cong tinh vi hay con duoc
goila APT (Advanced Persistent Threat). APT
st dung cac k¥ thuat hack lién tuc, bi mat va
tinh vi dé€ gianh dwoc quyén truy cap vao hé
thong va ton tai trong dé mot thoi gian dai
v6i nhitng hau qua rat nghiém trong de doa
dén an ninh qudc gia, trat tu xa hoi cing nhw
quyén va loi ich hgp phap cua cac td chire, ca
nhan trong xa hoi®.

O Viét Nam hién nay, quy dinh truc tiép
nham kiém soat rai ro phat sinh trong qua

% Hung Quan, Tldd.

¥ Thai Son, Tldd.

2 Tiéu Minh, Tldd.

¥ Dao Cong (2023), Toi pham mang da siv dung Al cho cic cudc
tin cong APT, https://dientuungdung.vn/toi-pham-mang-da-su-
dung-ai-cho-cac-cuoc-tan-cong-apt, truy cap ngay 02/4/2023.

Khoa hoc Kiém sat 37



THUC TRANG PHAP LUAT VEHE THONG TRi TUENHAN TAO...

trinh nghién ctu, phat trién, cung cap, trién
khai va st dung hé théng TTNT méi chi
dwoc ghi nhan trong Luat TTNT nam 2025.
Tuy nhién, cdc quy dinh trong Luat van con
ton tai mot s6 han ché so voi phép luat cua
EU lam giam hiéu qua hoat dong kiém soat
rai ro & Viét Nam. Vdi tinh chat 1a mot van
ban diéu chinh chung vé TTNT nén Luat
TTNT mdéi quy dinh chung vé phan loai rui
ro ma khong liét ké cu thé cac linh vuc phai
dang ky va kiém soat nghiém ngét (ha tang
trong yéu, gido duc, viéc lam, dich vu cong,
thuwc thi phép luat, bién gidi...) gidng nhu
phap luat EU*. Bén canh d6, Luat TTNT nam
2025 ciing khong quy dinh cu thé vé cac thu
tuc trong viéc phan loai rui ro, trdch nhiém
trong ki€ém soat rui ro giéng nhu phap luat
EU dét ra d6i voi cac nha cung cap. Boi theo
phap luat EU nha cung cdp c6 rui ro cao phai
c6 Hé thong quan ly chét luwgng (Quality
Management System - QMS), ho so ky thuat,
danh gia hop chuan, gidm sat trong toan
vong doi hé thong, bao cdo sy ¢d va cap nhat,
va cac to chire danh gia doc 1ap c6 thé thuc
hién kiém tra®. Ngoai ra, Luat TTNT nam
2025 khong xac dinh cu thé mirc phat d6i voi
cac hanh vi vi pham nhu quy dinh caa EU
ma chi quy dinh mang tinh nguyén tac vé xt
ly hanh vi vi pham (Diéu 29) va cho Chinh
phu quy dinh. Cu thé, Dao luat TTNT nam
2024 cua EU da xac dinh ro cac hanh vi vi
pham (Diéu 5) va dwa ra miérc phat d6i voi
cac hanh vi vi pham mang tinh ran de kha
cao (tx 7.500.000 EUR hodc 1% tong doanh
thu toan cau nam trude dén 35.000.000 EUR
hodc 7% tong doanh thu trén pham vi toan
thé gidi trong nam tai chinh trudc).® Thuc
trang khong quy dinh muic phat cu thé cta
Viét Nam lam giam hiéu luc ran de ctia phap
luat, do doanh nghiép va chu thé cong nghé
sé kho khan trong danh gia chi phi tuan thu,
nén phat sinh nguy co tang hanh vi vi pham
vi chi phi vi pham thap hoac khong ro rang,
hodc khong lua chon thi treong Viét Nam.
Thuee trang hién nay dat ra thach thitc 1on
cho co quan nha nudc c6 tham quyén ¢ Viét
Nam trong viéc gidm sat va kiém tra hé thong
TTNT xuyén su6t ca qua trinh tir nghién ctru,

3% Piéu 6 Dao luat TTNT ndm 2024 ctia EU.

3 Piéu 11, Diéu 16, Diéu 17, Diéu 43 Dao luat TTNT ndm
2024 cua EU.

2 Piéu 71 Dao luat TTNT ndm 2024 ctia EU.
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phat trién, trién khai cho dén khi san pham
duoc dua vao st dung rong rai. Pac biét, néu
Chinh phu khong kip thoi ban hanh Nghi
dinh hudng dan thi hanh Luat TTNT thi cac
t0 chtrc va ca nhan thuc hién phép luat sé gap
kho khan trong viéc tuan thu cac quy dinh.
Thém vao do, viéc van ban luat chua ghi nhan
day du cac yéu t6 quan trong trong quan ly
hé thong Al bao gom cac quy dinh cu thé vé
trach nhiém cta cac chu thé thiét k&, cung cap
hé thong va cac hanh vi vi pham, mttc phat,
c6 thé dan dén nguy co “lobby chinh sach” ti
cac nhom loi ich trong Nganh. Diéu nay tao
ra khoang trong phap ly, lam giam tinh cong
khai, minh bach trong qud trinh quan ly va
kiém soat TTNT. Ttr d6, hiéu qua kiém soat
rui ro trong nghién cttu, phat trién, cung cap,
trién khai va st dung hé thong TTNT bi suy
giam, gay ra nguy co de doa quyén loi cta to
chirc, ca nhan va anh huwong tiéu cuc dén su
phat trién bén viitng cua dat nudc.

3. Mot s6 khuyén nghi cho Viét Nam
trong xdy dung phap luit vé hé thong tri tué
nhan tao

Thir nhat, thanh ldp co quan chuyén trich co
nhi¢m vy kiém sodt cdc rii ro phdt sinh trong qud
trinh thiét ké; cung 1tng va sw dung h¢ thong TTNT

Nhu da trinh bay, hién nhiém vu quan ly
hé thong TTNT thudc vé rat nhiéu co quan ¢
thdm quyén chung nhung chua c¢6 co quan
chuyén trach, trong khi Uy ban Qudc gia vé
TTNT van dang & budc dé xuat thanh lap.
biéu nay khong chi han ché hoat dong phat
trién hé thdng TTNT nham phuc vu doi sdng
ma con gia tang nhitng rui ro phat sinh trong
qua trinh thiét k&, cung ting va st dung hé
thong TTNT do hiéu qua cta hoat ddng kiém
soat rtii ro khong cao. O Hoa Ky - mot trong
cac quoc gia phat trién hé thong TTNT bac
nhat trén thé gidi da thanh lap co quan riéng
nham phat trién va bao dam an toan ctia hé
thong TTNT. Tk ngay 01/11/2023, B6 Thuong
mai My da thong bao vé viéc thanh 1ap Vién
An toan TTNT My (USAISI) v6i nhiém vu
chinh la danh gia mc d6 an toan ctia cac mo
hinh TTNT; phat trién cac tiéu chuan lién quan
dé nhan biét va xac thue ndi dung do hé thong
TTNT tao ra; cung cap nén tang thir nghiém
cho cac nha nghién cttu kham pha va tham do
rui ro ctia cac md hinh TTNT?. Do d6, trén co

* H.Ha (2023), My thanh lap Vién An toan TTNT, https://
dangcongsan.vn/the-gioi/tin-tuc/my-thanh-lap-vien-an-
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s0 nhan thitc rd nhitng thanh tyu cling nhwe
nhitng nguy co rui ro cao ma hé thong TTNT
6 thé tac dong dén xa hoi, Viét Nam ciing can
xem xét thanh lap ny ban Qudc gia vé TTNT,
dé quan ly va tao dong luc cho viéc ting dung
TTNT vao cac linh vuc ctia doi song.

Thit hai, Vi¢t Nam cin khic phuc han ché

trong quy dinh vé kiém sodt rii ro ctia qud trinh
nghién ciru, phat trién, cung cip, trién khai va sir
dung hé thong TTNT hi¢n hanh

Dé khac phuc han ché trong quy dinh vé
kiém soat rui ro cuia qua trinh nghién ctru, phat
trién, cung cap, trién khai va stt dung hé thong
TTNT hién hanh, Viét Nam c6 thé hoc tap cac
quy dinh trong Dao luat TTNT ctia EU nam
2024. Theo d6, Viét Nam nén xem xét dé sém
ban hanh Nghi dinh huéng dan Luat TINT.
Trong d6, Nghi dinh can b6 sung quy dinh
vé cac ndi dung sau: (1) Danh muc cu thé cac
linh viee va loai hé thong TTNT thudc nhom
“rui ro cao” (nhu ha tang trong yéu, y t€, gido
dug, tai chinh, an ninh mang) cing vdi tiéu chi
dinh luong rd rang va tha tuc phan loai bt
budc ngay tir giai doan thiét ké thir nghiém;
(2) Trach nhiém ctia nha phat trién, nha cung
cap hé thong TTNT rai ro cao trong: Thiét 1ap
hé théng quan ly chat luong (QMS); soan thao
ho so ky thuat day du; thye hién danh gia phu
hop (conformity assessment) hodc kiém dinh
ddc 1ap; gan dau chitng nhan hop chuan néu
can; va chiu trach nhiém vé giam sat vong doi
hé thdng, cap nhat va bao cao su ¢6; (3) Co
ché€ giam sat sau khi hé thong TTNT di vao sw
dung gom: Luu trit nhat ky van hanh, bao cao
dinh ky, quyén yéu cau danh gia lai, thu hoi
hodac tam dimng néu cé bién dong 16n; thiét 1ap
quy dinh xtt phat va trach nhiém ro6 rang khi
xay ra su 0 tir thong bdo téi nan nhan, téi phoi
hop diéu tra, khic phuc hau qua.

Ngoai ra, co quan nha nudc c6 thdm
quyén nén xem xét d€ ban hanh véan ban
dwéi luat quy dinh vé cac hanh vi vi pham va
cac ché tai twong trng véi miec d§ cua hanh vi
vi pham lién quan dén TTNT. Cac ch€ tai c6
thé ké dén nhu phat hanh chinh, thu hoi gidy
phép hoac phat theo doanh thu hodc gidng
nhu cach quy dinh ctia phap luat EU thay vi
viéc dua ra cac muc phat tién cu thé thuong
thay trong cac van ban xt ly vi pham hanh
chinh hién nay. Tt d6, giup tang tinh tuan

toan-tri-tue-nhan-tao-650994.html, truy cap ngay 05/5/2024.
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thu, giam viéc lgi dung khoang trong phap
ly va nang cao uy tin cua Viét Nam trong
quan ly TTNT cdng bang, an toan.

Co thé thdy, mac du Viét Nam da ban
hanh Luat TTNT nam 2025, Viét Nam chuwa
c6 co quan quan ly chuyén trach véi TTNT,
dong thoi, Luat TTNT hién con nhiéu quy
dinh chua cu thé. Do d¢, trong thoi gian toi,
Viét Nam can sém khic phuc nhitng han ché
dé bao vé quyén va loi ich hgp phép cta cac
t0 chuitc, ca nhan trong xa hoi, thuc day viéc
phat trién, ting dung hé thong TTNT phuc vu
doi sdng./.
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