TOI PHAM DUR HOAC SU DUNG TRAI PHEP THONG TIN
MANG MAY TINH, MANG VIEN THONG - NHUNG KHO KHAN, VUGNG
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Trén co s6 nghién ctiu 1y ludn va thyc tién, bai viét lam r6 nhitg khé khin, vuéng mdc trong
phdt hién, diéu tra, xit Iy va dua ra gidi phdp khdc phuc nhdm ndng cao hi¢u qud phong, chong toi
pham dua hodc si dung trdi phép thong tin mang mady tinh (MMT), mang vien thong (MVT).
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Based on theoretical research and practical experience, the article analyses the obstacles in
the detection and investigation processes of the crime of illegal upload or use of information
on computer networks or telecommunications networks, then proposes solutions to improve
the effectiveness in preventing that kind of crime.
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cong nghé cao, noi lén la hanh vi dua

hodc stt dung trai phép thong tin mang
may tinh, mang vien thong dwoc quy dinh tai
Diéu 288 BO luat hinh sy nam 2015, stta doi,
b6 sung nam 2017 (BLHS nam 2015) Pay la
nhung hanh vi dua lén mang may tinh, mang
vién thong nhitng thong tin trai voi quy dinh
cuia phap luat, mua ban, trao d6i, tang cho, stra
chita, thay d6i hodc cong khai hda théng tin
riéng hop phap ctia co quan, t6 chikc, ca nhan
trén mang mdy tinh, mang vién thong ma
khong dwgc phép cta chu sd hitu thong tin do
hodc cac hanh vi st dung trai phép thong tin
trén mang may tinh, mang vién thong.

Trong s0 nhitng hanh vi pham t6i st dung

Theo bao cdo tong két nam 2020 cua Cuc
An ninh mang va phong, chdng toi pham st
dung cong nghé cao, BO Cong an cho thdy,
riéng trong nam 2020, trén thé gidi (trong do6
c6 Viet Nam) ghi nhan thong tin cta 235 trieu
tai khoan Instagram, TikTok, YouTube; 6000
nhan vién cta Boeing; 150 triéu nguoi dan
My, 26.000 dit liéu khach hang cia Honda bi
1o ri trén mang; 267 triéu tai khoan Facebook
bi danh cap. Nhitng thong tin cd nhan bi cac
doi tuong dang tai trai phep lén mang Internet
nham thu loi bat chinh va nhiéu muc dich
pham t0i khac.

Mot s6 khé khan, vuedng mac trong qua
trinh phat hién, diéu tra, xt ly loai toi pham
nay la:

Thit nhat, khé khin, vwéng mic trong dp dung
cdc quy dinh cia BLHS nam 2015 d6i voi t6i dwa
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hodc sir dung trdi phép thong tin mang mady tinh,
mang vién thong

Hién nay chua c6 huéng dan cu thé veé
“thong tin trai voi quy dinh ctia phap luat” tai
diém a, khoan 1, Diéu 288 BLHS nam 2015. Qua
nghién ctru cho thay, mdi vin ban phép luat lai
ti€p can ndi dung nay dudi nhiing khia canh
va pham vi khac nhau, c6 thé ké dén nhu: Diéu
21 Hién phap nam 2013 quy dinh “Moi nguoi
c6 quyén bat kha xam pham vé doi sdng riéng
tw, bi mat ca nhan va bi mat gia dinh; c6 quyén
bao vé danh dw, uy tin cia minh”. Bo luat dan
sw nam 2015 c6 Biéu 32 quy dinh vé: “Quyén
ca nhan d6i voi hinh anh” va Diéu 38 quy dinh:
“Quyén vé doi song riéng tw, bi mat ca nhan, bi
mat gia dinh”. Luat An ninh mang, tai cac diéu
8,16,17va18quy dinh vé cachanh vixam pham
An ninh quéc gia, trat tw an toan xa hoi trén
khong gian mang. Nghi dinh 72/2013/ND-CP
ngay 15/7/2013 vé quan ly, cung cap, st dung
dich vu Internet va thong tin trén mang (stta
doi, b6 sung mot sd diéu boi Nghi dinh s6
27/2018/ND-CP ngay 01/3/2018) tai khoan 1
biéu 5 cling duwa ra cac hanh vi bi cdm trén
mang Internet. Diéu 102 Nghi dinh s6 15/2020/
ND-CP ngay 03/02/2020 quy dinh x phat vi
pham hanh chinh trong linh vuc buru chinh,
vién thong, cong nghé thong tin va tan s6 vo
tuyén dién quy dinh vé x phat: “Vi pham quy

* Thac si, Khoa Todn - Tin hoc vad LTng dung khoa
hoc cong nghé trong phong chong téi pham, Hoc vién
Canh sdat nhdn dian
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dinh vé luu trt, cho thué, truyén dua, cung
cap, truy nhap, thu thap, xtt ly, trao ddi va sw
dung thong tin”.

Nhu vay, do c6 nhiéu van ban phép luat
quy dinh khac nhau vé cac hanh vi bi cdm trén
khong gian mang nén chua c6 sy thong nhat
trong cong tac dau tranh phong, chong toi
pham dua hodc st dung trai phép thong tin
mang may tinh, mang vién thong biéu nay
gdy nhiéu kho khan trong qua trinh phat hién,
diéu tra vé hanh vi pham tdi nay.

DPong thoi, vé van dé xac dinh hau qua phi
vat chat, theo quy dinh tai Diéu 288 BLHS ndm
2015, hau qua cuta toi pham dua hoac st dung
trdi phép thong tin mang may tinh, mang vién
thong la mot tinh tiét dinh t6i va dinh khung.
biéu néy c6 nghia la hanh vi pham tdi dua
hoac st dung trai phép thong tin mang may
tinh, mang vién thong phai gay hau qua nhat
dinh thi méi cdu thanh t6i pham. Hau qua cua
hanh vi pham t6i nay duoc xem xét trén hai
khia canh la hau qua vat chét va hau qua phi
vat chat. Hau qua vat chat dugc xac dinh dya
trén sO tién “thu loi bat chinh” hodc so tién
“gay thiét hai” do doi twong thuc hién hanh
vi pham tdi gay ra. Theo d6, d€ cau thanh toi
pham nay, s6 tién thu loi bat chinh cta d6i
twong pham toi phai ttr 50.000.000 dong va s6
tién gay thiét hai phai ttr 100.000.000 dong tro
lén. Mot s6 hau qua phi vat chét nhu: “gdy dw
luan xau lam giam uy tin ctia co quan, to chtc,
ca nhan”, “xam pham bi mat ca nhan dan dén
ngu’ou bi xam pham tw sat”, “gay anh huong
xau dén an ninh, trat ty, an toan xa hdi hodc
quan hé doi ngoai ctia Viét Nam”, “dan dén
biéu tinh”. Tuy nhién, ban than diéu luat va van
ban hwéng dan thi hanh quy dinh con chung
chung vé hau qua va cac mac d¢ dé danh gia
tinh nghiém trong ctia cac hau qua phi vat chat
nay. Diéu nay gay kho khan trong qua trinh
xac dinh hanh vi pham t¢i va ap dung cac tinh
tiét dinh khung véi t6i pham nay.

Thit hai, khé khin, vieéng mdic trong thu thdp
thong tin, tai lidu ton tai dwedi dang div lieu dién tir
dé'ddu tranh, xir Iy voi doi tuwong

Vi tinh chat ctia mot loai toi pham str dung
cong nghé cao, nhitng thong tin tai liéu phan
anh vé hanh vi pham t6i duwa hodc st dung
trai phép thong tin mang mdy tinh, mang vién
thong cling ton tai duwdi dang dit liéu dién tu
va rat de bi xod bo, thay doi, lam &n, ma hoa.
Véi chu y pham t6i, bang kha nang ky thuat
va sy ho tro ctia cdc phan mém duoc cung cap
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rdt phd bién trén cac trang mang, cac d6i tuong
khong kho khan d€ thay doi ngay tir dau cac
d@ liéu dién ti lién quan dén qua trinh pham
t0i nhuw thay d6i dia chi IP (fake IP), gia dia chi
thu dién tk (fake email) Dai twong Cung co
thé dé dang tiéu huy cac thiét bi luu trz, gay ra
nhitng hong hoc vé mat vat ly khién cho viéc
phuc héi dir liéu v cung kho khan, hodc néu
c6 phuc hoi thi cling can nhitng phuwong tién
chuyén dung cao cap va ton nhiéu thoi gian.

Thit ba, kho khan trong xdic dinh nguoi ding tai
thong tin trdi voi quy dinh ctia phdp ludt va hinh
thire xi¢ Iy doi v6i nQueoi chia sé nhitng thong tin
vi pham

Mot thuc t& dang dién ra trén khong gian
mang 1a c6 nhiéu thong tin trai v6i quy dinh
cta phédp luat, thong tin sai sy that nhu’ng lai
duoc chia sé rat nhiéu. Viéc chia sé tin ctia moi
nguoi co thé xuat phat ti nhung ly do khac
nhau, co ngu’(‘)i vi muc dich cau “view”, cau
“like”, c6 ngtrcn vi v0 tinh khong biét 1a thong
tin sai, tin gia hoéc cho rang d6 1a thong tin hitu
ich... Viéc nhitng thong tin duoc lan truyén rat
nhanh chong trén mang Internet va dwgc nhiéu
nguoi chia sé lai da gay kho khan trong viéc
truy nguyén nguon goc thong tin do. Tuy vay,
hé thong phap luat hién hanh cung nhu thue
tién phat hién, diéu tra, xt ly d6i voi toi pharn
nay cting chwa dét ra trach nhiém xu ly d6i voi
nhitng nguoi chia sé thong tin, trong khi day
mdi chinh la nhitng nguoi khién nhitng thong
tin trai quy dinh cua phap luat, thong tin sai sw
that bi lan truyén mot cach nhanh chéng va dé
lai nhiéu hau qua khi c6 nhiéu nguoi ti€p can
voi nhitng thong tin nay.

Thir tw, kho khan trong phdi hop voi cdc nha
cung cap dich vu dé nghi cung cip thong tin phuc
vu cong tic diéu tra, xur Iy

Khoan 4 Diéu 5 Bo luat t6 tung hinh su
(BLTTHS) nam 2015 quy dinh vé trach nhiém
cua co quan nha nudc, t6 chirc va ca nhan
trong ddu tranh phong, chdng tdi pham néu
rd: “Co quan nha nudg, t6 chirc va ca nhan cd
trach nhiém thuc hién yéu cau va tao diéu kién
dé co quan, nguoi co6 thdm quyén tién hanh t6
tung thiyec hién nhiém vuy”. biéu 168 BLTTHS
nam 2015 c6 quy dinh yéu cau cac co quan, to
chttc, cd nhan c¢6 trach nhiém thuc hién cac yéu
cau cta Co quan diéu tra, co quan dugc giao
nhiém vu tién hanh mot sd hoat dong diéu
tra, Vién kiém sat trong giai doan diéu tra vu
an hinh sy; treong hop khong chap hanh ma
khong vi ly do bat kha khang hodc khong do
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tro ngai khach quan thi bi xtr ly theo quy dinh
cta phap luat.

Tuy nhién, Diéu 382, 383 BLHS nam 2015
moi chi dirng lai ¢ viéc xtt 1y d6i véi hanh vi tie
ch6i cung cap tai liéu, cung cdp tai liéu sai sw
that ctia nguoi lam ching, ngwoi gidm dinh,
nguroi dinh gia tai san, nguoi phién dich, ngwoi
dich thuéat, nguoi bao chita; con cac ca nhan,
t0 chirc, co quan khac thi chwa c6 ché tai xi ly
trong truong hop khong cung cap hoac cung
cap tai liéu sai su that. Chinh vi vay, trong thoi
glan qua, viéc cung cap thong tin vé dir liéu
khach hang cta cac nha cung cap dich vu nhu
nha mang vién thong, ngan hang, nha cung
cap dich vu trén mang Internet, mang xa hoi
(Facebook, Zalo...) cho co quan chttc nang con
cham va con nhiéu truong hop tir chéi cung
cap thong tin ma khong c6 ly do hop ly.

Thir nam, kho khan trong viéc g6 bo nhirng
thong tin vi pham trén khong gian mang doi véi
cdc nha cung cip thong tin cong cong qua bién gioi

Hién nay, quy dinh vé viéc g bo thong tin
vi pham trén khong gian mang cht yéu duwoc
can ct vao quy dinh tai Luat An ninh mang
nam 2018, Nghi dinh s6 15/2020/ND-CP ngay
03/02/2020 cua Chinh phu quy dinh vé xtt phat
vi pham hanh chinh trong linh vic buru chinh,
vién thong, tan sd vO tuyén dién, cong nghé
thong tin va giao dich dién t* va Thong tu
sO 38/2016/TT-BTTTT ngay 26/12/2016 cua Bo
Thong tin va Truyén thong quy dinh chi tiét
vé viéc cung cap thong tin cong cong qua bién
gidi. Theo d6, vdi cac nha cung cap dich vu
nudcngoai 0 Viét Nam pho bién nhu Facebook,
Google, cong tac phoi hop cua co quan chie
nang Viét Nam trong kiém soat va go bo cac
thong tin vi pham van con rat han ché. Mot
phan nguyén nhan la vi chinh sach phap luat
chwa dua ra nhu’ng ché tai xtr ly cting ran voi
nhitng nha cung cdp dich vu nay khi ho ttr choi
nghia vu kiém soat va ngan chan, go bo nhitng
thong tin vi pham.

Bén canh d¢6, can c¢ diém b khoan 2 Diéu
26 Luat An ninh mang nam 2018 va khoan 1
biéu 5 Thong tu sd 38/2016/TT-BTTTT ngay
26/12/2016 ctia BO Thong tin va Truyén thong
thi trong vong 24 gio, cac nha cung cip dich
vu nudc ngoai phai gd bo nhitng thong tin vi
pham theo dé nghi ttr luc luong chuyén trach
bao vé an ninh mang ctia Bo Cong an hoac
co quan ¢ tham quyeén ctia Bo Thong tin va
Truyén thong. C6 thé thay, ké ca trong truong
hop nhitng nha cung cdp dich vu nay dong y
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g0 bo thong tin vi pham thi trong khoang thoi
gian d6, nhiing thong tin da dugc nhiéu nguoi
khac chia sé lai va lan truyén nhanh chéong trén
mang Internet.

Ngoai ra, mdc dut hop tac trong go bd thong
tin vi pham nhung nhiéu nha cung cap dich
vu nudc ngoai van cho phép cac chu kénh vi
pham nay dang tai lai cac clip da go. Biéu nay
ly giai nhiéu video vi pham da duoc go sau d6
lai tiép tuc xuat hién tro lai, tham chi con cho
phép chu cac kénh nay tiép tuc st dung tinh
nang “goi y noi dung” dé quang ba, phat tan
noi dung thong tin vi pham.

Dé khéc phuc nhiing khé khan, Vuong mac
trong phat hién, diéu tra, xt ly nham nang cao
hiéu qua phong, chong loai tdi pham nay, tac
gia dé xuat mot s giai phap sau:

Mot la, kién nghi, tham mueu hoan thién chinh
sdach phap ludt

Can tham muu cho B Céng an, cac co quan
c6 tham quyen nghién cttu xay dung va ban
hanh mot van ban huéng dan ap dung cac quy
dinh ctia BLHS nam 2015 vé mot s6 toi pham
trong linh vire Céng nghé thong tin, mang vién
thong, trong do6 c6 tdi pham duwa hodc st dung
trai phép thong tin mang may tinh, mang vién
thong Theo d6, ndi dung huéng dan can glal
quyét mot sd van dé cu thé lién quan dén cong
tac ddu tranh phong, chong toi pham st dung
cong nghé cao ndi chung va tdi pham dwa hodc
st dung trai phép thong tin mang may tinh,
mang vién thong ndi riéng nhu sau:

+Can thong nhat viéc dinh nghia, giai thich
vé “thong tin trai voi quy dinh cta phap luat”
va cu thé€ cac hanh vi pham t0i ctia toi pham
dwa hoac st dung trai phép thong tin mang
may tinh, mang vién thong lam co d& dé¢ nhan
dién va dau tranh véi loai toi pham nay.

+Dai véi van dé xac dinh hau qua phi vat
chat, ban than diéu luat va van ban hu’ong dan
thi hanh quy dinh con chung chung vé hau qua
va cac muc do dé danh gid tinh nghiém trong
cua cac hau qua phi vat chat nay Khi xem
xét hau qua phi vat chét, c6 thé can nhac dén
nhitng van dé sau: Tan suat (s6 lan), khoang
thoi gian nguoi pham t0i thuc hién viéc g,
phét tan, cung cdp ndi dung vi pham; Nhiing
anh htrfmg t6i tinh than va hanh vi ctia nan
nhan la ca nhan do hanh vi pham tdi gay ra
nhu lo s, sang chdn, bé tic tam ly, tw t, tw
gay thuong tich... Can cht y dén dac diém tam
ly, hoan canh ctia nan nhan dé danh gid mdc
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do tac dong anh hudng cho phu hop; Uy tin
cua td chitc, doanh nghiép bi anh hudng boi
hanh vi t6i pham; Thai d6 nan nhan d6i voi
nhiing thong tin c6 lién quan dén minh dwoc
nguoi pham tdi giri dén hodc phat tan trén
mang; SO nguoi két ndi, nguoi viét binh luan,
dwa ra nhitng danh gia va phat tan lai cac noi
dung vi pham; Nhitng anh huong cta su viéc
dén du luan xa hoi, cong dong mang...

+Can hudng dan cu thé vé nguyén tac, cach
thitc va quy trinh thu thap, phan tich, bao quan
d@ liéu dién tr ¢6 lién quan dén hanh vi pham
toi duwra hodc st dung trai phép thong tin mang
mady tinh, mang vién thong. Boi 1€, cac quy
dinh lién quan dén dit liéu dién t& tai cac diéu
87,99 va 107 BLTTHS nam 2015 mdi chi mang
tinh chat khai quat nén thuyc t€ qua trinh thu
thap, phan tich, bao quan di lieu dién tir con
chua thdng nhét va dé xay ra sai sot.

+ Xac dinh r6 trach nhiém, nghia vu, thoi
gian cung cap thong tin ctia cdc nha cung cap
dich vu trén mang Internet khi ¢ yéu cau dé
nghi tit co quan chitc nang, ddm bao qua trinh
diéu tra, xtt ly hanh vi pham t6i kip thoi, dung
luat.

Hai la, tang cwong cong tic tuyén tuyén, gido
duc phdap ludt va nang cao nhdn thirc cua nhitng
nguoi tham gia vao moi trieong mang Internet

Cong tac tuyén truyén, pho bién gido duc
phap luat c6 vai tro rat quan trong, can thuec
hién thwong xuyén, lién tuc nham gitp nguoi
dan nhan thittc 0 tinh hai mat cua Internet
va mang xa hoi; nhan dién cac tht doan, noi
dung thoéng tin vi pham, tinh chat nguy hai
ctia no doi vdi cd nhan va xa hoi, tranh tinh
trang vo tinh tiép tay cho cac hoat dong chdng
phé va cac hanh vi tiéu cuc, phan cam, thiéu
van hoa trén khong gian mang. Dong thoi, can
tdng ceong sur gidm sat, phat hién thong tin sai
pham tir cong dong; cac thong tin sai trai trén
mang Internet can dugc phan bién, phan bac
cong khai, kip thoi.

Bén canh d6, cong tac tuyén truyén can tap
trung vao mot s6 doi twong cu thé, nhu nhitng
nguoi so hitu tai khoan c6 tam anh huédng rong
rai trén mang Internet, mang xa hoi dé gop
phéan dinh huéng thong tin ding dan va diéu
chinh hanh vi stt dung mang Internet, mang xa
hoi ctia ngweoi khac cho pht hop.

Ba la, tang cwong moi quan hé phoi hop voi cdc
nha cung cdp dich vu trén mang Internet, mang
vién thong
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Trong cong tac ddu tranh phong, chéng toi
pham dwa hodc st dung trai phép thong tin
mang may tinh, mang vién thong, lwec luong
An ninh mang va phong, chéng ti pham st
dung cong nghé cao can tang cuong quan hé
phoi hop voi cac nha cung cap dich vu trén
mang Internet, mang vién thong. M6i quan hé
nay c6 thé duoc thuc hién thong qua cac Quy
ché phdi hop, Bién ban ghi nhé.

D6i véi cac nha cung cap dich vu nudc
ngoai, phai c6 sy tuan tht phap luat Viét Nam,
dac biét la nhitng quy dinh trong Luat An
ninh mang nhu thwe hién cac dé nghi ctua luc
lwong chuyén trach bao vé an ninh mang cua
B6 Cong an hodc co quan c¢6 tham quyén cua
B0 Thong tin va Truyén thong, phai lvu triv di
liéu nguroi dung tai Viét Nam trong thoi gian
theo quy dinh, phai ddt chi nhanh hodc van
phong dai dién tai Viét Nam... Diéu nay nham
tao ra mot co ché€ va hanh lang phép ly dé nha
nudc co thé quan ly nhitng hoat ddng ctia cac
nha cung cap dich vu nudc ngoai tai Viét Nam,
tao st binh déng gitta cac nha cung cap trong
va ngoai nudc.

Bon la, vé khoang thoi gian g0 bo thong tin vi
pham trén mang may tinh, mang vién thong

Hién nay, khoang thoi gian duoc quy dinh
d€ cac nha cung cap dich vu trén mang mdy
tinh, mang vién thong g& bd cac thong tin vi
pham duoc quy dinh tai khoan 2 Biéu 26 Luat
An ninh mang va Diéu 5 Thong tw s& 38/2016/
TT-BTTTT ngay 26/12/2016 ctia B6 Thong tin
va Truyén thong. Theo do, trong vong 24 gio
ké ttr thoi diém c6 dé nghi tir co quan chuyén
trach bao vé an ninh mang cta Bo Cong an
hodc co quan c6 tham quyén ctia B§ Thong tin
va Truyén thong, cac doanh nghiép cung cap
dich vu trén mang mdy tinh, mang vién thong
phai g& bo cac thong tin vi pham trén nén tang
dich vu ma minh cung cap. Tuy nhién, véi tdc
do lan truyén nhanh chéng cta cac thong tin
trén mang Internet, trong khoang thoi gian do,
cac thong tin vi pham da duwoc nhiéu nguoi
chia sé hodc sao, chup lai va rat khé dé kiém
soat thong tin.

Vi vay, can nghién ctu rat ngan khoang
thoi gian yéu cau cac nha cung cap dich vu
mang may tinh, mang vién thong g& bo thong
tin vi pham. Viéc yéu cau nay c6 thé duoc thue
hién thong qua mot s6 phuwong thic nhue qua
cac phuong tién dién t&t, qua Email... d€ dam
bao su nhanh chéng, kip thoi./.
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