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Multi-controller-based software-defined networks aid in enhancing
network scalability, network availability and management ability.
However, it still faces significant challenges, such as consistency between
controllers, which can reduce performance and network operability against
multiple attacks. Denial-of-service attacks significantly affect all the
different layers of the network; hence, to address this challenge, we
propose a solution using blockchain technology to ensure the security of
multi-controllers against denial-of-service attacks. The paper utilizes the
mininet tool and ONOS software to simulate multi-controllers for
software-defined networks. Simultaneously, the paper adopts multichain to
establish a private blockchain, which facilitates block creation, sending and
the receiving blocks among controllers. Experimental results show that the
application of a consensus mechanism on the blockchain helps detect
denial-of-service attacks on controllers. From there, it helps network
administrators to take timely actions to ensure the safety of multiple
controllers in the network.
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Mang dinh nghia mém
Da b¢ diéu khién
Blockchain

Tén cong DoS

ONOS

Mang dinh nghia mém dya trén da b diéu khién hd trg nang cao kha
nang mo rong mang, tinh san sang, va kha nang quan ly cua mang. Tuy
nhién, n6 van .g@p phai nhiing van d& nhu tinh nhit quan giita cac bd
didu khién, didu nay co the lam giam hiéu suit va kha ning hoat dong
ctia mang truGc mot 6 tan cong. Tan cong tir chdi dich vu 1a tin cong
c6 anh huong t6i toan b cac 16p khac nhau cua mang; do do, dé giai
quyét vin d& nay, chung t6i dé xuét giai phap sur dung cong nghé
blockchain dé dam bao an toan cho da bo diéu khién tru6ce tan cong tir
chéi dich vu. Bai bao sir dung cong cu mininet va phan mém ONOS dé
md phong da bo diéu khién cho mang dinh nghia mém. Dong thoi, sir
dung multichain dé tao blockchain riéng cho phép tao khdi, gui, nhan
cac khoi gitra cac bo diéu khién. Két qua thuc nghiém chi ra img dung
co ché ddng thuan trong blockchain gitip phat hién duoc tin cong DoS
vao bo diéu khién. Tir d6, gitp ngudi quan tri mang c6 thé dua ra nhitng
xir 1y kip thoi nham dam bao an toan cho da bo didu khién trong mang.
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1. Gigi thigu

Ngay nay, nho su phat trién cua Internet, moi thir déu c6 thé truy cap d& dang, moi lic moi
noi. Cung vadi do, viéc st dung rong rai cac xu hudng cong nghé mai nhu dién toan dam may, d
lieu 16n, va két ndi van vat (IoT) 1am cho viéc van hanh va quan 1y tr¢ 1én kho khan. Do do,
mang dugc dinh nghia mém (SDN) ra doi nhu mot mé hinh mang day htra hen dé giai quyét
nhitng van dé trén. Khac véi mang truyen thong, SDN tach biét mat phang diéu khién va mat
phang dix ligu dé dat duoc kién trac diéu khién tap trung hop ly, cung cap kha néng 1ap trinh dé
dinh cau hinh mang. Véi tu cach 1a ngudi ra quyét dinh, bo dleu khién SDN dong vai tro quan
trong trong SDN. Mac du, cac nghién ctru trude day da chi ra rang mot bo diéu khién duy nhat
dan dén kém hiéu qua trong viéc dam bao tinh sin sang va md rong mang SDN. bé quan ly mang
quy mé 16n, da bo diéu khién duoc dé xuat nham gidm do tré phan hdi ciia cac yéu cau théng qua
can bang tai va tranh tinh trang qua tai bo diéu khién, gop phan cai thién an toan cho mang SDN.
Tuy nhién, n6 cling dat ra nhirng thach thac mai, mot trong nhirng thach thirc quan trong cua da
bo diéu khién 1a tinh nhat quan gitra cac bo diéu khién, boi qua trinh truyén dir lidu cac bo diéu
khién phai dua ra quyét dinh dua trén thong tin mang nhat quan va chat ché [1].

Blockchain gan ddy duoc nhidu nha nghién ctru st dung dé phat hién hodc ngin chin tin cong
tiém 13i, tAn cong xen giita va ca tan cong DoS viao mang SDN [2] — [7]. N6 1a mot s6 cai phan
tan trong do cac giao dich duoc ghi lai bing mot ham bam mat ma. Mot nat chta dit lidu, gia tri
bam hién tai va gia tri bam cua khéi trude d6 trong khdi. Mot nut trong blockchain ¢6 ba nhiém
vu cu thé nhu luu tri lich st giao dich khéi, xac thuc khdi méi va cap nhat khdi cho cac nut khac
dé dam bao tat ca cac nit trén blockchain c6 thong tin méi nhat. Vi viéc tmg dung co ché dong
thuan trong blockchain dé xac thuc khdi duoc tao trude khi khdi duwoc cap nhat vao blockchain
[8]. Lokesh cung cong sy da dé& xuat sir dung blockchain dé dam bao an toan cho mét bo diéu
khién, bai bao tap trung vao ludng diéu khién cua bo diéu khién Opendaylight [2]. Trong [3],
blockchain ciing duoc str dung dé dam bao giao tiép giita cac bo diéu khién SDN va cac thanh
phan mang khac, dong thoi phat hién viée tiém sai dir liéu. Sanyal cing cong su [4], d& xuét kién
tric blockchain phan tan voi 16p swong mu nam giita 16p diéu khién va 16p dit liéu dé phat hién
tan cong tir chdi dich vu (DoS) trong SDN va giam thiéu tac dong cua né. Tuy nhién, phuong
phap nay lam thay ddi dang ké kién trac cua mang SDN va lam cho vi€c van hanh va quan 1y tr¢
nén phurc tap. Fernando va Weit [5], da dé xuat mot co sé ha tang bao gom hai 16p: mot 1op da bd
diéu khién SDN va mét 16p dua trén blockchain. Cac 1énh diéu khién/quan 1y ciia cac bo dicu
khién SDN duoc bam va ghi lai trong hop dong théng minh cua blockchain va giri dén bo didu
khién SDN muc tiéu kiém tra dé& x4c nhan tinh toan ven cua 1énh. Cung y tudng st dung
blockchain nhung céc tac gia trong [6], sir dung thém mot 16p bao mat trung gian giita 16p diéu
khién va 16p dit liéu hoat dong nhu mot proxy cho b diéu khién dé phat hién va loai bé luu
luong bit thudng cua tn cong tir chdi dich vu phan tan. Ciing 13 co ché phat hién tan cong vao
mit phang diéu khién dya vao blockachain nhung Alkhamisi cliing cac cong sur lai tap chung phat
hién tan cong xen giita va tdn cong tiém sai vao mat phang diéu khién voi viéc sir dung bo diéu
khién Ryu [7].

Xuét phat tir thyc té trén, bai bao dé xuat giai phap st dung blockchain dé d¢am béo an toan cho
kién tric da bo diéu khién SDN trude tan cong DoS. Giai phap dé xuat tan dung Kién tric cia cac
tac gia trong [3], nhung thay déi kich ban thuc hién khéng phai thuc hién tiém 13i hoac xen gitra
vao bo diéu khién tir mat phéng dir liéu nhu cac cong trinh trong [3], [7], ma thyc hién tan cong
DosS tryc tiép vao mot bo diéu khién voi giai phap nay nhom tac gia ung dung co ché dong thuan
bang ching bo phiéu [3], [8], gitip phat hién sém tn cong DoS. Tir do, gitp ngudi quan tri mang
¢6 thé dua ra nhirng xi 1y kip thoi dam bao an toan cho mang. Dong thoi, giai phap khic phuc duoc
nhuogc diém cia cc cong trinh trude do khong can phai thay doi cau triic mang SDN lam cho md
hinh mang da bo diéu khién tr& nén d& kiém soat, van hanh va dam bao an toan giira cac b diéu
khién [4] — [6], [9]. Thuc nghiém cua bai bio dwoc md phéng trén mininet [10], v6i viéc sir dung
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bo diéu khién ONOS [11]. Ngoai ra, bai bao ciing tién hanh thuc hién tan céng DoS dé kiém ching
giai phap de XUAt.

Bai viét duoc b cuc theo 4 myc chinh: Sau phan 1 gidi thiéu, phan 2 trinh bay ‘phuong phap
nghién ciru. O phan 3, tic gia tién hanh thyc hién mo phong trén co sé d6 dua ra két qua va thao
luan. Cubi cung 1a két luan va huéng phat trién.

2. Phuwong phap nghién ciu
2.1. Kién triic va cdc méi de doa da bé diéu khién ciza mang SDN

Kién truc da bo didu khién cua mang SDN bao gém: Lép tng dung, 16p diéu khién va 16p dix
liéu. Cac phan sé lién két véi nhau théng qua giao thirc hoac cac API [9]. Hinh 1 m6 ta kién tric
va cac diém muc tiéu de doa da bo diéu khién ciia mang SDN mot cach don gian va day du [3].

Lép sng dung

La cac tng dung duoc trién khai trén mang, két néi toi 16p diéu khién thong qua cac API,
cung Cap kha nang cho phép ung dung 1ap trinh lai mang (diéu chinh cac tham s6 tré, bang thong,
dinh tuyen .) thong qua lop diéu khién lap trinh giup cho hé thong mang hoat dong téi uu theo
mot yéu cau nhét dinh.

Lép diéu khién

La noi tap trung cac bo diéu khién (controller) thuc hién viéc diéu khién va kiém soat luu
lwong tir 16p wng dung va 16p co sé ha ting mang. Cac b diéu khién dugc trién khai theo phuong
thirc phan tan. Hau hét cac bo diéu khién cua SDN hién nay duya trén giao thic Openflow.

Lép di# ligu

Lép dir liéu caa hé théng mang, bao gdm céc thiét bi mang thuc té (vat 1y hay ao hoa) thuc
hién viéc chuyén tiép goi tin theo sy diéu khién cua I6p didu khién. Mot thiét bi mang duoc hoat
dong theo nhiéu mién khac nhau, méi mién chiu su kiém soat cia mot bo diéu khién chinh va
mot sé bo didu khién dy phong.

Lép rng dung

Controller 1 Controller n

Lép diéu khién
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Hinh 1. Kién triic va cac méi de doa da bo diéu khién cua mang SDN

Cac moi de doa trong kién tric da b diéu khién ciia mang SDN

Co thé c6 nhiéu mdi de doa khac nhau trong moéi truong da bo diéu khién SDN nhu: tiém gia
dir liéu, tin cong xen gilta va tan cong DoS [3], [4], [6], [7]. Hinh 1 cho thay vi tri cac mbi de doa
c6 thé xay ra trong Kién trac da bo diéu khién trong SDN. piém 1: Tan cong khai thac giao tiép
gitra 16p tng dung va 16p diéu khién. Piém 2: Tan cong truc tiép vao bo diéu khién ciia mé hinh
da bo diéu khién. Diém 3 va 4: Tn cong duong lién két gilra cac bo dleu khién va giita cac thiét
bi chuyén mach. Diém 5: Tan cong truc tiép vao bo chuyén mach. Diém 6: Tan cong duong két
ndi gitta cac bo chuyén mach.

Céc cudc tin cong du & Vi tri ndo ciing c6 thé gay ra anh hudng téi sy an toan ciia da bo diéu
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khién trong mang SDN. Vi b diéu khién duoc coi 14 bd ndo cua mang SDN dé Chuyén tiép cac
thong tin trong mang SDN [9]. Chinh vi vdy, trong bai bao ndy tap trung vao tim hiéu tan cong
vao 16p diéu khién cua SDN cu thé 1a truc tiép vao bo diéu khién.

2.2. Gidi phdp sir dyng blockchain dé dam bdo an toan cho da by diéu khién trong mang dinh
nghia mém trudcC tdan cong DoS

Tén cong DoS 14 tAn cong c¢6 anh hudong dén toan bo cc 16p mang khac nhau trong SDN. Hau
hét cac tan cong nay chu yéu nhim vao 16p diéu khién. Do d9, an toan cua bo diéu khién déng vai
trod quan trong trong sy thanh cong cua SDN [7]. Trong c4u trac da bo diéu khién SDN, viéc duy
tri ché do xem mang nhat quan gilra cac bd diéu khién dé nang cao d an toan la rt quan trong
[1], [3], [6], [7]. Dé giai quyét van dé nay, kién truc da bo diéu khién dua trén blockchain cho
SDN an toan di dugc dua ra, két qua nghién ctiu cua ho da khang dinh viéc st dung blockchain
da dat dugc sy théng nhat giira cac bo didu khién va c6 thé chdng lai mot s6 tan cong xen giira,
tan cong tiém sai dir liéu va ca tan cong DoS trong da bo diéu khién SDN [2] — [7].

Bai bao nay nhom tac gia trinh bay y tudng dé xuat giai phap dam bao an toan cho da bo diéu
khién trude tan cong DoS. Piém khac cia bai bao so véi [3], 1a viéc sir dung cong nghé
blockchain khéng chi dam bao tinh théng nhat giita cac bo diéu khién va chdng lai tan cong tiém
sai dir liéu vao mat phang diéu khién vai kién trac da bo diéu khién ma con phat hién duoc tin
cong DoS vao bat ky bo diéu khién nao bing viéc tng dung co ché dong thuan trong blockchain.
Dong thoi, bai bao con giup khang dinh vai viéc tich hgp blockchain vao cac bo diéu khién, gitp
cho viéc quan 1y va mo rong mang linh hoat, an toan ma khong 1am thay doi cau tric cia mang
SDN gidng nhu cac cong trinh [4] — [6]. Pac biét, bai bao di khai thac co ché an toan cta bo diéu
khién trude tan cong DoS, chir khéng phai tn cong xen giita va tin cong tiém sai vao mit phing
diéu khién nhu céc tac gia trong [7]. Ngoai ra, cong cu ma bai bao sir dung dé dung da controller
la ONOS, con Alkhamisi cung cong su dang st dung la Ryu.

Lép ivng dung
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Kkhién chinh khién du phong bd didéu khién

Hinh 2. Gidi phdp sir dung blockchain dé dam bdo an todn cho da bé diéu khién truréc tan céng DoS

Trong md hinh da bo didu khién SDN, cac bo diéu khién giao tiép véi nhau thong qua
blockchain mdi mién SDN dwoc quan 1y boi mot bo diéu khién chinh va dugc giam sat boi mot
s6 bo diéu khién dy phong (Hinh 2). Bo diéu khién du phong nhan cac sy kién tuong ty nhu bo
diéu khién chinh nhung khong anh huéng dén mién d6. Bo diéu khién dy phong cé thé diéu
khién mién trong truong hop bd didu khién chinh bi 16i. Do d6, mdi bo diéu khién co thé duy tri
ché do xem cuia toan mang, cac bd diéu khién dong vai tro 14 cac miner trong blockchain.

Co ché dong thugn

Céac bo diéu khién chinh dugc coi 1a nut dang tin cdy. Chung c6 quyén doc va ghi trén
blockchain. Bo diéu khién chinh chiu trach nhiém tao khdi méi. Viéc tao khdi méi duoc kich
hoat bang cach nhan cac sy kién méi giri tir 16p dix liéu. Khi bo diéu khién chinh nhan duoc thong
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tin mai tir cac thiét bi 16p dit liéu trong mién cua nd, né sé tao khdi méi chira day du thong tin va
chia sé khéi méi nay vai cac b didu khién du phong dé xac thuc. Cac bo diéu khién dy phong
khai thac co ché dong thuan bang ching bo phiéu PoV trong blockchain [8], dé xac thuc khoi
dugc tao bang cich so sanh thong tin chua trong khdi voi thong tin ma cac bo diéu khién du
phong nhan duogc tir bo chuyén mach trong mién do, théng qua hoat dong bo phiéu cac miner c6
cung quan diém véi nhau két qua dua ra canh bao dat dugc sy dong thudn, khi d6 khdi méi duoc
cap nhat vao blockchain, dong thoi blockchain chia sé khdi duoc xac thuc t6i cac controller.
Nguoc lai théng qua hoat dong bo phiéu, chi cin mot trong cac miner c6 quan diém khac véi cac
miner con lai két qua dua ra khong dat dugc sy dong thuan khi dé khdi méi khong dugc xac thuc
va phat hién tan cong DoS xay ra (Hinh 3).

Controller 1 Controller 2 Controller m
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Hinh 3. So dé luong xi Iy trong da bé diéu khién mang dinh nghia mém
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Xuit phat tir thyc té trén, bai bao tan dung m6 hinh cua A.Derhab cung cong su [3] dé phat
hién tan cong DoS khong chi vao giao tiép gitta cac bo diéu khién ma con truc tlep vao bo diéu
khién. Véi két qua xac thuc khdi dua ra sau hoat dong bo phiéu khong dat s dong thuan, tic 1a
cac ndi dung thong tin nhan duoc tir cac bo diéu khién 1a khac nhau. Pay ciing chinh 1a miu chét
dé phat hién tin cong DoS vao bat ky bo diéu khién nao. Tl ddy, ngudi quan tri mang s& xem xét
dé dua ra nhitng xu 1y kip thoi dam bao an toan cho da bo diéu khién trong SDN.

3. Két qua va thao luan
3.1. Mé6 phong thuc nghiém
3.1.1. M6 hinh thuc nghiém

Mo hinh thyc nghiém ¢ Hinh 4 duoc thyc hién trén may tinh win 11 (64 bit), core i5, RAM
16G. Dé xay dung mé hinh nhém tac gia st dung cic cong cu sau:

Mininet: Mininet 1a mot cong cu gia 1ap mang, bao gém tap hop cac hosts dau cudi, cac
switches va cac lién két trén mot Linux kernel [10].

ONOS: La phin mém ma ngudn mo danh cho SDN controller st dung giao thirc mé cung Cap
kha nang kiém soat tap trung, c6 kha ning 1ap trinh duoc va theo ddi cac thlet bi mang. Giéng
nhu nhiéu SDN Controllers khac, ONOS hd trg OpenFlow, ciing nhur cung cép cac giai phap
mang khéc sdn sang dé cai dat khi c6 yéu cau [11].
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Multichain: La mot nén tang ma ngudn mo thyc hién mot Blockchain riéng. N6 c6 thé phan
quyen t6i cac nodes va diéu khién nodes nao dugc két ndi, guri, va nhan giao dich va node nao ¢
thé tao Iuong va khéi [12].

Da bo dicu khién SDN dugc tich hop cong nghé Blockchain vao trong qua trinh giao tiép gitra
cac Controller giip dam bao tinh nhit quéan gitra cac Controller trong qua trinh trao d6i théng tin
giita cac bo diéu khién. ‘Ngoai ra, v6i viéc tng dung co ché ddng thuan trong blockchain gitp cac
nha quan tri s& nhan thay nhiing thay do6i bat thuong xay ra trong mang. Trong thuc nghiém nay,
bai bao tién hanh tin cong DoS dé thiy duoc nhimg thay d6i cia mang trude va sau khi thuc hién
tan cong. Tir d6, gitp cac nha quan tri mang co thé dwa ra nhitng xir 1y kip thoi.

Multichain
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Hinh 4. M6 hinh thuc nghiém
3.1.2. Trién khai da bé diéu khién SDN
Trén mdi may ONOS Controller thiét lap cac quy tic theo so do hinh 4, sir dung code Python
va cac thu vién request.auth, interact, savoir, termcolor. Véi kich ban sir dung cac tham s6 theo
Bang 1.
Bang 1. Cdc tham s sir dung trong mé hinh thuc nghiém hinh 4

Mién 1 Mién 2 Mién 3
Controller 1 (Chinh) Controller 1 (Du phong) Controller 1 (Du phong)
IP: 192.168.23.78 IP: 192.168.23.78 IP: 192.168.23.78
Controller 2 (Du phong) Controller 2 (Chinh) Controller 2 (Du phong)
IP: 192.168.23.79 IP: 192.168.23.79 IP: 192.168.23.79
Controller 3 (Du phong) Controller 3 (Du phong) Controller 3 (Chinh)
IP: 192.168.23.80 IP: 192.168.23.80 IP: 192.168.23.80
S1 S2 S3
0f:0000000000000001 0f:0000000000000002 of: 0000000000000003
Host 1 IP: 10.0.0.1 Host 3 IP: 10.0.0.3 Host 5 IP: 10.0.0.5
Host 2 IP: 10.0.0.2 Host 4 IP: 10.0.0.4 Host 6 IP: 10.0.0.6
3.1.3. Trién khai blockchain trong da b¢ diéu khién SDN

PENDING ADD ===> flow still panding

begining flow consensus at : 1.0054771149998487

flows consensus reached at : 0.012405273000240413
flows posted to block chain at : 0.6012192940999739221
change in the flows detected at : 4063.180432687
PENDING ADD ===> flow still panding

begining flow consensus at : 1.60048602829997435

flows consensus reached at : 0.007834369000192964
flows posted to block chain at : 0.007963013999869872
change in the fTlows detected at : 4065.204528563
PENDING ADD ===> flow still panding

begining flow consensus at : 1.005991401999836

flows consensus reached at : 0.009431166000013036

Hinh 5. Két qud khi cdc flow dat dieoc sw dong thugn o trang thai binh thwong
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Cac may ONOS dugc cai phin mém multichain, trén may ONOS chinh s& khoi tao chudi
sdn_chainl va thuc hién cap quyén doc, ghi cho cac node tham gia vao chudi thong qua dia chi
multichain chain_sdn1@192.168.23.78:7343. Két qua khi d6 cac ludng thong tin gui téi cac
controller dat duoc sy d6ng thuan (Hinh 5).

3.1.4. Tan céng DoS vaio hé théng

Tién hanh tin cong DoS véi kich ban mao danh Host vé6i IP:10.0.0.1 vao ONOS c¢6 dia chi
192.168.23.79 (Hinh 6).

View VM Tab:

o | M8 o =B -

[ onos 0 [ MININET

Version Info

Hinh 6. Tdn céng DoS vao ONOS controller ¢o dia chi 192.168.23.79

Khi bi tan cong DoS tir may KaliLinux tir cac quy tac dugc thiét lap, cac controller s€ dya vao
co ché dong thuan trong Blockchain, cac controller du phong thu thap duoc cac luong thong tin
khong hop 1€ s& nhan dugc cac canh bao “flows consensus not reatched” nhu Hinh 7.

TERMINAL
begining flow consensus at : 1.0087600409997322
flows consensus not reatched : 1.494722776999879
change in the flows detected at : 5368.931160508
PENDING ADD ===> flow still panding

begining flow consensus at : 1.0093558210000992
flows consensus not reatched : 1.5040480719999323
change in the flows detected at : 5371.437108705
PENDING ADD ===> flow still panding

begining flow consensus at : 1.0122416159993008
flows consensus not reatched : 1.5647625719998965
change in the flows detected at : 5373.943678462
PENDING ADD ===> flow still panding

begining flow consensus at : 1.0113106279995918

Hinh 7. Théng bdo khéng dat droc sir dong thugn khi tién hanh tdn céng DoS
3.2. Thdo lugn

Sau khi da bg diéu khién dua vao Blockchain hoat dong, ngoai viéc c6 thé phat hién luong
thong tin tiém sai dit liéu vao da bd didu khién [3], né con gitip phat hién tan cong DoS vao bat
ky bo diéu khién nao trong mit phiang diéu khién theo mo hinh hinh 4. C6 thé thiy khi chua c6
tan cong thoi gian xir Iy dong thuan cia thong tin truée khi bi tin cong va sau khi bi tan cong 1a
khac nhau. Khi h¢ théng hoat dong binh thuong thi thoi gian ddng thuan s& nam trong khoang
0,009s-0,012s (Hinh 5). Sau khi tién hanh tdn céng DoS vao ONOS controller dy phong (Hinh
6), nhan thay thoi gian xu 1y sé ting 1én dén 1,494s — 1,547s. Bong thoi, dua ra canh bao khong
dat dugc sy dong thuan (Hinh 7). Viéc dua ra canh bao khong dat duoC su dong thuan gitip cho
cac nha quan tri mang cé thé xem xét va c6 nhitng xu 1y phu hop. Qua két qua mo phong cé thé
khang dinh rang viéc sir dung blockchain khong chi gitip cac bd diéu khién trong mang SDN dat
dugc sy théng nhat trong quan 1y mang, boi bat ky thay déi trong mang SDN céc controller déu
nhan dugc trang thai nhu nhau. Tt d6, giup viéc quan 1y van hanh mang dat dwoc su thong subt
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tranh tinh trang phan cit mang khi co tan cong xay ra. Bong thoi, két qua cia bai bao con gitip
cac nha nghién ctru c6 cai nhin da chieu ve cach thuac tan cong va giai phap phat hi¢n tan cong
DoS truc tiép vao mo hinh da bo diéu khién trong mang SDN.

4. Két luan va huéng phat trién

Trong mang SDN, cong nghé blockchain dwoc st dung dé dam bao an toan cho cac bo diéu
khién khong chi gitip phat hién tin cong tiém sai dit liéu vao mat phang diéu khién ma né con
gitip phét hién dugc tan cong DoS vao bd didu khién. Bang viéc duy tri ché do xem nhat quan
giita cac bo diéu khién nén khi co ludng thong tin khac nao giri t6i mot trong cac bo diéu khién
déu dwoc giri téi cac bo diéu khién con lai. Véi viéc tng dung co ché ddng thuan trong
blockchain gitp cac bd diéu khién co thé phat hién bat ky thay doi nao trong mang da bo diéu
khién SDN. Hon nita, theo hiéu biét cua nhom tac gia thi ddy 1a mot giai phap hiéu qua giup cac
nha quan tri mang c6 thé phat hién tan cong DoS vao kién triic da bo diéu khién trong mang dinh
nghia mém. Dong thoi, gidi phdp nay con giap kién trac mang da bo diéu khién khong phai thay
d6i 5o véi kién trac bo diéu khién ban dau. Huéng nghién ctu tlep theo, nhom tac gia sé tap trung
vao viéc ngin chin tan cong DoS trong kién trac da bo diéu khién SDN.

TAI LIEU THAM KHAO/ REFERENCES

[1] T. Hu, Z. Guo, P. Yi, T. Baker, and J. Lan, “Multi-controller Based Software-Defined Networking: A
Survey,” in IEEE Access, vol. 6, pp. 15980-15996, 2018.

[2] B. Lokesh and N. Rajagopalan, “A Blockchain-based security model for SDNs,” IEEE International
Conference on Electronics, Computing and Communication Technologies (CONECCT), Bangalore,
India, 2020, pp. 1-6.

[3] A. Derhab, M. Guerriumi, M. Belaoued, and O. Chaikhrouhou, “BMC-SDN: Blockchain-Based
Multicontroller Architecture for Secure Sofware-Defined Networks,” Wireless Communications and
Mobile Computing, vol. 2021, pp. 1-12, 2021.

[4] S. Sanyal, M. Barai, and A. Goplani, “A Novel Blockchain based Software Defined Network (SDN)
Architecture to Curb the Impact of DoS/DdoS,” International Journal of Electrical, Electronics and
Computers, vol. 6, no. 5, pp. 12-24, 2021.

[5] P. Fernando and J. Wei, “Blockchain-powered software defined network-enabled networking
infrastructure for cloud management,” in 2020 IEEE 17th Annual Consumer Communications &
Networking Conference (CCNC), Las Vegas, NV, USA, 2020, pp. 1-6.

[6] T. N. Cube, N. Dlodlo, and A. Terzoli, “BSD-Guard: A Collaborative Blockchain-Based Approach for
Detection and Mitigation of SDN-Targeted DDoS Attacks,” Security and Communication Networks,
vol. 2022, pp. 1-16, 2022.

[7] A. Alkhamisi, I. Katib, and S. M. Buhari, “Blockchain-Based Control Plane Attack Detection Mechanisms
for Multi-Controller Software-Defined Network,” Electronics, vol. 13, no. 12, pp. 1-20, 2024.

[8] S. Fahim, S. M. K. Rahman, and S. Mahmood, “Blockchain: A Comparative Study of Consensus
Algorithms PoW, PoS, PoA, PoV,” I. J. Mathematical Sciences and Computing, vol. 9, no. 3, pp. 46-
57, 2023.

[9] W. Braun and M. Menth, “Software-Defined Networking Using OpenFlow: Protocols, Applications and
Architectural Design Choices,” Future Internet, vol. 6, no. 2, pp. 302-336, 2014.

[10]K. K. Sharma and M. Sood, “Mininet as a container-based emulator for software defined networks,”
International Journal of Advanced Research in Computer Science and Software Engineering, vol. 4,
no. 12, pp. 681-685, 2014.

[11]P. Berde, M. Gerola, J. Hart, Y. Higuchi, M. Kobayashi, T. Koide, and G. Parulkar, “ONOS: Towards
an open, distributed SDN OS,” in Proceedings of the Third Workshop on Hot Topics in Software
Defined Networking, Chicago, IL, USA, 2014, pp. 1-6.

[12]A. Ismailisufi, T. Popovic, N. Gligoric, S. Radonjic, and S. Sandi, “A Private Blockchain
Implementation Using Multichain Open Source Platform,” 2020 24th International Conference on
Information Technology (IT), Zabljak, Montenegro, 2020, pp. 1-4.

http://jst.tnu.edu.vn 42 Email: jst@tnu.edu.vn



