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This paper proposes several enhancements to improve the performance
of Skip list authentication in relational query optimization, addressing
the limitations of existing methods such as high computational costs
and poor scalability when applied to large databases. The proposed
approach optimizes the Improved Authenticated Skip List structure by
introducing incremental authentication and employing a novel
Enhanced Improved Authenticated Skip List structure. These
enhancements significantly reduce authentication time for projection-
selection queries while improving overall query processing efficiency.
The experimental results, conducted on real-world datasets,
demonstrated that the proposed method increases authentication speed
by more than five times, compared to earlier methods, particularly for
queries involving a small number of attributes. Even for queries with a
larger number of attributes, the enhanced method continues to deliver
comparable performance while maintaining computational efficiency.
This research not only enhances the efficiency and reliability of Skip
list authentication but also paves the way for new solutions in relational
query optimization within database systems.
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Xac thuce

Cai tién Skip list

Heé théng co so dit liéu

Bai bdo nay dé xuat mét so cai tién nham nang cao hiéu suat cua qua
trinh xac thuc Skip list trong t6i wu héa truy van quan hé, khic phuc
nhitng han ché cua cac phuong phap xac thuc hién tai nhu chi phi tinh
toan cao va kha nang mo rong kém khi ap dung cho céac co s¢ dir liéu
I6n. Phuong phap duoc dé xuat thong qua viéc tdi wu héa céu tric
Improved Authenticated Skip List. Phwong phap mdi gigi thiéu co ché
xac thuyc gia ting va st dung ciu trac Enhanced Improved
Authenticated Skip List mai. Diéu nay gitp giam dang ké thoi gian xac
thuc trong cac truy van lya chon va chiéu, dong thoi cai thién hiéu qua
xir 1y truy van. Két qua thi nghiém trén tap dir liéu thuc té cho thay,
phuong phap duoc dé xuét ting tbc do xac thuc 1én hon 5 1an so véi
phwong phép cii khi sé lwong thude tinh dugc chon thap. Khi sé luong
thudc tinh duoc lya chon Ién hon, phuong phap cai tién van cho hiéu
suit trong dwong. Nghién ctru ndy khong chi cai thién hiéu sut va do
tin cay trong xac thuc SKip list ma con mé ra hudng di maéi cho cac giai
phap ti wu héa truy van quan hé trong cac hé thong co s& dit lidu.
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1. Gioi thigu

Trong ky nguyén dit liéu 16n, cac co s dit liéu quan hé duoc st dung rong rdi dé quan ly
luong 16n thong tin cd cdu tric [1]. Cac ciu trac dir liéu tich hop co ché xac minh tinh xac thuc
va todn ven cua dir liéu dugc goi la cAu tric dir liéu xac thuc (Authenticated Data Structures -
ADS). ADS giam nhu cau sir dung cac thu tuc bén ngoai dé xac thuc bang cach tich hop cac k¥
thudt mét ma, cho phép xac minh hi¢u qua va an toan tinh toan ven cta dir liéu [2], [3].

Ti wu hoa truy van, mot thanh phan quan trong cua hé thong co so dir liéu quan hé, tap trung
vao viéc lya chon ké hoach thuc thi hidu qua nhat dé giam thiéu thoi gian phan héi truy van. Cac
co ché xac thuc, chang han nhu Skip list va cdy Merkle, duogc stir dung dé xac minh tinh toan ven
ctia dif liéu trong qua trinh danh gia truy van [4] — [6].

Céac cAu trac dix lidu xac thue dang dugc nghién ctru tich cuc trén nhiéu khia canh khac nhau,
bao gbém ca thuat todn va cAu trac [7]. Hash chain 13 mot thanh phan quan trong trong céu trac dir
lidu xac thuc, cung cap mét phuong phap don gian nhung hi€u qua dé dam bao tinh toan ven dir
lidu trong céac kich ban tudn tu. Bang cach st dung cac ham bam mat ma, hash chain cho phép
xac minh hiéu qua va phat hién su gia mao trong cac ing dung nhu céu trac dir liéu chi cho phép
thém, ddu thoi gian mat ma va giao thic truyén thong an toan. Mic du hash chain mang lai kha
nang xac minh tinh toan ven hi¢u qud va don gidn trong cac truong hop chi cho phép thém,
nhung chiing van cé nhiing han ché vé bao mat gia tri khdi tao, truy cap ngau nhién, hiéu qua sira
ddi va cac dam bao bao mat mo ong. Hiéu 5 cac thudc tinh va ing dung ctia hash chain c6 thé
dong gop vao viée thiét ké va trién khai cac hé thong an toan va dang tin cay [8].

Cac cau tric dir liéu xac thyc thuong duge sir dung nhat 1a ciy Merkle va cac bién the clia no
[9]. Cay Merkle dugc xay dung vdi céu truc cdy bam trén danh sach dir liéu dugc sap xép. Dit
liéu ndm ¢ cac nut 14, va moi nit bén trong 1a gia tri bam cua cac nut con. Do do, mdi khi mot nat
bi thay di, su thay d6i nay sé& lan truyén 1én nit gbc. Ham bam tai nut gbc dong vai tro 1a mot
biéu dién co dong cua tap di li€u. Tuy nhién, do higu suit kém va chi phi cao trong viéc bam va
tuan ty hoa, cdy Merkle gay ra chi phi déng ké [10].

Céc phuong phap xac thuc SKip list truyén thong gap phai mot so han ché. Thir nhét, khi kich
thude co so dir liéu tang 1én, qua trinh xac thuc tré nén ton kém vé mait tinh ton, dan dén suy
giam hiéu suat. Thir hai, cic cip nhat thuong xuyén trong cAu tric co sé dit liéu yéu cau tinh toan
lai cac gi4 tri xac thuc, gdy ra chi phi bo sung. Cu01 cung, khd nang mo& rong cua phuong phép
xéc thuc SKip list d6i vi co so dit lidu quy mé 16n can dugc cai thién dé xir Iy khdi luong dir liu
ngay cang tang [1 1] [13].

Bai bao nay dé xuét cai tién ky thuat dua trén Improved Authenticated Skip List (I-ASL),
Enhanced Improved Authenticated Skip List (EI-ASL). Thay vi s dung céc bo dir liu (tuples)
dé cai thién xac thuc Skip list, phwong phap cai tién sir dung céu tric luu trit thay thé. Qua thuc
nghiém cho thay, phuong phap dugce de xuat mic du lam ting khong gian luu trit nhung da cai
thién dugc hiéu suét tong thé cua xir 1y truy vin quan hé.

2. Cai tién ky thuat xac thuc Skip list
2.1. Cdu triic co ban

Trudc hét, nghién ciru nay dua trén cau trac I-ASL nhu nén tang cho cac dé xuat cai tién. Cu
trac I-ASLdugce J. Xu va cong su [14] gioi thiéu nham cai tién xac thyuc Slip list truyen thong, véi
muc tiéu t6i vu héa xéac thuc trong dai s6 quan hé. Céac hoat dong xac thuc nay bao gom cac phep
toan lya chon (Selection), chiéu (Projection), ndi (Joint), tong hop (Aggregation), va cac phép
truy van khac, trong khi van dam bao chi phi tinh toan thap.

CAu tric logic ciia I-ASL ¢6 thé duoc biéu dién dudi dang mét bd sau (S, D, InitHash, Update,
Query, Verify), trong d6 S = {€1,€,,....,en} 1a mot tép hop c6 thir tw gdm n phan tir. Gia sir bang dit
liéu truy van co _cac truong K={kyks,....km} va truong A 1a khoa chinh cua bang. Nghién ctru
trugc day [14] dé xuat xay dung m cu truc I-SALi véi dic diém rang bo e = (Ak;) chira cap gia
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tri cia khoa chinh A va truong ki. Bén canh do, céc tac gia cling xay dung céu trac I-ASLp v6i bd
e = (AK) chtra toan bo dit liéu cua bang truy van.
Cau truc dit liéu cta hai thanh phan la node va phan tir trong [-ASL dugc md ta nhu sau [14]:

class Node {
String hashValug; //gid tri bam cua muit
I-ASLNode next; //miit tiép theo
I-ASLNode pre; //mut trudc

}

class I-ASLNode {

String attribute;  //gid tri thugc tinh cua nut, A
String key; /D cua nut, K

int level; //thong tin level

Node [] nodeList; /mang cdc nut

}

Huoéng dong bam trong [-ASL dugc xac dinh tr dudi Ién trén, tir phai sang trai. Do do,
At maxiever UOC luu trir trong nit & cap cao nhat cua nit bao vé bén trai (left sentinel, phén tir
dau tién cta danh sach lién két) biéu dién gia tri dic trung cta toan bo I-ASL. M4 gia clia qua
trinh tinh to4n gia tri bam ciia mot nut trong [-ASL dugc mo ta nhu sau [14]:

Input: T (e;, level)

Output: dei Jevel

Algorithm:

1. If (T is a tail node (key = +0)), d+oo,k = h(0), return;
2. If (T is a bottom node (level = 0), d, o= h(h(e.K, e.A), d, , ), return;
3. Else if ( ei.next is plateau node, d, , = h(d

4.Else d, , =h(d, , )

Trong qua trinh khéi tao I-ASL, céu trac I-ASL cho mdi thudc tinh 1a doc l4p. Trong cac truy
van két hop gitra phép chiéu (Projection) va lya chon (Selection), thuat toan Verify can xac dinh
va lay tap khoa chinh (ID) ciia cac ban ghi. Sau d6, dva trén ID, truy van tit ca cac cip thudc tinh
thoa man trong mmm I-ASL tuong (mg véi mmm thudc tinh chiéu. Cac chudi bang ching (proof
sequences) duoc tao ra tir viée truy van ting I-ASL ctia mmm thudc tinh s& tao thanh m tap hop
bang ching.

Do cau triic yéu cau tinh toan lai toan bd m tap bang ching, I-ASL s& phat sinh chi phi cao khi
xu ly cac bang dir liéu 16n voi nhiéu truong thudc tinh. Trong trudng hop ndy, can c6 mot co ché
xac thuc méi dé giai quyét van dé véi chi phi thap hon.

&1,k dei’k_l), I‘eturn;

2.2. Phwong phdp cdi tién

Pé khic phuc cac thach thirc da néu, cac ky thuat sau duoc dé xuét;

- Xdc thuee truy van chiéu - lra chon (Projection-Selection Queries Authentication):

Mot co ché xac thuc gia tang (incremental authentication) dwoc gioi thiéu nhdm tranh viéc tinh
toan lai cac gia tri xac thuc cho toan bd co so dir liéu khi thuc hién cac phép chiéu - lya chon.

e Diu tién, ban d6 (map) dugc str dung thay vi bd gié tri (tuple) trong cdu trac I-ASLp. Ngoai
cap (AK), gia trj bam cua ting cip (Ak;) duoc tinh toan va luwu trit dua trén m cdu trac I-ASLi
tuong Ung.

e Do d6, thay vi chi chtra 2 phan tir, ban d E s& chira m+2 phén tir. Diéu nay lam ting khong
gian luu trilt, nhung giup giam thoi gian xac thye dit liu.
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Véi mot quan hé R, can thiét 1ap k 1-ASL twong tmg v6i kkk thudc tinh ciia quan hé (khong
bao gém khoa chinh). Sau do, cAu tric EI-ASLp dugc xay dung thay thé cho I-ASLp.

Céu trac EI-ASL,p dugc biéu dién dudi dang bd sau (S,D,InitHash,Update,Query,Verify),
tuong tu I-ASLp. Tuy nhién, S={e,d}, trong do:

e ¢: Tap hop tét ca cac gia tri phan tir quan hé co thi ty.

e d: Tap hop gi tri bam cua chung, dugc tinh tir k cdu trac I-ASL twong tmg v6i khoa chinh.

- Xac thuc truy van két néi (Join Queries Authentication):

Mot co ché xac thuc dugc phat trién cho cac truy van két ndi (join queries) sir dung cac phép
toan “>" va “>". Cac phép tinh ndy chua dugc trién khai trong nghién ctu truge day [14].

Co ché xac thuc nay dam bao viéc xac minh hiéu qua cac truy van két ndi phtrc tap trong co
O dir liéu, gitap cai thién higu suit va kha nang mo rong cua hé thong.

3. Panh gia cai tién

Trong cac phuong phap xac thyc dir liéu hién tai, Merkle Hash Tree (MHT) va Signature
Chain 1a nhitng k¥ thuat phd bién dugc sir dung dé dam bao tinh toan ven cua dir liéu trong cac
hé thdng phan tan. Ca MHT va Signature Chain déu c6 the cung cip ching minh O(log n) cho
cac phép toan xac thyc, nhung chung hoat dong trén cac céu tric dit lidu khac nhau, méi phuong
phap c¢6 wu nhugc diém riéng. MHT sir dung cau triic cay nhi phan hoan chinh, trong dé cac bim
dugc tinh toan va duy tri trén toan bd ciu truc cdy, trong khi Signature Chain sir dung chudi cac
chir ky k¥ thuat sé dé dam bao tinh toan ven cua dir liéu [15], [16].

Tuy nhién, vi€c so sanh truc tiép gitra ASL va cac phuong phap nay la khong kha thi, vi moi
phuong phép c6 cac yéu cau khac nhau vé bo nhd, chi phi tinh toan va kha ning cap nhat dit lidu.
ASL, dua trén cu triic danh sach lién két c6 nhay, mang lai loi thé trong viéc tim kiém va cép
nhat nhanh chéng véi do phirc tap O(log n), nhung khac véi MHT va Signature Chain vé cach
thire t6 chirc va xac thuc dit lidu [17]. Pac biét, trong khi MHT va Signature Chain thich hgp cho
céc tinh hudng dit lidu it thay doi hodc khong co su thay doi lién tuc, ASL lai hoat dong tot hon
trong moi truong yéu cau cap nhat dir liéu thuorng xuyén. Do do, thay vi so sanh tryc tiép Vo1 cac
phuong phdp ndy, bai bao chi tap trung vao viéc so sanh céc cai tién méi voi thudt todn gde, I-
ASL, nham chirng minh tinh hiéu qua cia cac cal tién trong moi truong thuc té.

Pé kiém tra hiéu qua cua cac ky thuat dé xuét, cac thi nghiém da duoc thyc hién trén cac bo
dir liéu thyc té. B dir lidu duoc xdy dung tir 10.000 ban ghi va tién hanh 3 thi nghiém véi cdu
truc 5 thudc tinh, 10 thudc tinh va 15 thude tinh. Cac ban ghi dir liéu dugc Iuu trit trong hé quan
tri c6 so dir liéu MySQL.

Bang 1. Thoi gian xdc thuc trong cdc thi nghiém vé xdc thiee truy van Projection-Selection

5 thudc tinh 10 thudc tinh 15 thudc tinh
Thi nghiém
) EI-ASL I-ASL EI-ASL I-ASL EI-ASL I-ASL
Thoi gian (ms) 180,89 1042,71 249,56 2210,24 279,48 3183,93
Dung lugng (KB) 893 386 1330 422 1762 456

Duya trén két qua trong Bang 1, thoi gian xac thuc khi Iya chon 5 thudc tinh bang phuong phap
cii 16n hon khoang 5,79 1an so véi phuong phap dugc d& xuit trén cung mot co so dir liéu. Thém
vao do6, thoi gian xac thyc khi thyc hién lya chon 10 thude tinh va 15 thude tinh 1an luot cao hon
8,86 va 11,39 lan. Tuy nhién, kich thudc bd nhé cua EI-ASL cao hon 2,31 lan so voi I-ASL trong
truong hop 5 thudce tinh, va ting 1én 3,15 1an voi 10 thudce tinh va 3,86 1an véi 15 thudc tinh.

Céc két qua nay chi ra rang phuong phap xac thuc Skip list duoc cai tién c6 hiéu suét tinh
toan va thoi gian phan héi truy van vuot trdi hon so véi cac phuong phap trude. Cac thi nghiém
cling 1am ndi bat kha ning thich Gmg cua phuong phap tiép can moi voi nhiéu kich thude co so
dir lidu va khéi lugng truy vin khac nhau. Tuy nhién, phuong phap trong nghién ciru nay lam
tang kich thudc b nhé cho cung mot co sé di li¢u.
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4. Két luan va hwéng phat trién

Bai bao nay di trinh bay cac k¥ thuit méi nham cai thién viéc xac thuc Skip list trong t6i wu
hoéa truy van quan h¢. Bang cach giai quyét nhimg han ché cua cac phuong phap hién cé, cac k¥
thuat dugc dé xuat da nang cao hiéu qua va kha nang thich ing cua xac thuc Skip list. Két qua thi
nghiém x4c nhan tinh hiéu quéa cta nd va tiém niang déng gop vao viéc t6i uu hoa cac hé thong co
sO dir liéu quan hé.

Trong céc nghién ctru trong tuong lai, nhom nghién ctru du dinh kham pha thém cac phuong
phap tdi uu héa cho xac thue Skip list, chang han nhu viéc tan dung cic thudt toan hoc may e
dua ra quyet dinh xéc thyc théng minh. Hon nita, cac ky thuét dugc dé xuat c6 thé duoc tich hop
v6i cac chién lugce t6i wu hoa truy van khac, mo ra mot huéng di tha vi cho su phat trién.
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