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Homomorphic encryption is an emerging cryptographic method that allows
data to be processed while still encrypted, offering a promising solution for
maintaining privacy in sensitive applications. In this study, we present a
practical implementation of the homomorphic encryption aimed at real-world
scenarios, with a particular focus on the electricity and energy sectors, domains
where data security and confidentiality are critical. We evaluate the
performance of the homomorphic encryption by applying it to encrypted
energy consumption data and demonstrate that it enables meaningful
computations without compromising privacy. Our results show that despite
computational overhead, optimizations make homomorphic encryption viable
for secure analytics, with a key advantage over AES and RSA: computing
directly on encrypted data. This is crucial for smart buildings, where energy
usage data must be processed securely. FHE ensures privacy by allowing
remote analysis of encrypted electricity data, preventing leaks or misuse. The
reliability of FHE makes it a promising solution for securing energy systems
and critical infrastructure in privacy-focused smart environments.
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M3 héa dong ciu 13 mot phwong phap md héa méi ndi cho phép xtt Iy dit liéu
trong khi van duoc mi hoa, mang dén giai phap day hira hen dé duy tri quyén
riéng tu trong cac ung dung nhay cam. Trong nghién ctru nay, chung toi trinh
bay mét trién khai thuc té cia méi hoa déng cu hudng dén cac tinh hudng thyc
té, dic biét tp trung vao cac linh vuc dién va ning luong, cic linh vic ma bao
mat va tinh bao mat dir liéu 1a rét quan trong. Chiing t6i danh gia hiéu suit cua
ma hoa dong ciu bang cach ap dung né vao dir ligu tidu thu nang lugng duoc
ma hoa va ching minh rang n6 cho phép tinh toan co y nghia ma khéng anh
huéng dén quyén riéng tu. Két qua cta ching i cho thay, mac du ton tai chi
phi tinh todn, cac ky thuat ti wu hoa giup ma hoa ddng cu tré nén kha thi
trong phan tich dir liéu an toan, véi loi thé ndi bat so véi AES va RSA: cho
phép tinh toan tryc tiép trén dit liéu dd ma hoa. Piéu nay rat quan trong ddi véi
céc toa nha théng minh, noi dit liéu st dung nang lwong phai dugc xir Iy an
toan. FHE dam bao quyén riéng tu bang cach cho phép phan tich tir xa dit ligu
dién dugc ma hda, ngan ngura ro ri hoac su dung sai muc dich. D6 tin cay ciaa
FHE khién n6 tr¢ thanh giai phap day hira hen dé bao mat cac hé thong ning
lugng va co s& ha ting quan trong trong cic méi truong thong minh tap trung
vao quyén riéng tu.
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1. Introduction

In the contemporary digital landscape, the proliferation of data across various sectors necessitates
robust security measures to protect sensitive information. Traditional encryption methods, such as the
Advanced Encryption Standard (AES) and Rivest-Shamir-Adleman (RSA), have been extensively
employed to secure data at rest and in transit. With the growing reliance on cloud services,
safeguarding user data has become imperative. Creating a secure environment requires robust
protection mechanisms [1]. The AES and RSA are two cornerstone encryption algorithms widely
adopted for data protection. AES, a symmetric encryption algorithm, is renowned for its efficiency
and speed, making it suitable for encrypting large datasets. Conversely, RSA, an asymmetric
encryption algorithm, is primarily utilized for secure key exchanges and digital signatures due to its
robust security features. However, these conventional techniques require data to be decrypted before
processing, thereby exposing plaintext data during computation and potentially compromising
security [2]. This inherent limitation underscores the need for encryption methods that facilitate secure
data processing without decryption.

Homomorphic encryption (HE) has emerged as a transformative cryptographic approach,
enabling computations to be performed directly on encrypted data without necessitating
decryption. This paradigm ensures that data remains confidential throughout the processing
lifecycle, thereby mitigating risks associated with data breaches during computation. The
applicability of HE spans various domains, including secure data analysis, privacy-preserving
machine learning, and confidential financial computations [3]. HE schemes are categorized based
on their operational capabilities:

Partially Homomorphic Encryption (PHE): supports a limited set of operations (either
addition or multiplication) on ciphertexts.

Somewhat Homomorphic Encryption (SHE): allows both addition and multiplication operations
but with constraints on the number of permissible operations before decryption is required.

Fully Homomorphic Encryption (FHE): enables unrestricted addition and multiplication
operations on ciphertexts, allowing arbitrary computations on encrypted data.

Within the energy sector, the integration of advanced metering infrastructure and smart grids
has led to the generation of vast amounts of consumption data [4]. While this data is instrumental
for optimizing energy distribution and consumption, it also raises significant privacy concerns.
For instance, detailed energy usage patterns can unconsciously reveal personal habits of
consumers. Implementing HE in this context allows for the aggregation and analysis of energy
consumption data while preserving individual privacy. A notable application is the anonymous
aggregation of production and consumption data in energy communities, facilitating efficient
energy management without compromising user confidentiality [5]. The evolution of data
security mechanisms has been pivotal in safeguarding sensitive information across various
sectors. Within the energy industry, the advent of smart grids and advanced metering
infrastructures has necessitated the development of robust encryption techniques to protect
consumer data and ensure operational integrity.

The realization of FHE was a significant milestone, as it addressed the limitations of PHE and
SHE by permitting complex computations on encrypted data without compromising security.
However, FHE schemes are often associated with substantial computational overhead,
necessitating ongoing research to enhance their efficiency and practicality.

HE integration in the energy sector addresses privacy concerns in energy data collection and
analysis, with key applications including [6].

Privacy-Preserving energy metering: by employing additive homomorphic encryption
schemes, utility companies can aggregate energy consumption data without accessing individual
readings, thereby preserving consumer privacy [6].
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Secure Peer-to-Peer (P2P) energy trading: incorporating HE with blockchain technology
facilitates confidential transactions in P2P energy markets. Homomorphically encrypted
transactional data stored on the blockchain allows smart contracts to execute functions without
revealing sensitive information, enhancing both security and privacy [7].

Enhanced cybersecurity in energy systems: HE enables secure computations on encrypted
operational data, mitigating risks associated with cyber threats targeting critical energy
infrastructure [8]. This approach ensures that sensitive data remains protected even during
processing, thereby enhancing the overall cybersecurity posture of energy systems.

Grid optimization and security: HE can enhance the security of grid operations by enabling secure
computations on operational data. This ensures that sensitive information, such as grid load and
demand forecasts, remains protected even during processing [9]. Implementing HE in grid
management systems can bolster resilience against cyber threats and unauthorized data access.

Despite its security advantages, HE is often criticized for its computational inefficiencies
compared to traditional encryption methods. Studies have shown that homomorphic operations incur
significant performance overheads, making them slower than symmetric encryption algorithms like
AES [10]. For instance, while AES is optimized for fast, secure encryption of large datasets, HE
schemes require more computational resources, leading to increased processing times.

A comprehensive assessment conducted by Zhao et al. [11] evaluated four single
homomorphic encryption algorithms, analyzing their security characteristics and efficiency. The
study revealed that while HE provides enhanced security, it incurs higher computational costs
compared to symmetric encryption algorithms like AES and asymmetric algorithms like RSA.
Further research by Crihan et al. [12] compared the partially homomorphic encryption algorithm
with the Brakerski-Gentry—Vaikuntanathan (BGV) fully homomorphic encryption scheme. The
study focused on factors such as encryption time and computational complexity, concluding that
while BGV offers comprehensive homomorphic capabilities, it demands greater computational
resources, impacting performance .

This paper aims to investigate the efficiency and feasibility of implementing homomorphic
encryption in real-world applications, with a particular focus on the electricity and energy
sectors. By conducting experimental evaluations on encrypted energy consumption data. This
study aims to demonstrate the practical viability of homomorphic encryption for secure data
analytics. Additionally, the performance of HE is compared with traditional encryption methods
to provide a nuanced understanding of its applicability in the energy industry.

2. Research methods

In this paper, we have studied the reconstruction of a fully homomorphic encryption scheme
based on the RLWE (Ring Learning With Errors) problem. RLWE is a structured variant of the
LWE problem. RLWE-based HE schemes were introduced to improve efficiency by allowing
compact keys and ciphertexts. Moreover, Polynominal ring operations are more efficient than
unstructured matrix operations in LWE. Previous studies have applied homomorphic encryption
to the energy sector, focusing on privacy-preserving data aggregation and forecasting. For
instance, a study demonstrated the use of the Fan-Vercauteren (FV) scheme for secure load
forecasting in smart grids [13]. However, RLWE-based HE scheme introduces optimizations
specifically for energy data such as efficient handling of time-series consumption data, real-time
processing capabilities, or integration with smart grid protocols. Many RLWE-based schemes
prioritize security, sometimes at the expense of computational efficiency. Zhang et al. [14]
introduced techniques to reduce the complexity of key switching and modulus switching
operations, which are critical for improving the performance of FHE schemes. These
optimizations make the scheme more practical for real-world applications, including those in the
energy sector where processing large volumes of encrypted data efficiently is essential. The
homomaorphic encryption is a powerful cryptographic approach that allows computations to be
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performed directly on encrypted data, ensuring that sensitive information remains protected even
during processing. This property addresses a fundamental shortcoming of traditional encryption
methods such as AES or RSA, which require data to be decrypted before any meaningful
computation can occur, thereby exposing it to potential risks, especially in outsourced or cloud-
based environments. In the context of energy systems and smart grids, where massive volumes of
consumption data are continuously collected from distributed smart meters and sensors,
preserving user privacy while enabling real-time analytics is a critical challenge. HE offers a
secure and practical solution by allowing utilities or third-party service providers to perform
operations such as data aggregation, load forecasting, and usage profiling directly on encrypted
consumption data, without ever accessing the raw values. This makes it possible to deliver
intelligent energy services while complying with strict privacy regulations and protecting
consumers from data misuse. By extending cryptographic protection into the computation phase,
homomorphic encryption not only enhances the security architecture of modern energy
infrastructures but also paves the way for trustworthy, privacy-preserving innovation in energy
data analytics. As a results, we design an efficient homomorphic encryption scheme requires
balancing security, functionality, and performance.

Below is a detailed design of a FHE scheme suitable for electronic data (this schema can also be
used for some other data such as smart grids, loT, finance, etc.), with support for both addition and
multiplication. This design builds on lattice-based cryptography using the Ring Learning With
Errors (RLWE) problem [15], which is standard in modern HE. RLWE is a hard mathematical
problem used as the foundation for many lattice-based cryptographic schemes, including
homomorphic encryption. It extends the classic Learning With Errors (LWE) problem to
polynomial rings, providing better efficiency and compact key sizes. In RLWE, the goal is to
distinguish noisy polynomial equations of the form b = a.s + e (mod gq) from random ones,
where q, s, e are polynomials and e is a small error term. The presumed hardness of solving RLWE
even with quantum computers makes it a strong candidate for post-quantum cryptography.

By utilizing the RLWE problem, we can construct a secure and efficient FHE scheme tailored
for encrypting and processing electrical and energy data. Below are the details of the scheme of
fully homomorphic encryption.

2.1. Mathematical Preliminaries.

We work within a polynomial ring:
_ Zglx] (1)
T

where: Z,: integers modulo a large prime or power-of-two modulus g, consisting of the set
{0,1,2,...,q — 1} with addition and multiplication performed modulo q. The choice of g
influences the security and efficiency of the encryption scheme.

x: an indeterminate or variable used to construct polynomials. Acts as the placeholder for the
polynomial terms, enabling the representation of data within the ring structure.

f(x) = x™+ 1:a cyclotomic polynomial (when q is a power of 2), which defines the ring
structure.

n: the degree of the polynomial f(x), often chosen as a power of two (e.g., 1024, 2048).

Rg: ring of polynomials with coefficients modulo g, degree less than n

This structure enables fast polynomial arithmetic using the Number Theoretic Transform
(NTT). NTT serves as a significant mathematical instrument that has gained prominence in the
advancement of Post Quantum Cryptography (PQC) and HE. The efficient calculation of
polynomial multiplication through the convolution theorem, achieving a quasi-linear complexity
of O(nlogn) when utilizing Fast Fourier Transform-style algorithms, has established it as a
crucial element in contemporary cryptography [16].
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2.2. Key generation

In homomorphic encryption schemes, key generation is a fundamental process that establishes
the cryptographic keys necessary for secure encryption and decryption operations. The specifics
of this process can vary depending on the particular homomorphic encryption scheme in use. The
key generation is defined as follows:

where: n: polynomial degree (power of 2, e.g., 4096 or 8192),

q: ciphertext modulus (large integer, e.g., 2°9),

x: discrete Gaussian or centered binomial error distribution,

s: secret key, small random polynomial sampled from y,

a: random public polynomial sampled uniformly from R,

e: noise polynomial sampled from y,

b: constructed to "hide" the secret s.

Secret key generation:

Select a polynomial s from the ring R, with coefficients sampled from the error distribution
x. This ensures that s is a "small" polynomial, which is crucial for the security and correctness of
the scheme.

Public key generation:

Choose a polynomial a a uniformly at random from R,. This randomness is essential to
ensure the unpredictability of the public key. Then, generate the error polynomial e from the
error distribution y. Like s, this polynomial has small coefficients. Finally, the public key
component is calculated by the fomula:

b=—-as+emodq 2

This computation ensures that the public key is related to the secret key in a way that
maintains the hardness assumptions of the RLWE problem. Therefore, the security key pair for
the FHE scheme will consist of

Secret key (sk): the polynomial s, which must be kept confidential as it is used for decryption.

Public key (pk): the pair (a, b), which can be openly shared and is used for encryption.

2.3. Encryption and Decryption process

Encryption:

The objective of encryption in FHE scheme transform plaintext data into ciphertext, allowing
computations to be performed without exposing the original information. The encryption steps
are as follows:

The first step, the data to be encrypted, plaintext (m), represented as a polynomial in the
plaintext ring, where, m € R,, t < q, (t is a smaller integer representing the coefficient space
for plaintexts, commonly ¢t = 2 for binary messages or t = 256 for byte-sized messages). The
space of plaintext will be calculated by the formula:

L[« (3)
E7xn 41

In the second step, generate random polynomials (u,e;, e;), sampled from a discrete
Gaussian distribution y to introduce necessary randomness and ensure security.

Then, scale m to match the ciphertext modulus g , resulting in:

m' = l%mJ € R, )

The final step is the computation of the ciphertext components to finish the encryption

process, using the public key components (a, b), compute the ciphertext as a pair of polynomials,
by the fomulas as follows:

co=b-u+e +m' modq (5)

ci1=a-u+ e;modq (6)
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Ciphertext (co,c;) € R2, which can be publicly shared and used for homomorphic
computations. The encrypted message is now hidden within the structure, and no one without the
secret key can extract it due to the RLWE hardness.

Decryption:

Decryption Process and provide a concrete example to illustrate both encryption and
decryption steps. Its objective retrieve the original plaintext from the ciphertext using the secret
key. The decryption steps are as follows:

Compute the inner product by calculating the polynominal m’(x) as:

m'(x) = co(x) + ¢;(x).s(x) mod q 7

This operation combines the ciphertext components with the secret key to produce an
intermediate polynomial that contains the scaled plaintext and associated noise.

Recover the plaintex by scaling down m'(x) to the plaintext modulus t and round to the
nearest integer, m(x) calculate by the fomula:

m(x) = E.m’(x)] mod t )

This step maps the coefficients of m'(x) back to the original plaintext space, effectively
removing the scaling applied during encryption.

3. Results and Discussions

In the electric power industry, the integrity and confidentiality of electrical data are
paramount. This data encompasses real-time grid operations, consumption metrics, and
infrastructure diagnostics, serving as the backbone for efficient energy distribution and
management. Unauthorized access or manipulation of this information can lead to severe
consequences, including service disruptions, financial losses, and compromised public safety. As
the sector increasingly integrates digital technologies, the attack surface for cyber threats
expands, necessitating robust data protection mechanisms [17].

Fully Homomorphic Encryption (FHE) offers a compelling solution by enabling computations
on encrypted data without requiring decryption. This ensures that sensitive electrical data remains
confidential even during processing, effectively mitigating risks associated with data exposure to
untrusted environments or external service providers. By implementing FHE, electric power
companies can perform essential analyses such as load forecasting, fault detection, and demand
response optimization on encrypted datasets, preserving data privacy and integrity. This approach
not only enhances cybersecurity resilience but also aligns with regulatory compliance and
bolsters stakeholder trust in an era where data breaches are increasingly prevalent.

3.1. Processing model

Electrical meters are tools used to measure how much power is used by consumers. In
addition to being required for utility billing and electrical grid management, the information
gathered by these meters may be utilized to evaluate the environmental effect of buildings.
Previous studies have shown that by identifying variations in energy use, unsecured metering
data may be utilized to deduce certain information about building residents' actions. A period of
low electricity use, for instance, might indicate that the building's occupants are not there. Data
privacy safeguards for metering data that do not impair the availability and quality of data used
for energy management and billing applications are becoming more and more necessary as smart
metering becomes more widespread.

This section presents a four-stage model illustrating how The FHE can be applied to the
secure processing of electrical energy consumption data in a smart building as shown in Figure 1.
The aim is to calculate the average energy consumption across multiple measurement points
(referred to as sites) without ever revealing the raw data values during the computation process.
These raw measurements must be protected to ensure privacy and prevent unauthorized access.
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Figure 1. Data processing model and full homomorphic encryption for electric data

3.2. Data acquisition

From the diagram in Figure 1, the process of collecting, processing and storing electricity
consumption data in smart buildings is carried out as follows: electricity measuring devices such
as smart meters are deployed at the main inlet meter located in areas (such as floors, rooms,
functional areas), large equipment (such as central air conditioning, elevators, pumps...). The
included sensors may include current sensor, voltage sensor, power sensor, and ambient
temperature sensor. The collected data includes Electricity consumption (kWh), Current (A),
Voltage (V), Real-time power consumption (kW), and Power Factor. The acquisition process is
handled through a component called Data Acquistion, where it is aggregated and formatted into
structured digital representations, referred to as plaintext values (e.g., mi, mz, ms). The measuring
devices use data transmission protocols, including wired (Modbus, BACnet, KNX), and wireless
(ZigBee, LoORaWAN, Wi-Fi, Bluetooth LE) options. The collection process is handled through a
component called Data Acquistion, measuring devices use data transmission protocols: wired:
Modbus, BACnet, KNX, wireless: ZigBee, LoRaWAN, Wi-Fi, Bluetooth LE. The data collector
will collect data from measuring devices, then synchronize and standardize the data format.
Depending on the sensitivity of the data, it will be collected periodically (1 minute/ 1 time, or 5
minutes/ 1 time, or on request).

3.3. Data encryption and decryption

To ensure privacy and data security from the outset, each plaintext measurement is encrypted
using a public key (pk) within the FHE component. This produces encrypted data (ciphertexts ci,
c2, ¢3), which can be safely processed without ever exposing the original plaintext values.
Significantly, homomorphic operations such as addition and multiplication are then performed
directly on the encrypted data, enabling meaningful computation like total energy usage or power
comparisons without requiring decryption.

The resulting encrypted outputs (e.g., ¢1 + c2 or ¢1 X ¢2) are later decrypted using the corresponding
private key (sk) to reveal accurate, privacy-preserved computation results (e.g., mi + mz, mi X mg).
After decryption, the data flows to the Data Processing component, where advanced analytics are
performed, such as trend analysis, predictive modeling, or peak load detection.

Processed results are then transferred to a Data Storage system, typically a secure cloud
platform or on-premise server, which archives the data for future audits and longitudinal analysis.
Finally, all processed insights are displayed through a Monitoring and Management interface,
where facility managers can track real-time consumption, receive alerts for anomalies, and make
informed decisions regarding energy optimization.
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By integrating FHE into the data pipeline, this processing provides end-to-end encryption,
ensuring data privacy even during computation making it an ideal solution for secure and
intelligent energy management in modern buildings.

3.4. Experimental testbed

To illustrate the experimental process for the fully homomorphic encryption scheme, the electricity
dataset shown below was utilized. In order to evaluate the homomorphic encryption method, the
following table of fundamental data from the electricity and energy industry contains information on
energy consumption, electricity production, and basic characteristics, as shown in Table 1. We also
use a library called pyFHE (Python for Homomorphic Encryption Libraries) [18] to conduct
experiments on our electricity consumption dataset using FHE, pyFHE is a suitable Python library
that provides a user-friendly interface for homomorphic encryption operations. The pyFHE is
designed to bring FHE capabilities to Python, allowing computations on encrypted data without
decryption. It wraps functionalities from multiple FHE libraries, such as Microsoft's SEAL[19],
providing a syntax similar to standard arithmetic operations in Python. This makes it accessible for
both demonstrations and complex applications like machine learning algorithms.

Table 1. Basic data sheet on electricity and energy sector

Output  Consumption Selling Price CO:
ID Date Power Plant  Energy Type (MWh) (MWh) (VND/MWh) Eralt')szlsc;ns
1 01/01/2025  Power Plant A Thermal 1200 1100 1,200,000 300
2 02/01/2025 PowerPlantB  Hydropower 850 800 900,000 0
3 03/01/2025  Power Plant C Solar 500 450 1,100,000 0
4 04/01/2025  Power Plant D Wind 600 550 1,000,000 0
5 05/01/2025  Power Plant E Thermal 1300 1250 1,300,000 350
6 06/01/2025  Power PlantF  Hydropower 900 850 950,000 0
7 07/01/2025  Power Plant G Solar 600 550 1,150,000 0
8 08/01/2025  Power PlantH Thermal 1400 1350 1,400,000 400
9 09/01/2025  Power Plant | Wind 700 650 1,050,000 0
10 10/01/2025  Power PlantJ  Hydropower 800 750 920,000 0

Data field descriptions:

ID: Unique identifier for each data record.

Date: Date when the data was recorded.

Power plant: Name of the power plant.

Energy type: Type of energy used (e.g., thermal, hydropower, solar, wind).

Output (MWh): Total electricity generated in megawatt-hours.

Consumption (MWh): Total electricity consumed in megawatt-hours.

Selling price (VND/MWh): Average selling price of electricity per megawatt-hour, in
Vietnamese Dong.

CO: emissions (tons): Amount of CO. emissions produced during electricity generation
(applicable to thermal plants only).

With the above scheme and the data table in Table 1, To advance the encryption process,
appropriate parameters are carefully selected at this stage. The encryption and decryption
processes, based on the RLWE (Ring Learning With Errors) model, are explained in detail in
accordance with the FHE scheme and specifically applied to two columns: Output and Selling
Price in the data table.

Input data for the FHE scheme as the follows:

Encryption: Output = 1200 (MWh), Selling price = 1,200,000 (VND/MWh). Then calculate:
Revenue = Output X Selling price on encrypted data, Finally: decrypt the result to clear form.

Table 2 illustrates some selected parameters for the encryption process:
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In the encrytion and decrytion stages
my = 1200 (Output of production

, We assume the data that needs to be encrypted is messages
MWh), m, = 1,200,000 (Selling price per MWh).

Table 2. Select encryption parameters
Parameter Example Description
Polynomial degree, defines ring:
n 4096 Ry = Zglx]/(f(x))
We chose n=4096 to provide a good balance between speed and
accuracy, used in the demo.
q 250 ~ 11259 x 1015 Ciphertext modulus, a large integer (In FHE, the larger q is, the wider

the noise budget is to allow for deeper computations.)

Centered binomial (1) or discrete

Noise distribution (randomly generate coefficients {—1, 0, +1} with
uniform probability. The goal of this parameter is to keep the value
small enough to ensure that the ciphertext does not exceed the

Gaussian modulus g limit, but large enough to ensure security against solving
linear systems of equations.)
s Small random polynomial from y  Secret key (s=[1,0,—1,1,0,...,0]€ R,)
a Random public polynomial from R, Public coefficient (Random in [0, q))
e Small noise polynomial from y Adds obfuscation
b Computed to hide s: b = —a.s + Calculated to generate public key
emod q
Encryption:

Encypt my, m;, € Z, into polynomial form.

Sample random polynomials: (u,e
Compute ciphertext for my, my:
Enc (my) = (¢o1,€11)

Where (cy1,¢11) and (cgy, ¢12) is calculated:

Cor=b-u+e +mymodq
Coz =b-u+e;, +m,modq

1, €2) <X
) Enc (my) = (co2, €12) (10)
(11) ci11=a-u+ e;modq (13)
12) cip=a-u+ e;modq (14)

To compute the encrypted Revenue = Ouzput of production x Selling price, multiplication is
carried out on the encrypted copy, as demonstrated below:

En
where:
c’o = €o1-Co2 (16)
Decryption: From encrypted result
according to the following formula:
ml
If noise is small and parameters are

c (my,my) = (c’g,c'1,¢'3) (15)

¢'1 = Co1-C12 + €11.Co2 (17) ¢’y =C11-C12 (18)
(co1,c11) and (cyz, ¢12). The decryption stage is calculated

= c'o+ ¢';.5s mod q (19)
well-chosen:

m' =my.m, = 1200 x 1,200,000 = 1,440,000,000
Table 3 summarizes the resulting process of encryption and decryption.
Table 3. Table summarizes the resulting process of encryption and decryption

Field Plaintext Encrypted (FHE) Operation
Production 1200 (MWh) Enc (1200) = (¢p1,€11) Encrypted input
Price 1,200,000 (VND/MWHh) Enc (1,200,000) = (cgy, €12) Encrypted input
. . Homomorphic
Revenue - Multiply ciphertexts multiplication
Result - Decrypt(c'y + ¢';.5) = 1,440,000,000 Decryption

Encryption and decryption time:

In this comparative study, the performance characteristics of three prominent encryption

schemes FHE, RSA, and AES are

evaluated based on time-based metrics across multiple

computational rounds. A time series analysis is employed to capture variations in encryption time
and decryption time over successive encryption rounds and decryption rounds, where each round
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represents a consistent execution of the cryptographic operation under varying noise, key, or system
states. FHE exhibits the highest computational overhead due to polynomial-based operations and
noise management, yielding encryption times exceeding 2000 milliseconds and ciphertexts in the
range of several megabytes. RSA, while asymmetrical and moderately efficient, performs within
200-300 milliseconds per operation. AES, being a lightweight symmetric cipher, achieves the
lowest latencies (~50 ms) and minimal ciphertext sizes (~16 KB), the results showing in Figure 2.

Time Series: Encryption Time Comparison Time Series: Decryption Time Comparison
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Figure 2. Time of encryption and decryption
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Figure 3. Comparison of security lever and computational capability

In Figure 3, in order to compare encryption algorithms effectively, we adopt a 1-6 rating scale
for two key criteria: Security Level and Computational Capability. This scale offers sufficient
granularity to distinguish between traditional schemes like RSA and AES and FHE. For Security
Level, a score of 1 represents minimal protection, vulnerable to modern attacks. Scores 4-5
reflect strong classical cryptographic security (e.g., AES), while a score of 6 denotes high
resilience against both classical and quantum threats, typically achieved by lattice-based or FHE
schemes. For Computational Capability, the scale measures how well an algorithm supports
operations on encrypted data. A score of 1 indicates no support (e.g., AES), while 2-3 reflect
limited homomorphic properties (e.g., RSA). Scores 4-5 denote partial homomorphic encryption
that supports either addition or multiplication. A full score of 6 is assigned to FHE, which allows
arbitrary computations on encrypted data without decryption.

4. Conclusions

Homomorphic encryption represents a significant advancement in cryptographic research,
offering the unique capability to perform computations on encrypted data without decryption. Its
application in the energy and electricity domains holds promise for enhancing data privacy and
security. In this paper, This work presents a fully homomorphic encryption scheme designed to
protect sensitive information within the electricity and energy domain. The homomorphic
encryption method is also compared with other conventional encryption techniques, such as RSA
and AES, to highlight its advantages and limitations. Additionally, this method is applied and
tested on an electric energy consumption dataset from smart buildings equipped with numerous
controllers and sensors. The results also demonstrate that the privacy and security as well as the
capability to calculate on encrypted data is quite good, and the ability for data to be absolutely
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secured even when direct managers obtain this data. especially when the data is stored on a third
party or in a cloud computing environment. However, FHE currently has limitations in
performance and ciphertext size, encryption and decryption speed. Ongoing research and
development efforts are directed toward optimizing homomorphic encryption schemes to address
this problem more effectively. Moreover, in the context of increasingly growing big data, FHE
promises to become a foundational technology to help ensure privacy and security in distributed
computing, cloud computing, and artificial intelligence when applying real-time applications.
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